
US 20050246529A1 

(12) Patent Application Publication (10) Pub. No.: US 2005/0246529 A1 
(19) United States 

Hunt et al. (43) Pub. Date: NOV. 3, 2005 

(54) ISOLATED PERSISTENT IDENTITY (22) Filed: Apr. 30, 2004 
STORAGE FOR AUTHENTICATION OF 
COMPUTING DEVIES Publication Classi?cation 

Inventors; Galen C, Hunt, Bellevne, Int. Cl-7 ..................................................... .. Je?' Simon, Redmond, WA (Us) (52) US. Cl. ............................................................ .. 713/168 

Correspondence Address: (57) _ _ _ ABSTRACT _ _ _ 

LEE & HAYES PLLC A technique is provided for authenticating a computing 
421 W RIVERSIDE AVENUE SUITE 500 device to access a secured resource based on a persistent 
SPOKANE WA 99201 identity that is associated With the computing device. The 

’ persistent identity is maintained in an isolated region of the 
(73) Assignee; Microsoft Corporation, Redmond, WA computing device. In one aspect, a secure identity process 

ing area (SIPA) is provided Within the computing device to 
(21) Appl. No.: 10/837,419 Contain the persistent identity. 

C COMPUTING DEVICE POWERED UP )/ 602 f 600 

l- _ _ _ _ _ _ _ _ _ “ _ _ _ _ _ _ _ _ “ — _ — _ _ _ _ _ _ _ _ _ _ ’ _ _ ~ _ - _ - _ _ - _ - ' _ _ _ - ’ — _1 

l | 

I V / 604 OPERATIONS } 
I COMPUTING DEVICE REOUEsTs ACCESS TO RESOURCE PERFORMED IN I 

T’ WITHIN SECURITY DOMAIN COMPUTING DEvIcE BY: 
INTERFACING USING : 

EITHER PRIVATE VLANI 
V2 OR PRODUCTION 

v 606 VLAN V1 — 

I 

V 
COMPUTING DEVICE RECEIVES RESOURCE ACCESS RESPONSE FROM 608 

SECURITY DOMAIN (FROM 642 

IS ACCESS 

DOMAIN? 

COMPUTING DEVICE TRANSMITS RESOURCE ACCESS REQUEST 
WITHIN SECURITY DOMAIN (To 632 IN FIG. 6b) 

GRANTED TO COMPUTING DEVICE 
TO USE RESOURCE WITHIN SECURITY 

I 

IN FIG. 6b) 

612 
RESOURCE 

REQUEST FAILS 

PROCESS ACCESS GRANT RESPONSE 

DOEs COMPUTING DEVICE 
NEED ACCESS To ADDITIONAL RESOURCE(S) 

WITHIN SECURITY DOMAIN? 





Patent Application Publication Nov. 3, 2005 Sheet 2 0f 14 US 2005/0246529 A1 

? SECURE DATA CENTER 1_0_2 i 

/ COMPUTING DEvICE i 1 

( SECURE IDENTIFICATION \ 

CRYPTOGRAPHIC PROCESSOR ) 
l5_Q [ CENTRAL PROCESSING UNIT 

ISOLATED STORAGE PORTION (CPU)1_32 
Q 

PERsIsTENT IDENTITY m 

@ Q INPUT/OUTPUT PORTION 1_I_5_§ 

TRUSTED DOMAIN PUBLIC 
CERTIFICATE 156 

J J 

( PRIVATE VLAN / / / PRODUCTION VLAN \ 
CERTIFICATE 

SWITCH EUTHORITYKDPTIONALJ m 

' BOOT SERVER ' SECURTITY DOMAIN 
116 CONTROLLER Q5 

PERSISTENT ACCOUNT 
AUTHENTICATION 1 13 

—— @ 
SECURITY DOMAIN Q J 

( FILEs AND/OR FIRMWARE U VVU 
Kk 

AUTOMATED 
DEPLOYMENT SERVICE 

1 19 

L 



Patent Application Publication Nov. 3, 2005 Sheet 3 0f 14 US 2005/0246529 A1 

PXE/DHCP 
BooT 

SERVER l 

AUTHENTICATION 
SERVER 108 SWITCH 

P’- ASSEMBLY 111 

PORT 302(4) 
WITH No. 
FILTER 

SWITCH w 

PORT PORT 
302 1 302 3 

WITH FILTER WITH FILTER 

BOOT CLIENT BOOT CLIENT 
WITH SIPA 

1.395 
WITH SIPA 

' ISOLATED STORAGE ‘ 

PoRTIoN 21_4 (FOR 
/—\ PERsIsTENT IDENTITY) COMPUTING DEvICE 

BLOB 1200 TRUSTED DOMAIN 
PUBLIC CERTIFICATE 

E 
TRUSTED DoII/IAIN 

PUBLIC 
CERTIFICATE 
@ COMPUTING DEvICE 

PUBLIC CERTIFICATE 
E 

COMPUTING 
DEvICE PUBLIC 
CERTIFICATE 

159 PRIVATE KEY NOT 
ExPoRTED, IMPORTED, 
OR VIEWABLE QUTSIDE 
OF CRYPTOGRAPHIC 

?£¢' PROCESSOR 7"?’ 

SI PA PRIVATE 
KEY 1_5_7_ 



SWITCH 
/ ASSEMBLY 111 

R E 

3 MAR 
O 

P2H mm 

US 2005/0246529 A1 

PXE/DHCP 
BooT 

SERVER 116 

BooT CLIENT 
WITH SIPA 

304 

SECURITY DOMAIN 

R] 
SWITCH @ 

PORT 
302 A2 

WITH FILTE 

PORT 
02 BN 3 

WITH FILTER 

R] 

SERVER 108 
AUTHENTICATION 

R m 5L mm H mm 

PoRT 
302 AN 

WITH FILTE 

PORT 

FILTER 

3 we PM 3 

SWITCH 109 

WITH NO 

PoRT 
302(B2) 

PORT 
302(B1) 

WITH FILTER 

PORT 
302 CN 

WITH FILTER 

BOOT CLIENT 
WITH SIPA 

304 

SWITCH 19g 

WITH FILTER 

BOOT 

304 
WITH SIPA 

A W S H W W 

304 

PORT 
302 C1 

WITH FILTER 

T N E L C T O O B 

WITH SIPA 
BOOT CLIENT 

Patent Application Publication Nov. 3, 2005 Sheet 4 0f 14 

PoRT 
302 C2 

WITH FILTER 

WITH SIPA 
304 

BooT CLIENT 



Patent Application Publication Nov. 3, 2005 Sheet 5 0f 14 US 2005/0246529 A1 

COMPUTING DEVICE SEEKS AUTHENTICATION BY SECURITY DOMAIN 502 

I 
SECURITY DOMAIN CONSIDERS AUTHENTICATION REQUEST, AND 504 

EITHER GRANTs OR REJECTS REQUEST 

IF AUTHENTICATION REQUEST GRANTED, COMPUTING 506 
DEVICE JOINs SECURITY DOMAIN 

AUTHENTICATE THE ACCESS OF THE COMPUTING DEVICE TO THE RESOURCE 

AUTHENTICATION SERVER CHALLENGES COMPUTING DEVICE, THE 
AUTHENTICATION SERVER THEN SENDs CHALLENGE To COMPUTING DEVICE 706 

I 

I 
| 
| 
| 
| 
| 
| 
I 
I 
I 
| 
| 
| 
| 
| 
l COMPUTING DEVICE DECRYPTS CHALLENGE UsING PRIVATE KEY WITH 
: ISOLATED PROcEssING TO YIELD CHALLENGE REsPONsE. COMPUTING /' 708 
I 
I 
I 
I 
| 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

DOMAIN BACK TO AUTHENTICATION SERVER. 

I 
AUTHENTICATION SERVER THEN PERFORMS COMPARE, IF SATISFIED, THEN /_ 71o 

| 
| 
I 
| 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

DEVICE THEN SENDS RESPONSE ENCRYPTED USING PUBLIC KEY OF TRUSTED I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

COMPUTING DEVICE IS AUTHENTICATED : 
I 
I 
l 

C J 

/ 
COMPUTING DEVICE MAKES UsE OF THE REsOURcE BASED ON 704 

\ AUTHENTICATION 



Patent Application Publication Nov. 3, 2005 Sheet 6 0f 14 US 2005/0246529 A1 

[600 3/ 602 COMPUTING DEVICE POWERED UP 

_ Y N _ _ BGMN E 
_ NEW D S _ 

_SI.PIVSVT L ~ 

_ mo wuem .1 am _ 

_?mDmMDV HRF _ _MRGINON 8 SUN m 

_ ONCRR 0 CE _ m w n “PPM 6 mu “ 

_OEURRRV RQ _ 
_ PWEEO E _ 

2 

" mum-NV M M . 
n “m F m _ 

_4\|J 6E E u 

_0 0U N 

_6E 6Q O _ 
_ C E\/ P _ 

_ R Rb BM . 

U 86 _ 

_ O S. R6 

_ E @E $6. " n R CF EH EW %_ _ 0 Am 0N cm N_ 

T E Cl IU O_ _ N 0% A2 WC P _ 
_ ?m R6 E4 DE S _ 

_ EM W0 m6 GS %_ 

" mo ST Um NW T _ 

AD E( OR SHH N _ 
_ RN SF SUN m_ 

_ mm s N E( E PW _ 
_'SR TM I I I I IIVRN CM _ EU vW0 SI COE S 

EA A C _ 

_ mm sD vM CR a. 
_ ES NW H0 Bow C _ 

_ R Ml CD T C 
_ N R S _ 

_ CT EC RI ER S _ _ WI WE ER .ME S_ 
_ EW VS mu 5 %_ 

_ C U _ D WW HE G O_ 
_ G H DS 0 R_ _ W "Nun G T P _ 

_ W “W m u 

_ P U T‘ 

_ M P U _ _ O W W _ 

_ C C o n 

_ /|\ [c “ 

DoEs COMPUTING DEVICE 
NEED ACCESS To ADDITIONAL RESOURCE(S) 

WITHIN SECURITY DOMAIN? 



Patent Application Publication Nov. 3, 2005 Sheet 7 0f 14 US 2005/0246529 A1 

f 630 

SECURITY DOMAIN RECEIVEs ACCESS REQUEsT FROM 632 
COMPUTING DEVICE (FROM 606 IN FIG. 6a) 

SECURITY DOMAIN ATFEMPTS TO 634 
VALIDATE ACCEss REQUEST 

ls ACCESS REQUEST VALID? 

SECURITY DOMAIN GRANTs ACCESS TO 638 
REsOURCE FOR COMPUTING DEVICE 

Y 

SECURITY DOMAIN DENIEs AccEss TO 640 
RESOURCE FOR COMPUTING DEVICE 

SECURITY DOMAIN SENDS ACCEss RESPONSE (EITHER 642 
GRANT OR DENIAL) TO COMPUTING DEVICE (TO 616 IN FIG. 

6a) 

767, 6% 



Patent Application Publication Nov. 3, 2005 Sheet 8 0f 14 US 2005/0246529 A1 

LINK LAYER SEGMENT (STAGING AREA) _80_8_ COMPUT|NG 
DEVICE PLACED 

IN STAGING 
AREA AND 

COMPUTING DEVICE ACCESSES LINK-LAYER 
NETWORK OF STAGING AREA 

RESET WITH 
CONNECTION 
T0 STAGING 

AREA 

834 

f ‘is 

f 8)“) 

SEGMENT (STAGING AREA) m 

COMPUTING DEVICE REQUESTS ADDRESS THROUGH DHCP 
CLIENT PROTOCOL 

OOT SERVER ALLOCATES INTERNET PROTOCOL (IP) ADDRESS, 

|" — '_ DYNAMIC Pros-T COIWIGURA‘TICW PRoTocTo?DHCP) _ "_ _ 



Patent Application Publication Nov. 3, 2005 Sheet 9 0f 14 US 2005/0246529 A1 

I 
I 

COMPUTING } 
DEVICE PLACEDI 

IN STAGING 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ AREA AND 

PREBOOT EXECUTION (PXE) " RESET WITH 
SEGMENT w (STAGING AREA) 842 CONNECTION 

| 
COMPUTING DEVICE BROADCASTS PREBOOT I To STAGING 

EXECUTION (PXE) BOOT REQUEST I AREA 

V 844 

BOOT SERVER VALIDATES PXE BOOT REQUEST 
(OPTIONAL) 

I 
I 
I 
I 

[ BOOT SERVER RETURNS PXE BOOT I 
RESPONSE TO COMPUTING DEVICE | 

I 
I 
I 
I 

v 848 

COMPUTING DEVICE DOWNLOADS PXE BOOT LOADER AND 
STAGING OPERATING SYSTEM FROM BOOT SERVER 

| 
| 
I 
I 
I 
I 
I 

: I I 846 
I 
I 
I 
I 
I 
I 

I- _ '- '_ _ T- _ STA‘GIE‘G O-PERAFNGTSTSTEM — — — — — — — | 

SEGMENT §_1__4_ (STAGING AREA) 
II 

STAGING OPERATING SYSTEM ON COMPUTING DEVICE ASKS SIPA TO 
GENERATE PUBLIC/PRIVATE KEY PAIR, RETRIEVE PUBLIC KEY, AND 

CREATE CERTIFICATE REQUEST CONTAINING THE PUBLIC KEY 

I 
[ CERTIFICATE AUTHORITY VALIDATES THE CERTIFICATE REQUEST 

I 

8 

8 

[ CERTIFICATE AUTHORITY SIGNS CERTIFICATE THAT INCLUDES ) 

8 

PUBLIC KEY 

I 
STAGING OPERATING SYSTEM ON COMPUTING DEVICE STORES A 

NEW CERTIFICATE IN SIPA 

_______-| 





Patent Application Publication Nov. 3, 2005 Sheet 11 0f 14 US 2005/0246529 A1 

DEVICE 
‘- _ T FREEOOT EXEEUTTOITTISXETAF'HEN‘WSATI'ION _ _ T 

SEGMENT @ (PRODUCTION NETWORK) 

COMPUTING DEVICE BROADCASTS PREBOOT 
EXECUTION (PXE) BOOT REQUEST 

V 
BOOT SERVER VALIDATES PXE BOOT REQUEST 

BOOT SERVER RETURNS PXE BOOT RESPONSE 
TO COMPUTING DEVICE 

SEGMENT @ (PRODUCTION NETWORK) 

%J9 BY 9\A 9, J 

5 

ET r mm r m T 

mm D ED wN vT Eum CE Bl 
E IT N 

DS HAA VC El 
.E TVV EES CA GU ORm DNT |M 

v 

MQ TEP GNO EO wk awn mmm DD P EEN T. E 

ME USA WEN mm 
OT QNm MTO NU C Mwm OAN UC Mm TUE CHA PE 

SAPS T1 MSN 
Om LC N NRN O M M “G0 05M GA ES MNNW MW NWV §DH AESE EAV OON YNC HUR TDN J SALN Em E %A0 mom GNwvcHEAmG vSKTTIITTTC .H HNE NO YS.D M R DL TWO GUR 

Em MER NQP PO IRE NP IE OJ HWWVC _n._r._LD TR To DRW OAE MA 
NT ED U ES 

ET ms mmm mm 

MS TNG El 
mw Mmm MV_Q|U Ta PE AP OER EC ER EnlvM HR MD Ds _mTo 5% wN EE WC DH LA 

HT P TA HE N E 
E TH O D 



Patent Application Publication Nov. 3, 2005 Sheet 12 0f 14 US 2005/0246529 A1 

i- — — iREDUCTTJNTDRER/GINE STTSTEIITALFHEITTCATION _ — q COMPUTING 

SEGMENT 910 (PRODUCTION NETWORK) DEV'CE MOVED 
946 |TO PRODUCTION 

THE PRODUCTION OPERATING SYSTEM ON THE COMPUTING DEV|CE\ l NETWORK AND 
BOOTS, AND CREATES A REQUEST TO JOIN A SECURITY DOMAIN IN | RESET WITH 

PRODUCTION VLAN J CONNECTION T0 
PRODUCTION 

918 NETWORK 
ASECURITY DOMAIN SERVER VALIDATES THE IDENTITY OF THE 

RESPONSE WITH SIPA 

l 
| 
I 

COMPUTING DEVICE VIA PUBLIC/PRIVATE KEY CHALLENGE/ | 

| 
| 
I 
l 

+ /- 950 
( THE SECURITY DOMAIN SERVER RETURNS THE SECURITY DOMAIN\ 

LOGON CREDENTIALS TO COMPUTING DEVICE J 

y 952 l 

[ THE PRODUCTION OPERATING SYSTEM REBOOTS AND USES | 
STORED SECURITY DOMAIN LOGON CREDENTIALS TO ACCESS | 

RESTRICTED PRODUCTION SECURITY DOMAIN | 

— ( OPERATING SYSTEM AUTHENTICATED STAGE 1110 ) 
II 

SUBSEOUENT _ 
VIRTUAL C DOMAIN JOIN OF OPERATING SYSTEM STAGE 1108 ) 
LANS (OR M 
COULD BE 

SAME VLAN) C FULL OPERATING SYSTEM STAGE mg 3 
I 

C DEPLOYMENT AGENT STAGE 1104 ) 

INITIAL _ I 

V'RTUAL LAN PREBOOT EXECUTION PXE STAGE 1102 (PRIVATE) L ( ) ) 





Patent Application Publication Nov. 3, 2005 Sheet 14 0f 14 US 2005/0246529 A1 

— DYWAIWCFTOSTT ODITIGURITIISR PRoTocTaL-(DFIcPI — — — COMPUT'NG 

AUTHENTICATION SEGMENT 1010 (PRODUCTION NETWORK) DEV'CE MOVED' 
1030 TO PRODUOTIONI 

I 
l 

I I I 
I I | 
' I l 
l I NETWORK BOOT FIRMWARE OF COMPUTING DEVICE REQUESTS I NIEIZQSRQGTID I 
I I ADDRESS THROUGH DHCP CLIENT PROTOCOL I CONNECTION To: 

I 
i I I PRODUCTION I 
l I i / 1034I NETWORK I 
I THE BOOT SERVER ALLOCATES IP ADDRESS AND PROVIDES I 
l ' ADDRESS TO THE COMPUTING DEVICE THROUGH DHCP SERVER I I 
l I PROTOCOL I I 

I 

l l i 1036' I 
i I THE COMPUTING DEVICE CONFIGURES THE TRANSFER CONTROL l I 
I | PROTOCOL/INTERNET PROTOOOL (TCP/IP) NETWORK TO USE | i 
I I DESIGNATED IP ADDRESS 7: I I 
I |_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _| | 

I l 

' I 
| __ __ _ 

I [- _ — _ RRETBOOT €XE—CU?ON—(PT(ETAUI’I-ENHCATITIO_I\I — I I 

l I SEGMENT 1012 (PRODUCTION NETWORK) I 
I /- 1040 l I 
l | COMPUTING DEVICE BROADCASTS PREBOOT \ | I 
I | EXECUTION (PXE) BOOT REQUEST J I i 
I | 1 1042 I I 
I | [ BOOT SERVER VALIDATES PXE BOOT REQUEST \ I I 
i I J I i 
I I V 1044 I 
I I BOOT SERVER RETURNS PXE BOOT RESPONSE To COMPUTING \ | i 
I DEVICE J l I 
I I v 1046 I I 
I | NETWORK BOOT FIRMWARE OF COMPUTING DEVICE DOWNLOADS \ | l 
I | PXE BOOT LOADER AND STAGING OPERATING SYSTEM FROM I i 
I | BOOT SERVER J I I 

i | _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __ __ _J I 

L _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _,l 

\ 1004 

K 1000 



US 2005/0246529 A1 

ISOLATED PERSISTENT IDENTITY STORAGE 
FOR AUTHENTICATION OF COMPUTING 

DEVIES 

BACKGROUND 

[0001] Authenticating a neW computing device With 
respect to an existing network is challenging, labor inten 
sive, and is often performed manually by sending a trusted 
employee to the location of the computing device. Typically, 
such authenticating is performed using a shared secret that 
is made available to the trusted employee. The trusted 
employee is then able to enter the shared secret When the 
neW computing device is coupled to the netWork, and also 
possibly When re-con?guring the computing device (e.g., 
When installing a neW operating system). For security pur 
poses, the reliability of the shared secret is only as good as 
the trust and reliability of the trusted employee because the 
trusted employee can disclose the shared secret to others 
either intentionally or accidentally. 

[0002] Furthermore, sending a trusted employee to enter 
the shared secret to each computing device When it is added 
to the netWork or re-con?gured represents a time-consuming 
and expensive operation. As electronic commerce and other 
operations that demand greater security become more com 
monplace, increasing the reliability and simplicity of 
authentication of neWly added and/or re-con?gured comput 
ing devices is desirable. 

SUMMARY 

[0003] This disclosure describes a technique for authenti 
cating a computing device to access a secured resource 
based on a persistent identity that is associated With the 
computing device. According to one aspect, the computing 
device includes a secure identity processing area (SIPA) that 
alloWs a more automated authentication of computing 
devices betWeen a security domain and the computing 
devices using established cryptographic algorithms. The 
persistent identity is maintained in an isolated region of the 
SIPA in the computing device. In one aspect the role of, and 
reliance upon, trusted employees Who manually apply a 
conventional trusted secret to each computing device are 
reduced by using a SIPA With each computing device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] The same numbers are used throughout the docu 
ment to reference like components and/or features. 

[0005] FIG. 1 is an illustrative architecture of a secure 
data center including a security domain and a number of 
computing devices, each computing device including a 
secure identity processing area (SIPA). 

[0006] FIG. 2 is a more detailed eXample of a secure data 
center With a security domain and a computing device, the 
computing device including the SIPA. 

[0007] FIG. 3 is a block diagram of one embodiment of a 
sWitch assembly that is included in the security domain of 
FIGS. 1 and 2. 

[0008] FIG. 4 is a block diagram of another embodiment 
of a sWitch assembly that is included in the security domain 
of FIGS. 1 and 2. 
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[0009] FIG. 5 is a How diagram of one embodiment of a 
generaliZed authentication request. 

[0010] FIG. 6a is a How diagram of one embodiment of a 
resource request as performed in a computing device in 
attempting to access a resource in a security domain. 

[0011] FIG. 6b is a How diagram of one embodiment of a 
resource grant as is performed in a security domain in 
response to the resource request of FIG. 6a. 

[0012] FIG. 7 is a How diagram of one embodiment of 
authentication challenge technique. 

[0013] FIGS. 8a and 8b are a How diagram of one 
embodiment of a computing device authentication technique 
that is performed in a staging area. 

[0014] FIGS. 9a, 9b, and 9c are a How diagram of one 
embodiment of a computing device authentication technique 
that is performed in a production netWork. 

[0015] FIGS. 10a and 10b are a How diagram of another 
embodiment of a computing device authentication technique 
that is performed in a production netWork. 

[0016] FIG. 11 is a diagram of one embodiment of the 
authentication levels relative to a security domain that may 
be attained by a computing device containing the SIPA. 

[0017] FIG. 12 is a block diagram of one embodiment of 
computing device blob. 

[0018] FIG. 13 is a block diagram of one embodiment of 
a persistent isolated storage portion of a SIPA. 

DETAILED DESCRIPTION 

[0019] This disclosure describes a number of authentica 
tion techniques and devices that authenticate at least one 
computing device With respect to a security domain. The 
computing device is located outside of the security domain 
prior to the authentication. As a result of the authentication, 
the computing device joins the security domain. A secure 
identity processing area (SIPA) is included in each comput 
ing device, and each SIPA provides the authentication using 
a persistent identity. The SIPA does not require key infor 
mation input from trusted individuals Who are in conven 
tional systems provided With information relating to cryp 
tographic keys or certi?cates. 

[0020] In one embodiment, a computing device having an 
un-con?gured SIPA is placed in a staging area Where the 
un-con?gured SIPA is con?gured such that it can be dis 
connected from the staging area and then integrated Within 
a production area Where it can be authenticated With the 
security domain. In one embodiment, the SIPA largely 
automates the authentication process of computing devices 
joining the security domain. 

[0021] Different aspects of the SIPA provide for a number 
of functions including but not limited to: persisting an 
identity, providing a secure bootstrap program to provide or 
update an operating system, and/or securely joining a secu 
rity domain in a manner that requires no human intervention 
such as providing a shared secret or by the person entering 
a pin code that is used by the SIPA to generate a key pair. The 
operating system can have a number of con?gurations and 
require certain levels of authentication. Portions of the 
operating system, and associated application programs, may 
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be resident at different times in the CPU 132, the memory 
134, and/or other network or other locations. As such, the 
speci?c location or operation of the operating system is not 
further described, and is not shoWn in the ?gures. A number 
of types of operating system are produced and made com 
mercially available by Microsoft. The SIPA further alloWs 
the computing device to be purposed or repurposed in a 
manner that mitigates spoo?ng threats such as exist With the 
conventional remote boot protocols. 

[0022] Example SIPA Authentication With Respect To 
Security Domain 

[0023] FIGS. 1 and 2 each shoW a data center 102 having 
a security domain 104 and at least one computing device 
105. Although FIG. 2 shoWs a single computing device 105 
in order to avoid cluttering the draWings, a number of 
computing devices may be in communication With the 
security domain 104. The security domain 104 distinctly 
interfaces With each computing device 105 via ports located 
in one or more sWitches 109. While the computing devices 
in a production area 103 are shoWn as being distinct from the 
security domain 104 in FIG. 1, the act of a computing device 
joining the security domain results in a computing device 
such as a boot server 304 becoming a portion of the security 
domain as shoWn in FIG. 4. The sWitches 109 can be 
coupled to the computing devices 105 With Wired and/or 
Wireless couplings. Each computing device 105 includes a 
SIPA 106 that provides a number of authentication functions 
to alloW the identity of the computing device 105 to be 
proven to the security domain 104. 

[0024] Each computing device 105 can be any of a variety 
of types of computers including, but not limited to, desktop 
PCs, Workstations, mainframe computers, server computers, 
client computers, Internet appliances, gaming consoles, 
handheld computers, cellular telephones, personal digital 
assistants (PDAs), etc. The multiple computing devices may 
have different purposes, hardWare con?gurations, applica 
tion programs, operating systems, softWare con?gurations, 
processors, manufacturers, etc. 

[0025] The secure data center 102 includes a number of 
computing devices 105 that are Within the production area 
103. In one embodiment, each computing device joins the 
security domain 104 upon authentication. The computing 
devices 105 can be included in such embodiments of the 
secure data centers 102 as, for example, a data center such 
as an Internet data center (IDC), a server farm, a client 
computer, an of?ce or business environment, a home envi 
ronment, an educational or research facility, a retail or sales 

environment, etc. 

[0026] Conventional server farms include a large number 
of computing devices 105 that are arranged as servers. Racks 
116 Within a protected building often support a number of 
computing devices in server farms. Individual computing 
devices 105 Within the server farms are often referred to as 
“blades”, due largely to their ability to slide into and out of 
the racks during positioning. 

[0027] The components of the secure data center 102 
provide authenticated interfacing betWeen the computing 
devices 105 and the security domain 104. Certain hardWare 
and softWare embodiments of the secure data center 102 
provide for mutual authentication or one-Way authentication 
betWeen the SIPA 106 Within the computing device 105 and 
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the security domain 104 using an automated deployment 
service 119. Cryptographic functions as described in this 
disclosure can be provided using hardWare, ?rmWare, and/or 
softWare that are included in the SIPA 106. 

[0028] The secure data center 102 of FIGS. 1 and 2 acts 
as an isolated secure boot system. During a secure boot of 
the computing device 105, the security domain 104 becomes 
associated With the SIPA 106 of the computing device 105. 
The association betWeen the security domain 104 and the 
SIPA 106 provides cryptographic veri?cation of the SIPA 
106 to authenticate the computing device 105. The authen 
tication occurs largely automatically Within the secure data 
center, and in certain embodiments there is no human 
intervention and no human knoWledge of private key infor 
mation that is included in the SIPA 106. 

[0029] The secure data center 102 can authenticate a 
computing device that is installing an operating system. The 
secure data center 102 alloWs a number of computing 
devices 105 to securely doWnload at least a portion of their 
operating system from an automated deployment service 119 
as shoWn in FIG. 2 that is located Within the security domain 
104, as discussed in more detail beloW. 

[0030] One embodiment of the secure data center 102 as 
shoWn in FIG. 1 is segmented into the security domain 104 
and the production area 103. The security domain 104 
represents those portions of the secure data center 102 in 
Which all of the devices are secured and/or trusted. Any 
particular security mechanism that provides trust and/or 
security, such as by using cryptographic authentication, can 
be used to establish the security domain 104. The production 
area 103 represents those portions of the secure data center 
102 Where at least some of the components or devices may 
not be cryptographically authenticated. 

[0031] The security domain (e.g., as maintained by the 
security domain controller 115) contains a computing device 
related identity datum that is stored in a persistent account 
113. The security domain controller 115 establishes the 
computing device’s identity in the security domain 104. The 
persistent account 113 of the security domain and the 
persistent identity 154 of the SIPA 106 are relied upon as 
described beloW When the computing device 105 including 
the SIPA 106 joins the security domain. 

[0032] The computing device 105 bootstraps at least a 
portion of the operating system using the SIPA 106 to 
provide authentication to the computing device 105. Each 
computing device 105 that is undergoing such netWork 
bootstrap protocols as preboot may be authenticated based 
on the operation using the SIPA 106. At the onset of the 
SIPA’s operation, the state of one embodiment of the com 
puting device 105 may be limited to hardWare initialiZation 
instructions such as provided by the Basic Input/Output 
System (BIOS), a netWork bootstrap program such as the 
Preboot Execution Environment (PXE), and authentication 
instructions provided by the SIPA 106 identity each as 
described in this disclosure. The SIPA 106 and the secure 
data center 102 provide a mechanism for the computing 
device 105 to obtain a cryptographically authenticated oper 
ating system. 

[0033] An alternative preboot embodiment that enhances a 
netWork bootstrap protocol contains an Extensible Authen 
tication Protocol in Which the computing device 105 
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can perform an authentication transaction (based for 
example on IEEE 802.1X communications) Without an oper 
ating system, or by using a partial or minimal operating 
system. 

[0034] The computing device 105 can download a mini 
mal operating system from the automated deployment ser 
vice 119. The automated deployment service 119 is in the 
security domain 104. A minimal operating system that is 
used to bootstrap a normal operating system is also referred 
to Within this disclosure as a “minimal bootstrap”. The 
minimal operating system yields a minimal degree of 
authentication for the SIPA. Immediately folloWing the 
doWnload, the computing device 105 and the minimal oper 
ating system are both unauthenticated With respect to the 
security domain. The minimal bootstrap uses credentials in 
the SIPA in response to authentication requests from the 
sWitch 109 that provides port authentication to establish 
either a mutual authenticated identity or a one-Way authen 
ticated identity. 

[0035] The SIPA 106 uses established cryptographic 
operations to provide authentication betWeen its associated 
computing device 105 and the security domain 104. Cryp 
tographic operations that are performed Within the SIPA 106 
include, but are not limited to: key generation, encryption, 
and decryption. In one embodiment, the SIPA 106 replaces 
the identity of the operating system Within the computing 
device 105 to establish the identity of the computing device 
With respect to the security domain 104. The identity of the 
computing device 105 is characteriZed by the hardWare and 
the operating system of the computing device. This capa 
bility of storing the identity of the computing device 105 in 
the SIPA 106 alloWs the computing device to be repurposed, 
Which may include modifying the operating system on the 
computing device 105 or loading a different operating 
system on the computing device 105, Without changing its 
identity. 

[0036] In one embodiment, the SIPA may be emulated or 
simulated by a softWare-based operating system, a kernel, or 
a program. Within this disclosure, the term “softWare” is 
intended to apply to ?rmWare as Well. The softWare-based 
operating system, kernel, or program derives its identity at 
least in part from the persistent identity 154. In one embodi 
ment, the security domain (including a directory of 
resources in the security domain) uses cryptographic tech 
niques and cryptographic keys as provided by the SIPA to 
separate the resources Within the directory of resources. 

[0037] The SIPA 106 provides mutual or one-Way authen 
tication betWeen the computing device 105 and the security 
domain 104 that establishes the identity of the computing 
device independent of the state of the operating system or 
the computing device. The SIPA 106 enables a secure 
netWork bootstrap, enables a secure operating system instal 
lation, and mitigates the vulnerabilities of such non-authen 
ticated protocols as the Preboot Execution Environment 

(PXE). 
[0038] Purposing of the computing device refers to the 
initial set-up or con?guration of the computing device. 
Purposing of the computing device includes, for eXample, 
adding the operating system and/or application programs to 
the computing device and initially con?guring the operating 
system and/or application programs. Repurposing of the 
computing device refers to changing the set-up or con?gu 
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ration of the computing device. Repurposing of the com 
puting device includes, for example, removing, replacing, 
adding to, or changing the operating system and/or appli 
cation programs Within the computing device. A computing 
device can be repurposed at any point after being purposed 
(e.g., a computing device may be repurposed one hour, one 
Week, three years, etc. after being purposed). During the 
purposing or repurposing of the computing device, the 
operating system establishes an identity (or machine 
account) of the computing device (based on the SIPA of the 
computing device) to the security domain. 

[0039] Certain embodiments of the SIPA Within the com 
puting device establish mutual authentication such that each 
computing device is able to provide a persistent identity to 
the security domain, and vice versa. Other embodiments of 
the SIPA Within the computing devices performs one-Way 
authentication. With one-Way authentication, each comput 
ing device provides a persistent identity to the security 
domain. Whether the computing device performs mutual or 
one-Way authentication is a function of the SIPA and its 
relation to the security domain. One-Way authentication 
need not import a domain public trusted certi?cate to the 
SIPA Within the computing device during the staging opera 
tions as described Within this disclosure, as is typically done 
for mutual authentication. 

[0040] Certain embodiments of the various components of 
the secure data center 102 are described in greater detail With 
respect to FIG. 2. The secure data center 102 includes the 
components of both the security domain 104 and the com 
puting device 105 With the SIPA 106. In one embodiment, 
the security domain 104 includes a security domain control 
ler 115, a sWitch 109, an authentication server 108, a boot 
server 116, an optional certi?cate authority 110, an auto 
mated deployment service 119, and a ?reWall 112. The 
?reWall 112 as shoWn in FIG. 2 alloWs the services in the 
secure data center to be made available to computing 
devices, and acts to limit access to data contained Within the 
security domain 104 to unintended remote third parties and 
rogue servers 199. 

[0041] The components as described With respect to FIG. 
2 that create and service a security domain 104 include the 
security domain controller 115 and the certi?cate authority 
110. The certi?cate authority 110 represents a third party that 
can provide authentication betWeen the computing device 
105 and the security domain 104. The certi?cate authority 
110 may be at least partially contained Within the security 
domain 104, or alternatively may be remote from secure data 
center 102. The certi?cate authority 110 issues certi?cates 
based on asymmetric cryptography, e.g., as part of a public 
key infrastructure In one aspect, the security domain 
controller 115 uses a persistent account 113 to provide a 
secure and trusted location to derive and store user and 
computing device identities that are used for authentication. 
The authentication server 108 authenticates the computing 
devices 105 using the security domain controller 115. 

[0042] In one illustrative embodiment as described rela 
tive to FIG. 2, each computing device 105 Within the secure 
data center 102 includes a central processing unit (CPU) 
132, a memory 134, an input/output (I/O) portion 136, ?les 
and/or ?rmWare 138, and a SIPA 106. In one embodiment, 
the components 132, 134, 136, 138, and 106 are each 
attached to a motherboard contained Within the computing 
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device. Files and/or ?rmware 138 can be con?gured to allow 
the computing device 105 to solicit the network for a 
network identity, and to form message transactions on a 
network. 

[0043] Each computing device 105 can optionally down 
load at least a portion of its operating system using the 
automated deployment service 119 and the security domain 
controller 115. The automated deployment service 119, as 
shown in FIG. 2, manages the con?guration and installation 
of operating system software on the computing devices 105. 
All of the computing devices 105 in the secure data center 
102 may utiliZe the same automated deployment service 
119. Alternatively, multiple automated deployment services 
119 may distinctly manage different computing devices 105. 
Different automated deployment services 119 may manage a 
particular computing device at different levels of authenti 
cation. 

[0044] In certain embodiments of the present disclosure, a 
computing device 105 may be authenticated with the auto 
mated deployment service 119 after being added to secure 
data center 102. During operation, when a computing device 
105 is added to the secure data center 102, the newly added 
computing device 105 is automatically con?gured to authen 
ticate the computing device. 

[0045] Within this disclosure, a bootstrap program is con 
sidered a program that downloads all or a portion of the 
operating system. The bootstrap program typically contains 
less code than the operating system due to their relative 
operations and complexities. Certain embodiments of 
authentication can be provided during booting, rebooting, 
recovery, and other purposing processes that occur during 
normal computing device operation in prior systems, but 
without the authentication as provided in this disclosure. 

[0046] Within this disclosure, a machine account may 
provide one embodiment of a secure identity within the 
directory in the security domain 104. The credentials within 
the SIPA (e.g., the SIPA public key or the computing device 
public certi?cate 159 as shown in FIG. 13) are used to 
establish a machine account in the security domain based on 
a shared secret. The SIPA public key, or the computing 
device public certi?cate 159 that encapsulates the SIPA 
public key as shown in FIG. 13, is “mapped” to an database 
account (not shown) in the security domain controller 115 as 
shown in FIG. 2. 

[0047] The computer account may be associated with 
instructions (e.g., policies) to install a particular type or 
version of operating system or application program. Accord 
ing to one aspect of this disclosure, an installation policy is 
stored in the automated deployment service 119 of the 
security domain controller 115 that conveys “managing” the 
computing device 105. The automated deployment service 
119 includes a database containing data relating to the 
computing devices 105, the users, and policies. The security 
domain controller 115 carries out the operations of authen 
tication of the automated deployment service 119, and as 
such the security domain controller 115 can be considered as 
providing some of the operations of the automated deploy 
ment services 119. In one embodiment, the security domain 
104 contains an identity datum in the persistent account 113 
for each participating computing device 105 that establishes 
the identity of that computing device. 
[0048] FIG. 2 also illustrates two Virtual Local Area 
Networks (VLANs): a production VLAN V1 and a private 
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VLAN V2. Many types of networks can be segregated into 
multiple VLANs for network isolation. In this disclosure, 
messages between computing devices are assumed to remain 
isolated on those VLANs that they are a respective member, 
but not on additional network devices such as switches, 
routers, or other network devices that are used to transmit 
messages between multiple VLANs. As such, devices in a 
VLAN can communicate freely with other nodes in the same 
VLAN, but cannot talk directly to nodes outside the VLAN. 
Placing two or more computers in a VLAN is the equivalent 
of connecting those computers to the same physical net 
work. VLANs can be implemented as port-based VLANs or 
protocol-based VLANs. Port-based VLANs occur within a 
single switch while protocol-based VLANs can span mul 
tiple switches. An eXample of protocol-based VLANs is 
standardiZed according to IEEE 802.1Q. The IEEE 802.1Q 
standard describes how packets are marked and how VLAN s 
are supported. 

[0049] The private VLAN V2 is a limited virtual network 
that the switch 109 permits messages to be sent across. In 
one embodiment, the computing devices 105 that are not 
authenticated are attached to ports that are members of the 
private VLAN V2. After authentication, the switches 109 
may be con?gured to move the port and the computing 
device to a different VLAN, such as production VLAN V1. 
In a preferred embodiment, anytime a link is disconnected 
(e.g., a computing device is powered down or disconnected 
from the switch 109), the port switches back to the private 
VLAN V2. 

[0050] Example Isolated Storage of Persistent Trusted 
Cryptographic Information Within SIPA 

[0051] One embodiment of the SIPA 106 as described 
relative to FIG. 2 includes a private cryptographic processor 
150 and an isolated storage portion 152. One embodiment of 
the isolated storage portion is described with respect to FIG. 
13 below. The SIPA can be con?gured to provide a variety 
of functional interfaces that maintain at least a portion of a 
persistent identity 154 isolated from other portions of the 
computing device and the secure data center 102. The 
isolated storage portion 152 contains a persistent identity 
154 that persistently and privately contains one or more keys 
158. 

[0052] Persistent identity 154 can take different forms in 
different embodiments. In certain embodiments, persistent 
identity 154 is a private key of a public/private key pair (in 
such embodiments, key(s) 158 includes private key 157 of 
FIG. 13). In such embodiments, isolated storage portion 152 
also typically includes a computing device public certi?cate 
159 that includes the public key of the public/private key 
pair, as illustrated in FIG. 13. Alternatively, persistent 
identity 154 may be the public/private key pair. In other 
embodiments, the persistent identity 154 includes some 
identi?er other than part or all of a public/private key pair, 
such as a symmetric key. 

[0053] Isolated storage portion 152 also optionally con 
tains a trusted domain public certi?cate 156 containing a 
public key of the security domain 104 (e.g., a public key of 
authentication server 108). The trusted domain public cer 
ti?cate 156 allows security domain 104 to be authenticated 
to computing device 105 as discussed in more detail below. 

[0054] The computing device public certi?cate 159 con 
taining the public key of SIPA 106 is mapped to a computer 



US 2005/0246529 A1 

account. In one embodiment, this mapping occurs in the 
staging area prior to the computing device 105 being placed 
into the production area 103 as shoWn in FIG. 1. 

[0055] At least some of the content of the isolated storage 
portion 152 is not exposed beyond the SIPA 106. Particu 
larly, at least the private key 157 of the public/private key 
pair is not exposed beyond the SIPA 106. The SIPA 106 is 
a physically and operationally distinct cryptographic pro 
cessing area from the CPU 132 and the memory 134 of the 
computing device. The private key 157 may be accessed and 
used by the cryptographic processor 150, but not by any 
component external to the SIPA 106 (e.g., the CPU 132 or 
the memory 134). 

[0056] The cryptographic processor 150 (and not the CPU 
132) is con?gured to operate on the private key 157 or any 
sensitive cryptographic information that is contained Within 
the isolated storage portion 152. The term “isolated” in the 
phrase “isolated storage portion”152 indicates that any data 
Within this storage portion that is associated With the SIPA 
private key 157 is structurally isolated from, and acts 
independently from, the memory 134 in the computing 
device 105. In certain embodiments, the entirety of isolated 
storage portion 152 is structurally isolated from, and acts 
independently from, the memory 134. Such structural iso 
lation is accomplished, for example, by having only cryp 
tographic processor 150 being able to access the isolated 
memory. Any requests that require access to information 
Within the isolated memory (such as encrypting data using 
private key 157) are directed to cryptographic processor 150. 
Cryptographic processor 150 can access the isolated por 
tions of memory and perform the requested operations, but 
Will not reveal the contents of the isolated portions of 
memory to any requester. 

[0057] By designing the isolated storage portion 152 to 
maintain the SIPAprivate key 157 physically separated from 
the memory 134 accessible by the cryptographic processor 
150, and physically protected, the sensitive cryptographic 
information such as the private key 157 that is contained 
Within the isolated storage portion 152, is isolated from any 
other party or computer outside of the SIPA. Undesired third 
parties (including but not limited to malicious softWare, 
malicious operating systems, and malicious computing 
devices) therefore have great dif?culty in obtaining access to 
the original information or data that Was encrypted. 

[0058] The SIPA 106 Will support a SIPA driver for 
interfacing the SIPA to the operating system of the comput 
ing device 105 and contain the cryptography processor 150 
that is capable of Rivest, Shamir, Adleman (RSA) or other 
algorithms for supporting asymmetric challenge-response, 
encryption, and decryption operations. In one embodiment, 
the cryptographic processor 150 Will support asymmetric 
key pair generation. In other embodiments, the crypto 
graphic processing engine of the SIPA 106 is implemented 
With other algorithms including symmetric algorithms. 
Many versions of both asymmetric encryption and symmet 
ric encryption are generally knoWn in cryptographic appli 
cations and Will not be further described in this disclosure. 

[0059] The SIPA 106 may be implemented on the moth 
erboard of the computing device 105 in the form of, for 
example, a dedicated chip or a baseboard management 
controller. In certain embodiments, the SIPA 106 sends data 
directly to and receives data directly from the CPU 132. For 
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example, the CPU 132 may send a request to the SIPA 106 
that particular data be encrypted using the private key 157, 
and the SIPA 106 may return the encrypted data to the CPU 
132. In other embodiments, both the CPU 132 and the SIPA 
106 may access a region of the memory 134 to transmit 
results and/or requests. 

[0060] The security behind asymmetric cryptographic 
operations Within the SIPA 106 relies on maintaining the 
private key 157 secret from others. A third party obtaining 
the private key 157 from the SIPA 106 Would compromise 
the authentication process. With the SIPA 106 con?gured as 
shoWn in FIG. 2, only the cryptographic processor 150 and 
not the CPU 132 performs processing on data that is 
associated With the SIPAprivate key 157, Which is contained 
Within the isolated storage portion 152 for the computing 
device 105. The private key 157 is never exposed outside the 
cryptographic processor 150. As such, no processor outside 
of the cryptographic processor 150 can directly see, detect, 
analyZe, discover, or use the private key 157 based on the 
trusted domain public certi?cate 156 that is located Within 
the isolated storage portion 152. 

[0061] The isolated storage portion 152 is con?gured to be 
tamper-resistant. The isolated storage portion 152 protects 
the private key against attacks including physical removal 
and replacement. In one embodiment, the isolated storage 
portion 152 is remote from a “core area” on the motherboard 
that includes the I/ O 136, the memory 134, and the CPU 132. 

[0062] The SIPA 106 therefore alloWs for mutual authen 
tication or one-Way authentication for computing devices 
105 using a secured identity that is authenticated through 
cryptographic algorithms. This mutual authentication uses 
authentication techniques such as public/private key pairs by 
Which tWo communicating parties can each: a) prove Who 
they are to the other party, b) con?rm that the other party is 
Whom they are claiming to be. 

[0063] In certain embodiments, the SIPA 106 may be 
located adjacent to such interfaces such as the input/output 
portion 136, Which often communicates using a high-speed 
bus. Programmatic isolation is provided betWeen the 
tamper-resistant isolated storage portion 152 of the SIPA 106 
and the interfaces. AloW-bandWidth on-chip communication 
path can be provided to form a management channel 
betWeen a core of the motherboard and the SIPA 106. 

[0064] Since the SIPA 106 authenticates the computing 
device 105, it is important to ensure that the SIPA is not 
physically moved to another computing device to provide 
incorrect authentication to the Wrong computing device. In 
certain embodiments to further positively associate the SIPA 
With its computing device, the SIPA 106 is physically 
secured to the motherboard in some manner that can be 
considered as permanent, e.g., by soldering. This physical 
connection betWeen the SIPA 106 and the computing device 
105 establishes a substantially permanent identity of the 
SIPA 106 relative to each computing device 105. The SIPA 
thereby becomes physically integrated Within the mother 
board in many embodiments of the computing device 105. 
By integrating the SIPA 106 into the computing device 105, 
removing the SIPA 106 from the motherboard becomes so 
prohibitively difficult that it effectively destroys the func 
tioning of the SIPA and the identity of the computing device. 
While this disclosure describes one embodiment in Which 
the SIPA 106 is attached to the motherboard, it is envisioned 






























