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(57) ABSTRACT 

A method of capturing video from a target computer to 

update a remote computer’s video With the video output of 

the target computer. The neW video frame comprises a series 
of neW frame pixels to be captured The method comprises 
(A) receiving for comparison a neW frame pixel from the 

(22) Filed: Feb‘ 10’ 2004 series; then (B) comparing the neW frame pixel to a corre 

(30) Foreign Application Priority Data sponding reference frame pixel; then (C) if the ?nal neW 
frame pixel has not been captured, repeating steps A and B 

Jan. 9, 2004 (CA) ........................................ .. 2,455,043 for the next neW frame pixel in the series. 
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METHOD AND APPARATUS FOR FACILITATING 
CONTROL OF A TARGET COMPUTER BY A 

REMOTE COMPUTER 

FIELD OF THE INVENTION 

[0001] This invention relates to the ?eld of computer 
maintenance, and in particular, the ?eld of computer net 
work maintenance. 

BACKGROUND OF THE INVENTION 

[0002] As computer networks have become more and 
more extensive, the challenges associated with maintenance 
and control of such networks have become exponentially 
larger. In a typical setting, the operators of computer stations 
are not the same people as those who maintain the computer 
hardware and software. In the case of computer server 
hardware, there are no explicit operators, in the sense that 
computer servers are not used directly by users to do their 
work. Instead, users typically do their work at one of many 
computers connected to the server. Thus, in the case of 
computer servers, the servers are only used directly when 
maintenance is being performed on the server. As computer 
networks have become larger, it has become necessary to 
have specialiZed groups of people responsible for mainte 
nance of computer equipment, including servers. 

[0003] Maintenance of computers takes a number of 
forms. For example, it involves ?xing computer equipment 
after it has failed. However, in an attempt to reduce down 
time, many owners of computer networks have taken a 
preventative approach to maintenance. Preventative main 
tenance includes monitoring for problems, solving problems 
after they are detected, and deploying upgrades to prevent 
future problems. Maintenance may also include the adding 
of features, applications and data to the computer. 

[0004] The increased siZe of computer networks has also 
led to a change in the physical arrangement of networks, and 
the way they are communicated with by maintenance per 
sonnel. Often, computer networks are very large, and may 
include hundreds or even thousands of servers located in 
separate server rooms far removed from the location of 
maintenance personnel. Therefore, direct use of the servers 
by maintenance personnel is impractical. Furthermore, even 
if the maintenance personnel are on location, it is impractical 
for them to conduct maintenance activities on hundreds or 
thousands of target computer servers by moving physically 
from one server to the next. 

[0005] One basic requirement for maintenance personnel, 
in accomplishing their task of monitoring the target com 
puters, is that the status information being monitored be 
made available to the maintenance personnel. There are two 
main categories of target computers that maintenance per 
sonnel would typically monitor. The ?rst consists of com 
puters that are primarily based on a graphical interface, and 
the second consists of computers that are primarily based on 
a command line interface. In graphical interface-based com 
puters, such as those using the WindowsTM operating sys 
tem, the system information is available as a graphical 
display on the target computer’s screen. Therefore, to have 
this information, maintenance personnel at a remote location 
must have access to the target computer’s video in order to 
monitor the target computer. 
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[0006] In command line-based computers, such as those 
using UnixTM or Unix-derivative operating systems, a log 
?le is generally available with periodic status reports. This 
log ?le would be available to a local user of a computer and 
could be displayed on the screen. For maintenance personnel 
to monitor such a computer, they need to have access, at the 
remote location, to this log ?le. 

[0007] In addition, maintenance personnel must be able to 
choose among various types of information available from 
the target computer in order to monitor effectively. This 
involves the maintenance personnel having access to the 
standard input devices of the target computer. Typically, the 
standard input devices are the keyboard and mouse, but they 
may also include such items as graphic tablets and serial 
console ports. 

[0008] Conducting maintenance activities involving 
upgrades also requires control of the target computer. This 
includes having access to the screen shot or log ?le, and the 
standard input and output devices of the computer. It is also 
necessary for maintenance personnel to have access to the 
media on which the upgrade information are stored. If the 
medium is, for example, a CDROM or ?oppy disk, the 
maintenance personnel have historically needed to be physi 
cally present at the target computer to insert the CDROM 
and swap CDROMs as required. 

[0009] In the past, to provide the necessary access for 
maintenance personnel to the target computers, “KVM” 
switches were developed. “KVM” stands for Keyboard 
Video and Mouse. The purpose of a KVM switch is to 
provide remote access to a target computer. 

[0010] Early KVM switches were analog, connecting one 
or more target computers and one or more remote users. This 

would allow a remote user to select, usually by moving a 
mechanical switch, which target computer’s keyboard, 
video and mouse he would have access to. 

[0011] Analog KVM switches can be relatively inexpen 
sive. As well, their “perceived performance” can be quite 
good, meaning that a user accessing a target computer from 
a remote location from an analog KVM switch will have an 
experience very similar to the experience he would have if 
he were using the target computer directly. However, analog 
KVM switches have a number of disadvantages. Very basic 
analog KVM switches require the operator to be co-located 
with the target computers. In other words, if a user wishes 
to have access to eight different computers through a basic 
analog KVM switch, he must be co-located with those eight 
computers, and can access each one in turn by actuating the 
switch. To use analog KVM switches in circumstances 
where the user is located remotely from the target comput 
ers, analog KVM extenders are required. However, even 
analog KVM extenders often place strict constraints on the 
physical distance between the user the target computers. 
Such extenders typically require that the user be located 
within 300 metres of the target computers. 

[0012] Another disadvantage of analog KVM switches is 
that they are not easily scalable. In other words, creating 
networks of KVM switches, and adding additional target and 
remote computers to that network is dif?cult, usually result 
ing in escalating costs and reduced performance. US. Pat. 
Nos. 5,721,842; 5,884,096; 5,937,176; 6,378,009; and 
6,388,658 disclose various analog KVM switches and 
extenders having these disadvantages. 
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[0013] Another related problem With analog KVM 
switches is that if the remote site is far removed from the 
target site, the receiver of the KVM sWitch must be hand 
tuned for optimal video performance. Without such hand 
tuning, the video quality at the remote computer suffers, 
resulting in an loWer-than-optimal perceived performance. 
The requirement of hand-tuning makes the installation of a 
netWork of analog of KVM sWitches cumbersome and 
eXpensive. 
[0014] Subsequent to the development of analog KVM 
sWitches, digital KVM sWitches Were developed. A digital 
KVM sWitch is typically connected on one side to a target 
computer. The other end of the sWitch is connected to a LAN 
port, and ultimately to the internet or another netWork. The 
remote computers receive the target video, and transmit 
keyboard and mouse signals, over that netWork. Unlike the 
analog approach to sWitching video, keyboard and mouse 
information, the digital KVM digitiZes the video received 
from the target computer, and then transmits it to the remote 
computer via the LAN link. 

[0015] Digital KVMs may also be attached to multiple 
target computers via an analog KVM sWitch. This alloWs the 
digital KVM sWitch to access more than one target com 
puter. In some products, the digital KVM and analog KVM 
are integrated into the same unit. 

[0016] A typical digital KVM sWitch consists of an ana 
log-to-digital converter (ADC) for capturing the target’s 
video signal and converting it to digital format; a frame 
storage device, sometimes referred to as a “frame grabber”; 
and a CPU. US. Pat. No. 6,539,418 discloses a KVM sWitch 
With these general features. 

[0017] A typical target computer puts out a video signal 
containing a very large amount of raW data. A typical video 
resolution is 1024 piXels per horiZontal video line, With 768 
lines per video frame and 60 complete frames transmitted 
per second. Each piXel on a colour monitor may have a red 
component, a green component and a blue component. Most 
computers use 8 bits of information for each of these 
components, resulting in a 24-bit colour Word representing 
each piXel. In this eXample, then, the target video signal 
consists of 1,132,462,080 bits per second (1.132 gigabits). 
This bit rate is substantially higher than the capacity of any 
practically-available LAN connection. As a result, digital 
KVM devices typically use some form of video data reduc 
tion technology. One approach is to compare successive 
video frames and eXtract piXel differences betWeen succes 
sive frames. This uses far less bandWidth then transmitting 
every Whole neW frame to the remote computer. In one 
typical difference calculation method, the digital KVM 
sWitch captures an entire video frame. After the entire neW 
video frame is captured, each piXel is compared With the 
corresponding piXel in the previous video frame. Once all 
the piXel changes have been determined, the differences 
betWeen the neW frame and the previous frame are sent to 
the remote computer, and the video on the remote computer 
is updated to match the neW frame that has been received 
from the target computer. 

[0018] Digital KVM technology has an advantage over 
analog KVM technology, in that it is better able to handle 
situations Where the remote computer is distant physically 
from the target computer or computers. HoWever, digital 
KVM also introduces a number of disadvantages not present 
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With analog KVM technology. The ?rst main disadvantage 
is perceived performance. With digital KVM, there is often 
a noticeable lag at the remote computer betWeen When a 
control input occurs (eg the movement of a mouse) and 
When the video display shoWs the response (eg the mouse 
arroW moving on the screen). The siZe of this time lag can 
be related to several factors. The ?rst factor is hoW quickly 
the digital KVM sWitch can calculate differences in succes 
sive video frames. The longer such calculation takes, the 
longer it Will take to see the results of a control input on the 
video screen of the remote terminal. Also, longer difference 
calculation times can loWer the number of frames that are 
actually processed by the KVM sWitch. For eXample, in a 
video signal consisting of 60 frames per second, a neW frame 
is generated every 16.7 milliseconds. HoWever, if the dif 
ference calculation takes 32 milliseconds, then the KVM 
sWitch Will have to skip at least every second frame. When 
frames are missed by the KVM sWitch, the motion on the 
video screen of the remote terminal Will appear jerky, With 
missing information, rather than smooth, as is Would be the 
case if every frame Were processed by the KVM sWitch. 

[0019] The second factor affecting speed is the amount of 
time the digital KVM takes to generate the data to be sent to 
the remote terminal. The KVM, after calculating the differ 
ences betWeen a neW frame and the previous frame, must 
then translate the difference information into actual frame 
piXel information. In a typical digital KVM, the frame 
grabber captures a single frame of video. After that frame is 
captured in its entirety, a microprocessor loads the frame 
into its oWn Working memory. The difference calculation is 
performed by the microprocessor to determine the differ 
ences betWeen the just-captured frame and the previous 
frame. Then, the same microprocessor translates that differ 
ence information into actual frame piXel information. 

[0020] This typical KVM implementation creates certain 
disadvantages. As described above, the rate of data being 
generated by the target computer’s video signal is very large. 
Thus, the digital KVM requires a CPU With a very high data 
processing rate, Which translates into higher CPU costs. In 
addition, there is less processing poWer available for other 
features. In some applications, security concerns require that 
the digital KVM be able to encrypt its video, keyboard and 
mouse information, so that the data cannot be easily inter 
cepted. This is particularly important in cases Where the 
KVM is connected to the remote computer via the internet. 
HoWever, such encryption requires signi?cantly more CPU 
processing poWer. Historically, this eXtra poWer requirement 
has been a barrier to traditional digital KVM technology 
providing encryption, eXcept at much higher system costs, or 
by sacri?cing perceived performance. 

[0021] There are other issues raised by the speci?c method 
by Which digital KVM technology operates. In analog KVM 
technology, the target computer’s video signal is simply 
received and routed to the remote computer. HoWever, 
digital KVM technology requires digitiZing the video signal, 
and then calculating differences betWeen the neW frame the 
previous frame. A typical video signal has a particular 
predetermined resolution Which speci?es the number of 
piXels per line, and the number of lines per video frame. In 
the analog domain, each line of video has an active area, 
Where the actual screen picture information is contained, and 
a blanking area, usually represented in the colour black. The 
blanking area is added to each line to provide the eXtra time 
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between lines for repositioning the scanning electron beams 
that create the image on the screen. The blanking area at the 
end of each line contains a horiZontal-sync or H-sync pulse, 
Which the monitor uses to determine When the electron beam 
should realign itself. 

[0022] Similarly, the entire video frame has an active area 
and a blanking area containing lines not included in the 
active video region. During the blanking area, a vertical 
sync or V-sync pulse is transmitted. This pulse is used by the 
CRT to cause the electron beam to move back to the 
beginning of the frame. 

[0023] The time betWeen the end of the H-sync pulses, and 
the start of the active portion of the neXt line of video is 
arbitrary, but Will be constant for a particular implementa 
tion of a particular video rate or resolution. Similarly, the 
time betWeen the end of the V-sync pulse and the start of the 
active portion of the neXt video frame is arbitrary, but is also 
constant for a particular implementation of a particular video 
rate or resolution. 

[0024] To a local user of a computer, a variance betWeen 
different video rates can be dealt With by adjusting certain 
control parameters. Most monitors have a control to adjust 
the times betWeen the sync pulses and the active region of 
the video. When the beam speed is incorrect, the picture Will 
either appear “squished”, that is, smaller than the screen, or 
“stretched”, that is, larger than the screen. Most monitors 
have a control to adjust beam speed. 

[0025] A remote user of a target computer through a KVM 
does not have access to these controls on the target com 
puters’s monitor. Also, With digital KVM, the ADC must 
eXtract each piXel from the analog video signal’s Waveform. 
This is accomplished by sampling. Ideally, sampling Will 
take place at the precise centre of the time allocated to each 
piXel. HoWever, the piXels can be located only With refer 
ence to the sync pulses, and the location of the sync pulses 
is arbitrary. 

[0026] There are a number of problems that can arise from 
improper predictions of piXel timing, resulting in incorrect 
sampling. For example, the video image produced by the 
digital KVM could have some piXels or lines cut off on the 
picture edges, or some piXels or lines added to the picture 
edges. A further effect of incorrect piXel sampling is sample 
jitter. If piXels are sampled near the edges, instead of at their 
central point, then the repeated sampling of an unchanged 
piXel Will sometimes result in one sampled value. Such 
dithering betWeen tWo or more similar values Will cause the 
KVM to think that a piXel has changed, even if it has not. 
This results in the generation of eXtraneous data, and unnec 
essary bandWidth usage. This in turn results in sloWer 
response times of the KVM, since there is less bandWidth 
available to transmit the real differences betWeen the current 
frame and the previous frame. 

SUMMARY OF THE INVENTION 

[0027] Therefore, What is preferred is a KVM system or 
method Which addresses one or more of these problems. The 
invention Will preferably include a KVM system or method 
having increased processing speed. Preferably, the system 
Will reduce bandWidth usage and provide good usability and 
perceived performance for the user of the remote computer. 

[0028] In one aspect of the invention, there is provided a 
method of capturing a neW video frame from a target 
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computer to permit the updating of a remote computer With 
the video output of the target computer, Wherein said neW 
video frame comprises a series of neW frame piXels to be 
captured, Which series includes an initial neW frame piXel to 
be captured and a ?nal neW frame piXel to be captured, the 
neW frame piXels to be captured being represented in a video 
signal from the target computer, the method comprising the 
steps of, beginning With the initial neW frame pixel: (A) 
receiving for comparison a neW frame piXel from the series; 
then (B) comparing the neW frame piXel to a corresponding 
reference frame piXel; then (C) if the ?nal neW frame piXel 
has not been captured, repeating steps A and B for the neXt 
neW frame piXel in the series. 

[0029] Preferably, step B comprises the steps of determin 
ing if said neW frame piXel is different from said corre 
sponding reference frame piXel, and, if said neW frame piXel 
is different from said corresponding reference frame piXel, 
?agging a neW frame update unit corresponding to said neW 
frame piXel if said corresponding neW frame update unit has 
not already been ?agged. 

[0030] In another aspect of the invention, there is provided 
a system for capturing a neW video frame from a target 
computer to permit the updating of a remote computer 
displaying the video output of the target computer, Wherein 
the neW video frame comprises a series of neW frame piXels 
to be captured, Which series includes an initial neW frame 
piXel to be captured and a ?nal neW frame piXel to be 
captured, the system comprising a comparison module and 
a memory module operatively connected to said comparison 
module, the comparison module being con?gured to receive 
for comparison the initial neW frame piXel from said target 
computer; then, compare the initial neW frame piXel to a 
corresponding reference frame piXel and save the initial neW 
video frame piXel in the memory module; then, if the ?nal 
neW frame piXel has not been captured, repeat said receiv 
ing, comparing and saving steps in respect of the neXt neW 
frame piXel in the series. 

[0031] In another aspect of the invention, there is provided 
a method of providing updated video from a target computer 
to a remote computer, the method comprising the steps of: 

[0032] (A) performing the method of comparing as 
described above; 

[0033] (B) searching for ?ags indicating ?agged neW 
frame update units; and 

[0034] (C) moving ?agged neW frame update units to 
a reference frame output location for eventual trans 
mission to the remote computer. 

[0035] In another aspect of the invention, there is provided 
a method of determining Whether to reacquire a video signal 
from a target computer, Wherein the video signal of the target 
computer is being compared With reference video, and 
update data is being generated from the comparison for 
transmission to a remote computer, the method comprising 
the steps of: 

[0036] (A) monitoring a ?rst condition indicating 
information about a resolution of the video signal; 

[0037] (B) monitoring a second condition indicating 
information about the resolution of the video signal; 

[0038] (C) if the second condition changes so as to 
indicate a change in the resolution, but the ?rst 
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condition does not change so as to indicate a change 
in the resolution, suspending comparison and update 
data generation and continuing to monitor the ?rst 
condition to determine Whether to reacquire the 
video signal; and 

[0039] (D) if the second condition continues to indi 
cate a change in the resolution, and the ?rst condition 
changes so as to indicate a change in the resolution, 
determining that the video signal Will be reacquired. 

[0040] In another aspect of the invention, there is provided 
a method of updating video from a target computer on a 
remote computer, the method comprising the steps of: 

[0041] (I) comparing a video frame from the target 
computer to reference video; 

[0042] (ii) generating data in the comparing step for 
use in updating the remote computer; 

[0043] (iii) reacquiring the video signal by perform 
ing the method of claim 31; 

[0044] (iv) When the video signal has been reac 
quired, resuming said comparing and generating 
steps. 

[0045] In another aspect of the invention, there is provided 
a digital KVM system comprising: 

[0046] an analog-to-digital converter for digitiZing an 
incoming video signal to produce a series of neW frame piXel 
digital values; 
[0047] a difference calculator for calculating the difference 
betWeen each neW frame piXel digital value and a corre 
sponding reference frame piXel digital value, the difference 
calculator comprising a ?eld programmable gate array. 

[0048] In another aspect of the invention, there is provided 
a method for improving the promptness With Which move 
ment of a mouse at a remote computer is shoWn on the 
screen of the remote computer, Wherein the mouse is used to 
create inputs to a target computer via a digital KVM, and the 
screen of the remote computer is updated by the digital 
KVM to display the video from the video signal of the target 
computer, the method comprising the steps of: 

[0049] maintaining a representation of an initial position 
of the mouse; 

[0050] receiving at the KVM an indication that the mouse 
has moved; 

[0051] in response to the indication, interrupting a prepro 
grammed updating sequence of the KVM and updating the 
video of the remote computer to re?ect the mouse move 
ment; and 

[0052] 
[0053] In another aspect of the invention, there is provided 
a system for regulating the transmission of video update 
units to M remote computers, M being a Whole number 
greater than or equal to one, Wherein video frame informa 
tion is being received from a target computer and video 
update units being generated in response thereto, and 
Wherein each remote computer is being updated With the 
update units via a corresponding communication channel 
having a corresponding speed, the system comprising: 

resuming the preprogrammed sequence. 
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[0054] an update unit generator and an update unit output 
location for holding for transmission pending update units 
generated by the update unit generator; 

[0055] a scanner associated With each channel, each said 
scanner being con?gured to cause transmission of the pend 
ing update units from the output location according to a 
preprogrammed sequence, each scanner having an operating 
speed that is coordinated With the speed of the correspond 
ing channel; 

[0056] the update unit generator, output location and scan 
ners being con?gured such that, if a pending update unit is 
superseded by a neW version of the pending update unit prior 
to being transmitted, the neW version Will be transmitted and 
the version of the pending update unit that Was superseded 
Will not be transmitted. 

[0057] Preferably, the output location is con?gured to hold 
only a most recent version of each pending update unit, and 
not superseded pending update units. Preferably, each 
update unit comprises a tile corresponding to a region of 
video screen pixels. Preferably, the system further includes 
output location individual tilestamps, the output location 
individual tilestamps being associated With the output loca 
tion, With an output location individual tilestamp corre 
sponding to each tile, the system further including output 
location roW tilestamps corresponding to each roW of tiles, 
said output location roW tilestamps being associated With the 
output location and corresponding to each roW of tiles, the 
output location being con?gured such that the output loca 
tion individual tilestamps are each incremented each time 
the corresponding tile is transferred to the output location for 
transmission. 

[0058] Preferably, the system further includes a tilestamp 
storage location associated With each scanner and its corre 
sponding remote computer, each scanner tilestamp storage 
location including a storage location individual tilestamp 
associated With each tile and a storage location roW tiles 
tamp associated With each roW of tiles, each scanner and 
corresponding tilestamp storage location being con?gured 
such that the preprogrammed sequence comprises: 

[0059] (A) scanning each storage location roW tiles 
tamp; 

[0060] (B) comparing each storage location roW tiles 
tamp to the corresponding output location roW tiles 
tamp; 

[0061] (C) if the storage location roW tilestamp dif 
fers from the corresponding output location roW 
tilestamp, determining that the corresponding roW 
contains at least one tile to be transmitted; 

[0062] (D) scanning the storage location individual 
tilestamps corresponding to tiles Within the corre 
sponding roW, comparing them to the corresponding 
output location individual tilestamps, transmitting 
each tile for Which a difference is found betWeen the 
corresponding storage location tilestamp and the 
corresponding output location tilestamp, increment 
ing the corresponding storage location tilestamp to 
make it equal in value to the corresponding output 
location individual tilestamp, and resuming the 
sequence at step A. 
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[0063] In another aspect of the invention, there is provided 
a device for permitting control of a target computer by a 
remote computer, Wherein the device is operatively connect 
able to the remote computer so as to receive remote com 
puter mouse and keyboard signals and transmit video update 
data to the remote computer, the device further being opera 
tively connectable to the target computer so as to provide the 
remote computer keyboard and mouse signals as control 
inputs to the target computer and so as to receive a target 
computer video signal for generation of video update data, 
the device including a virtual memory disk, the virtual 
?oppy disk comprising a memory space associated With the 
device, the device being con?gured to permit a user of the 
remote computer to mount the device to the remote com 
puter, transfer data to the virtual memory disk, and unmount 
the virtual memory disk, the device further being con?gured 
to permit the user, by controlling the target computer 
through the remote computer, to mount the virtual memory 
disk to the target computer, transfer the data to the target 
computer, and unmount the virtual memory disk from the 
target computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0064] Reference Will noW be made, by Way of eXample 
only, to draWings of the invention, Which illustrate the 
preferred embodiment of the invention, and in Which: 

[0065] FIG. 1 is a schematic draWing of a remote com 
puter, target computer and KVM sWitch according to the 
present invention; 

[0066] FIG. 2 is a schematic diagram of multiple remote 
computers, a KVM sWitch and multiple target computers 
according to the present invention; 

[0067] FIG. 3 is a schematic diagram of a KVM sWitch 
according to the present invention; 

[0068] FIGS. 4A and 4B shoW the KVM in capture and 
update modes according to the present invention; 

[0069] FIG. 5 shoWs the steps involved in acquiring a 
video resolution and determining Whether to reacquire video 
resolution according to the present invention; 

[0070] FIG. 6 is a schematic diagram of the tile staleness 
buffer according to the present invention; 

[0071] FIG. 7 is a diagram shoWing a properly phase 
adjusted sampling clock; 
[0072] FIG. 8 is a diagram shoWing an improperly phase 
adjusted sampling clock; 
[0073] FIG. 9 shoWs a test pattern according to the present 
invention; 
[0074] FIG. 10 is a schematic diagram of the virtual 
keyboard, mouse and ?oppy according to the present inven 
tion; and 

[0075] FIG. 11 is a diagram of an analog Waveform 
representing an stream of alternating black and White pixels. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0076] Referring noW to FIG. 1, a target computer 12 is 
shoWn. In the embodiment shoWn in FIG. 1, KVM sWitch 
14 is connected directly to target computer 12, and receives 
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the video signals of target computer 12. In the embodiment 
shoWn in FIG. 2, N target computers 12 (N>1) are con 
nected through an analog KVM sWitch 16 to the digital 
KVM sWitch 14. In this Way, users of one of M (M>1) 
remote computers 20, as Will be more particularly described 
beloW, can receive the video signals of any one of N target 
computers 12, and control those target computers 12 by the 
keyboard and mouse signals being transmitted thereto. The 
user of a remote computer 20 can choose Which target 
computer 12 is controlled by sWitching the analog KVM 
sWitch 16. 

[0077] The KVM sWitch 14 is connected, preferably via a 
LAN port 16, to the internet, designated by reference 
numeral 18. The remote computer 20 receives information 
from the KVM sWitch 14 via the internet 18. It Will be 
appreciated that the connection betWeen the KVM sWitch 14 
and the remote computer 20 need not necessarily be via a 
LAN port 16 and through the internet 18, as preferred. It is 
possible for the connection to take any form Which permits 
the transmission of digital video data from the KVM sWitch 
14 to the remote computer 20. What is important is that the 
remote computer 20 be connected to the KVM sWitch 14 in 
a manner that alloWs it to receive video update data from the 
KVM sWitch 14. Nevertheless, it Will be appreciated that the 
preferred mode of connection betWeen the KVM sWitch 14 
and the remote computer 20 is one Which permits the 
ef?cient transmission of digital video data from the KVM 
sWitch 14 to a remote computer 20, the remote computer 20 
being remotely located from the KVM sWitch 14 and the 
target computer 12. 

[0078] The remote computer 20 is connected, via the 
internet 18, to the KVM sWitch 14, Which receives from the 
remote computer 20 its keyboard and mouse outputs. Those 
outputs are routed through the KVM sWitch 14 to the target 
computer 12. Thus, the remote computer can be used to 
control one or more target computers 12. Through the KVM 
sWitch 14 and the internet 18, the remote computer 20 
receives video from the target computer 12. The video thus 
received can be displayed on the screen of the remote 
computer 20, alloWing the operator at the remote computer 
to see the output of the target computer 12. As explained 
above, this output can take the form of information pre 
sented on a graphical interface (e.g. Microsoft WindoWs) or, 
it can take the form of a log ?le present on the target 
computer 12, shoWing its status. 

[0079] To effect control of the target computer 12, the 
keyboard and mouse outputs of the remote computer 20 are 
routed to the target computer 12 via the internet 18 and 
KVM 14. The KVM 14 is connected to the target comput 
er(s) 12 such that the keyboard and mouse signals from the 
remote computer 20 are treated by the target computer 12 as 
its oWn keyboard and mouse. Thus, action taken With the 
keyboard and mouse at the remote computer 20 have the 
same effect on the target computer 12 as if those actions have 
been taken locally, at the target computer 12. 

[0080] FIG. 3 shoWs preferred components included in 
KVM 14. These include the analog-to-digital converter 
(ADC) 22, a central processing unit (CPU) 36, a synchro 
nous dynamic random access memory (SDRAM) 38 and a 
?eld programmable gate array (FPGA) 40. The speci?c 
functioning of these components Will be more particularly 
described beloW. It Will be appreciated that, though the 
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SDRAM 38 is shown schematically as a single block, it may 
be implemented as more than one SDRAM component. 
Also, the SDRAM 38 may be apportioned such that the CPU 
36 and FPGA 40 each have exclusive access to particular 
portions of the SDRAM 38. 

[0081] The KVM 14 also preferably includes the CPU’s 
non-volatile RAM (NVRAM) 37, Which preferably stores, 
inter alia, the CPU program, the FPGA con?guration, the 
video resolution table described beloW, and other system 
information. 

[0082] It Will be appreciated by those skilled in the art that 
the memory in the KVM 14 need not be organized in this 
preferred manner to be comprehended by the invention. 
What is preferred, hoWever, is that suf?cient and properly 
con?gured memory be provided to perform the function 
herein described. 

[0083] Referring noW to FIG. 4A, the KVM 14 and FPGA 
40 are shoWn in video frame capture mode, ie the mode in 
Which the neW video frame is received for comparison and 
compared to the previous one. In the preferred embodiment, 
the analog video signal from the target computer is con 
verted to a digital signal by the ADC 22. The output of the 
ADC 22 is a series of digital values, each of Which repre 
sents a pixel of the video frame being received by the ADC. 

[0084] The digital KVM 14 preferably includes a neW 
frame storage buffer 24 and a reference frame storage buffer 
26. Most preferably, these buffers 24,26 are implemented in 
the SDRAM. As each pixel value is outputted by the ADC 
32, it is stored in the neW frame storage buffer 24, Whose 
function it is to act as a storage location for the neW video 
frame currently being received by the ADC 22 and con 
verted to a digital signal. 

[0085] As each pixel is stored in the neW frame storage 
buffer 24, that pixel is also compared by the FPGA 40 With 
the corresponding pixel from the previous (or reference) 
frame, Which is read by the FPGA 40 from the reference 
frame storage buffer 26. The reference frame storage buffer 
26 stores the frame that Was received prior to the frame that 
is currently being received and stored in the neW frame 
storage buffer 24. The timing of the reading of the reference 
pixel and the Writing of the corresponding neW to pixel to the 
neW frame storage buffer 24 is controlled such that each 
pixel from the neW frame is compared With the correct, 
corresponding, pixel from the reference frame. 

[0086] If the pixel from the neW frame is suf?ciently 
different from the corresponding reference frame pixel, then 
a ?ag is set in a tile difference buffer 28 to indicate that the 
neW frame update unit (de?ned beloW)corresponding to the 
neW video frame pixel contains a pixel that has changed 
from the corresponding unit in the reference frame. 

[0087] As Will be more particularly described beloW, the 
digital KVM, in update mode, Will send the neW frame 
update unit identi?ed in the tile difference buffer 28 to an 
output location for transmission to the remote computer 20. 
Thus, the neW frame update unit is a unit, comprising a 
portion of the video frame, that is sent to the remote 
computer 20 to update the remote computer’s video output. 
It Will be appreciated that a neW frame update unit can 
comprise an individual pixel, or a plurality of pixels. Pref 
erably, the neW frame update unit comprises a tile, Which is 
de?ned as an area of the video screen that is precisely 16 
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pixels Wide and 16 pixels high. This implementation of the 
neW frame update unit is preferred because the digital KVM 
14 Will preferably use the public domain VNC protocol for 
transmitting video, and the use of 16 by 16 tiles facilitates 
the use of this protocol. It Will be appreciated that, because 
the tile includes 256 pixels, it Will often be the case that more 
than one pixel in a tile Will change from one frame to the 
next. Therefore, as the FPGA 40 compares each pixel, the 
?rst pixel difference Will cause the corresponding tile to be 
?agged. HoWever, other pixel differences in the same tile 
Will not cause the tile to be ?agged, because it has already 
been ?agged as a result of the ?rst pixel difference. 

[0088] The FPGA 40 further preferably includes a differ 
ence counter 31 Which counts the number of pixel differ 
ences found in each comparison betWeen a neW video frame 
and a reference video frame. 

[0089] Once an entire neW frame has been received, and 
stored in the neW frame storage buffer 24, the digital KVM 
14 sWitches to “update” mode. This mode is described in 
FIG. 4B. In update mode, the difference scanner 30 (Which 
is preferably programmed and implemented as part of the 
FPGA 40) scans through the tile difference buffer 28, 
searching for ?ags indicating tiles containing pixels that 
have changed from the reference frame to the neW frame. 
When a ?ag, indicating that a particular tile has changed, is 
found, then that tile is extracted by the FPGA 40 from the 
neW frame storage buffer 24 and placed in the FPGA’s tile 
output buffer 32. Preferably, the CPU 36 then copies the tile 
into the reference frame storage buffer 26 Which preferably 
acts as both an output location from Which the ?agged tiles 
are eventually transmitted to the remote computer 20, and a 
reference frame storage location from Which the reference 
frame is read-for comparison purposes. In one preferred 
embodiment, the reference frame storage buffer 26 is imple 
mented as tWo separate memory locations. Both locations 
contain the same data. The ?rst location, associated With the 
FPGA 40, acts as the reference frame storage location used 
for comparison purposes, to Which changed tiles are moved 
from the buffer 24 by the FPGA during update mode. The 
second location, associated With the CPU 36, acts as an 
output location from Which tiles are transmitted, and to 
Which changed tiles are moved from the buffer 32 by the 
CPU 36. It Will be appreciated that other con?gurations, in 
Which the reference frame output and storage locations are 
implemented in a variety of memory con?gurations, are 
comprehended by the invention. 

[0090] After the tile difference buffer 28 has been thor 
oughly scanned for all ?ags indicating changes in video tiles, 
and once all of the ?agged tiles have been moved to the tile 
output buffer 32 for transmission to the remote computer 20, 
the digital KVM reverts to “capture” mode and aWaits the 
start of the next video frame. Once the next video frame 
begins, the above-described procedure for capturing the 
video frame is repeated. 

[0091] In addition to each tile that has been ?agged during 
the capture phase, the tile output buffer 32 also contains a 
status Word associated With each such tile, Which status Word 
is transmitted to the remote computer 20. TWo ?elds in the 
status Word are the tile’s horiZontal and vertical coordinates 
on the video screen; this screen location data is moved to the 
tile output buffer 32 for transmission to the remote computer, 
to permit the tile to be displayed by the remote computer at 
the appropriate location. 
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[0092] In addition, the “average” colour of the tile is 
calculated, and the relevant value is moved to a third ?eld of 
the status Word. The “average” colour calculation is an 
averaging of the individual red, green and blue components 
in the pixels of each tile. While the average colour is 
calculated, the FPGA 40 scans the tile to determine if all of 
its pixels are the same colour. If so, the FPGA 40 sets a 
single colour ?ag in the status Word. 

[0093] There are tWo purposes for the average colour 
calculation. The ?rst is that, if the user of the remote 
computer 20 causes a section of a screen to be reduced to a 

thumbnail (e.g., reduced by a factor of 16), then each tile, 
Which is 16 pixels by 16 pixels, Would shoW up in the 
thumbnail as a single pixel. The colour used for that pixel 
Would be the “average” colour. As Will be understood by 
those skilled in the art, the calculation of average colour 
facilitates the use of VNC scaling features, such as the one 
just described. 

[0094] Anther purpose of generating average colour data 
is to reduce the amount of data that must be transmitted from 
the KVM 14 to the remote computer 20 in the event that all 
of the pixels in the relevant tile are the same colour. It is 
common for large contiguous areas of the screen to have the 
same colour. For example, in text documents, the margin of 
the document Will typically be entirely White. Similarly, in 
most WindoWs, the edges or borders are a consistent colour. 

[0095] When all of the pixels of a ?agged tile have the 
same colour, it is unnecessary to send the data associated 
With all of the pixels in the tile. Rather, the CPU 36 can 
instead transmit only the coordinates of the tile and its 
colour. The bandWidth used in transmitting the tile is thus 
greatly reduced. This reduction in bandWidth results in faster 
rendering of the screen on the remote computer 20, as there 
is less data to be processed by the KVM 14 and the remote 
computer 20. 

[0096] The last ?eld in the status Word is a ?ag Which 
indicates if the tile is the ?rst tile of the frame. Using this 
information, the CPU 36 that operates the digital KVM 14 
knoWs When one frame ends and a neW frame begins. This 
information is useful for video alignment and adjustment 
algorithms described beloW. 

[0097] After the ?agged tiles are moved to the tile output 
buffer 32, the FPGA 40 generates an interrupt request to the 
CPU 36 if at least one changed tile is contained in the tile 
output buffer 32. Note that, if no pixels have changed from 
the reference frame to the neW frame, no tiles Will be 
resident in the tile output buffer 32. After the interrupt 
request is sent to the CPU 36, the tile output buffer 32 holds 
all of the ?agged tiles until the CPU 36 extracts them from 
the tile output buffer 32 for transmission to the remote 
computer 20. 

[0098] It Will be appreciated that the KVM 14 thus acts as 
a system for comparing the neW video frame from the target 
computer 12 to the reference video frame. Each neW video 
frame comprises a series of neW frame pixels to be captured, 
the series including initial and ?nal neW frame pixels to be 
captured. The FPGA 40 is programmed to function as a 
comparison module Which receives the neW video frame 
pixels to be captured from the target computer 12 (through 
the ADC 22), and compares each neW video frame pixel to 
be captured (beginning With the initial one) to the corre 
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sponding reference video frame pixel. The FPGA 40 is 
programmed to read the reference pixels from the buffer 26. 
The FPGA 40 then saves the neW video frame pixel in the 
buffer 24, Which is preferably implemented in the SDRAM 
38. The reference frame storage buffer 26 is also preferably 
implemented in the SDRAM 38, Which functions as a 
memory module. The FPGA 40 then repeats the receiving, 
comparing and saving steps until the Whole neW video frame 
(including the ?nal neW frame pixel to be captured) has been 
compared to the reference video frame and saved in the neW 
frame storage buffer 24. The FPGA 40 is operatively con 
nected to the SDRAM 38 and the ADC 22, thus alloWing the 
neW frame pixels to be saved to the buffer 24, reference 
frame pixels to be read from the buffer 26, and neW frame 
pixels to be received from the ADC 22. 

[0099] It Will be appreciated that the above-described 
difference calculation method has certain useful character 
istics. The ?rst is speed. In the above described preferred 
method, as each neW frame pixel is received by the digital 
KVM 14, it is compared to the corresponding reference 
frame pixel immediately, and if the pixel is different, then 
the title corresponding to the pixel is ?agged in the tile 
difference buffer if that same tile has not already been 
?agged because of another pixel difference. This process is 
repeated until the Whole neW video frame has been received 
and compared to the reference video frame. The result is 
that, by the time the neW video frame has been completely 
received, the entire comparison betWeen the neW frame and 
the reference frame is completed. It Will be appreciated that 
such a method represents an improvement in speed over a 
comparison method in Which the neW frame is received in its 
entirety ?rst, and then the pixel-by-pixel comparison 
betWeen the neW frame and the reference frame is per 
formed. 

[0100] To perform the preferred comparison method 
described herein, it is preferable for the system components 
to be fast enough to compare neW frame pixels to reference 
frame pixels at least as fast as the rate at Which the neW 
frame pixels are received by the KVM. If the comparison is 
not done at least that fast, then some neW frame pixels Will 
be missed, and Will not be compared to their corresponding 
reference frame pixels. The result Would be an inaccurate 
rendering of the video signal at the remote computer. In 
softWare-based KVM systems, it can be dif?cult to achieve 
the desired speed. Therefore, it is preferable for the com 
parison functions to be carried out by the FPGA 40. It Will 
be appreciated that an FPGA has certain advantages. First, 
because it is programmable, its functionality can be changed 
relatively easily if desired, particularly as compared With 
unprogrammable hardWare. This includes reprogramming of 
the FPGA 40 by the CPU 36 during operation, if desired. On 
the other hand, When in operation, the FPGA acts essentially 
as hardWare; the delays associated With softWare processing 
and execution are greatly reduced in the FPGA 40. Because 
the FPGA 40 is essentially hardWare, it operates substan 
tially at the speed of hardWare. In summary, through the use 
of the FPGA 40, the digital KVM achieves at least some of 
the ?exibility and convenience of softWare, While substan 
tially achieving the operational speed of hardWare. 

[0101] It Will be appreciated that, though strongly pre 
ferred, the FPGA 40 may be programmed so as to miss some 
of the pixels of the incoming frame. Such a method is 
comprehended by the invention. It Will be appreciated, 
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however, that in such a case, the series of pixels to be 
captured Would not include missed pixels, but only pixels 
that the FPGA 40 is programmed to capture. 

[0102] To accurately identify the screen location of pixels, 
and of tiles to be transmitted to the remote computer 20, the 
digital KVM 14 must knoW the resolution of the incoming 
video signal from the target computer 12. Most preferably, 
the KVM 14 Will knoW the number of lines in each video 
frame, the number of pixels per line, the number of blank 
lines before and after the V-sync pulse, and the number of 
pixels in the blanking area on each line before and after the 
H-sync pulse. To have this information, the KVM 14 Will 
preferably function to determine the resolution of the incom 
ing video signal. 
[0103] The preferred method for determining When a neW 
stable video resolution is in use is as folloWs. First, the 
FPGA 40 detects a stable H-sync pulse. This is accom 
plished by counting the number of clocks betWeen succes 
sive H-sync pulses to ensure that the time betWeen succes 
sive H-syncs is the same, Within an alloWable variance. If so, 
the H-sync is determined to be stable. Next, a stable V-sync 
pulse is detected by counting the number of H-sync pulses 
betWeen successive V-sync pulses. If the V-sync is stable, 
this indicates that a change to a neW resolution has taken 
place. 
[0104] As part of the ongoing resolution monitoring, the 
FPGA 40 monitors the H- and V-sync signals to ensure that 
the duration betWeen successive pulses does not change. If 
the duration changes, the FPGA 40 ceases video processing 
and indicates to the CPU 36 that video lock has been lost. 

[0105] The H-sync and the V-sync pulses do not have 
strictly standardiZed durations and positions. HoWever, for a 
particular video source, and Within a particular video reso 
lution, they are consistent. Preferably, the FPGA 40 Will be 
programmed to use its internal clock to measure the duration 
of the H-sync and the V-sync pulses, the times betWeen the 
H-sync and the V-sync pulses, the times betWeen the rising 
edges of successive H-sync pulses, and the number of 
H-sync signals betWeen rising edges of successive V-sync 
pulses. Also, the senses of the H-sync and the V-sync pulses 
can be detected by comparing their active periods With their 
inactive periods, since, by de?nition, their active periods are 
much shorter than their inactive periods. Using the times 
betWeen H-sync signals, the line frequency can be deter 
mined. Using the time betWeen the V-signals, the frame rate 
is determined. HoWever, the resolution is not yet knoWn, in 
part because the number of pixels per line is not knoWn. To 
estimate the number of pixels per line, preferably, the ?rst 
step is to consult a table of video resolutions stored in the 
KVM 14 Which, using the parameters calculated above, 
provides an estimated number of pixels per line. 

[0106] The Video Electronics Standards Association 
(VESA) has issued standards Which specify various video 
resolutions, including the number of pixels per line, the 
number of lines per frame, the number of blank pixels and 
lines, and the other parameters. Preferably, these standard 
resolutions are stored in the table of video resolutions in the 
NVRAM memory space of the CPU 36. It Will be appreci 
ated, hoWever, that the table can be stored in any memory 
Where it Would be available to be used to identify the video 
the video resolution. 

[0107] In practice, not all possible video resolutions Will 
appear in the table, because the VESA standards are guide 
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lines, not binding requirements. Certain operating systems, 
such as Linux, maintain their oWn set of resolutions. In the 
case of some operating systems, the speci?cations for the 
particular resolutions may not be available. HoWever, Linux 
is an open source system, so its video resolution speci?ca 
tions are available. Preferably, the table Will include Linux 
video resolution speci?cations, as Well as the speci?cations 
of any other knoWn video resolutions likely to be in use by 
the target computer 12. 

[0108] It Will be appreciated that, even if the table contains 
entries for many different video resolutions, the actual video 
signal may not match any of the entries in the table. Under 
such circumstances, the next step is to estimate the video 
signal resolution. Preferably, the resolution Will be estimated 
using the VESA Generalized Timing Formula (GTF). The 
GTF is a VESA guideline for estimating an unknoWn video 
resolution. 

[0109] It Will be appreciated that, even using the GTF, it 
cannot be guaranteed that the exact resolution for the 
incoming video signal has been identi?ed. This is because 
use of the GTF provides only an estimate of the resolution. 
HoWever, once the best estimate is made, the parameters can 
be adjusted and re?ned using a positioning method 
described beloW. 

[0110] Once the estimate of the video resolution is 
obtained, the CPU 36 programs the ADC 22 to sample the 
video and generate a pixel sampling clock. The frequency 
and timing of the clock are obtained by multiplying the 
number of pixels per line by the line frequency (i.e. the 
number of lines per second). The ADC 22 is then pro 
grammed to sample the incoming video at the pixel clock 
rate. Once the ADC-generated pixel clock has stabiliZed, the 
sampled video signal from the ADC 22 can be used. 

[0111] In the event that the video resolution changes, the 
KVM 14 preferably responds by determining the neW video 
resolution. When a resolution change is detected, the KVM 
14 preferably ceases the transmission of video data to the 
remote computer 20, as any such data Will be invalid until 
the neW resolution is determined. 

[0112] There are some cases Where the FPGA 40 Will 
actually not reacquire video resolution even When the syncs 
change. Under the VESA standards, if the V-sync halts, but 
the H-sync continues, it means that the target computer’s 
CPU has caused the CRT monitor of the target computer 12 
to enter “stand-by” mode. If the H-sync is halted but the 
V-sync is retained, that indicates that the CPU of the target 
computer has caused the monitor to enter poWer-saving 
mode. In either of these tWo modes, of course, it is not 
necessary to automatically reacquire video once the syncs 
return, because it is not knoWn if the video resolution has 
changed. Instead, When either of these tWo modes is 
detected, the KVM’s video processing (i.e. capture and 
updating) is simply suspended until the syncs return. A 
message is sent to the CPU 36 by the FPGA 40 indicating 
that the video screen has entered poWer saving or stand-by 
mode. The CPU 36 sends a message to the remote computer 
20 that the target video has entered standby or poWer-saving 
mode. While the target video is in one of these modes, the 
remote screen is not updated but is otherWise unaffected. 

[0113] There is another situation Which the FPGA 40 may 
or may not reacquire video resolution When the syncs 
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change. This situation results from the ADC’s susceptibility 
to noise. If there is a noise spike on the H-sync signal 
generated by the ADC from the raW H-sync (i.e. the regen 
erated H-sync), successive regenerated H-sync pulses Will 
be either too close together or too far apart. The pixel 
sampling clock Will also be either too fast or too sloW. These 
changes are not the result of an actual resolution change, but 
of noise. If the KVM’s video capture circuit continues to 
operate under these conditions, the data it generates Will be 
incorrect, and the remote computer’s screen may ?ll With 
garbage. HoWever, if a reacquisition of the video signal 
takes place, then a Whole neW screen’s Worth of data Will 
need to be sent to the remote computer 20, though the 
resolution of the video signal from the target computer may 
not have actually changed. 

[0114] Thus, this invention preferably includes a method 
for determining Whether to reacquire the video signal from 
the target computer, illustrated in FIG. 5. The determination, 
as Will be described beloW, is preferably based on a deter 
mination of Whether the H-sync has actually changed in a 
manner that indicates a change of resolution, or Whether the 
change is a product of noise. 

[0115] As described above, as the video signal is received 
and converted to digital by the ADC, it is compared With 
reference video, Then, update data (preferably in the form of 
tiles containing at least one pixel that has changed) is 
generated from the comparison for transmission to the 
remote computer. As the KVM 14 operates, the FPGA 40 
continuously monitors tWo conditions, Which preferably are 
the raW H-sync signal, received directly from the target 
computer 12, and the regenerated H-sync signal created by 
the ADC 22 in association With the comparison and update 
data generation. Both the raW and regenerated H-syncs 
indicate information about the video signal resolution. If the 
regenerated H-sync changes so as to indicate a change in the 
video signal’s resolution, but the raW H-sync does not 
change to indicate a change in the resolution, video capture 
is suspended, and the FPGA 40 continues to monitor the raW 
H-sync signal to determine Whether to reacquire the video 
signal. The reason capture is suspended is that the compari 
son Will produce incorrect data anyWay, given that the 
regenerated H-sync has moved out of alignment. On the 
other hand, the fact that the raW H-sync has not changed 
suggests that the video resolution has not actually changed, 
despite the fact that the misalignment of the regenerated 
H-sync indicates a resolution change. 

[0116] Next, if the regenerated H-sync continues to indi 
cate a resolution change, and the raW H-sync changes so that 
it also indicates a resolution change, then the KVM 14 
determines that the video signal Will be reacquired, and 
reacquisition of the video signal is initiated and completed. 
If, hoWever, the regenerated H-sync recovers, While the raW 
H-sync has not changed, then the capture of video is 
reactivated, because this condition indicates that the regen 
erated H-sync has returned to proper alignment, and capture 
can resume Without invalid data being transmitted to the 
remote computer 20. 

[0117] In addition, preferably, there is a timeout function 
built into this method. Thus, as explained above, if the raW 
H-sync has not changed but the regenerated H-sync indi 
cates a resolution change, then capture is suspended and the 
raW H-sync is monitored. HoWever, the timeout function 
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causes the video resolution to be reacquired if, Within a 
predetermined time (preferably 5 seconds), the regenerated 
H-sync has not recovered. This reacquisition is initiated 
regardless if the raW H-sync status. It Will be appreciated 
that, in many if not most cases, the failure of the regenerated 
H-sync to recover Within 5 seconds indicates that there is a 
problem With the ADC at its current settings. Thus, the 
regenerated H-sync is unlikely to recover unless the video 
resolution is reacquired. 

[0118] It Will be appreciated that this method has certain 
advantages. An important advantage is that unnecessary 
video reacquisitions are reduced. When video is reacquired, 
displaying the ?rst neW frame requires an entire neW 
screen’s Worth of data to be sent to the remote computer 20, 
Which unnecessarily strains the resources of the KVM 14 if 
the resolution did not actually change. In addition, the 
reacquisition temporarily cuts off video to the remote com 
puter 20. This causes inconvenience to the user of the remote 
computer 20, so it is preferred that video reacquisition not 
take place unless it is necessary. Finally, this method reduces 
the transmission of invalid data by suspending capture until 
the regenerated H-sync error clears, thus conserving band 
Width. 

[0119] It Will also be appreciated that this method of 
determining Whether to reacquire the video signal can be 
used With a variety of different video capture methods. It is 
not limited to use With KVMs that use the preferred capture 
method described above. 

[0120] In some embodiments of the invention, the KVM 
14 Will have more than one remote computer 20 connected 
to it (see FIG. 2). Such a con?guration permits the target 
computer 12 to be controlled by different remote computers 
20. It Will be appreciated that, under some circumstances, 
the ability to control the target computer 12 from a number 
of different locations could be helpful and convenient for 
computer maintenance personnel. 

[0121] In such a con?guration, each remote computer 20 
has its oWn connection for receipt of the video information 
from the KVM 14. These connections are also knoWn as 
“clients”. It Will be appreciated that the channels betWeen 
the KVM 14 and each remote computer 20 as shoWn in FIG. 
2 may have different bandWidths and speeds. As such, When 
update data is read from the FPGA 40, its transmission to 
certain remote computers 20 may take longer than its 
transmission to others. 

[0122] As a result, it is possible for each client’s video 
image to become stale, that is, not an accurate reproduction 
of the reference image. The KVM 14 preferably includes a 
tile staleness buffer 43 for each client. The purpose of the 
time staleness buffer is to minimiZe video image staleness 
for each remote computer While adapting the transmission of 
changed tiles to the speed of the channel to the remote 
computer. The preferred implementation of the tile staleness 
buffer 43 is shoWn schematically in FIG. 6. In the preferred 
embodiment, the buffer 43 is implemented in the memory 
space of the CPU 36. HoWever, it Will be appreciated that the 
buffer 43 can be implemented in other Ways and still fall 
Within the scope of the invention. 

[0123] As described above, each time a tile changes in a 
neW video frame, that tile is sent to the FPGA’s tile output 
buffer 32, Where it is extracted for transmission to the remote 






















