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EMOD A FAST MODULUS CALCULATION FOR 
COMPUTER SYSTEMS 

BACKGROUND 

[0001] The present invention relates to modulus calcula 
tions. In particular, it relates to modulus calculations that 
may be performed With high degrees of ef?ciency. 

[0002] A modulus calculation (colloquially, a “mod” cal 
culation) determines the remainder of a division operation. 
Thus, the expression A mod N determines a result that is the 
remainder obtained by dividing the number A by N. 
Example: 17 divided by 3 is 5 With a remainder of 2. “17 
mod 3” yields a result having value 2. 

[0003] Mod calculations are performed in many comput 
ing applications including key negotiation conducted 
betWeen tWo parties before engaging in encrypted commu 
nication. In the key negotiation context, evaluation of equa 
tions having the form (AB) mod n is performed at tWo 
terminals. Often, the A and B values may be quite large— 
from 1024 to 2048 bits long. Of course, When tWo operands 
having length l are multiplied, the result may have a length 
of up to 21. With such large operands, it is impractical to 
build result registers in a processor that have the full Width 
of the multiplication result. Instead, as multiplication results 
are generated, they typically are truncated by applying the 
mod calculation to each product. Because the mod calcula 
tion divides each product by a modulus having its oWn 
length (say, j), the result alWays has a length less than j. 

[0004] Assuming operands of length l and an equal num 
ber of 0s and 1s therein, evaluation of AB mod n may require 
1 multiplications and 1 mod operations. This involves con 
siderable computational expense. The expense associated 
With such computations becomes particularly severe in 
high-load environments such as computer servers Where it 
can be expected that several thousand key negotiation 
requests (maybe more) Would be received per hour. 

[0005] Accordingly, there is a need in the art for a fast, 
computationally inexpensive technique for resolving mod 
operations With large operands. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 illustrates a method according to an 
embodiment of the present invention. 

[0007] FIG. 2 illustrates a method according to an 
embodiment of the present invention. 

[0008] FIG. 3 illustrates another method according to an 
embodiment of the present invention. 

[0009] FIG. 4 is a block diagram illustrating an interstitial 
product generator according to an embodiment of the 
present invention. 

[0010] FIG. 5 is a block diagram illustrating an IPG 
according to an alternate embodiment of the present inven 
tion. 

[0011] FIG. 6 illustrates a multiplier according to an 
embodiment of the present invention. 

[0012] FIG. 7 illustrates a multiplier circuit according to 
an embodiment of the present invention. 
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[0013] FIG. 8 illustrates a multiplier circuit according to 
another embodiment of the present invention. 

[0014] FIG. 9 illustrates a multiplier circuit according to 
an embodiment of the present invention. 

[0015] FIG. 10 illustrates a multiplier circuit according to 
another embodiment of the present invention. 

[0016] FIG. 11 illustrates another method according to an 
embodiment of the present invention. 

DETAILED DESCRIPTION 

[0017] Embodiments of the present invention introduce an 
“emod” operation for use in mod calculations. The emod is 
a computational substitute for a traditional mod operation, 
one that is computationally less expensive but also less 
precise. The emod operation may be used in connection With 
interstitial multiplications that may be generated during 
evaluation of an AB mod n calculation or an (AB) mod n 
calculation. At the end, When a ?nal product is available, a 
traditional mod operation may be performed to obtain a ?nal 
result. In this Way, the embodiments of the present invention 
avoid the computational expense of perhaps thousands of 
mod operations that might otherWise be performed at inter 
stitial stages of operation. 

[0018] Although computers perform arithmetic operations 
having binary values (base 2), the advantages of the emod 
operation might best be understood With an example using 
traditional decimal numbers (base 10). To evaluate the 
operation 23754 mod 3331, it Would be conventional to 
divide 23754 by the modulus 3331 to obtain the remainder 
437. HoWever, such division is computationally expensive. 
It Would be far easier to use some multiple of the modulus 
that is closer to 10k for some arbitrary number k. Using such 
a multiplier (say 9993 instead of 3331), one may employ a 
series of subtractions instead of a division operation. After 
tWice subtracting 9993 from 23754, one is left With a 
residual of 3768 (Which includes the correct remainder 437 
plus 3331). This residual is suf?cient for use With the 
interstitial products obtained at intermediate stage of com 
putation. When a ?nal result is obtained and a true mod 
operation is employed, the correct remainder Will be isolated 
from any multiples of the modulus that may have been 
carried over from the intermediate stages. Use of this 
“phantom modulus,” hoWever, improves processing speed. 

[0019] The example illustrated above also Works in a 
binary scheme. In the base 2 domain, for some modulus n, 
a multiple is chosen that closely approximates some 2k for 
some arbitrary k. Just as the decimal example above 
included a consecutive series of 9s in the most signi?cant bit 
positions, in the binary example, the phantom modulus Will 
include a consecutive series of 1s in the most signi?cant bit 
positions. This property simpli?es the subtraction that takes 
place When reducing the operand A by the phantom modu 
lus. 

[0020] Given a modulus n, a phantom modulus mn may be 
chosen such that m~n=2k—d, Where d<n. Then the emod 
operation may be employed as a recursive subtraction in 
Which mn is subtracted from the source operand until the 
residual is less than mn. These tWo parameters, d and m, 
control the emod operation. 
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[0021] Evaluation of (AB) emod n 

[0022] According to an embodiment, evaluation of: 

c=(A-B)em0d n (1) 

[0023] may be performed by parsing the operand B into 
multiple Words of W bits each. Thus: 

Mil 

: Z zw-Bm 
[:0 

[0024] Equation 1, then becomes: 

(3) 

[0025] The emod operation is distributive and may be 
replicated Within the parenthetical. This property leads to the 
method illustrated in FIG. 1. 

[0026] FIG. 1 illustrates a method 1000 according to an 
embodiment of the present invention. According to the 
method 1000, a variable c may be initialiZed to be Zero (box 

1010). Thereafter, the method 1000 iteratively may consider 
each Word of the multiplicand B, starting With the Word 
corresponding to the most signi?cant bit position of B and 
Working toWard the Word corresponding to the least signi? 
cant bit position. During each iteration, the method 1000 
may shift left the c value from a prior iteration by the length 
of a Word (box 1020). The value of A multiplied by the neW 
B Word (labeled, “B[i]”) may be added to the shifted value 
of c (box 1030). Thereafter, the emod operation may be 
performed on the result obtained from box 1030 (box 1040). 
The result of the emod may be used as the initial value c of 

a subsequent iteration. FolloWing the last iteration, the c 
value obtained is the result of the calculation. 

[0027] In one embodiment, the method of FIG. 1 may be 
implemented in softWare according to the folloWing 
pseudocode. 

The Basic Multiply/Modulo Algorithm 

[0028] Where shiftleft(W,c) merely shifts left the c oper 
and by W bits. This is equivalent to a multiplication by 2W 
in binary. 

[0029] The emod operator operates based on a phantom 
modulus mn=m~n, yielding a precision factor d=2k—mn. If 
the operand c Were split into tWo parts, a quotient q and a 
remainder r, so that: 
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[0030] then the emod operation may be de?ned as: 

(c emod n) = ((q - 2" + r)em0d n) (5) 

[0031] This emod function may be integrated into the 
method of FIG. 1 as shoWn in the embodiment of FIG. 2. 

[0032] FIG. 2 illustrates a method 1100 according to an 
embodiment of the present invention. According to the 
method 1100, a dummy variable c may be initialiZed to be 
Zero (box 1110). Thereafter, the method iteratively may 
consider each Word of the multiplicand B, starting With the 
Word corresponding to the most signi?cant bit position of B 
and Working to the Word corresponding to the least signi? 
cant bit position. The method may calculate a quotient value 
q and a remainder value r from the value c obtained from a 

prior iteration (boxes 1120, 1130). The quotient q may be 
taken as a span of bits from c extending from the most 
signi?cant bit position to the kth bit position, shifted left by 
W bits. The remainder r may be taken as the remaining bits 
of c, extending from the k-lth bit position to the 0th bit 
position, shifted left by W bits. Thereafter, the c value may 
be evaluated as: 

[0033] (box 1140). The c value obtained at the last itera 
tion may be taken as the result of the emod function. 

[0034] In one embodiment, the method of FIG. 2 may be 
implemented in softWare according to the folloWing 
pseudocode. 

A Multiply/Modulo Algorithm 
[0035] This implementation requires that the product d-q 
is available immediately. In practice, since this product may 
take some time to generate, the method effectively becomes 
stalled until the product becomes available. 

[0036] In an alternate embodiment, the method may com 
plete a current iteration Without having the d-q product 
available. Instead, it may advance to the next iteration of i 
and integrate the d-q product from a previous iteration. FIG. 
3 illustrates this embodiment. 

[0037] FIG. 3 illustrates a method 1200 according to an 
embodiment of the present invention. According to the 
method 1200, a variable c may be initialiZed to be Zero (box 
1210). Thereafter, the method iteratively may consider each 
Word of the multiplicand B, starting With the Word corre 
sponding to the most signi?cant bit position of B and 
Working to the Word corresponding to the least signi?cant bit 
position. At each iteration, the method 1200 may calculate a 
quotient value q[i] and a remainder value r[i] from the value 
c obtained from a prior iteration (boxes 1120, 1130). The 
quotient q[i] may be taken as a span of bits from c extending 
from the most signi?cant bit position to the kth bit position, 
shifted left by W bits. The remainder r[i] may be taken as the 
remaining bits of c, extending from the k-lth bit position to 
the least signi?cant bit position, shifted left by W bits. The 
quotient q[i-1], obtained from a prior iteration, also may be 
shifted left by W bits (box 1240). Thereafter, the c value may 
be evaluated as: 
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c=A-B[i]+r{i]+d q[i—1], (7) 

[0038] Where the q[i—1] value is the shifted value obtained 
in box 1240 (box 1250). 

[0039] Following the ?nal iteration, the quotient from the 
?nal iteration may be added to c (box 1260). The value 
obtained from this operation may be taken as the result from 
the emod operation. 

[0040] In one embodiment, the method of FIG. 3 may be 
implemented in softWare according to the following 
pseudocode. 

The Multiply/Modulo Algorithm With One Cycle 
Q-Delay 

[0041] In this embodiment, the d-q product from a prior 
iteration (relabeled as d-ql) is shifted left to account for 
positional differences betWeen the tWo Words. 

[0042] As noted above, the embodiment of FIG. 3 need 
not be stalled While Waiting for evaluation of a d-q operation. 
This embodiment may ?nd application in a high-load appli 
cation Where avoidance of computational latencies may be at 
a premium. 

[0043] Multiplication of Large Numbers With Small Num 
bers 

[0044] As described above, the multiplicand B may be 
parsed into a plurality of smaller Words B[W], W=0 to M-1, 
and the Words may be used as a basis on Which to perform 
the multiplication With the multiplier A. A discussion of a 
circuit implementation for this embodiment folloWs. 

[0045] FIG. 4 is a block diagram illustrating an interstitial 
product generator (“IPG”) 100 according to an embodiment 
of the present invention. The IPG 100 generates an intersti 
tial product from a multiplicand A. It may include a multi 
plicand register (called, an “A register” herein) 110, a pair of 
shifters 120, 130 (labeled “shift 1” and “shift 2 respectively) 
and a “3A” register”140. The A and 3A registers are illus 
trated in phantom because they may (but need not) be placed 
Within the IPG 100 itself; alternatively, they may be pro 
vided in some other circuit but their contents may be 
provided as an input to the IPG 100. The IPG 100 also may 
include a pair of multiplexers (colloquially, “MUXes”) 150, 
160 and an inverter 170. 

[0046] The shifters 120, 130 each present values repre 
senting the value stored in the A register shifted by a 
predetermined number of bit positions. The ?rst shifter 120 
may present an A value shifted one bit position toWard the 
most signi?cant bit position. It is labeled “shift 1.” The 
second shifter 130 may present the A value having been 
shifted tWo bit positions toWard the most signi?cant bit 
position, labeled “shift 2.” In binary data systems, a single 
or double bit shift causes a tWo-fold or four-fold multipli 
cation of a source data value respectively. 

[0047] The shifters 120, 130 may be provided as any 
number of embodiments. Perhaps the simplest embodiment 
is to provide a shifter as a Wired interconnection betWeen the 
A register 110 and the MUX 150. For example, each bit 
position i in the A register 110 may be connected to a 
position i+1 of the MUX 150 to constitute the “shift 1” 
shifter 120. Similarly, each bit position i in the A register 
may be connected to a position i+2 of the MUX 150 to 
satisfy the “shift 2” shifter 130. The least signi?cant bit 

Nov. 3, 2005 

position of the shift 1 shifter may be grounded. The tWo least 
signi?cant bit position of the shift 2 shift inputs to the MUX 
150 also may be grounded. This architecture provides the 
desired shift functions With the least implementation cost in 
terms of area or control hierarchy. 

[0048] Alternatively, the shifters 120, 130 could be pro 
visioned as formal shift registers complete With storage cells 
(not shoWn) for storage of shifted values. Although there is 
no performance advantage for this alternative, it may ?nd 
use in applications Where such shift registers are employed 
for other purposes. 

[0049] The 3A register 140, as its name implies, is a 
register to store a value representing three times the value in 
the A register. The values stored in this register may be 
obtain from a straightforWard addition of the values from the 
A register 110 and the shift 1 register 120 or, alternatively, 
from a subtraction of the values in the shift 1 register 120 
from the value in the shift 2 register 140. Circuitry to 
implement these functions is straightforWard and omitted 
from the illustration of FIG. 1 to keep the illustration simple. 
In an embodiment, the 3A register 140 also may be provided 
in a location external to the IPG 100; it is illustrated in 
phantom accordingly. 
[0050] Outputs from the A register 110, the tWo shifters 
120 and 130 and the 3A register 140 may be input to the ?rst 
MUX 150. An output from the ?rst MUX 150 may be input 
to both the second MUX 160 and the inverter 170. An output 
from the inverter 170 may be provided as a second input to 
the second MUX 160. The inverter 170 may generate a tWo’s 
complement inversion of the multibit output from the ?rst 
MUX 150. The second MUX 160 may have a third input 
coupled directly to a Zero value “0.” Alternatively, the Zero 
value could be input to the ?rst MUX 150. Thus, given an 
input value A, the IPG 100 may generate any of the 
folloWing outputs: A, A, 2A, 2A 3A, 3A, 4A, 4A and 0. 

[0051] The IPG 100 may include a controller 180 that 
governs operation of the tWo MUXes 150, 160. As discussed 
beloW, given an input “segment,” the controller 180 may 
generate a control signal (labeled ci) that causes the MUXes 
150, 160 to output a selected one of the possible outputs on 
each cycle of a driving clock (not shoWn). 

[0052] FIG. 5 is a block diagram illustrating an IPG 200 
according to an alternate embodiment of the present inven 
tion. According to an embodiment, the IPG 200 may include 
a plurality of inverters 210, 220, 230-1, 230-2, a 3x multi 
plier 240, a pair of shifters 250-1, 250-2 and a multiplexer 
260. In this embodiment, the IPG 200 is illustrated as 
connected to an external multiplicand register rather than 
including the multiplicand register as part of it. The multi 
plicand may be input to the IPG 200 on a ?rst terminal 270 
thereof. One of the inverters 210 may be coupled to the ?rst 
terminal 270, to invert a multiplicand When presented. 

[0053] The 3x multiplier, as its name implies, may gen 
erate a value that is three times a multiplicand When pre 
sented at the input terminal. A second inverter 220 may be 
coupled to the 3x multiplier 240 to invert the output thereof. 

[0054] The shifters 250-1, 250-2 provided shifted versions 
of the multiplicand as in the embodiment of FIG. 2. One of 
them (say, shifter 250-1) shifts the input multiplicand by a 
single bit position; the other 250-2 shifts the multiplicand by 
tWo bit positions. Inverters 230-1, 230-2 from the respective 
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shifters 250-1, 250-2 may generated inverted shifted values 
of the multiplicand. The shifters 250-1, 250-2 may be 
provided according to any of the embodiments described 
above. 

[0055] Outputs from the inverters 210, 220, 230-1, 230-1, 
the 3x multiplier 240 and the shifters 250-1, 250-2 may be 
input to the multiplexer 260. The multiplexer 260 also may 
be controlled to output none of the inputs from the IPG 200. 
In this condition, the multiplexer 260 causes the IPG 200 to 
generate a Zero output therefrom. 

[0056] According to an embodiment, When it is desired to 
perform a multiplication based on a long multiplicand A and 
a shorter multiplier B, the multiplicand Amay be input to the 
IPG 200. Values of A, 3A, A and 31 Will be available to the 
multiplexer 260 after a short initialiZation period. Similarly, 
shifted values of A and A also Will be available to the 
multiplexer 260. Once these values are available, they may 
be retrieved from the IPG and forWarded to a remainder of 
a multiplication circuit (not shoWn in FIG. 5) based on 
values of multiplier segments. 

[0057] The IPG may include a controller 290 responsive to 
these multiplier segments to cause the multiplexer 260 to 
retrieve one of the previously stored values from Within the 
IPG. As is knoWn, many multiplication circuits include 
controllers for other purposes. The controller 290 may be 
integrated into these knoWn controllers or may be provided 
as a separate element as may be desired. FIG. 5 illustrates 
the controller 290 as being separate from the IPG 200 for 
convenience only. 

[0058] In an embodiment, the multiplier B may be parsed 
into several four bit segments si. Each segment si includes 
the bits B3i+2-B3i_1 from the multiplier B. From these 
segments, a control signal CTRL may be generated to 
determine Which value from Within the IPG should be output 
from the multiplexer. In an embodiment, the IPG may 
generate outputs according to the scheme shoWn in Table 1 
beloW. 

TABLE 1 

Input Pattern of Segment s; CTRL Interstitial Product 

0000 0 0 
0001 1 A 
0010 1 A 
0011 2 A << 1 

0100 2 A << 1 
0101 3 3A 
0110 3 3A 
0111 4 A << 2 

1000 —4 A >> 2 
1001 —3 3A 
1010 —3 3A 
1011 —2 A << 1 

1100 —2 A << 1 
1101 -1 X 
1110 -1 X 
1111 0 0 

[0059] Where A is the tWo’s complement of an input A. 
The control value CTRL may be related to the four bits input 
pattern by: 

CTRL=—4s;3+25;2+s;1+s;0 (8) 
[0060] Where sij represents the jth bit position of segment 
si. For the segment so, the Zeroth bit position, Which Would 
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be a ?ctional bit position “B_1,” may be set to 0 to render the 
response of the controller to segment sO consistent With 
Table 1. 

[0061] It may be observed from FIG. 6 that a multiplier B 
Will not ?ll all segments completely unless the length of the 
multiplier is a multiple of 3. In an embodiment, When the 
length of the multiplier is not a multiple of 3, it may be sign 
extended in suf?cient length to ?ll an otherWise unused 
portion of the last segment. This typically involves copying 
the sign bit, the most signi?cant bit BMSB, to ?ll ?ctional bit 
positions beyond the most signi?cant bit. 

[0062] The IPG embodiments described above may be 
applied to multiplier circuits of a variety of architectures. In 
each application, use of an IPG permits the multiplier circuit 
to achieve faster operation essentially by permitting addi 
tions to occur once every three bit positions rather than once 
per bit position as is conventional. 

[0063] FIG. 7 is a diagram of an application of an IPG in 
a combinatorial multiplier 300 according to an embodiment 
of the present invention. The combinatorial multiplier 300 
may include ?rst and second registers 310 for storage of a 
multiplicand A and a multiplier B respectively. It may 
include an IPG 330, a controller 340, a plurality of intersti 
tial product registers 350.1-350.L, an adder tree 360 a 
product register 370. 

[0064] During operation, the IPG 330 may be initialiZed to 
create the values A, A, 3A and 3K and shifted values of A 
and A. The controller 340 may parse the multiplier B into 
segments and, responsive to the bit pattern in each segment, 
cause the IPG 330 to load one of the values into a corre 

sponding interstitial product (say, 350.1). In an embodiment, 
the number of interstitial products 350.1-350.L may be 
based upon the number of segments supported by the 
multiplier B. Thus, the number of interstitial products 350.1 
350.L may be tied to the length of the multiplier register 320. 

[0065] Once values are loaded in each of the interstitial 
product registers 350.1-350.L, the combinatorial multiplier 
300 may cause a ?nal product to be stored in the product 
register 370 by summing across all the interstitial product 
registers 350.1-350.L. An adder tree 360 accepts the inter 
stitial product values from each product registers and sums 
them in a manner that is cogniZant of the respective bit 
offsets among the interstitial product registers. Adder trees 
are Well knoWn per se and may be modi?ed for this purpose. 

[0066] In an embodiment for a multiplicandAof length m 
and a multiplier B of length n, the product register 370 may 
have a length n+m just as in the traditional combinatorial 
multiplier. Interstitial product registers 350.1-350.L may 
have a length m+2 Whereas in traditional combinatorial 
multipliers, they Would have a length m. 

[0067] Traditional combinatorial multipliers include one 
interstitial product register for each bit position of a multi 
plier B. In the foregoing embodiment, there need be only one 
interstitial product register (say, 350.1) for every three bit 
positions of the multiplier B. Thus, because the combinato 
rial multiplier 300 of the foregoing embodiments include 
approximately one-third the number of interstitial registers 
than conventional counterparts, the adder tree include one 
third the number of adders to compute the ?nal summation. 
Products are expected to be generated faster in the present 
embodiment because the ?nal addition is carried out across 
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fewer interstitial values and, therefore, is available more 
quickly. This embodiment, therefore, yields higher through 
put With less logic. 

[0068] FIG. 8 is a block diagram of an application of an 
IPG integrated With a shift-add multiplier circuit 400 accord 
ing to an embodiment of the present invention. The multi 
plier circuit 400 may include a pair of registers 410, 420 for 
storage of the multiplicand A and the multiplier B. The 
shift-add multiplier circuit 400 also may include an IPG 430, 
a controller, a carry save adder 450 and a product register 
460. 

[0069] During operation, the multiplier circuit 400 may be 
initialiZed. In this embodiment, the product register 460 may 
be cleared to Zero and the interstitial product generator 430 
may be initialiZed With the value of the multiplicand A. 
Thereafter, during operation, the controller 440 may shift 
each segment out of the multiplier register 420 and, respon 
sive to the neW segment, may cause a selected value to be 
output from the IPG 430 to a ?rst input of the carry save 
adder 450. The most signi?cant bits from the product 
register 460 may be shifted 3 places and input to a second 
input of the carry save adder. The carry save adder 450 may 
add the values presented on each of its tWo inputs together 
and Write the value back to the product register 460. This 
process may repeat in an incremental fashion for as many 
segments as are supported by the multiplier B. 

[0070] As in the embodiment of FIG. 4, the embodiment 
of FIG. 8 provides for improved performance over tradi 
tional shift-add multiplier circuits. The traditional circuits 
perform an addition for each bit position of a multiplier B. 
By contrast, the embodiment shoWn in FIG. 8, provides an 
addition only once for every three bit positions of the 
multiplier B. Again, a feWer number of additions permit the 
shift-add multiplier of FIG. 8 to generate multiplication 
products in a shorter amount of time than Would be available 
from traditional circuits. 

[0071] In another embodiment, a multiplier circuit may 
omit use of a multiplier register (such as the multiplier 420 
of FIG. 8). FIG. 9 illustrates a multiplier 500 populated by 
a multiplicand register 510, an IPG 520, a controller 530, a 
carry save adder 540 and a product register 550. A multi 
plicand value (A) may be input to the IPG 520 as an 
initialiZation step. Additionally, a multiplier value (B) may 
be loaded into the least signi?cant bit positions of the 
product register 550. 
[0072] On each clock cycle, the contents of the product 
register 550 may be doWnshifted by three bit positions. 
When the least signi?cant bits of the product register are 
shifted out of the product register, they may be input to the 
controller 530 as a neW segment. In response to these three 
bits (and one bit from the shift of a prior clock cycle), the 
controller 530 may cause the IPG 520 to generate an output 
as shoWn above in Table 1. The IPG output may be provided 
to a ?rst input of the carry save adder 540. The doWnshifted 
value from the product register 550 may be provided to a 
second input of the carry save adder 540. The carry save 
adder 540 may add the tWo input values and store them to 
the product register in the most signi?cant bit positions. 
Again, this embodiment provides improved performance 
over other shift-add multipliers that operate a single bit shift 
at a time. As compared to the embodiment of FIG. 4, this 
embodiment also provides better register utiliZation because 
the register 420 (FIG. 4) may be omitted. 
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[0073] FIG. 10 illustrates a multiplication circuit 600 
according to another embodiment of the present invention. 
This embodiment may be used to evaluate equation 7 above. 
In this embodiment, the multiplier 600 may include a pair of 
IPGs 610, 620. A?rst IPG 610 may evaluate the A-B[i] term 
of equation of equation 7, the second IPG 620 may evaluate 
the d~q[i—1] term. The ?rst IPG 610 may accept as inputs 
values of A and 3A from respective registers 630, 640. The 
?rst IPG 610 may be controlled by a controller 650 Which in 
turn may be controlled by the respective Word of B (input 
not shoWn). 

[0074] The second IPG 620 may accept values of d and 3d 
from respective sources 660, 670. The second IPG 620 may 
be controlled by a q value 680. 

[0075] The multiplication circuit 600 may include a carry 
save adder 690 that accepts, as inputs, outputs from the tWo 
IPGs 610, 620 and a result value from a product register 700. 
An output of the carry save adder 690 may be input to the 
product register 700. The product register 700 may be 
provided as a shift register to implement the shifts described 
in connection With FIG. 3. A span of bits from the least 
signi?cant bit positions may output to the carry save adder 
690 as the r[i] value. 

[0076] As is knoWn, a carry save adder generates a result 
in the so-called “redundant form.” Carry save adders are 
faster than other types of adders because they generate 
results of addition operations Without performing a tradi 
tional carry propagation (a time consuming operation). 
Instead, the addition results are stored using multiple bits per 
“bit position.” Multiple additions can be performed in 
redundant form. After a ?nal addition, a single carry propa 
gation may be performed to obtain a result in non-redundant 
form. 

[0077] According to an embodiment, a portion of the 
product register 700 corresponding to the quotient q may be 
input to a second adder 710 such as a carry lookahead adder. 
The second adder 710 may generate a non-redundant result 
Which may be fed back to the second IPG 610 as the q value. 

[0078] The foregoing embodiments have been presented 
in connection With an evaluation of a (A-B) emod n opera 
tion. If done in connection With an (AB) mod n operation, 
the methods illustrated in FIGS. 1-3 may be folloWed by a 
single mod operation to complete the evaluation. These 
embodiments may be used advantageously, hoWever, for the 
evaluation of other operations, such as an AB emod n 
operation, in Which case the mod n operation may be 
deferred. 

[0079] Evaluation of AB emod n 

[0080] Embodiments of the emod operation are described 
beloW in the conteXt of an AB mod n calculation. Resolution 
of the calculation may proceed as a nested loop process, 
constituting an outer loop and an inner loop. 

[0081] The outer loop may scan the bits of the eXponent 
and to control the multiplications. 

[0082] Each pass of the outer loop may include squaring 
operation: 
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[0083] and, depending on the current bit in the exponent, 
an additional multiplication: 

c=(c'a)em0d n, (10) 

[0084] This embodiment is illustrated in FIG. 11. 

[0085] FIG. 11 illustrates another method 1300 according 
to an embodiment of the present invention. According to the 
method 1200, a dummy variable c may be initialiZed to be 
Zero (box 1210). Thereafter, the method iteratively considers 
each bit i of the exponent B. During each iteration, the 
method may evaluate equation 9 using an inner loop (box 
1320). Thereafter, the method 1300 may determine Whether 
the ith bit of the exponent B is 1. If so, the method 
1300 may evaluate equation 10 using an inner loop (box 
1330). When the operation of box 1330 concludes or if the 
ith bit Was not a 1, the operation may advance to a next 
successive iteration. 

[0086] Upon conclusion of the last iteration, the method 
1300 may invoke a traditional mod operation upon the value 
c (box 1340). This result obtains the result of AB mod n. 

[0087] The inner loop of the operation may be performed 
using any of the methods described hereinabove With respect 
to FIGS. 1-3. During processing of the inner loop, both 
cases may be implemented using the same hardWare. There 
need be no special handling to accommodate the squaring 
case. Typically the operands c and mn are of the same siZe 
and a is someWhat smaller. 

[0088] Determining d and m. 

[0089] To determine the parameters d and m, the number 
of signi?cant bits in n, siZe(n), may be determined so that: 

zsizqnyién?sizqny (11) 

[0090] Also, k may be de?ned as: 

k=size(n)+precisi0n (12) 

[0091] for some desired precision value. Further, mn may 
be de?ned to be m-n, an integer multiple of n, so that: 

[0092] The parameter mn, When vieWed in binary format, 
has a number of leading 1s equaling or exceeding the 
precision value. 

[0093] To ?nd m and d from n and 2k, note that: 

[0094] Where int(x) ?nds the largest integer of some value 
x. To ?nd m, one may use the NeWton method: 

"i+1=("i(2k+1-"i'”))/2k- (15) 
[0095] Equation 15 has a property that: 

ui—>(2k/n) as u —>w. (16) 

[0096] As it is desirable to ?nd only the integer part of 
(2k/n), this iteration converges quite fast. To keep the 
number of bits in ui to a minimum, it is possible also to take 
the integer part after each iteration and throW aWay the 
fractional part: 
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[0097] This implementation at times can lead to a problem 
Where the iteration stalls before reaching the correct number. 
Modifying the ?nal iteration slightly hoWever cures the 
problem. 

uFina1=((uFina1*1+1)I(2k+1_uFina1*1-n)_2k)diV2k 
[0098] In another embodiment, the calculation of (2k+1— 
ui-n) Where (ui~n)<2k+1 can be done simply by setting the 
leading ones of the negative number —(ui~n) to Zero from 
position (k+1) and up. That is equivalent to keeping the bits 
from position k doWn to 0. 

[0099] In one embodiment, the calculation of m and d may 
be implemented in softWare according to the folloWing 
pseudocode. 

An Algorithm for Calculating m=(2k div n) and 
d=(2k—mn) 

[0100] Where the function selectbits(max doWnto min, c) 
returns the bits in c from and including positions max and 
doWn to min. 

[0101] The embodiments presented hereinabove provide a 
computational substitute for a mod operation, labeled 
“emod,” that incurs much less computational expense at the 
cost of lost precision. It is useful When performing a mod 
operation in connection With multiplications or exponential 
operations. By applying an emod operation to interstitial 
products, the length operands may be maintained to be 
Within some predetermined length WindoW. When a ?nal 
product is obtained, a traditional mod operation may be 
applied to obtain a ?nal result. This scheme obtains a ?nal 
result With much less processing than Would be possible 
using only the mod operation. 

[0102] Several embodiments of the present invention are 
speci?cally illustrated and described herein. HoWever, it Will 
be appreciated that modi?cations and variations of the 
present invention are covered by the above teachings and 
Within the purvieW of the appended claims Without departing 
from the spirit and intended scope of the invention. 

We claim: 
1. A method of performing a modulus operation upon an 

operand that is represented by mathematical function to be 
performed iteratively, the modulus taken With respect to a 
value n, comprising: 

upon conclusion of each of a plurality of interstitial 
iterations, determining a modulus of a result thereof 
using a phantom modulus that is a multiple of n, the 
phantom modulus approximating 2k for some arbitrary 
k, and 

upon conclusion of a ?nal iteration, determining a modu 
lus of a result thereof using a true modulus n. 

2. A method of resolving an (AB) mod n operation, 
comprising, 

iteratively, for each of several Words of B: 

shifting a value c by a Word length, 

adding to the shifted value c, a value A~B[i], Where B[i] 
is the ith Word of B, performing an emod operation 
on a result of the addition, using a phantom modulus 
mn that is a multiple of n, and 
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following a last iteration, performing a modulus operation 
on the result of the addition from the last iteration. 

3. A method of resolving an (AB) mod n, operation 
comprising: 

iteratively, for each of several Words of B: 

generating a quotient q from a higher order portion of 
an earlier valuation of c, 

generating a remainder r from a loWer order portion of 
the value c, 

revaluing c to be A~B[i]+r+d~q, Where d is a precision 
value of a phantom modulus, Where B[i] is the ith 
Word of B, 

folloWing a last iteration, performing a modulus operation 
on the result of the revaluing from the last iteration. 

4. A method of resolving an (AB) mod n operation, 
comprising: 

iteratively, for each of several Words of B: 

generating a quotient q[i] from a higher order portion of 
an earlier valuation of c, Where i represents the 
current iteration, 

generating a remainder r[i] from a loWer order portion 
of the value c, 
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shifting left a quotient q[i-l] by a Word Width 

revaluing c to be A~B[i]+r[i]+d~q[i—1], Where d is a 
precision value of a phantom modulus, Where B[i] is 
the ith Word of B and the revaluing uses the shifted 
quotient, 

folloWing a last iteration, performing a modulus operation 
on the result of the revaluing from the last iteration. 

5. A method of resolving an AB mod n operation, com 
prising: 

iteratively, for each bit position i of B: 

performing a c=(c~c) emod n operation, and 

if the ith bit position of B is a 1, performing a c=(c~A) 
emod n operation; and 

folloWing a last iteration, performing A mod N operation 
of c obtained from the last operation, 

Wherein the emod n operation calculates a modulus result 
from a phantom modulus mn, Where mn is an integer 
multiple of n. 


