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TRAFFIC MANAGEMENT ARCHITECTURE 

FIELD OF THE INVENTION 

[0001] The present invention concerns the management of 
traf?c, such as data and communications traf?c, and pro 
vides an architecture for a traf?c manager that surpasses 
knoWn traffic management schemes in terms of speed, 
ef?ciency and reliability. 

BACKGROUND TO THE INVENTION 

[0002] The problem that modern traf?c management 
schemes have to contend With is the sheer volume. Data 
arrives at a traf?c handler from multiple sources at unknoWn 
rates and volumes and has to be received, sorted and passed 
on “on the ?y” to the neXt items of handling doWnstream. 
Received data may be associated With a number of attributes 
by Which priority allocation, for eXample, is applied to 
individual data packets or streams, depending on the class of 
service offered to an individual client. Some traf?c may 
therefore have to be queued Whilst later arriving but higher 
priority traf?c is processed. A router’s sWitch fabric can 
deliver packets from multiple ingress ports to one of a 
number of egress ports. The linecard connected to this egress 
port must then transmit these packets over some communi 
cation medium to the neXt router in the netWork. The rate of 
transmission is normally limited to a standard rate. For 
instance, an OC-768 link Would transmit packets over an 
optical ?bre at a rate of 40 Gbits/s. 

[0003] With many independent ingress paths delivering 
packets for transmission at egress, the time-averaged rate of 
delivery cannot eXceed 40 Gbits/s for this eXample. 
Although over time the input and output rates are equivalent, 
the short term delivery of traf?c by the fabric is “bursty” in 
nature With rates often peaking above the 40 Gbits/s thresh 
old. Since the rate of receipt can be greater than the rate of 
transmission, short term packet queueing is required at 
egress to prevent packet loss. A simple FIFO queue is 
adequate for this purpose for routers Which provide a ?at 
grade of service to all packets. HoWever, more compleX 
schemes are required in routes Which provide Traf?c Man 
agement. In a converged internetWork, different end user 
applications require different grades of service in order to 
run effectively. Email can be carried on a best effort service 
Where no guarantees are made regarding rate of or delay in 
delivery. Real-time voice data has a much more demanding 
requirement for reserved transmission bandWidth and guar 
anteed minimum delay in delivery. This cannot be achieved 
if all traffic is buffered in the same FIFO queue. Aqueue per 
so-called “Class of Service” is required so that traf?c routed 
through higher priority queues can bypass that in loWer 
priority queues. Certain queues may also be assured a 
guaranteed portion of the available output line bandWidth. 
On ?rst sight the traf?c handling task appears to be straight 
forWard. Packets are placed in queues according to their 
required class of service. For every forWarding treatment 
that a system provides, a queue must be implemented. These 
queues are then managed by the folloWing mechanisms: 

[0004] Queue management assigns buffer space to 
queues and prevents over?oW 

[0005] Measures are implemented to cause traf?c 
sources to sloW their transmission rates if queues 
become backlogged 
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[0006] Scheduling controls the de-queuing process 
by dividing the available output line bandWidth 
betWeen the queues. 

[0007] Different service levels can be provided by Weight 
ing the amount of bandWidth and buffer space allocated to 
different queues, and by prioritised packet dropping in times 
of congestion. Weighted Fair Queucing (WFQ), De?cit 
Round Robin (DRR) scheduling, Weighted Random Early 
Detect (WRED) are just a feW of the many algorithms Which 
might be employed to perform these scheduling and con 
gestion avoidance tasks. In reality, system realisation is 
confounded by some difficult implementation issues: 

[0008] High line speeds can cause large packet back 
logs to rapidly develop during brief congestion 
events. Large memories of the order 500 MBytes to 
1 GBytes are required for 40 Gbits/s line rates. 

[0009] The packet arrival rate can be very high due to 
overspeed in the packet delivery from the sWitch 
fabric. This demands high data read and Write band 
Width into memory. More importantly, high address 
bandWidth is also required. 

[0010] The processing overhead of some scheduling 
and congestion avoidance algorithms is high. 

[0011] Priority queue ordering for some (FQ) scheduling 
algorithms is a non-trivial problem at high speeds. 

[0012] Aconsiderable volume of state must be main 
tained in support of scheduling and congestion 
avoidance algorithms, to Which loW latency access is 
required. The volume of state increases With the 
number of queues implemented. 

[0013] As neW standards and algorithms emerge, the 
speci?cation is a moving target. To ?nd a ?exible 
(ideally programmable) solution is therefore a high 
priority. 

[0014] In a conventional approach to traf?c scheduling, 
one might typically place packets directly into an appropri 
ate queue on arrival, and then subsequently dequeue packets 
from those queues into an output stream. 

[0015] FIG. 1 shoWs the basic layout of the current 
approach to traf?c management. It can be thought of as a 
“queue ?rst, think later” strategy. Data received at the input 
1 is split into a number of queues in parallel channels 2.1 to 
2.n. Atraf?c scheduler processor 3 receives the data from the 
parallel channels and sorts them into order. The order may 
be determined by the priority attributes, for eXample, men 
tioned above. State is stored in memory 4 accessible by the 
processor. The output from the processor represents the neW 
order as determined by the processor in dependence on the 
quality of service attributes assigned to the data at the outset. 

[0016] The traf?c scheduler 3 determines the order of 
dc-queuing. Since the scheduling decision can be process 
ing-intensive as the number of input queues increases, 
queues are often arranged into small groups Which are 
locally scheduled into an intermediate output queue. 

[0017] This output queue is then the input queue to a 
folloWing scheduling stage. The scheduling problem is thus 
simpli?ed using a “divide-and-conquer” approach, Whereby 
high performance can be achieved through parallelism 
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between groups of queues in a tree type structure, or 
so-called hierarchical link sharing scheme. 

[0018] This approach Works in hardWare up to a point. For 
the exceptionally large numbers of input queues (of the order 
64 k) required for per-?oW traffic handling, the ?rst stage 
becomes unmanageably Wide to a point that it becomes 
impractical to implement the required number of schedulers. 

[0019] Alternatively, in systems Which aggregate all traf?c 
into a small number of queues parallelism betWeen hardWare 
schedulers cannot be exploited. It then becomes extremely 
dif?cult to implement a single scheduler—even in optimised 
hardWare—that can meet the required performance point. 

[0020] With other congestion avoidance and queue man 
agement tasks to perform in addition to scheduling, it is 
apparent that a neW approach to traf?c handling is required. 
The queue ?rst, think later strategy often fails and data 
simply has to be jettisoned. There is therefore a need for an 
approach to traf?c management that does not suffer from the 
same defects as the prior art and does not introduce its oWn 

fallibilities, 

SUMMARY OF THE INVENTION 

[0021] In one aspect, the invention provides a system 
comprising means for sorting incoming data packets in real 
time before said packets are stored in memory. 

[0022] In another aspect, the invention provides a data 
packet handling system, comprising means Whereby incom 
ing data packets are assigned an eXit order before being 
stored in memory. 

[0023] In yet another aspect, the invention provides a 
method for sorting incoming data packets in real time, 
comprising sorting the packets into an eXit order before 
storing them in memory. 

[0024] The sorting means may be responsive to informa 
tion contained Within a packet and/or Within a table and/or 
information associated With a data packet stream in Which 
said packet is located, Whereby to determine an eXit order 
number for that packet. The packets may be inserted into one 
or more queues by a queue manager adapted to insert 
packets into the queue means in eXit order. There may be 
means to drop certain packets before being output from said 
queue means or before being queued in the queue means. 

[0025] The system may be such that the sorting means and 
the queue means process only packet records containing 
information about the packets, Whereas data portions of the 
packets are stored in the memory for output in accordance 
With an eXit order determined for the corresponding packet 
record. 

[0026] The sorting means preferably comprises a parallel 
processor, such as an array processor, more preferably a 
SIMD processor. 

[0027] There may be further means to provide access for 
the parallel processors to shared state. A state engine may 
control access to the shared state. 

[0028] Tables of information for sorting said packets or 
said packet records may be provided, Wherein said tables are 
stored locally to each processor or to each processor element 
of a parallel processor. The tables may be the same on each 
processor or on each processor element of a parallel pro 
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cessor. The tables may be different on different processors or 
on different processor elements of a parallel processor. 

[0029] The processors or processor elements may share 
information from their respective tables, such that: (a) the 
information held in the table for one processor is directly 
accessible by a different processor or the information held in 
the table in one processor element may be accessible by 
other processing element(s) of the processor; and (b) pro 
cessors may have access to tables in other processors or 
processor elements have access to other processor elements 
in the processor, Whereby processors or processor elements 
can perform table lookups on behalf of other processor(s) or 
processor elements of the processor. 

[0030] The invention also encompasses a computer sys 
tem, comprising a data handling system as previously speci 
?ed; a netWork processing system, comprising a data han 
dling system as previously speci?ed; and a data carrier 
containing program means adapted to perform a correspond 
ing method. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] The invention Will be described With reference to 
the folloWing draWings, in Which: 

[0032] FIG. 1 is a schematic representation of a prior art 
traffic handler, and 

[0033] FIG. 2 is a schematic representation of a traf?c 
handler in accordance With the invention. 

DETAILED DESCRIPTION OF THE 
ILLUSTRATED EMBODIMENTS 

[0034] The present invention turns current thinking on its 
head. FIG. 2 shoWs schematically the basic structure under 
lying the neW strategy for effective traffic management. It 
could be described as a “think ?rst, queue laterTM” strategy. 

[0035] Packet data (traffic) received at the input 20 has the 
header portions stripped off and record portions of ?Xed 
length generated therefrom, containing information about 
the data, so that the record portions and the data portions can 
be handled separately. Thus, the data portions take the loWer 
path and are stored in Memory Hub 21. At this stage, no 
attempt is made to organise the data portions in any par 
ticular order. HoWever, the record portions are passed to a 
processor 22, such as a SIMD parallel processor, comprising 
one or more arrays of processor elements (PEs). Typically, 
each PE contains its oWn processor unit, local memory and 
register(s). 
[0036] In contrast to the prior architecture outlined in 
FIG. 1, the present architecture shares state 23 in the PE 
arrays under the control of a State Engine (not shoWn) 
communicating With the PE array(s). It should be empha 
sised that only the record portions are processed in the PE 
array. The record portions are all the same length, so their 
handling is predictable, at least in terms of length. 

[0037] The record portions are handled in the processor 
22. Here, information about the incoming packets is distrib 
uted amongst the PEs in the array. This array basically 
performs the same function as the processor 3 in the prior art 
(FIG. 1) but the operations are spread over the PE array for 
vastly more rapid processing. This processing effectively 
“time-stamps” the packet records to indicate When the 
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corresponding data should be exited, assuming that it should 
actually be exited and not jettisoned, for example. The 
results of this processing are sent to the orderlist manager 
24, Which is an “intelligent” queue system Which places the 
record portions in the appropriate exit order, for example in 
bins allocated to groups of data exit order numbers. The 
manager 24 is preferably dynamic, so that neW data packets 
With exit numbers having a higher priority than those 
already in an appropriate exit number bin can take over the 
position previously allocated. It should be noted that the PE 
array 22 simply calculates the order in Which the data 
portions are to be output but the record portions themselves 
do not have to be put in that order. In other Words, the PEs 
do not have to maintain the order of packets being processed 
nor sort them before they are queued. 

[0038] Previous systems in Which header and data portions 
Were treated as one entity became unWieldy, sloW and 
cumbersome because of the innate dif?culty of preserving 
the integrity of the Whole packet yet still providing enough 
bandWidth to handle the combination. In the present inven 
tion, it is only necessary for the Memory Hub 21 to provide 
sufficient bandWidth to handle just the data portions. The 
memory hub can handle packets streaming in at real time. 
The memory hub can nevertheless divide larger data por 
tions into fragments, if necessary, and store them in physi 
cally different locations, provided, of course, there are 
pointers to the different fragments to ensure read out of the 
entire content of such data packets. 

[0039] In order to overcome the problem of sharing state 
over all the PEs in the array, multiple PEs are permitted to 
access (and modify) the state variables. Such access is under 
the control of a State Engine (not shoWn), Which automati 
cally handles the “serialisation” problem of parallel access 
to shared state. 

[0040] The output 25, in dependence on the exit order 
queue held in the Orderlist Manager 24, instructs the 
Memory Hub 21 to read out the corresponding packets in 
that required order, thereby releasing memory locations for 
neWly received data packets in the process. 

[0041] The chain-dotted line 26 enclosing the PE array 22, 
shared state/State Engine 23 and Orderlist Manager 24 
signi?es that this combination of elements can be placed on 
a single chip and that this chip can be replicated, so that there 
may be one or tWo (or more) chips interfacing With single 
input 20, output 25 and Memory Hub 21. As is customary, 
the chip Will also include necessary additional components, 
such as a distributor and a collector per PE array to distribute 
data to the individual PEs and to collect processed data from 
the PEs, plus semaphore block(s) and interface elements. 

[0042] The folloWing features are signi?cant to the neW 
architecture: 

[0043] There are no separate, physical stage one 
input queues. 

[0044] Packets are effectively sorted directly into the 
output queue on arrival. A group of input queues thus 
exists in the sense of being interleaved together 
Within the single output queue. 

[0045] These interleaved “input queues” are repre 
sented by state in the queue state engine. This state 
may track queue occupancy, ?nish time/number of 
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the last packet in the queue etc. Occupancy can be 
used to determine Whether or not a neWly arrived 
packet should be placed in the output queue or 
Whether it should be dropped (congestion manage 
ment). Finish numbers are used to preserve the order 
of the “input queues” Within the output queue and 
determine an appropriate position in the output 
queue for neWly arrived packets (scheduling). 

[0046] Scheduling and congestion avoidance deci 
sions are thus made “on the ?y” prior to enqueuing 
(ie “Think ?st, queue later”TM). 

[0047] This technique is made possible by the deployment 
of a high performance data How processor Which can 
perform the required functions at Wire speed. Applicant’s 
array processor is ideal for this purpose, providing a large 
number of processing cycles per packet for packets arriving 
at rates as high as one every couple of system clock cycles. 

[0048] Ancillary Features 

[0049] Class of Service (CoS) Tables: 

[0050] CoS parameters are used in scheduling and con 
gestion avoidance calculations. They are conventionally 
read by processors as a ?xed group of values from a class of 
service table in a shared memory. This places further 
demands on system bus and memory access bandWidth. The 
table siZe also limits the number of different classes of 
service Which may be stored. 

[0051] An intrinsic capability of Applicant’s array proces 
sor is rapid, parallel local memory access. This can be used 
to advantage as folloWs: 

[0052] The Class of Service table is mapped into each 
PE’s memory. This means that all passive state does 
not require lookup from external memory. The enor 
mous internal memory addressing bandWidth of 
SIMD processor is utilised. 

[0053] By performing multiple lookups into local 
memories in a massively parallel fashion instead of 
single large lookups from a shared external table 
there is a huge number of different Class of Service 
combinations available from a relatively small vol 
ume of memory. 

[0054] Table sharing betWeen PEs—PEs can perform 
proxy lookups on behalf of each other. A single CoS table 
can therefore be split across tWo PEs, thus halving the 
memory requirement. 

SUMMARY 

[0055] It can thus be appreciated that the present invention 
is capable of providing the folloWing key features, marking 
considerable improvements over the prior art: 

[0056] Traditional packet scheduling involves paral 
lel enqueuing and then serialised scheduling from 
those queues. For high performance traf?c handling 
We have turned this around. Arriving packets are ?rst 
processed in parallel and subsequently enqueued in a 
serial orderlist. This is referred to as “Think First 
Queue Later”TM 

[0057] The deployment of a single pipeline parallel 
processing architecture (Applicant’s array proces 
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sor) is innovative in a Traffic Handling application. 
It provides the Wire speed processing capability 
Which is essential for the implementation of this 
concept. 

[0058] An alternate form of parallelism (compared to 
independent parallel schedulers) is thus exploited in 
order to solve the processing issues in high speed 
Traf?c Handling. 

1. A system comprising means for sorting incoming data 
packets in real time; means for assigning an eXit order to said 
packets in real time; and 

queue means for queuing said sorted packets for output in 
said eXit order. 

2. A system as claimed in claim 1 Wherein the sorting 
means is responsive to information contained Within a 
packet Whereby to determine an eXit order number for that 
packet. 

3. A system as claimed in claim 1, Wherein the sorting 
means is responsive to information contained in a table 
Whereby to determine an eXit order number for that packet. 

4. A system as claimed in claim 1, Wherein the sorting 
means is responsive to information associated With a data 
packet stream in Which said packet is located Whereby to 
determine an eXit order number for that packet. 

5. A system as claimed in claim 1, Wherein said sorting 
means is adapted to insert sorted packets in said queue 
means in exit order. 

6. A system as claimed in claim 1, Wherein said queue 
means is a single queue. 

7. A system as claimed in claim 6, Wherein said single 
queue provides a plurality of virtual queues. 

8. A system as claimed in claim 1, further comprising a 
queue manager adapted to insert packets into said queue 
means in eXit order. 

9. A system as claimed in claim 1, further comprising 
means to drop certain packets before being output from said 
queue means. 

10. A system as claimed in claim 1, further comprising 
means to drop certain packets before being queued in said 
queue means. 

11. A system as claimed in claim 1, Wherein: 

said sorting means and said queue means process only 
packet records containing information about said pack 
ets, and 

data portions of said packets are stored for output in 
accordance With an eXit order determined for the cor 
responding packet record. 

12. A system as claimed in claim 1, Wherein said sorting 
means comprises a parallel processor. 

13. Asystem as claimed in claim 12, Wherein said parallel 
processor is an array processor. 

14. A system as claimed in claim 12, Wherein said array 
processor is a SIMD processor. 

15. A system as claimed in claim 12, further comprising 
means to provide access for said parallel processors to 
shared state. 

16. A system as claimed in claim 15, further comprising 
a state engine to control said access to said shared state. 

17. A system as claimed in claim 1, further comprising 
tables of information for sorting said packets or said packet 
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records, Wherein said tables are stored locally to each 
processor or to each processor element of a parallel proces 
sor. 

18. A system as claimed in claim 17, Wherein said tables 
are the same on each processor or on each processor element 

of a parallel processor. 
19. A system as claimed in claim 17, Wherein said tables 

are different on different processors or on different processor 

elements of a parallel processor. 
20. A system as claimed in claim 17, Wherein said 

processors or processor elements share information from 
their respective tables, such that: 

(a) the information held in the table for one processor is 
directly accessible by a different processor or the 
information held in the table in one processor element 
is accessible by other processing element(s) of the 
processor; and 

(b) processors have access to tables in other processors or 
processor elements have access to other processor 
elements in the processor, Whereby processors or pro 
cessor elements can perform table lookups on behalf of 
other processor(s) or processor elements of the proces 
sor. 

21. A system as claimed in claim 1, Wherein said sorting 
means implement algorithms for packet scheduling in accor 
dance With predetermined criteria, such as WFQ, DFR, 
congestion avoidance (eg WRED) or other prioritisation and 
sorting. 

22. A method for sorting incoming data packets in real 
time, comprising sorting the packets into an eXit order; and 

queueing said sorted packets for output in said eXit order. 
23. A method as claimed in claim 22, Wherein the sorting 

is responsive to information contained Within a packet 
Whereby to assign an eXit order number for that packet. 

24. A method as claimed in claim 22, Wherein the sorting 
is responsive to information contained in a table Whereby to 
determine an eXit order number for that packet. 

25. A method as claimed in claim 22, Wherein the sorting 
is responsive to information associated With a data packet 
stream in Which said packet is located Whereby to determine 
an eXit order number for that packet. 

26. Amethod as claimed in claim 22, Wherein said packets 
are inserted into a queue means in eXit order determined by 
the means performing the sorting. 

27. Amethod as claimed in claim 22, comprising inserting 
sorted packets into a queue means in eXit order under control 
of a queue manager. 

28. A method as claimed in claim 26, Wherein said 
queuing is performed using a single output queue. 

29. A method as claimed in claim 28, further comprising 
providing a plurality of virtual queues by means of said 
single output queue. 

30. A method as claimed in claim 22, further comprising 
dropping certain packets before being output from said 
queue means. 

31. A method as claimed in claim 22, further comprising 
dropping certain packets before being queued in said queue 
means. 

32. A method as claimed in claim 22, Wherein: 

said sorting and said queuing operations are performed 
only on packet records containing information about 
said packets, said method further comprising: 
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storing data portions of said packets in said memory for 
output in accordance With an exit order number deter 
mined for the corresponding packet record. 

33. Amethod as claimed in claim 22, Wherein said sorting 
is performed by a parallel processor. 

34. Amethod as claimed in claim 33, Wherein said parallel 
processor is an array processor. 

35. A method as claimed in claim 33, Wherein said array 
processor is a SIMD processor. 

36. A method as claimed in claim 33, further comprising 
providing access for said processors to shared state under 
control of a state engine. 

37. A method as claimed in claim 36, further comprising 
providing tables of information for sorting said packets or 
said packet records, Wherein said tables are stored locally to 
each processor or to each processor element of a parallel 
processor. 

38. A method as claimed in claim 37, Wherein said tables 
are the same on each processor or on each processor element 

of a parallel processor, 
39. A method as claimed in claim 37, Wherein said tables 

are different on different processors or on each processor 

element of a parallel processor. 
40. A method as claimed in claim 37, Wherein said 

processors or processor elements share information from 
their respective tables, such that: 

(a) the information held in the table for one processor is 
made directly accessible by a different processor or the 
information held in the table of one processor element 
is made directly accessible to other processor ele 
ment(s) of the processor; and 

(b) access is provided for said processor or processor 
elements to tables in other processors or processor 
elements, Whereby processors or processor elements 
can perform table lookups on behalf of another pro 
cessor or processor element. 
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41. A system as claimed in claim 1, Wherein said sorting 
means implement algorithms for packet scheduling in accor 
dance With predetermined criteria, such as WFQ, DFR, 
congestion avoidance (eg. WRED) or other prioritisation 
and sorting. 

42. A computer system, comprising a data handling sys 
tem for sorting incoming data packets in real time; 

means for assigning an eXit order to said packets in real 
time; and 

queue means for queuing said sorted packets for output in 
said eXit order. 

43. A netWork processing system, comprising a data 
handling system for sorting incoming data packets in real 
time; 

means for assigning an eXit order to said packets in real 
time; and 

queue means for queuing said sorted packets for output in 
said eXit order. 

44. A computer system adapted to perform sorting of 
incoming data packets in real time in Which said data packets 
are sorted into an eXit order and are queued for output in said 
eXit order. 

45. A netWork processing system adapted to perform 
sorting of incoming data packets in real time in Which said 
data packets are sorted into an eXit order and are queued for 
output in said eXit order. 

46. A computer system as claimed in claim 42 imple 
mented as one or more silicon integrated circuits. 

47. A data carrier containing program means adapted to 
perform sorting of incoming data packets in real time in 
Which said data packets are sorted into an eXit order and are 
queued for output in said eXit order. 


