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(57) ABSTRACT 

A security system for scanning content within a computer, 
including a network interface, housed within a computer, for 
receiving content from the Internet on its destination to an 
Internet application running on the computer, a database of 
rules corresponding to computer exploits, stored within the 
computer, a rule-based content scanner that communicates 
with said database of rules, for scanning content to recogniZe 
the presence of potential exploits therewithin, a network 
traffic probe, operatively coupled to the network interface 
and to the rule-based content scanner, for selectively divert 
ing content from its intended destination to the rule-based 
content scanner, and a rule update manager that communi 
cates with said database of rules, for updating said database 
of rules periodically to incorporate new rules that are made 
available. A method and a computer readable storage 
medium are also described and claimed. 
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METHOD AND SYSTEM FOR ADAPTIVE 
RULE-BASED CONTENT SCANNERS FOR 

DESKTOP COMPUTERS 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of assign 
ee’s pending application U.S. Ser. No. 10/930,884, ?led on 
Aug. 30, 2004, entitled “Method and System for Adaptive 
Rule-Based Content Scanners,” Which is a continuation-in 
part of assignee’s pending application U.S. Ser. No. 09/539, 
667, ?led on Mar. 30, 2000, entitled “System and Method for 
Protecting a Computer and a NetWork from Hostile DoWn 
loadables,” Which is a continuation of assignee’s patent 
application U.S. Ser. No. US. Ser. No. 08/964,388, ?led on 
6 Nov. 1997, now US. Pat. No. 6,092,194, also entitled 
“System and Method for Protecting a Computer and a 
NetWork from Hostile DoWnloadables.” 

FIELD OF THE INVENTION 

[0002] The present invention relates to netWork security, 
and in particular to scanning of mobile content for exploits. 

BACKGROUND OF THE INVENTION 

[0003] Conventional anti-virus softWare scans a computer 
?le system by searching for byte patterns, referred to as 
signatures that are present Within knoWn viruses. If a virus 
signature is discovered Within a ?le, the ?le is designated as 
infected. 

[0004] Content that enters a computer from the Internet 
poses additional security threats, as such content executes 
upon entry into a client computer, Without being saved into 
the computer’s ?le system. Content such as JavaScript and 
VBScript is executed by an Internet broWser, as soon as the 
content is received Within a Web page. 

[0005] Conventional netWork security softWare also scans 
such mobile content by searching for heuristic virus signa 
tures. HoWever, in order to be as protective as possible, virus 
signatures for mobile content tend to be over-conservative, 
Which results in signi?cant over-blocking of content. Over 
blocking refers to false positives; i.e., in addition to blocking 
of malicious content, prior art technologies also block a 
signi?cant amount of content that is not malicious. 

[0006] Another draWback With prior art netWork security 
softWare is that it is unable to recogniZe combined attacks, 
in Which an exploit is split among different content streams. 
Yet another draWback is that prior art netWork security 
softWare is unable to scan content containers, such as URI 
Within J avaScript. 

[0007] All of the above draWbacks With conventional 
netWork security softWare are due to an inability to diagnose 
mobile code. Diagnosis is a daunting task, since it entails 
understanding incoming byte source code. The same mali 
cious exploit can be encoded in an endless variety of Ways, 
so it is not suf?cient to look for speci?c signatures. 

[0008] Nevertheless, in order to accurately block mali 
cious code With minimal over-blocking, a thorough diagno 
sis is required. 

SUMMARY OF THE DESCRIPTION 

[0009] The present invention enables behavioral analysis 
of content. As distinct from prior art approaches that search 
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for byte patterns, the approach of the present invention is to 
analyZe incoming content in terms of its programmatic 
behavior. Behavioral analysis is an automated process that 
parses and diagnoses a softWare program, to determine if 
such program can carry out an exploit. 

[0010] The present invention provides a method and sys 
tem for scanning content that includes mobile code, to 
produce a diagnostic analysis of potential exploits Within the 
content. The present invention is preferably used Within a 
netWork gateWay or proxy, to protect an intranet against 
viruses and other malicious mobile code. 

[0011] The content scanners of the present invention are 
referred to as adaptive rule-based (ARB) scanners. An ARB 
scanner is able to adapt itself dynamically to scan a speci?c 
type of content, such as inter alia J avaScript, VBScript, URI, 
URL and HTTP. ARB scanners differ from prior art scanners 
that are hard-coded for one particular type of content. In 
distinction, ARB scanners are data-driven, and can be 
enabled to scan any speci?c type of content by providing 
appropriate rule ?les, Without the need to modify source 
code. Rule ?les are text ?les that describe lexical charac 
teristics of a particular language. Rule ?les for a language 
describe character encodings, sequences of characters that 
form lexical constructs of the language, referred to as 
tokens, patterns of tokens that form syntactical constructs of 
program code, referred to as parsing rules, and patterns of 
tokens that correspond to potential exploits, referred to as 
analyZer rules. Rules ?les thus serve as adaptors, to adapt an 
ARB content scanner to a speci?c type of content. 

[0012] The present invention also utiliZes a novel descrip 
tion language for ef?ciently describing exploits. This 
description language enables an engineer to describe 
exploits as logical combinations of patterns of tokens. 

[0013] Thus it may be appreciated that the present inven 
tion is able to diagnose incoming content for malicious 
behavior. As such, the present invention achieves very 
accurate blocking of content, With minimal over-blocking as 
compared With prior art scanning technologies. 

[0014] There is thus provided in accordance With a pre 
ferred embodiment of the present invention a security sys 
tem for scanning content Within a computer, including a 
netWork interface, housed Within a computer, for receiving 
content from the Internet on its destination to an Internet 
application running on the computer, a database of rules 
corresponding to computer exploits, stored Within the com 
puter, a rule-based content scanner that communicates With 
said database of rules, for scanning content to recogniZe the 
presence of potential exploits thereWithin, a netWork traf?c 
probe, operatively coupled to the netWork interface and to 
the rule-based content scanner, for selectively diverting 
content from its intended destination to the rule-based 
content scanner, and a rule update manager that communi 
cates With said database of rules, for updating said database 
of rules periodically to incorporate neW rules that are made 
available. 

[0015] There is moreover provided in accordance With a 
preferred embodiment of the present invention a method for 
scanning content Within a computer, including receiving 
content from the Internet on its destination to an Internet 
application, selectively diverting the received content from 
its intended destination, scanning the selectively diverted 
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content to recognize potential exploits thereWithin, based on 
a database of rules corresponding to computer exploits, and 
updating the database of rules periodically to incorporate 
neW rules that are made available. 

[0016] There is further provided in accordance With a 
preferred embodiment of the present invention a computer 
readable storage medium storing program code for causing 
a computer to perform the steps of receiving content from 
the Internet on its destination to an Internet application, 
selectively diverting the received content from its intended 
destination, scanning the selectively diverted content to 
recogniZe potential exploits thereWithin, based on a database 
of rules corresponding to computer exploits, and updating 
the database of rules periodically to incorporate neW rules 
that are made available. 

[0017] There is yet further provided in accordance With a 
preferred embodiment of the present invention, a method for 
netWork security, including scanning content received over 
a computer netWork for potential malicious code, the 
intended destination of the content being a softWare appli 
cation, including deriving a hash value for the received 
content, querying a local security cache for the presence of 
the hash value, the local security cache storing hash values 
for content and corresponding security pro?les, Whereby 
security pro?les identify potentially malicious code Within 
content, and if the querying is af?rmative, then retrieving a 
security policy for the content from the local security cache, 
else if the querying is not affirmative, then deriving a 
security pro?le for the received content, storing the hash 
value and the derived security policy in the local security 
cache, and transmitting the hash value and the security 
policy to a central security cache, and periodically updating 
the local security cache With hash values and corresponding 
security pro?les from the central security cache. 

[0018] There is additionally provided in accordance With 
a preferred embodiment of the present invention a netWork 
security system including a plurality of inter-connected 
computers Within a netWork, each of the plurality of com 
puters including a local security cache that stores hash 
values for content and corresponding content security pro 
?les, Whereby security pro?les identify potentially malicious 
code Within content, a scanner that communicates bi-direc 
tionally With the local security cache, for examining 
incoming content and deriving a hash value therefor, the 
intended destination of the content being a softWare appli 
cation; (ii) querying the local security cache for the presence 
of the derived hash value; and (iii) examining incoming 
content and deriving a security pro?le therefor, and a central 
security cache storing hash values for content and corre 
sponding content security pro?les, to Which hash values and 
corresponding security pro?les are received from the plu 
rality of inter-connected computers, and from Which updated 
hash values and corresponding security pro?les are trans 
mitted to the plurality of local security caches. 

[0019] There is moreover provided in accordance With a 
preferred embodiment of the present invention a computer 
readable storage medium storing program code for causing 
a computer to perform the steps of scanning content received 
over a computer netWork for potential malicious code, the 
intended destination of the content being a softWare appli 
cation, including deriving a hash value for the received 
content, querying a local security cache for the presence of 
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the hash value, the local security cache storing hash values 
for content and corresponding security pro?les, Whereby 
security pro?les identify potentially malicious code Within 
content, and if the querying is af?rmative, then retrieving a 
security policy for the content from the local security cache, 
else if the querying is not af?rmative, then deriving a 
security pro?le for the received content, storing the hash 
value and the derived security policy in the local security 
cache, and transmitting the hash value and the security 
policy to a central security cache, and periodically updating 
the local security cache With hash values and corresponding 
security pro?les from the central security cache. 

[0020] There is further provided in accordance With a 
preferred embodiment of the present invention a netWork 
security system including a ?rst scanner that analyZes 
incoming content under general operational conditions, 
Without executing the content, and derives a security pro?le 
for the content that identi?es conditionally malicious code 
therein, Which is malicious or non-malicious depending 
upon values of operational data, and a second scanner, 
connected in series With the ?rst scanner, that analyZes the 
content under speci?c operational conditions corresponding 
to speci?c values of the operational data, by executing the 
content, and modi?es the security pro?le for the content if 
the conditionally malicious code identi?ed in the security 
pro?le is found to be malicious for the speci?c values of the 
operational data. 

[0021] There is yet further provided in accordance With a 
preferred embodiment of the present invention a method for 
netWork security, including analyZing incoming content 
under general operational conditions, Without executing the 
content, deriving a security pro?le for the content that 
identi?es conditionally malicious code therein, Which is 
malicious or non-malicious depending upon values of opera 
tional data, if the security pro?le identi?es conditionally 
malicious code Within the content, then further analyZing the 
content under speci?c operational conditions corresponding 
to speci?c values of the operational data, by executing the 
content, and modifying the security pro?le for the content if 
the conditionally malicious code identi?ed in the security 
pro?le is found to be malicious for the speci?c values of the 
operational data, so as to identify the conditionally mali 
cious code as being malicious. 

[0022] There is yet further provided in accordance With a 
preferred embodiment of the present invention a computer 
readable storage medium storing program code for causing 
a computer to perform the steps of analyZing incoming 
content under general operational conditions, Without 
executing the content, deriving a security pro?le for the 
content that identi?es conditionally malicious code therein, 
Which is malicious or non-malicious depending upon values 
of operational data, if the security pro?le identi?es condi 
tionally malicious code Within the content, then further 
analyZing the content under speci?c operational conditions 
corresponding to speci?c values of the operational data, by 
executing the content, and modifying the security pro?le for 
the content if the conditionally malicious code identi?ed in 
the security pro?le is found to be malicious for the speci?c 
values of the operational data, so as to identify the condi 
tionally malicious code as being malicious. 

[0023] Additional claims for future consideration are 
listed beloW. 
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[0024] 26. A method for network security, comprising: 

[0025] scanning content received over a computer 
netWork for potential malicious code, the intended 
destination of the content being a softWare applica 
tion, comprising: 

[0026] deriving a hash value for the received con 
tent; 

[0027] querying a local security cache for the 
presence of the hash value, the local security cache 
storing hash values for content and corresponding 
security pro?les, Whereby security pro?les iden 
tify potentially malicious code Within content; and 

[0028] if said querying is af?rmative, then: 

[0029] retrieving a security policy for the con 
tent from the local security cache; 

[0030] else if said querying is not af?rmative, then: 

[0031] deriving a security pro?le for the 
received content; 

[0032] storing the hash value and the derived 
security policy in the local security cache; and 

[0033] transmitting the hash value and the secu 
rity policy to a central security cache; and 

[0034] periodically updating the local security cache 
With hash values and corresponding security pro?les 
from the central security cache. 

[0035] 27. The method of claim 26 Wherein the intended 
destination of the content is an Internet Web broWser. 

[0036] 28. The method of claim 26 Wherein the intended 
destination of the content is an e-mail client. 

[0037] 29. The method of claim 26 further comprising 
modifying the received content so as to remove poten 
tially malicious code identi?ed in the content security 
pro?le, if the security pro?le identi?es such potentially 
malicious code. 

[0038] 30. The method of claim 26 further comprising 
blocking the received content from reaching its 
intended destination, if the security pro?le of the con 
tent identi?es potentially malicious code. 

[0039] 31. A netWork security system comprising: 

[0040] a plurality of inter-connected computers 
Within a netWork, each of said plurality of computers 
comprising: 

[0041] a local security cache that stores hash val 
ues for content and corresponding content security 
pro?les, Whereby security pro?les identify poten 
tially malicious code Within content; 

[0042] a scanner that communicates bi-direction 
ally With said local security cache, for eXam 
ining incoming content and deriving a hash value 
therefor, the intended destination of the content 
being a softWare application; (ii) querying the 
local security cache for the presence of the derived 
hash value; and (iii) examining incoming content 
and deriving a security pro?le therefor; and 
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[0043] a central security cache storing hash values for 
content and corresponding content security pro?les, 
to Which hash values and corresponding security 
pro?les are received from said plurality of inter 
connected computers, and from Which updated hash 
values and corresponding security pro?les are trans 
mitted to said plurality of local security caches. 

[0044] 32. The netWork security system of claim 31 
Wherein the intended destination of the content is an 
Internet Web broWser. 

[0045] 33. The netWork security system of claim 31 
Wherein the intended destination of the content is an 
e-mail client. 

[0046] 34. The netWork security system of claim 31 
further comprising a content blocker, for modifying the 
received content so as to remove potentially malicious 
code identi?ed in the content security pro?le, if the 
security pro?le identi?es such potentially malicious 
code. 

[0047] 35. The netWork security system of claim 31 
further comprising a content blocker, for blocking the 
received content from reaching its intended destination, 
if the security pro?le of the content identi?es poten 
tially malicious code. 

[0048] 36. Acomputer-readable storage medium storing 
program code for causing a computer to perform the 
steps of: 

[0049] scanning content received over a computer 
netWork for potential malicious code, the intended 
destination of the content being a softWare applica 
tion, comprising: 
[0050] deriving a hash value for the received con 

tent; 

[0051] querying a local security cache for the 
presence of the hash value, the local security cache 
storing hash values for content and corresponding 
security pro?les, Whereby security pro?les iden 
tify potentially malicious code Within content; and 

[0052] if said querying is af?rmative, then: 

[0053] retrieving a security policy for the con 
tent from the local security cache; 

[0054] else if said querying is not af?rmative, then: 

[0055] deriving a security pro?le for the 
received content; 

[0056] storing the hash value and the derived 
security policy in the local security cache; and 

[0057] transmitting the hash value and the secu 
rity policy to a central security cache; and 

[0058] periodically updating the local security cache 
With hash values and corresponding security pro?les 
from the central security cache. 

[0059] 37. A netWork security system comprising: 

[0060] a ?rst scanner that analyZes incoming content 
under general operational conditions, Without 
executing the content, and derives a security pro?le 
for the content that identi?es conditionally malicious 
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code therein, Which is malicious or non-malicious 
depending upon values of operational data; 

[0061] a second scanner, connected in series With 
said ?rst scanner, that analyZes the content under 
speci?c operational conditions corresponding to spe 
ci?c values of the operational data, by executing the 
content, and modi?es the security pro?le for the 
content if the conditionally malicious code identi?ed 
in the security pro?le is found to be malicious for the 
speci?c values of the operational data. 

[0062] 38. The netWork security system of claim 37 
Wherein said ?rst scanner is an adaptive rule-based 
(ARB) scanner. 

[0063] 39. The netWork security system of claim 38 
Wherein said second scanner is a sandbox scanner that 
executes the incoming content in a protected environ 
ment, so that the content cannot access critical system 
data. 

[0064] 40. Amethod for netWork security system, com 
prising: 

[0065] analyZing incoming content under general 
operational conditions, Without executing the con 
tent; 

[0066] deriving a security pro?le for the content that 
identi?es conditionally malicious code therein, 
Which is malicious or non-malicious depending upon 
values of operational data; 

[0067] if the security pro?le identi?es conditionally 
malicious code Within the content, then further ana 
lyZing the content under speci?c operational condi 
tions corresponding to speci?c values of the opera 
tional data, by executing the content; and 

[0068] modifying the security pro?le for the content 
if the conditionally malicious code identi?ed in the 
security pro?le is found to be malicious for the 
speci?c values of the operational data, so as to 
identify the conditionally malicious code as being 
malicious. 

[0069] 41. The method of claim 41 Wherein said further 
analyZing executes the incoming content in a protected 
environment, so that the content cannot access critical 
system data. 

[0070] 42. Acomputer-readable storage medium storing 
program code for causing a computer to perform the 
steps of: 

[0071] analyZing incoming content under general 
operational conditions, Without executing the con 
tent; 

[0072] deriving a security pro?le for the content that 
identi?es conditionally malicious code therein, 
Which is malicious or non-malicious depending upon 
values of operational data; 

[0073] if the security pro?le identi?es conditionally 
malicious code Within the content, then further ana 
lyZing the content under speci?c operational condi 
tions corresponding to speci?c values of the opera 
tional data, by executing the content; and 
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[0074] modifying the security pro?le for the content 
if the conditionally malicious code identi?ed in the 
security pro?le is found to be malicious for the 
speci?c values of the operational data, so as to 
identify the conditionally malicious code as being 
malicious. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0075] The present invention Will be more fully under 
stood and appreciated from the folloWing detailed descrip 
tion, taken in conjunction With the draWings in Which: 

[0076] FIG. 1 is a simpli?ed block diagram of an overall 
gateWay security system that uses an adaptive rule-based 
(ARB) content scanner, in accordance With a preferred 
embodiment of the present invention; 

[0077] FIG. 2 is a simpli?ed block diagram of an adaptive 
rule-based content scanner system, in accordance With a 
preferred embodiment of the present invention; 

[0078] FIG. 3 is an illustration of a simple ?nite state 
machine for detecting tokens “a” and “ab”, used in accor 
dance With a preferred embodiment of the present invention; 

[0079] FIG. 4A is an example of a non-deterministic ?nite 
automaton (NFA) for matching a pattern of tokens; 

[0080] FIG. 4B is an example of a deterministic ?nite 
automaton (DFA) Which is equivalent to the NFA of FIG. 
4A; 
[0081] FIG. 5 is an illustration of a simple ?nite state 
machine for a pattern, used in accordance With a preferred 
embodiment of the present invention; 

[0082] FIG. 6 is a simpli?ed ?oWchart of operation of a 
parser for a speci?c content language Within an ARB content 
scanner, in accordance With a preferred embodiment of the 
present invention; 

[0083] FIG. 7 is a simpli?ed block diagram of a system 
for serialiZing binary instances of ARB content scanners, 
transmitting them to a client site, and regenerating them 
back into binary instances at the client site, in accordance 
With a preferred embodiment of the present invention; 

[0084] FIG. 8 illustrates a representative hierarchy of 
objects created by a builder module, in accordance With a 
preferred embodiment of the present invention; 

[0085] FIG. 9 is a simpli?ed block diagram of a desktop 
computer implementation of an ARB content scanner, in 
accordance With a preferred embodiment of the present 
invention; and 

[0086] FIG. 10 is a simpli?ed block diagram of a rule 
server that updates rule databases for the desktop computer 
of FIG. 9, in accordance With a preferred embodiment of the 
present invention; 

[0087] FIG. 11 is a simpli?ed block diagram of a netWork 
security system that takes advantage of distributed ARB 
scanners to populate a central security pro?le cache, in 
accordance With a preferred embodiment of the present 
invention; and 

[0088] FIG. 12 is a simpli?ed block diagram of an inte 
grated content scanner including a general behavioral scan 
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ner and a sandbox scanner, in accordance With a preferred 
embodiment of the present invention. 

LIST OF APPENDICES 

[0089] Appendix A is a source listing of an ARB rule ?le 
for the J avaScript language, in accordance With a preferred 
embodiment of the present invention. 

DETAILED DESCRIPTION 

[0090] The present invention concerns scanning of content 
that contains mobile code, to protect an enterprise against 
viruses and other malicious code. 

[0091] Reference is noW made to FIG. 1, Which is a 
simpli?ed block diagram of an overall gateWay security 
system that uses an adaptive rule-based (ARB) content 
scanner, in accordance With a preferred embodiment of the 
present invention. ShoWn in FIG. 1 is a netWork gateWay 
110 that acts as a conduit for content from the Internet 
entering into a corporate intranet, and for content from the 
corporate intranet exiting to the Internet. One of the func 
tions of netWork gateWay 10 is to protect client computers 
120 Within the corporate intranet from malicious mobile 
code originating from the Internet. Mobile code is program 
code that executes on a client computer. Mobile code can 
take many diverse forms, including inter alia JavaScript, 
Visual Basic script, HTML pages, as Well as a Uniform 
Resource Identi?er (URI). 

[0092] Mobile code can be detrimental to a client com 
puter. Mobile code can access a client computer’s operating 
system and ?le system, can open sockets for transmitting 
data to and from a client computer, and can tie up a client 
computer’s processing and memory resources. Such mali 
cious mobile code cannot be detected using conventional 
anti-virus scanners, Which scan a computer’s ?le system, 
since mobile code is able to execute as soon as it enters a 

client computer from the Internet, before being saved to a 
?le. Thus it may be appreciated that the security function of 
netWork gateWay 110 is critical to a corporate intranet. 

[0093] Many examples of malicious mobile code are 
knoWn today. Portions of code that are malicious are referred 
to as exploits. For example, one such exploit uses J avaScript 
to create a WindoW that ?lls an entire screen. The user is then 
unable to access any WindoWs lying underneath the ?ller 
WindoW. The folloWing sample code shoWs such an exploit. 

EXAMPLE EXPLOIT 

<!DOCTYPE HTML PUBLIC “—//W3C//DTD HTML 
4.0 Transitional//EN”> 

<SCRIPT> 
op=WindoW.createPopup( ); 
s=‘<body>foobar</body>’; 
op.document.body.innerHTML=s; 
function oppop( ) 

if (!op.isOpen) 
op.shoW(0,0, screen.Width, screen.height, document.body); 

function doit ( ) 
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EXAMPLE EXPLOIT 

OPPOP( ); 
setInterval(“WindoW.focus( ); {oppop( );}”,10); 

[0094] The command 

[0095] op.shoW(0,0, screen.Width, screen.height, docu 
ment.body) 

[0096] is responsible for opening a WindoW that ?lls the 
entire screen. It may be appreciated that there are many 
equivalents to such command. For example, the section of 
code 

W = screen.Width; 

h = screen.height; 
op.shoW(0,0, W, h, document.body); 

[0097] performs the same action of opening a WindoW that 
?lls the entire screen; as also does the section of code 

a = screen.Width; 

b = screen.height; 

op.shoW(0,0, W, h, document.body); 
}. 

[0098] In distinction, although it appears similar, the sec 
tion of code 

W = screen.Width; 

h = screen.height; 

W = 10; 

h = 10; 

op.shoW(0,0, W, h, document.body); 
} 

[0099] does not ?ll the screen, and may be part of non 
malicious content. 

[0100] Furthermore, each variation of code section takes 
on a different binary form When streamed Within J avaScript, 
and thus requires a different signature for detection. Thus it 
may be appreciated that conventional signature-based anti 
virus detection is incapable of coping With the unlimited 






























