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(57) ABSTRACT 

A device Which collects the pixel information generated 
during printing or scanning of a document, and transforms 
this sequential information into a code A Which has a 
one-to-one relationship to the sequential pixel information, 
and Which device computes from this code A a hashcode H 
Which meets the requirements of a digital signature, and 
Which device then feeds the digital information needed to 
print the hashcode H to the printer, in a pixel format, or feeds 
the same hashcode H to the digital media storage device, in 
both cases in a part of the document page Which is digitally 
stored or printed, a method of use of the said device in 
encoding a document to form a hashcode H in pixel form. 
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DEVICE FOR ENCODING AND MARKING OF 
DOCUMENTS FOR IDENTIFICATION AND 

RETRIEVAL 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This patent application claims priority to European 
Patent Application No. 040097925, ?led Apr. 26, 2004. 

BACKGROUND OF INVENTION 

[0002] Document retrieval is usually done physically, eg 
by marking documents in ?les according to their subject and 
time sequence. This is usually done in lists de?ned for 
retrieval purposes. These lists can only be made after 
collecting the corresponding information the documents are 
carrying. Retrieval of documents is usually done according 
to the information depending on the subject and time 
sequence in this lists. Aname commonly used for such a list 
is called indeX. 

[0003] More compact storage and retrieval is possible by 
storing the contents of paper ?les on micro?lm, or in 
computer-readable form, on magnetic tapes, compact discs, 
digital versatile discs and the like. 

[0004] It is also needed to provide an identical image of 
the document to be stored and retrieved, regardless of 
Whether the said document is computer-generated, hand 
Written or other. This may be done by scanning a hand 
Written document or a hand-made draWing or a hand-signed 
document, or by collecting the piXel information during the 
printing of a document. A method for doing the latter is 
described in European Patent EP 0 838 061 B1. 

[0005] In a computer-generated document, it is needed for 
retrieval purposes to provide a document With a means to 
identify the origin of a document and a Way of distinguishing 
the original printout from a later printout. Such a “?nger 
print” should be added to the document during the original 
printing process. This “?ngerprint” is computed as a hash 
code, Which is comparable in its uniqueness With a DNA 
sequence of an individual living being. 

[0006] It is not possible to retrieve the contents of the 
document from its hashcode, in the same Way as it is not 
possible to reconstruct an individual living being from its 
DNA. But in both cases, the hashcode and the DNA are 
unique in their relationship to its basis, ie the document and 
the individual living being. 

[0007] Because printing and scanning are dynamically 
ongoing processes Which are never exactly the same in time, 
location and behaviour of the mechanical parts even if the 
data to scan or print are the same, their hashcodes are never 
the same even When the information of the document visible 
to the eye of the onlooker seems to be the same. To detect 
these differences, an extremely high sampling rate has to be 
used to monitor the dynamically ongoing process of printing 
and scanning on a realtime scale. 

[0008] The present invention is directed to overcoming 
one or more of the problems set forth above. 

SUMMARY OF INVENTION 

[0009] This invention is directed to a device for encoding 
and marking of documents for identi?cation and retrieval. 
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[0010] It is an aspect of the present invention to provide a 
device Which encodes the information stored in a document 
starting from its piXel image, and to generate a code A 
therefrom Which contains all the piXel information. The 
device according to this invention computes a hashcode H 
from this code A and the physical information B collected 
during the actual printing or scanning process from 
mechanical movement and electronic circuitry of the printer 
or scanning device according to a unique algorithm Which 
meets the requirements of a digital signature, and adds this 
hashcode H to the code A thereby providing a combined 
code AH, on a page-by-page basis. The combined code AH 
is then stored on digital media and/or printed. This combined 
code represents the printed document image together With its 
hashcode found in bitmap form at the bottom of the current 
page. 

[0011] The subject of the present invention is therefore a 
device Which collects the piXel information generated during 
printing or scanning of a document, and transforms this 
sequential information into a code AWhich has a one-to-one 
relationship to the sequential piXel information, and Which 
device computes from this code A and the physical infor 
mation B collected during the actual printing or scanning 
process from mechanical movement and electronic circuitry 
of the printer or scanning device, a hashcode H Which meets 
the requirements of a digital signature, and Which device 
then feeds the digital information needed to print the hash 
code H to the printer, in a piXel format, during the printing 
process of the page just being printed, or feeds the same 
hashcode H to the digital media storage device, in both cases 
in a part of the page, preferably the bottom part of the page, 
Which is digitally stored and/or printed. 

[0012] The algorithm used to generate the hashcode is 
such that the Whole page, in other Words, the Whole code A 
is the basis for computation of the hashcode H. Additionally, 
information B collected during the printing or scanning 
process from the mechanical parts or the electronic circuitry, 
or both, of the printer or scanner is used together With code 
A as the basis for the generation of the hashcode H using a 
fast processor With a high sampling rate. The use of present 
day fast digital processors makes it possible to generate the 
hashcode during the printing or scanning process in real 
time, and to add this hashcode in an appropriate format, 
preferably a piXel format, to the last part of the page just 
printed, usually the bottom section of the said page. 

[0013] The hashcode is machine-readable, and can be used 
to identify the document. 

[0014] These are merely some of the innumerable aspects 
of the present invention and should not be deemed an 
all-inclusive listing of the innumerable aspects associated 
With the present invention. These and other aspects Will 
become apparent to those skilled in the art in light of the 
folloWing disclosure and accompanying draWing. 

BRIEF DESCRIPTION OF DRAWINGS 

[0015] For a better understanding of the present invention, 
reference may be made to the accompanying draWings in 
Which: 

[0016] FIG. 1 is a schematic of the main constituents of 
the device of the present invention including associated 
connection and interaction. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

[0017] According to the resolution of a printing or scan 
ning device, a document is rastered into line and column 
information, in the case of a 1200x600 dpi resolution for a 
document of DIN A4 siZe this corresponds to approximately 
70 million pixels in the case of a black and White print. This 
line and column information is then adapted to the printer 
used and serves as basis to generate e.g., the charge pattern 
in a drum of a laser printer. 

[0018] The device of the present invention is a digital 
processor and consists of tWo main blocks, the ?rst being the 
HardWare Hash Engine Which computes a hashcode from 
the pixel sequence and the physical information from the 
printer or the scanner fed into it, in the case of the DIN A4 
page referenced to above, from the combination of 70 
million pixels found in the current document page. The other 
main block called “HardWare Hash to Pixelcode Converter” 
converts the hashcode calculated in the HardWare Hash 
Engine to a pixelcode Which is added to the page informa 
tion during printing or during storage. Computing of hash 
code and conversion of the said hashcode to pixelcode are 
done in a realtime scale during the printing or storage of the 
document just processed. 

[0019] A HardWare Timing Unit controls the How of 
information pursuant to the resolution of the printed image, 
and the availability of the computed hashcode. 

[0020] A ?rst buffer is used to provide a signal to the Hash 
Memory to send the data generated from the HardWare Hash 
Engine pursuant to the ready status of the HardWare Timing 
Unit, to the HardWare Hash to Pixelcode Converter, and to 
provide a signal to the Hash Memory controller to send the 
next data packet once the conversion to pixelcode is com 
plete. Asecond buffer uses intermediate hash code pixel data 
Which are synchronised With the pixel sync signal to form 
hash code pixel data transmitted to the hardWare timing unit 
Which in turn passes on the raW hashcode data in pixel 
format to the Realtime SoftWare Interface. 

[0021] The connection and interaction of the main con 
stituents of the device of the present invention is illustrated 
in detail in FIG. 1 Which shoWs the Top Level Design. 

[0022] Input Signals: 
[0023] Reset HardWare Main Reset 

[0024] Pinf Pixel Information 

[0025] Clock Main Clock 

[0026] Enable HardWare Enable 

[0027] Pix_data_in/Col . . . Data/Color data 

[0028] Numcol Number of Colors used 

[0029] R_1 Request signal 1 

[0030] R_2 Request signal 2 

[0031] Dimension Dimension of Pixelcode according to 
the Image Resolution 

[0032] Output Signals: 

[0033] I_1 RaW Hashcode Data 

[0034] 
[0035] Ready Internal & External Ready Signal 

I_2 RaW Hashcode Data in Pixel Format 
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[0036] Internal Data Paths: 

[0037] PINF Hashcode Depended Pixel Code Informa 
tion 

[0038] PCLK Internal Clock Signal 

[0039] PCODE Intermediate Code Providing Hash 
Information 

[0040] READY Internal & External Ready Signal 

[0041] DRD Hash Digits Ready 

[0042] PRD Pixel Bits Ready 

[0043] PSYNC Pixel Sync Signal 

[0044] HSHPIXDATA Hash Code Pixel Data 

[0045] H_D_C_DATA Hashcode Digit Control Data 

[0046] H_PIXCODE Intermediate Hash Code Pixel 
Data 

What is claimed is: 
1. Adevice Which collects the pixel information generated 

during printing or scanning of a document, Which device 
comprises: 

a conversion mechanism that transforms this sequential 
information into a code A Which has a one-to-one 
relationship to the sequential pixel information; and 

a computational mechanism that computes from this code 
A and the physical information B collected during the 
actual printing or scanning process from mechanical 
movement and electronic circuitry of a printer or a 
scanning device, a hashcode H Which meets the 
requirements of a digital signature, Wherein the device 
then feeds the digital information needed to print the 
hashcode H to the printer in a pixel format as a part of 
a printed document page. 

2. The device of claim 1, Wherein the device further 
includes a HardWare Hash Engine Which converts the 
sequential pixel information synchroniZed With line and 
column information of the printer or the scanning device to 
form a code A, and combines this code A With physical 
information B collected during the actual printing or scan 
ning process from mechanical movement and electronic 
circuitry of the printer or the scanning device, to a hashcode 
H. 

3. The device of claim 1, Wherein the device further 
includes a HardWare Hash to Pixelcode Converter Which 
converts the hashcode H to pixelcode Which is printed at the 
end of the document page processed. 

4. The device of claim 1, Wherein the device further 
includes a HardWare Timing Unit Which controls the Hard 
Ware Hash to Pixelcode Converter and releases the hash 
code pixel data to be incorporated into the document Which 
is printed in interaction With a Realtime SoftWare Interface. 

5. The device of claim 1, Wherein the device further 
includes at least tWo buffers Which provide the signals for 
forWarding the computed hashcode H to the HardWare Hash 
to Pixelcode Converter, and for forWarding the hashcode 
pixel data via the HardWare Timing Unit to be incorporated 
into the document Which is printed. 

6. Adevice Which collects the pixel information generated 
during printing or scanning of a document, Which device 
comprises: 
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a conversion mechanism that transforms this sequential 
information into a code A Which has a one-to-one 
relationship to the sequential pixel information; and 

a computational mechanism that computes from this code 
A and the physical information B collected during the 
actual printing or scanning process from mechanical 
movement and electronic circuitry of a printer or a 
scanning device, a hashcode H Which meets the 
requirements of a digital signature, Wherein the device 
then feeds the hashcode H to a digital media storage 
device in a piXel format as a part of the digitally stored 
document. 

7. The device of claim 6, Wherein the device further 
includes a HardWare Hash Engine Which converts the 
sequential piXel information synchroniZed With line and 
column information of the printer or the scanning device to 
form a code A, and combines this code A With physical 
information B collected during the actual printing or scan 
ning process from mechanical movement and electronic 
circuitry of the printer or the scanning device, to a hashcode 
H. 

8. The device of claim 6, Wherein the device further 
includes a HardWare Hash to PiXelcode Converter Which 
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converts the hashcode H to piXelcode Which is displayed at 
the end of the document page processed. 

9. The device of claim 6, Wherein the device further 
includes a HardWare Timing Unit Which controls the Hard 
Ware Hash to PiXelcode Converter and releases the hash 
code piXel data to be incorporated into the document Which 
is digitally stored in interaction With a Realtime SoftWare 
Interface. 

10. The device of claim 6, Wherein the device further 
includes at least tWo buffers Which provide the signals for 
forWarding the computed hashcode H to the HardWare Hash 
to PiXelcode Converter, and for forWarding the hashcode 
piXel data via the HardWare Timing Unit to be incorporated 
into the document Which is digitally stored. 

11. Amethod of encoding documents for data storage and 
retrieval Which comprises: computing a hashcode H from a 
code A generated from piXel data of a document page and 
physical information B collected during the actual printing 
or scanning process from mechanical movement and elec 
tronic circuitry of a printer or a scanning device; and adding 
the computed hashcode H in piXel form to the document 
page. 


