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STORAGE MEDIUM RENTAL SYSTEM 

[0001] This application is a Continuation-In-Part of patent 
application Ser. No. 10/234,093, ?led on Sep. 5, 2002, Which 
is still pending. 

TECHNICAL FIELD 

[0002] The present invention relates to a technique for 
renting a storage medium storing digital content. 

BACKGROUND ART 

[0003] Storage mediums such as DVDs for digitally stor 
ing Work including movies and music have been increas 
ingly Widespread. High-volume information can be digitally 
stored in such storage mediums as DVDs, and can be used 
semi-permanently. 

[0004] By taking advantage of such storage mediums, a 
rental-service business for renting storage mediums storing 
movies, music, etc., has been developed to create a huge 
market. 

[0005] Japanese Laid-open Patent Application No. H11 
164238 discloses the folloWing technique, aiming at billing 
users economically in accordance With playback conditions 
of Work. At a rental shop, a user selects, from a group of 
discs, a disc storing information that the user Wants. At the 
rental shop, information about the selected disc, such as a 
serial number, a catalogue number, a speci?ed playback 
time, and a playback number (=0), is Written to an IC card 
oWned by the user. The user plays the disc using a player to 
play back the information stored therein. Here, a playback 
time is measured and accumulated. When the accumulated 
playback time eXceeds the speci?ed playback time, the 
playback number, Which is the number of times the disc is 
played, is counted as one. The user may play the disc a plural 
number of times, and the counted playback number is 
Written to the IC card. When the user returns the disc and the 
IC card, data in the IC card is read and an amount of payment 
is calculated in accordance With the playback number at the 
rental shop. 

[0006] Also, Japanese Laid-open Patent Application No. 
H11-167768 discloses the folloWing technique, aiming at 
managing a rental time limit, so that a rented disc can be 
played only Within a rental-use period for the disc. At a 
rental shop, a user selects, from a number of discs, a disc 
storing softWare information that the user Wants. Each disc 
also stores its unique management information. Information 
about the selected disc, i.e., unique management information 
and rental-use time limit information of the selected disc, is 
Written to an IC card by an IC card Writing apparatus. Then, 
the user is given this IC card together With the selected disc. 
The user brings home the disc and the IC card, and sets them 
on a special player. The player can play the disc only Within 
the rental-use period that is Written in the IC card. 

[0007] Moreover, Japanese Laid-open Patent Application 
No. 2002-50126 discloses the folloWing technique, aiming 
at providing, at loW costs, a playback apparatus that prevents 
playback of a storage medium Whose rental time limit is 
expired, a storage medium, and a rental system. A data 
playback apparatus is equipped With a data playback control 
unit. The data playback control unit starts clocking time With 
an initial value being the start date and time of a playback 
alloWed period shoWn by management information. The 
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playback-alloWed period is a time period during Which data 
is alloWed to be played back. The data playback control unit 
alloWs the data to be played back until the kept date and time 
reaches the end date and time of the playback-alloWed 
period. The rental system of this invention includes a data 
Writing apparatus that Writes, to a storage medium, data and 
its management information shoWing a playback-alloWed 
period during Which the data is alloWed to be played back, 
the storage medium storing the data and the management 
information, and the above-described data playback appa 
ratus. 

[0008] Further, Japanese Laid-open Patent Application 
No. 2002-149061 discloses the folloWing technique, aiming 
at providing a distribution system and a distribution method 
that improve user convenience, eliminate pro?t loss of a 
shop, and realiZe secure content protection in the ?eld of 
digital content distribution. Mutual authentication is per 
formed betWeen a playback apparatus and an IC card and 
also betWeen the IC card and a management center. The IC 
card transmits, to the management center, a certi?cate of a 
playback apparatus public key that has been received from 
the playback apparatus. A user inputs, using a terminal, 
contract information including a content title and a rental 
period. The management center receives the contract infor 
mation to Which a signature of the IC card is added, encrypts 
a content encryption key and the like using the playback 
apparatus public key and the like, adds a signature to the 
encrypted data, and transmits the data With the signature to 
the terminal. The terminal Writes the transmitted data to the 
IC card. When the signature matching succeeds, the terminal 
stores the content into the storage medium. The playback 
apparatus decrypts the encrypted content encryption key 
received from the IC card, and decrypts the content using the 
content encryption key. 

[0009] There are increasing demands from rental agents 
that rent storage mediums storing movies, music, etc. for 
effectively limiting users’ use of Work stored in such storage 
mediums. 

DISCLOSURE OF THE INVENTION 

[0010] To satisfy the above-mentioned demands, the 
present invention aims at providing a rental system, a 
playback apparatus, a rental-shop apparatus, a rental 
method, a storage medium, and a rental program that can 
limit a user’s use of a storage medium storing digital Work 
When the storage medium is rented to the user. 

[0011] In a storage-medium rental system, a rental agent 
rents a user a storage medium storing digital Work, to 
provide the digital Work to the user. The system includes a 
portable storage medium to be rented to the user, a portable 
semiconductor memory oWned by the user, a rental-shop 
apparatus oWned by the rental agent, and a playback appa 
ratus oWned by the user. The storage medium prestores 
encrypted content generated by encrypting digital Work 
using a content encryption key. The semiconductor memory 
has an area for securely storing a content decryption key. 
The rental-shop apparatus stores a content decryption key 
for decrypting the encrypted content. When the user rents 
the storage medium at a rental shop, the semiconductor 
memory is mounted on the rental-shop apparatus. When the 
rental agent receives a user’s payment for the rental, the 
rental-shop apparatus Writes the content decryption key to 
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the semiconductor memory. To play back the digital Work, 
the user mounts the semiconductor memory and the storage 
medium on the playback apparatus. The playback apparatus 
securely reads the content decryption key from the semi 
conductor memory, reads the encrypted content from the 
storage medium, decrypts the encrypted content using the 
content decryption key, and play back the decrypted content. 

[0012] The above aim of the present invention can be 
achieved by a storage-medium rental system for temporarily 
providing, from a rental agent to a user, a right to use digital 
Work stored in a portable storage medium, Where a portable 
semiconductor memory is connected to a rental-shop appa 
ratus When the rental agent rents the user the storage 
medium, and the storage medium and the semiconductor 
memory are connected to a playback apparatus When the 
user plays back the digital Work, the storage-medium rental 
system including: the storage medium that prestores digital 
content data representing the digital Work; the semiconduc 
tor memory that has an area for securely storing information; 
the rental-shop apparatus that securely Writes right informa 
tion into the area of the semiconductor memory When the 
rental agent rents the user the storage medium, the right 
information shoWing a range of the right to use the digital 
Work stored in the storage medium; the playback apparatus 
that, upon receipt of an instruction from the user to play back 
the digital Work, (a) securely reads the right information 
from the area of the semiconductor memory, (b) judges 
Whether the digital Work is alloWed to be used or not, based 
on the read right information, and (c) only When judging that 
the digital Work is alloWed to be used, reads the digital 
content data from the storage medium and plays back the 
digital Work based on the read digital content data. 

[0013] According to this construction, the rental-shop 
apparatus securely Writes the right information to the semi 
conductor memory, and the playback apparatus securely 
reads the right information from the semiconductor memory 
and judges Whether the digital Work stored in the storage 
medium is alloWed to be used or not based on the read right 
information. Therefore, only the user Who oWns the semi 
conductor memory can play back the digital Work. 

[0014] Here, the user may make a payment for rental to the 
rental agent When the rental agent rents the user the storage 
medium, and the rental-shop apparatus may securely Write 
the right information into the area of the semiconductor 
memory When the rental agent receives the payment for 
rental from the user. 

[0015] According to this construction, the rental-shop 
apparatus securely Writes the right information to the semi 
conductor memory When the rental agent receives the pay 
ment for rental from the user. Therefore, the semiconductor 
memory can be used to guarantee that the user has properly 
made the payment for rental to the rental agent. 

[0016] Here, the digital content data stored in the storage 
medium may have been generated by encrypting the digital 
Work using an encryption key, the rental-shop apparatus may 
Write the right information including a decryption key to be 
used to decrypt the digital content data, into the area of the 
semiconductor memory, and the playback apparatus may 
decrypt the read digital content data using the decryption 
key included in the read right information, to generate the 
digital Work, only When judging that the digital Work is 
alloWed to be used. 
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[0017] According to this construction, the playback appa 
ratus decrypts the read digital content data using the decryp 
tion key included in the read right information. Therefore, 
only the user Who oWns the semiconductor memory can 
decrypt the digital content data. 

[0018] Here, the rental-shop apparatus may securely Write 
the right information including playback-limiting informa 
tion into the area of the semiconductor memory, the play 
back-limiting information shoWing a limitation to be 
imposed on playback of the digital Work stored in the storage 
medium, and the playback apparatus may judge Whether the 
digital Work is alloWed to be used or not, based on the 
playback-limiting information included in the read right 
information. 

[0019] According to this construction, the playback appa 
ratus judges Whether the digital Work is alloWed to be used 
or not, based on the playback-limiting information included 
in the right information read from the semiconductor 
memory. This construction can properly limit the use of the 
digital Work by the user Who oWns the semiconductor 
memory. 

[0020] Here, the playback-limiting information may shoW 
a rental-use time limit until When the rental agent alloWs the 
user to use the digital Work stored in the storage medium, the 
rental-shop apparatus may Write the right information 
including the rental-use time limit, and the playback appa 
ratus may compare the rental-use time limit included in the 
right information With a present date and time, and judges 
that the digital Work is alloWed to be used When the 
rental-use time limit is on or after the present date and time. 

[0021] According to this construction, a rental-use time 
limit can be set for the user Who oWns the semiconductor 

memory. 

[0022] Here, the playback-limiting information may shoW 
a rental-use period during Which the rental agent alloWs the 
user to use the digital Work stored in the storage medium, the 
rental-use period starting from a time at Which the user 
?rstly plays back the digital Work stored in the storage 
medium, the rental-shop apparatus may Write the right 
information including the rental-use period, and the play 
back apparatus may compare an elapsed date and time at 
Which the rental-use period elapses from the time at Which 
the user ?rstly plays back the digital Work, With a present 
date and time, and judges that the digital Work is alloWed to 
be used When the elapsed date and time is on or after the 
present date and time. 

[0023] According to this construction, a rental-use period 
can be set for the user Who oWns the semiconductor memory. 

[0024] Here, the playback-limiting information may shoW 
a number of times the user is alloWed to play back the digital 
Work stored in the storage medium, the rental-shop appara 
tus may Write the right information including the number of 
times the user is alloWed to play back the digital Work, and 
the playback apparatus may count a number of times the 
digital Work has been played back every time the digital 
Work is played back, and judge that the digital Work is 
alloWed to be used only When the counted number of times 
does not eXceed the number of times the user is alloWed to 
play back the digital Work included in the right information. 

[0025] According to this construction, the number of times 
playback is alloWed can be set for the user Who oWns the 
semiconductor memory. 
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[0026] Here, the storage medium may store ?rst identi? 
cation information in correspondence With the digital con 
tent data, the ?rst identi?cation information identifying the 
digital Work, the rental-shop apparatus may Write the right 
information including second identi?cation information into 
the area of the semiconductor memory, the second identi? 
cation information identifying the digital Work, and the 
playback apparatus may compare the ?rst identi?cation 
information stored in the storage medium and the second 
identi?cation information included in the read right infor 
mation, and only When the ?rst identi?cation information 
and the second identi?cation information match, judge that 
the digital Work identi?ed by the digital content data stored 
in correspondence With the ?rst identi?cation information is 
alloWed to be used. 

[0027] According to this construction, the playback appa 
ratus compares the ?rst identi?cation information stored in 
the storage medium and the second identi?cation informa 
tion included in the read right information, and judges that 
the digital Work represented by the digital content data 
stored in correspondence With the ?rst identi?cation infor 
mation is alloWed to be used only When the ?rst identi?ca 
tion information and the second identi?cation information 
match. This can ensure that the use of digital Work by the 
user Who oWns the semiconductor memory is limited only to 
digital Work that is alloWed to be played back. 

[0028] Here, the digital content data stored in the storage 
medium may have been generated by encrypting the digital 
Work using a content key, the rental-shop apparatus may 
securely Write the right information including an encrypted 
content key that has been generated by encrypting the 
content key using a device key, into the area of the semi 
conductor memory, the semiconductor memory may further 
prestore the device key in the area, the device key being 
unique to the semiconductor memory, the semiconductor 
memory may further include a decryption unit operable to 
decrypt the encrypted content key stored in the area using 
the device key stored in the area, to generate the content key, 
and output the generated content key, and the playback 
apparatus, upon receipt of the playback instruction from the 
user, may receive the content key from the semiconductor 
memory, and decrypt the read digital content data using the 
received content key, to generate the digital Work. 

[0029] According to this construction, the semiconductor 
memory prestores the device key in the area, and includes 
the decryption unit that decrypts the encrypted content key 
stored in the area using the device key to generate the 
content key, and outputs the generated content key. There 
fore, the possibility of the decryption unit being decoded can 
be reduced. 

[0030] Here, the digital content data stored in the storage 
medium may have been generated by encrypting the digital 
Work using a content key, the storage medium may store a 
disc key that is unique to the storage medium, the rental shop 
apparatus may securely Write the right information including 
an encrypted content key that has been generated by 
encrypting the content key using the disc key, into the area 
of the semiconductor memory, the semiconductor memory 
may further include a decryption unit for obtaining the disc 
key from the storage medium via the playback apparatus, 
decrypting the encrypted content key stored in the area using 
the obtained disc key to generate the content key, and 
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outputting the generated content key, and the playback 
apparatus, upon receipt of the playback instruction from the 
user, may receive the content key from the semiconductor 
memory, decrypt the read digital content data using the 
received content key, to generate the digital Work. 

[0031] According to this construction, the semiconductor 
memory obtains the disc key from the storage medium via 
the playback apparatus, decrypts the encrypted content key 
stored in the area to generate the content key, and outputs the 
generated content key. Therefore, even if the storage 
medium is copied by an unauthoriZed user, decryption of the 
encrypted content can be prevented. 

[0032] Here, the semiconductor memory may perform 
mutual device authentication With the rental-shop apparatus, 
and only When the mutual device authentication succeeds, 
alloW the rental-shop apparatus to Write the right informa 
tion. Also, the semiconductor memory may perform mutual 
device authentication With the playback apparatus, and only 
When the mutual device authentication succeeds, alloW the 
playback apparatus to read the right information. 

[0033] According to these constructions, the semiconduc 
tor memory and the playback apparatus perform mutual 
device authentication betWeen them. Therefore, only an 
authenticated device is alloWed to use the right information. 

[0034] Here, the area of the semiconductor memory may 
include a plurality of application areas being provided in 
one-to-one correspondence With a plurality of application 
functions, each application area being provided for securely 
storing information for the corresponding application func 
tion, and one of the plurality of application functions may be 
a rental function of renting the storage medium for use in the 
storage-medium rental system, and the application area 
corresponding to the rental function is used to store the right 
information. 

[0035] According to this construction, the area of the 
semiconductor memory includes a plurality of application 
areas in one-to-one correspondence With the a plurality of 
application functions for securely storing information. 
Therefore, the semiconductor memory can be used for 
various purposes. 

[0036] Here, another one of the plurality of application 
functions may be a membership card function of identifying 
a member of a rental shop, and the application area corre 
sponding to the membership card function may be used to 
store a member number that identi?es the user. 

[0037] According to this construction, one of the applica 
tion areas in the semiconductor memory is used to store a 
member number that identi?es the user. Therefore, the 
semiconductor memory can function as a membership card 
for identifying a member of the rental shop. 

[0038] Here, another one of the plurality of application 
functions may be a bonus provision function of providing, 
from the rental agent to the user, point information as a 
bonus in accordance With use of the storage medium, and the 
application area corresponding to the bonus provision func 
tion may be used to store point information shoWing a 
predetermined number of points that can be used to make a 
payment for playback of the digital Work, When the rental 
agent receives the payment from the user, the rental-shop 
apparatus may send to the semiconductor memory, a request 








































