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DIGITAL RIGHTS MANAGEMENT SYSTEM AND 
METHOD 

TECHNICAL FIELD 

[0001] The present invention relates generally to industrial 
control systems and more particularly towards digital rights 
management and secure communication to and amongst 
industrial automation devices. 

BACKGROUND 

[0002] Industrial controllers are special-purpose comput 
ers utiliZed for controlling industrial processes, manufactur 
ing equipment, and other factory automation, such as data 
collection or netWorked systems. In accordance With a 
control program, the industrial controller, having an associ 
ated processor (or processors), measures one or more pro 
cess variables or inputs re?ecting the status of a controlled 
system, and changes outputs effecting control of such sys 
tem. The inputs and outputs may be binary, (e.g., on or off), 
as Well as analog inputs and outputs assuming a continuous 
range of values. 

[0003] Measured inputs received from such systems and 
the outputs transmitted by the systems generally pass 
through one or more input/output (I/O) modules. These I/O 
modules serve as an electrical interface to the controller and 
may be located proximate to or remote from the controller 
including remote netWork interfaces to associated systems. 
Inputs and outputs may be recorded in an I/O table in 
processor memory, Wherein input values may be asynchro 
nously read from one or more input modules and output 
values Written to the I/O table for subsequent communica 
tion to the control system by specialiZed communications 
circuitry (e.g., back plane interface, communications mod 
ule). Output modules may interface directly With one or 
more control elements, by receiving an output from the I/O 
table to control a device such as a motor, valve, solenoid, 
ampli?er, and the like. 

[0004] At the core of the industrial control system, is a 
logic processor such as a Programmable Logic Controller 
(PLC) or PC-based controller. Programmable Logic Con 
trollers for instance, are programmed by systems designers 
to operate manufacturing processes via user-designed logic 
programs or user programs. The user programs are stored in 
memory and generally executed by the PLC in a sequential 
manner although instruction jumping, looping and interrupt 
routines, for example, are also common. Associated With the 
user program are a plurality of memory elements or vari 
ables that provide dynamics to PLC operations and pro 
grams. These variables can be user-de?ned and can be 
de?ned as bits, bytes, Words, integers, ?oating point num 
bers, timers, counters and/or other data types to name but a 
feW examples. 

[0005] Presently, industrial control systems have no viable 
means of controlling and managing access to industrial 
control programs and documents. Furthermore, there is little 
or no mechanism to secure communications to and amongst 
industrial control devices. In fact, one could purchase auto 
mation device control softWare load it on a computer and if 
they gain access to a local industrial system netWork could 
upload, doWnload, and otherWise manipulate the operations 
of substantially all automation devices therein. Failure to 
provide reliable and secure communication devices such as 
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controllers and I/O devices can at the very least be ?scally 
detrimental to a company employing such systems as some 
company employees could inadvertently or intentionally 
make changes to systems that cause a plant to shut doWn of 
operate inef?ciently. Moreover, in today’s World of corpo 
rate espionage and terrorism, vulnerable factory systems 
make for tempting targets. In extreme cases, vulnerable 
manufacturing systems can expose secure information such 
as trade secret processes. Moreover, the in?ltration of mali 
cious programs can result in catastrophic property damage 
and possibly loss of human life. Accordingly, there is a need 
in the art for a system and method of secure device com 
munications and digital rights management in industrial 
control systems. 

SUMMARY OF THE INVENTION 

[0006] The folloWing presents a simpli?ed summary of the 
invention in order to provide a basic understanding of some 
aspects of the invention. This summary is not an extensive 
overvieW of the invention. It is not intended to identify 
key/critical elements of the invention or to delineate the 
scope of the invention. Its sole purpose is to present some 
concepts of the invention in a simpli?ed form as a prelude 
to the more detailed description that is presented later. 

[0007] One aspect of the present invention relates to a 
system and method of digital rights management for auto 
mation devices. An access component can be employed by 
select individuals or entities to de?ne access rules. Access 
rules de?ne the rights and privileges of individual users or 
entities With respect to automation devices programs, pro 
cesses and other documents. For example, user A could be 
alloWed to modify a ladder-logic program, While user B 
could only be alloWed to vieW portions thereof. In addition, 
it should be appreciated that one or more individuals or 
entities can be identi?ed by their role or position Within an 
automation system. Hence, access rules can be de?ned based 
on roles. For example, only administrators are alloWed to 
modify a program. Furthermore, digital certi?cates can be 
employed to facilitate identi?cation of individuals and/or 
entities desirous of accessing or manipulating automation 
device programs, for instance. Additionally, other identi? 
cation mechanisms can be employed separately or in com 
bination With certi?cates to aid in identifying particular 
users including but not limited to subscriber identi?cation 
module cards (SIM cards) and biometrics. 
[0008] Another aspect of the invention provides for secure 
communication to and amongst industrial automation 
devices including controllers and I/O devices or modules. 
According to one aspect of the present invention, messages 
such as commands, programs, and data transfer are securely 
communicated employing public-key cryptography. In 
accordance thereWith, automation devices can encrypt mes 
sages With a private key associated With and held in con? 
dence by a particular device. Such a key can be built into an 
automation device (as Well as other information and com 
ponents such as the corresponding public key) according to 
a particular aspect of the invention. Alternatively, the key 
can be retrieved from a certi?cation component, as described 
beloW. A message receiving automation device can then 
utiliZe a public key related to a particular private key to 
decrypt and subsequently read and/or process the sent mes 
sage. 

[0009] According to another aspect of the subject inven 
tion, a certi?cation component can be employed locally 
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Within an industrial automation system. The certi?cation 
component provides a local trusted authority to verify the 
identity of devices. In other Words, I/O devices can identify 
themselves to controllers as real With a degree of certainty 
provided by the trusted certi?cation component and control 
lers can identify themselves as real and deserving of trust to 
I/O devices. The certi?cation component, therefore, pro 
vides a local mechanism to prevent spoo?ng or imperson 
ation by malevolent persons or entities Within a public key 
infrastructure. 

[0010] According to another aspect, the subject invention 
can employ digital signatures to authenticate transmitted 
messages. In particular, hash functions or algorithms can be 
applied to a message to produce a message digest, Which can 
be transmitted With the message and information regarding 
the hash function utiliZed to generate the message digest. 
Upon receipt of the digitally signed message component, the 
receiving automation device can employ provided hash 
information to generate a message digest utiliZing the 
received message. If the message digest does not match the 
message digest provided With the sent message then a user 
or entity should be noti?ed that the data has been corrupted 
during transmission. 

[0011] According to still another aspect of the present 
invention, certi?cates can be utiliZed in conjunction With 
digital signatures to provide optimal security for communi 
cations betWeen and amongst industrial automation devices. 

[0012] The present invention is advantageous in that it 
provides a mechanism for secure communications amongst 
automaton devices, does not require Internet connectivity, or 
employment and payment of a third party provider of 
certi?cate authority service (e.g., VeriSignTM). Furthermore, 
access to and use of automation devices programs and other 
documents can be securely managed utiliZing certi?cates as 
one mechanism for identifying users or entities. 

[0013] To the accomplishment of the foregoing and related 
ends, certain illustrative aspects of the invention are 
described herein in connection With the folloWing descrip 
tion and the annexed draWings. These aspects are indicative 
of various Ways in Which the invention may be practiced, all 
of Which are intended to be covered by the present invention. 
Other advantages and novel features of the invention may 
become apparent from the folloWing detailed description of 
the invention When considered in conjunction With the 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The foregoing and other aspects of the invention 
Will become apparent from the folloWing detailed descrip 
tion and the appended draWings described in brief herein 
after. 

[0015] FIG. 1 is a schematic block diagram of digital 
rights management system in accordance With an aspect of 
the subject invention. 

[0016] FIG. 2 is a schematic block diagram of a secure 
method of communications utiliZing a certi?cation compo 
nent in accordance With an aspect of the present invention. 

[0017] FIG. 3 is a schematic block diagram of an exem 
plary certi?cate component in accordance With an aspect of 
the present invention. 
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[0018] FIG. 4 is a schematic block diagram of a certi?cate 
management system in accordance With an aspect of the 
subject invention. 

[0019] FIG. 5 is a schematic block diagram of an auto 
mation device communication system in accordance With an 
aspect of the present invention. 

[0020] FIG. 6 is a schematic block diagram of a digital 
signature generation system in accordance With an aspect of 
the subject invention. 

[0021] FIG. 7 is a schematic block diagram of a digital 
signature message component in accordance With an aspect 
of the present invention. 

[0022] FIG. 8 is a How chart diagram of an automation 
device digital rights methodology in accordance With an 
aspect of the subject invention. 

[0023] FIG. 9 is a How chart diagram of an automation 
device communication methodology in accordance With an 
aspect of the subject invention. 

[0024] FIG. 10 is a How chart diagram of an automation 
communication methodology in accordance With an aspect 
of the present invention. 

[0025] FIG. 11 is a How chart diagram illustrating an 
automation communication methodology in accordance 
With an aspect of the present invention. 

[0026] FIG. 12 is a schematic block diagram illustrating a 
suitable operating environment in accordance With an aspect 
of the present invention. 

DETAILED DESCRIPTION 

[0027] The present invention is noW described With ref 
erence to the annexed draWings, Wherein like numerals refer 
to like elements throughout. It should be understood, hoW 
ever, that the draWings and detailed description thereto are 
not intended to limit the invention to the particular form 
disclosed. Rather, the intention is to cover all modi?cations, 
equivalents, and alternatives falling Within the spirit and 
scope of the present invention. 

[0028] As used in this application, the terms “component” 
and “system” are intended to refer to a computer-related 
entity, either hardWare, a combination of hardWare and 
softWare, softWare, or softWare in execution. For example, a 
component may be, but is not limited to being, a process 
running on a processor, a processor, an object, an executable, 
a thread of execution, a program, and/or a computer. By Way 
of illustration, both an application running on a server and 
the server can be a component. One or more components 

may reside Within a process and/or thread of execution and 
a component may be localiZed on one computer and/or 
distributed betWeen tWo or more computers. 

[0029] Furthermore, the present invention may be imple 
mented as a method, apparatus, or article of manufacture 
using standard programming and/or engineering techniques 
to produce softWare, ?rmWare, hardWare, or any combina 
tion thereof. The term “article of manufacture” (or alterna 
tively, “computer program product”) as used herein is 
intended to encompass a computer program accessible from 
any computer-readable device, carrier, or media. For 
example, a computer readable media can include but is not 
limited to magnetic storage devices (e.g., hard disk, ?oppy 
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disk, magnetic strips . . . ), optical disks (e.g., compact disk 
(CD), digital versatile disk (DVD) . . . ), smart cards, and 
?ash memory devices (e.g., card, stick). Of course, those 
skilled in the art Will recognize many modi?cations may be 
made to this con?guration Without departing from the scope 
or spirit of the subject invention. 

[0030] Turning initially to FIG. 1, a digital rights man 
agement system 100 is illustrated in accordance With an 
aspect of the subject invention. Digital rights management 
system 100 comprises control component 110, certi?cation 
component 120, access component 130, industrial automa 
tion device(s) 140, access credential component 150, virtual 
key component 160, and physical key component 170. 
Control component 110 can be part of a control program 
utiliZed to interact and manage industrial automation 
device(s) 140. Industrial automation devices 140 can include 
but are not limited to programmable logic controllers, I/O 
devices, and communication adapters (e.g., bridge, gateWay 
. . . Furthermore, as used herein automation devices can 

also refer to one or more computers utiliZed to program and 
otherWise transmit information to logic controllers With in 
an industrial automation environment. Control component 
110 comprises a certi?cation component 120. Certi?cation 
component 120 can issue and manage digital certi?cates 
utiliZed to create digital signatures and public-private key 
pairs. Certi?cation component 120 can be utiliZed in con 
junction With a local computer or netWork device, thereby 
eliminating the need to connect to a Wide area netWork such 
as the Internet to utiliZe a third party certi?cate authority 
such as VeriSignTM. 

[0031] Access component 130 can also be included in 
control component 110. Access component 130 provides a 
mechanism for de?ning rights to automation device objects 
and processes. Access component can utiliZe certi?cates as 
a means of identifying a user or entity and associating rules 
of use. For example, a user or entity can be alloWed to 
monitor control logic and not edit or doWnload a neW 
program. Alternatively, a user or entity may only be alloWed 
to vieW certain portions of a program or create input rungs 
and not output rungs in a ladder logic program. In brief, the 
subject invention can support any rule of use that can be 
speci?ed. Hence, access to industrial control device pro 
cesses can also be speci?ed to be limited based on a further 
means of identi?cation in addition to that established by 
digital certi?cates, as described in more detail, infra. Once 
rules of use are speci?ed they can be doWnloaded to an 
automation device 140. It should be appreciated that access 
to the access component itself needs to be secure. Accord 
ingly, certi?cates can be utiliZed to verify and gate access to 
the access component 130. HoWever, other systems and 
methods of permitting only authoriZed users to log into the 
access component 130 can also be employed (e.g., pass 
Word, cards, biometrics . . . 

[0032] Industrial automation device(s) 140 can comprise, 
inter alia, an access credential component 150. Access 
credential component 150 can include a list of rules of use 
associated With particular users or entities as provided by the 
access component 130, for example. One important aspect 
of providing security, involves properly identifying users or 
entities. According to one aspect of the invention, identi? 
cation can be based on certi?cates provided by a local 
certi?cation component 120. HoWever, identi?cation can 
also be based on other means and mechanisms including but 
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not limited to subscriber identity module cards (SIM cards) 
or other smart cards. For example, SIM cards can be issued 
to users providing an encrypted personal id (PID) that can be 
read by an industrial automation device 140 (e.g., by insert 
ing the card into a slot on the controller). This can provide 
an additional or separate layer of security to insure that the 
proper rules of use are associated With the proper individual. 
Furthermore, it should be appreciated that other means of 
identi?cation can be employed hereWith such as biometrics 
(e.g., ?ngerprint, retinal scan, hand geometry, facial fea 
tures, voice recognition . . . 

[0033] Certi?cates can be utiliZed alone or in conjunction 
With other means of identi?cation. Virtual key component 
140 is adapted to retrieve identi?cation information from 
certi?cates. Physical key component 150 provides a mecha 
nism for retrieving identi?cation information from other 
physical sources such as SIM cards and biometric interfaces. 
Identifying information provided by either or both of the 
virtual and physical key components can be employed to 
verify identity and permit access in accordance With the 
rules as speci?ed in the access credential component 150. 

[0034] Turning to FIG. 2, a system of secure automation 
device communication 200 is depicted in accordance With an 
aspect of the subject invention. System 200 comprises a 
plurality of industrial automation devices 140 (automation 
devicel, automation device2 through automation deviceN, 
Where N is an integer greater than or equal to one), and a 
certi?cation component 120. Industrial automation devices 
140 correspond to special purpose computers including 
industrial controllers for controlling industrial processes, 
manufacturing equipment, and other factory automation as 
Well as input/output (I/O) devices that receive and execute 
commands from industrial controllers. The present invention 
can utiliZe symmetric key cryptography or asymmetric or 
public key cryptograph to facilitate secure communication to 
and amongst industrial automation devices 140. Symmetric 
key cryptography utiliZes one common key knoWn to both a 
sender and a receiver to encrypt and decrypt messages. 
Public key cryptography employs tWo keys: a public key and 
a private key. These keys are algorithms that are mathemati 
cally related such that one key can sign or encrypt a message 
and the other can verify or decrypt the message. Either of the 
tWo keys in a public key cryptography system can sign or 
encrypt a message so long as the other key provides the 
opposite functionality, to Wit veri?cation or decryption. In 
other Words, the key pairs are inverse functions of one 
another; data manipulation by one key can be undone by the 
other and vice-versa. The primary difference betWeen keys 
is that a private key is held securely by a device While the 
public key can be Widely distributed or accessible to local 
netWorked industrial automation devices 140, for example. 
A public key can be Widely distributed at least because it is 
computationally infeasible to deduce the private key of a 
private-public pair from a single public key. Accordingly, if 
automation device1 Wished to send a secure message such as 
a control command or program to automation device2, then 
device1 could encrypt the message With its private key and 
transfer the message to device2. Subsequently, device2 could 
retrieve the Widely disseminated public key associated With 
the private key to decrypt and thereafter process the received 
message. HoWever, a problem exists When communicating 
using public keys Which is that although the message may be 
securely transferred, there is no Way to knoW With any 
degree of certainty that device1 is actually associated With 
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the retrieved public key. A malicious individual or entity 
could send a message to device2 claiming to be devicel. 
More speci?cally, deceptive spoo?ng or impersonation 
could occur if a message Was encrypted With a private key 
of some computer related entity and the corresponding 
public key indicates that it belongs to devicel, for eXample. 
Hence, there needs to be a Way to verify that the Widely 
distributed or accessible key is actually associated With the 
particular device With Which it claims to be associated. 
OtherWise, security breaches can occur Within an industrial 
system that can at the very least be ?scally detrimental to a 
company employing an industrial system. More importantly, 
security breaches could result in catastrophic damage to 
automation devices 140 and physical property as Well as the 
possible loss of human life. Accordingly, there needs to be 
a Way to verify that a controller issuing commands to an I/O 
device is the controller it appears to be and that the I/O 
device is the proper device sought to be controlled. UtiliZing 
digital certi?cates is one Way to address this problem. 

[0035] Certi?cation component 120 issues and manages 
certi?cates utiliZed to create digital signatures and public 
private key pairs. Certi?cation component 120 can be uti 
liZed in conjunction With a local computer or netWork 
device, thereby eliminating the need to connect to a Wide 
area netWork such as the Internet to utiliZe a third party 
certi?cate authority such as VeriSignTM. Turning brie?y to 
FIG. 3, an eXemplary certi?cate component 300 is depicted 
in accordance With an aspect of the subject invention. A 
certi?cate component 300 (or simply a certi?cate) can 
comprise a public key 310, automation device or user name 
or ID 320, a validity period 330, and a certi?cation authority 
signature 340, among other things. The public key 310 is 
utiliZed to decrypt or alternatively encrypt a message in 
accordance With a public key cryptographic system. The 
automation device or user name or ID 320 identi?es the 
automation device or user that is associated With the public 
key 210. Furthermore, according to an aspect of the present 
invention the ID 320 can also identify a user role or position 
(e.g., administrator). Validity period 330 speci?es a period 
of time in Which the certi?cate 300 is valid. After eXpiration 
of the validity period the certi?cate may be unavailable for 
use or may be available but unable to guarantee trustWor 
thiness. The validity period 330 is in essence an eXtra 
security precaution to ensure data reliability. Certi?cate 
authority signature 340 can also be included in the certi?cate 
component 300. Certi?cate authority signature 340 is avail 
able to facilitate veri?cation of the authenticity and integrity 
of the certi?cate component 300 data. The signature can be 
veri?ed utiliZing a series of steps and components as 
described in detail in later sections. Certi?cate signature 340 
is often useful during set-up When an automation device 
does not initially recogniZe the trustWorthiness of the cer 
ti?cate. Once initially validated the certi?cate signature can 
be assumed to be reliable unless some other incident occurs 
to challenge that assumption such as expiration of the 
validity period or revocation of the certi?cate by the certi 
?cation component 120 (FIG. 2). It should be appreciated 
that the certi?cate component 300 can be a X509 digital 
certi?cate Which is a conventional and Widely used standard 
for digital certi?cates that has been recommended by the 
International Telecommunications Union (ITU). 

[0036] Returning brie?y to FIG. 2, once industrial auto 
mation devices 140 are installed, for eXample in a factory, 
they can request or be programmed to receive certi?cates 
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from certi?cation component 120. Certi?cation component 
120 can then generate a private public key pair and provide 
a device 140 With a unique private key. In addition, the 
certi?cate component can generate a particular certi?cate 
that identi?es a device and contains the public key that 
corresponds to the private key issued to the device. Alter 
natively and in accordance With an aspect of the present 
invention, each automation device 140 can be designed to 
include a private key and a built-in certi?cate providing, 
inter alia, the corresponding public key of the public-private 
key pair. Upon installation into an industrial automation 
system, the automation device 140 can simply provide 
certi?cation component 120 With a certi?cate component 
300 to facilitate Wide spread access and/or distribution 
thereof. 

[0037] Turning to FIG. 4, a certi?cate management sys 
tem 400 is illustrated in accordance With an aspect of the 
present invention. Certi?cate management system com 
prises a certi?cation component 120 and a certi?cate store 
410. Upon generation of a certi?cate component 300 (FIG. 
3), the component can be stored in a certi?cate store 410. 
The certi?cate store acts as an organiZed repository for 
certi?cate components. For eXample, certi?cate store 410 
can store certi?cates as records 420 in a table of records 430. 
Accordingly, each record can contain ?eld corresponding to 
the parts of a certi?cate including device ID 440 and public 
key 450. Once and industrial system is properly set up in 
accordance With an aspect of the invention, each automation 
device can have a certi?cate stored in the certi?cate store 
Which supplies, inter alia, an automation device name or ID 
and its associated public key. Thereafter, automation devices 
can communicate betWeen and amongst themselves securely 
employing certi?cates, thereby alloWing the identity of each 
device sending a message being knoWn With a much higher 
degree of certainty Would otherWise be knoWn Without 
certi?cates. 

[0038] FIG. 5 depicts a system 500 of secure automation 
device communication in accordance With an aspect of the 
subject invention. Communication system 500 includes a 
certi?cation component 120, automation devices 140 (i.e., 
automation device1 and automation device2), certi?cate 
component(s) 300, private keys 510, and secure message 
component 520. Automation devices 140 can communicate 
securely via Wire or Wirelessly utiliZing certi?cate compo 
nents 300 and private keys 510. For eXample, if device1 
Wished to communicate a message such as a program (e.g., 
programmable logic controller (PLC) program) to device2, 
then device1 can utiliZe its private key 510 to encrypt the 
message and thereby creating a secure message component 
520 Which can be transmitted to device2. Upon receipt of the 
secure message component 520, device2 can search locally 
to determine Weather or not it has the public key and the 
certi?cate stored associated With the encrypted message. If 
it does not have the certi?cate and key, then device2 can 
request and receive the appropriate certi?cate from the 
certi?cation component 120. Alternatively, device2 could 
retrieve the certi?cate from a certi?cate database or store 
(not shoWn). HoWever, it should be appreciated that alloW 
ing direct access to certi?cates is not as secure as going 
though an intermediary such as certi?cation component 120, 
at least because certi?cates could be tampered With and 
corrupted. Once device2 locates the appropriate certi?cate it 
can utiliZe the public key to decrypt the key, verify its digital 
signature (described in the neXt section), and read or process 
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the message. It should also be appreciated and noted that the 
nature of public-private key pairs enables communication to 
be communicated in an inverted manner. For example, 
assuming again that device1 desires to communicate a mes 
sage or program to device2, then device1 could ?rst try and 
locate the certi?cate associated With device2 With Which it 
Would like to communicate. First device1 could search 
locally to determine Whether it had previously loaded the 
certi?cate for device2. If the certi?cate Was not previously 
loaded, device1 can request and doWnload the certi?cate 
from the certi?cation component 120 or alternatively from a 
certi?cate data store, as discussed supra. Once in possession 
of the certi?cate, device1 can utiliZe the particular public key 
associated With the certi?cate to encrypt a message or 
program thereby creating a secure message component 520 
that can subsequently be transmitted to device2. Device2 can 
then receive the message component, decrypt it utiliZing its 
private key 510, and then validate or authenticate the mes 
sage utiliZing a digital signature, as discussed hereinafter. 

[0039] FIG. 6 illustrates a digital signature system 600 in 
accordance With an aspect of the subject invention. Digital 
signatures can be utiliZed to verify the integrity of transmit 
ted data. In particular, digital signatures can ensure that a 
message receiver can con?rm that the message has not been 
altered during transmission. Accordingly, an industrial auto 
mation device could verify that a program transferred from 
a controller, for eXample, has not been corrupted. Digital 
signature system 600 comprises a hash component 610, a 
digitally signed message component 620, an encryption 
component 630, an encrypted message component 640, a 
decryption component 650, and an authentication compo 
nent 660. Hash component 610 is adapted to receive a 
message such as a PLC program from an automation device. 
The hash component 610 can then apply a hash function to 
the message. Ahash function transforms a variable siZe input 
message into ?Xed siZe output string. This output or message 
digest is typically much smaller than the variable siZe input. 
Furthermore, the hash function is “one Way”, meaning that 
it is easy to convert a message to a message digest, but 
computationally infeasible to determine the input message 
given the message digest and the hash function. Addition 
ally, the hash function can be collision free or a degree 
thereof. Hash functions map variable length message to 
?Xed siZe output hashed, consequently there is some poten 
tial for some inputs to map to the same output hash. 
HoWever, this problem can be averted for most purposes by 
selecting particular types of hash functions. For eXample, a 
hash function is Weakly collision free if given an input X it 
is computationally infeasible to locate another input Y that 
maps to the same output A strongly collision 
free hash function is one in Which it is computationally 
infeasible to ?nd tWo inputs that map to the same output. 
Conventionally Well knoWn hash functions that can be 
employed in accordance With the subject invention including 
but not limited to MDS (Message Digest 5 developed by 
Rivest) and SHA (Secure Hash Algorithm developed by the 
National Institute of Standards and Technology). Subse 
quently the hash component can construct a digitally signed 
message component 620. 

[0040] Turning brie?y, to FIG. 7, a digital signature 
message component 620 is illustrated in accordance With an 
aspect of the present invention. Digital signature message 
component 620 comprises a message 710. The message can 
be any information that an automation device Would like to 
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communicate to another automation device such as com 

mands or a PLC program, for eXample. Message component 
also has a digital signature component 720 associated, 
linked, or embedded thereWith. Digital signature component 
720 includes message digest 722 and hash information 724. 
Message digest 722 contains the output value of a hash 
function applied to the original message 710. As discussed 
supra, the message digest is a short and ?Xed length repre 
sentation of a longer variable length message. The message 
digest facilitates detection of alteration of a message in 
transit by comparing the provided message digest 722 With 
a second digest generated on the received message by the 
receiving entity. Hash information 724 provides data con 
cerning the actual hash function utiliZed to generate the 
message digest (e.g., MDS, SHA. . . This information can 
then be utiliZed by the device receiving the digital signature 
message component 620 to verify that the message sent is 
the same message received, by generating a second message 
digest utiliZing hash information 722 and the received 
message and subsequently comparing the generated digest to 
the provided message digest 722. If the tWo digests are not 
the same, then the receiving entity Will knoW that the 
message as been altered. 

[0041] Returning to FIG. 6, once the digital signature 
message component has been generated it can be transmitted 
to and received by encryption component 630. The encryp 
tion component 630 can then utiliZe a sending device’s 
private key or the receiving device’s public key to encrypt 
the digital signature component 720 (FIG. 7) and/or the 
message component 710 (FIG. 7) of the digital signature 
message component. Subsequently, an encrypted message 
component 640 can be created containing the message and 
the digital signature component to be transmitted to another 
device. Such transmission can be via Wire or Wirelessly over 
a local area netWork, for example. Decryption component 
650 is adapted to receive encrypted message components 
640. Upon receipt, decryption component 650 decrypts 
encrypted portions of a message component 640 by employ 
ing either a public or private key associated With the 
corresponding key of the public-private key pair used to 
encrypt the message. For eXample, if message portions Were 
encrypted utiliZing the public key of the receiving device, 
then the receiving device can utiliZe its private key for 
decryption. Furthermore, it is to be appreciated that the 
decryption process can utiliZe the aforementioned system for 
employing certi?cates to verify that the message component 
is from the device it is supposed to be from. After an 
encrypted message component 640 is decrypted it is passed 
to the authentication component 660. Authentication com 
ponent 660, reads the hash information contained in the 
digital signature component, retrieves the identi?ed hash 
function, and applies it to the sent message to generate a 
message digest. The authentication component 660 then 
compares the generated message digest With the message 
digest transmitted With the digital signature message com 
ponent 620. If they are the same then the message has not 
been altered. If the digests are different then the message has 
be tampered With or otherWise corrupted. The authentication 
component 660 can subsequently notify the receiving device 
if the message is corrupt. Furthermore, it should be noted 
and appreciated that the digital signature message compo 
nent can be transmitted directly to the authentication com 
ponent 660 bypassing the encryption and decryption com 
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ponents 630 and 650, if so desired. Encryption simply 
provides an additional level of security. 

[0042] In vieW of the exemplary systems described supra, 
a methodology that may be implemented in accordance With 
the present invention Will be better appreciated With refer 
ence to the How charts of FIGS. 8-10. While for purposes of 
simplicity of explanation, the methodology is shoWn and 
described as a series of blocks, it is to be understood and 
appreciated that the present invention is not limited by the 
order of the blocks, as some blocks may, in accordance With 
the present invention, occur in different orders and/or con 
currently With other blocks from What is depicted and 
described herein. 

[0043] Moreover, not all illustrated blocks may be 
required to implement the methodology in accordance With 
the present invention. 

[0044] Additionally, it should be further appreciated that 
the methodologies disclosed hereinafter and throughout this 
speci?cation are capable of being stored on an article of 
manufacture to facilitate transporting and transferring such 
methodologies to computers. The term article of manufac 
ture, as used, is intended to encompass a computer program 
accessible from any computer-readable device, carrier, or 
media. 

[0045] FIG. 8 is a How chart diagram illustrating a digital 
rights methodology in accordance With an aspect of the 
subject invention. At 810, rules of use are de?ned. Rules of 
use can correspond to automation device program or process 
privileges. Such privileges can be de?ned for individual 
users or their roles (e. g., administrator) or other entities such 
as other automation devices. Rules can include rights to 
vieW, modify, doWnload, and upload all or portions of an 
automation device program, inter alia. According, to one 
aspect of the subject invention an automation device pro 
gram can be a programmable logic controller (PLC) ladder 
logic program. At 820, the rules can be doWnloaded an 
automation device such as a programmable logic controller 
(PLC) or I/O device. Next, at 830, interaction With the 
automation device is limited based on the rules and a user 
identity. User identity can be established utiliZing digital 
certi?cates according to one aspect of the invention. For 
example, if a user Wishes to doWnload a program to a 
controller, the controller Will ?rst receive a certi?cate asso 
ciated With the user and compare it With its rules of use to 
determine if such user has privileges to doWnload programs 
to the controller. Furthermore, it should be appreciated that 
other methods and mechanisms can be employed alone or in 
combination With digital certi?cates to verify user identity 
including but not limited to SIM or smart cards and bio 
metric recognition systems (e.g., ?ngerprint, retinal scan, 

hand geometry, facial features, voice recognition . . . [0046] According to particular aspect of the invention, the 

methodology 800 can be utiliZed to protect PLC logic 
programs. Hence, particular users may be able to vieW and 
modify program rungs While others may only be able to vieW 
portions of the program. This can be particularly advanta 
geous in industries Where control processes are held as trade 
secrets (e.g., soft drinks, cleaning solutions . . . In such a 

scenario, the present methodology can be employed to limit 
access to the process to only a feW high level people, for 
example, to preserve secrecy. 

[0047] In FIG. 9, an automation device communication 
methodology 900 is depicted in accordance With an aspect of 
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the present invention. At 910, a message is encrypted 
utiliZing a key. The message can be commands or instruc 
tions for example in an industrial automation device pro 
gram (e.g. PLC program). The key is one of a public-private 
key pair as used in public key cryptography. For example, 
the key can be a private key associated With the particular 
device sending the message. After the message is encrypted, 
it can be transmitted to an automation device at 920. 
Transmission can be via Wire (e.g., Ethernet, poWer line, 
backplane . . . ) or Wirelessly. Subsequently, another auto 

mation device can receive the transmitted message at 930. At 
940, the receiving automation device locates a certi?cate 
associated With the sending device. For instance, the device 
can search its local data store for the certi?cate. Alterna 
tively, the device can contact a certi?cation component and 
doWnload the certi?cate therefrom. The certi?cate compo 
nent is a trusted component, hence if the certi?cate states it 
corresponds to a device one can assume With a high degree 
of certainty that it is actually related to such a device rather 
than some impersonating device. A certi?cate contains, inter 
alia, a public key. Once the appropriate certi?cate is located 
and loaded, the public key associated thereWith can be 
employed at 950 to decrypt the sent message. Thereafter, the 
receiving automation device can process the message (e.g., 
execute a PLC program). 

[0048] FIG. 10 depicts another automation device com 
munication methodology 1000 in accordance With an aspect 
of the subject invention. At 1010, a digitally signed message 
component is generated. The digitally signed message 
includes but is not limited to a message, a message digest 
and hash information or data. Such a message can be created 
by applying a hash function or algorithm to the message to 
be sent to generate a message digest. As described supra, the 
message digest is a short ?xed length representation of a 
typically longer and variable length message. Hash infor 
mation describes the hash algorithm utiliZed to generate the 
digest (e.g., MDS, SHA . . . At 1020, the digitally signed 
message is transmitted via Wire or Wirelessly to an automa 
tion device. The automation device then receives the mes 
sage at 1030. Subsequently, the message is authenticated at 
1040. Authentication comprises generating a second mes 
sage digest using the hash identi?ed by the hash information 
and the received message. The message digests are then 
compared. If the digests are the same the message has been 
transmitted successfully. Alternatively, if the digests are not 
the same then the message has been tampered With or 
otherWise corrupted during the transmission to the device. 

[0049] FIG. 11 depicts yet another automation device 
communication methodology 1100 in accordance With an 
aspect of the subject invention. At 1110, a digitally signed 
message component is generated. Such a message can be 
generated by applying a hash function or algorithm to a 
message to produce a message digest. The message digest is 
a short ?xed length representation of a typically longer and 
variable length message. Subsequently, the message digest, 
information regarding the hash function utiliZed to produce 
the digest, and the original message are combined into a 
single message component. At 1120, the generated digitally 
signed message component is encrypted for example utiliZ 
ing public key cryptograph. In accordance thereWith, the 
?rst sending automation device can use its private key to 
encrypt the message to be sent. Alternatively, the ?rst 
automation device can employ a second automation device 
public key to encrypt the message. At 1130, the encrypted 
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digitally signed message component is transferred to a 
second automation device over a local area netWork (e.g., 
via Wire or Wirelessly). The message is then received by the 
second automation device at 1140. At 1150, the message 
component is decrypted, for example employing a public 
key provided by a certi?cate or a private key associated With 
the receiving device. Thereafter, the decrypted message is 
authenticated at 1160. Authentication includes determining 
the hash algorithm used to generate the message digest and 
producing a second message digest on the received message 
using the same hash algorithm. The original message digest 
and information concerning the hash algorithm used to 
construct the message digest can be transmitted With the 
message in a message component. The original message 
digest and the later created message digest can be compared 
to determine the authenticity of the received message. If the 
digests are different then the receiving device can be noti?ed 
that the message has been corrupted. If the digests are the 
same the message sent can be assumed With a high degree 
of certainty to be the same as the message received. 

[0050] In order to provide a context for the various aspects 
of the invention, FIG. 12 as Well as the folloWing discussion 
are intended to provide a brief, general description of a 
suitable computing environment in Which the various 
aspects of the present invention may be implemented. While 
the invention has been described above in the general 
context of computer-executable instructions of a computer 
program that runs on a computer and/or computers, those 
skilled in the art Will recognize that the invention also may 
be implemented in combination With other program mod 
ules. Generally, program modules include routines, pro 
grams, components, data structures, etc. that perform par 
ticular tasks and/or implement particular abstract data types. 
Moreover, those skilled in the art Will appreciate that the 
inventive methods may be practiced With other computer 
system con?gurations, including single-processor or multi 
processor computer systems, mini-computing devices, 
mainframe computers, as Well as personal computers, hand 
held computing devices, microprocessor-based or program 
mable consumer electronics, and the like. The illustrated 
aspects of the invention may also be practiced in distributed 
computing environments Where task are performed by 
remote processing devices that are linked through a com 
munications netWork. HoWever, some, if not all aspects of 
the invention can be practiced on stand-alone computers. In 
a distributed computing environment, program modules may 
be located in both local and remote memory storage devices. 

[0051] With reference to FIG. 12, an exemplary environ 
ment 1210 for implementing various aspects of the invention 
includes a computer 1212. The computer 1212 includes a 
processing unit 1214, a system memory 1216, and a system 
bus 1218. The system bus 1218 couples system components 
including, but not limited to, the system memory 1216 to the 
processing unit 1214. The processing unit 1214 can be any 
of various available processors. Dual microprocessors and 
other multiprocessor architectures also can be employed as 
the processing unit 1214. 

[0052] The system bus 1218 can be any of several types of 
bus structure(s) including the memory bus or memory 
controller, a peripheral bus or external bus, and/or a local bus 
using any variety of available bus architectures including, 
but not limited to, 11-bit bus, Industrial Standard Architec 
ture (ISA), Micro-Channel Architecture (MSA), Extended 
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ISA (EISA), Intelligent Drive Electronics (IDE), VESA 
Local Bus (VLB), Peripheral Component Interconnect 
(PCI), Universal Serial Bus (USB), Advanced Graphics Port 
(AGP), Personal Computer Memory Card International 
Association bus (PCMCIA), and Small Computer Systems 
Interface (SCSI). 

[0053] The system memory 1216 includes volatile 
memory 1220 and nonvolatile memory 1222. The basic 
input/output system (BIOS), containing the basic routines to 
transfer information betWeen elements Within the computer 
1212, such as during start-up, is stored in nonvolatile 
memory 1222. By Way of illustration, and not limitation, 
nonvolatile memory 1222 can include read only memory 
(ROM), programmable ROM (PROM), electrically pro 
grammable ROM (EPROM), electrically erasable ROM 
(EEPROM), or ?ash memory. Volatile memory 1220 
includes random access memory (RAM), Which acts as 
external cache memory. By Way of illustration and not 
limitation, RAM is available in many forms such as syn 
chronous RAM (SRAM), dynamic RAM (DRAM), syn 
chronous DRAM (SDRAM), double data rate SDRAM 
(DDR SDRAM), enhanced SDRAM (ESDRAM), Syn 
chlink DRAM (SLDRAM), and direct Rambus RAM 
(DRRAM). 
[0054] Computer 1212 also includes removable/non-re 
movable, volatile/non-volatile computer storage media. 
FIG. 12 illustrates, for example disk storage 1224. Disk 
storage 4124 includes, but is not limited to, devices like a 
magnetic disk drive, ?oppy disk drive, tape drive, JaZ drive, 
Zip drive, LS-100 drive, ?ash memory card, or memory 
stick. In addition, disk storage 1224 can include storage 
media separately or in combination With other storage media 
including, but not limited to, an optical disk drive such as a 
compact disk ROM device (CD-ROM), CD recordable drive 
(CD-R Drive), CD reWritable drive (CD-RW Drive) or a 
digital versatile disk ROM drive (DVD-ROM). To facilitate 
connection of the disk storage devices 1224 to the system 
bus 1218, a removable or non-removable interface is typi 
cally used such as interface 1226. 

[0055] It is to be appreciated that FIG. 12 describes 
softWare that acts as an intermediary betWeen users and the 
basic computer resources described in suitable operating 
environment 1210. Such softWare includes an operating 
system 1228. Operating system 1228, Which can be stored 
on disk storage 1224, acts to control and allocate resources 
of the computer system 1212. System applications 1230 take 
advantage of the management of resources by operating 
system 1228 through program modules 1232 and program 
data 1234 stored either in system memory 1216 or on disk 
storage 1224. It is to be appreciated that the present inven 
tion can be implemented With various operating systems or 
combinations of operating systems. 

[0056] A user enters commands or information into the 
computer 1212 through input device(s) 1236. Input devices 
1236 include, but are not limited to, a pointing device such 
as a mouse, trackball, stylus, touch pad, keyboard, micro 
phone, joystick, game pad, satellite dish, scanner, TV tuner 
card, digital camera, digital video camera, Web camera, and 
the like. These and other input devices connect to the 
processing unit 1214 through the system bus 1218 via 
interface port(s) 1238. Interface port(s) 1238 include, for 
example, a serial port, a parallel port, a game port, and a 






