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(57) ABSTRACT 

Described is a system and method in which client-side 
tracking mechanisms allow a computing device to ef?ciently 
decide which messages need to be downloaded from a server 
for subsequent ?ltering evaluation, and request only those 
messages. For example, the present invention may be used 
to limit a download of POP3 email messages to those 
received in the last n days. When a message is downloaded 
that does not meet user-speci?ed ?ltering criteria such as a 
date window, the message data is discarded, but the state of 
that message as not meeting the criteria is preserved in an 
already-checked table. On a subsequent data request, the 
received list of unique message IDs is checked against the 
main message store and the checked table, and message data 
only downloaded if the unique ID is not found. Messages 
that are not listed are removed from the message store or the 
checked table. 
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RAPIDLY OBTAINING A SUBSET OF MESSAGE 
DATA FROM A SERVER FOR FILTERING 

FIELD OF THE INVENTION 

[0001] The invention relates generally to computing 
devices that receive data, particularly mobile computing 
devices including computers and mobile telephones. 

BACKGROUND 

[0002] Mobile computing devices such as personal digital 
assistants, contemporary mobile telephones, hand-held and 
pocket-siZed computers, tablet personal computers and the 
like are becoming important and popular user tools. In 
general, they have become small enough to be extremely 
convenient, While consuming less battery poWer, and at the 
same time have become capable of running more poWerful 
applications. 
[0003] Via a remote connection, various messages such as 
email messages can be sent and received. Other types of 
messages that may be sent and received include Short 
Message Service (SMS) messages, a standard for sending 
short alpha-numeric messages (maximum 160 characters) to 
or from mobile phones in mobile communications netWorks. 
Such devices are able to store their received and other user 
data locally and/or by connecting to netWorks, including the 
Internet. In general, these computers and computer-based 
mobile telephones (such as those running Microsoft Win 
doWs® Mobile softWare for Smartphones) alloW users to 
make conventional mobile telephone calls, access the Inter 
net, send and receive messages including attachments, store 
contacts, maintain appointments and do many other things 
contemporary desktop computers can noW do. 

[0004] HoWever, mobile devices have limited resources, 
including storage and bandWidth. As a result, certain types 
of server data are not feasible to doWnload and maintain in 
their entirety. By Way of example, consider the POP3 
protocol used With email messages. If a user Wants to have 
only some subset of those messages loaded into the device 
instead of the full set in order to save memory, such as only 
those messages received Within the last three days, it is 
necessary for the device to evaluate the messages and 
discard the unWanted ones. This is because the POP3 
protocol does not provide a command Which alloWs an 
e-mail client to tell an incoming mail server to limit the 
doWnload of email messages. HoWever, if a user has a lot of 
such messages, regularly doWnloading the message data for 
?ltering purposes is exasperating because of the limited 
bandWidth. For example, to determine the date of a POP3 
message, data on the order of tWo kilobytes of data is 
doWnloaded for that message; if, as With many users, there 
are thousands of messages that each need to be processed for 
such ?ltering, data on the order of millions of bytes needs to 
be doWnloaded, Which takes a considerable amount of time. 
In fact, With this type of ?ltering, a partial doWnload might 
take as long as a full doWnload. What is needed is a Way for 
devices to efficiently doWnload a subset of data from servers 
for ?ltering, When the ?ltering needs to be done at the client 
side, e.g., the communication protocol is not con?gured for 
communicating ?ltering information to the servers. 

SUMMARY OF THE INVENTION 

[0005] Brie?y, the present invention is directed toWards a 
system and method in Which client-side tracking mecha 
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nisms alloW a computing device to ef?ciently decide Which 
messages need to be doWnloaded from a server for ?ltering 
purposes, and request only those messages. In one aspect, 
the present invention essentially performs most of the ?l 
tering operations before any message data is doWnloaded. 
For example, the present invention may be used to limit a 
doWnload of POP3 email messages to those received in the 
last n days, but do so in an efficient manner that is orders of 
magnitude faster than current ?ltering operations. 

[0006] To this end, When a message is doWnloaded that 
does not meet user-speci?ed ?ltering criteria, e. g., is outside 
a desired time (date) WindoW, the message data is discarded, 
but the state of that message as not meeting the criteria is 
preserved in an “already-checked” (or simply “checked”) 
table, based on its unique identi?er (ID). On a subsequent 
data request, (e.g., a send/receive request of an inbox 
application program to a POP3 server), a list of unique 
message IDs is acquired. Before requesting doWnload of any 
message data from a server, the main message store and the 
checked table are evaluated, and only if the unique ID is not 
in either store is the message data doWnloaded. 

[0007] In order to stay synchroniZed With the server, and 
also to keep the checked table from ever-expanding, each 
item that Was deleted at the server has its record removed 
from the checked table. To this end, a ?ag is associated With 
each message record in the checked table and is set prior to 
comparing the list of unique message IDs. Taking each 
message ID in the list, if that message ID is listed and is also 
in the checked table, the ?ag for that message is cleared. 
Upon completion of processing the list, any message ?ag 
that is still set in a record in the checked table corresponds 
to a message that Was not listed by the server, and therefore 
has been deleted at the server. The record for each such 
message is removed from the checked table. 

[0008] Other advantages Will become apparent from the 
folloWing detailed description When taken in conjunction 
With the draWings, in Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram generally representing a 
computer system into Which the present invention may be 
incorporated; 
[0010] FIG. 2 is a block diagram representing a commu 
nications handling architecture into Which the present inven 
tion may be incorporated; 

[0011] FIG. 3 is a block diagram representing various 
components and tracking tables used to determine Which 
messages need to be doWnloaded for ?ltering, in accordance 
With an aspect of the present invention; and 

[0012] FIG. 4 is a How diagram representing logic for 
processing message identi?ers, table data and message data, 
in accordance With an aspect of the present invention. 

DETAILED DESCRIPTION 

[0013] Exemplary Operating Environment 

[0014] FIG. 1 shoWs functional components of one such 
handheld computing device 120, including a processor 122, 
a memory 124, a display 126, and a keyboard 128 (Which 
may be a physical or virtual keyboard, or may represent 
both). A microphone 129 may be present to receive audio 
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input. The memory 124 generally includes both volatile 
memory (e.g., RAM) and non-volatile memory (e.g., ROM, 
PCMCIA cards, and so forth). An operating system 130 is 
resident in the memory 124 and executes on the processor 
122, such as the Windows@ operating system from 
Microsoft Corporation, or another operating system. 

[0015] One or more application programs 132 are loaded 
into memory 124 and run on the operating system 130. 
Examples of applications include email programs, schedul 
ing programs, PIM (personal information management) pro 
grams, Word processing programs, spreadsheet programs, 
Internet broWser programs, and so forth. The handheld 
personal computer 120 may also include a noti?cation 
manager 134 loaded in the memory 124, Which executes on 
the processor 122. The noti?cation manager 134 handles 
noti?cation requests, e.g., from the application programs 
132. Also, as described beloW, the handheld personal com 
puter 120 includes netWorking softWare 136 (e.g., hardWare 
drivers and the like) and netWork components 138 (e.g., a 
radio and antenna) suitable for connecting the handheld 
personal computer 120 to a netWork, Which may include 
making a telephone call. 

[0016] The handheld personal computer 120 has a poWer 
supply 140, Which is implemented as one or more batteries. 
The poWer supply 140 may further include an external 
poWer source that overrides or recharges the built-in batter 
ies, such as an AC adapter or a poWered docking cradle. 

[0017] The exemplary handheld personal computer 120 
represented in FIG. 1 is shoWn With three types of external 
noti?cation mechanisms: one or more light emitting diodes 
(LEDs) 142 and an audio generator 144. These devices may 
be directly coupled to the poWer supply 140 so that When 
activated, they remain on for a duration dictated by a 
noti?cation mechanism even though the handheld personal 
computer processor 122 and other components might shut 
doWn to conserve battery poWer. The LED 142 preferably 
remains on inde?nitely until the user takes action. Note that 
contemporary versions of the audio generator 144 use too 
much poWer for today’s handheld personal computer bat 
teries, and so it is con?gured to turn off When the rest of the 
system does or at some ?nite duration after activation. 

[0018] Note that although a basic handheld personal com 
puter has been shoWn, virtually any device capable of 
receiving data communications and processing the data in 
some Way for use by a program, such as a mobile telephone, 
is equivalent for purposes of implementing the present 
invention. 

[0019] Obtaining a Subset of Message Data for Filtering 

[0020] The present invention is generally directed toWards 
handling messages and similar data communications, such 
as email messages, particularly on small mobile computing 
devices including mobile telephones. As Will be understood, 
hoWever, the present invention is not limited to any type of 
computing device, and may, for example, be used With 
relatively large, stationary computing devices. Moreover, 
although the present invention Will be generally described in 
terms of email applications and messages, it Will be under 
stood that the present invention is not limited to any par 
ticular applications or types of data, as other applications 
that doWnload data can bene?t from the present invention. 
Further, the present invention Will be primarily described in 
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terms of ?ltering based on a time WindoW (e.g., one day, tWo 
days, and so on in one day increments), hoWever virtually 
any criteria that is sensible for a given set of data Will be 
equivalent. Note that as used herein, the plural “criteria” is 
intended to cover a single criterion as Well as any combi 
nation of criteria. 

[0021] Turning to FIG. 2, there is shoWn an architecture, 
generally designated 200, for handling mail-related mes 
sages and the like. One such architecture 200 is currently 
implemented in devices running Windows@ for Mobile 
Devices. In this example architecture, a radio 201 receives 
communications and a radio interface layer 202 provides 
access to the received data. A number of transports 203 are 
provided, With each transport 2041-204i con?gured to 
receive (and transmit) different types of messages, e.g., 
IMAP4 (Internet Message Access Protocol version 4), SMS, 
POP3 (Post Of?ce Protocol version 3), Active Sync (Which 
supports synchroniZing data betWeen a WindoWs®-based 
desktop computer or an exchange server and Microsoft 
Windows@ CE .NET-based portable devices), and others. 
Such others may include IM (Instant Messaging), MMS 
(Multimedia Messaging Service) and the like. 

[0022] In general, application programs 206 are running 
on the mobile device, including applications that send and 
receive communications. Such application programs may 
include an inbox application 2081, a calendar application 
20$2 and others 2081-, such as a contacts-related application 
program. In accordance With an aspect of the present inven 
tion and as described beloW With reference to FIGS. 3 and 
4, one or more of these applications 2081-208j may be 
con?gured to alloW users to enter ?ltering criteria, Whereby 
only those messages that meet the criteria Will be maintained 
in a portable data store 2141-2141‘. Note that the data stores 
do not necessarily correspond to an application program; for 
example, the inbox application 20$1 may have multiple data 
stores maintained for it, e.g., one for IMAP4 messages, one 
for POP3 messages, and so on. 

[0023] A message store managing component 212 (e.g., 
CEMAPI) such as implemented in an API alloWs applica 
tions such as the inbox application 20$1 to store messages 
and retrieve stored messages as desired. In general, the 
message store managing component 212 abstracts the stor 
age from applications such as the inbox application 2081, 
such that in essence the application only knoWs that message 
data exists someWhere, and that the data can be accessed via 
the message store managing component 212. Note that 
another such program that can receive data from a data store 
is an operating system component, and as such, any such 
computer program code should be considered equivalent for 
purposes of the present invention. 

[0024] It should be noted that rather than providing the 
storage, although more complex, it is essentially equivalent 
to have an alternative implementation in Which the inbox 
program Works directly With the storage. Thus, as used 
herein, the term “message-handling mechanism” Will be 
used to refer to the inbox application or the like and/or the 
message storing component, and may also include the con 
cept of a transport, Where appropriate. 

[0025] In one implementation, the message stores 2141 
214j are COM (Component Object Model) objects associ 
ated With each inbox application service, and the message 
store managing component 212 provides access to these 
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message stores via an IMsgStore interface. In this imple 
mentation, the message store libraries provide the IMsgStore 
interface, Which provides access to unique, transport-spe 
ci?c storage. For example, the Inbox may store SMS mes 
sages in one message store, IMAP4 messages in another, and 
so on. The IMsgStorezzGetProps and IMsgStorezzSetProps 
methods accessed through each messages store’s IMsgStore 
interface are used to access custom properties of the store. 

[0026] In accordance With an aspect of the present inven 
tion, FIG. 3 shoWs hoW tables of records are used to track 
the state of an inbox application program’s messages, such 
that the state of any previously-doWnloaded messages With 
respect to current ?ltering criteria is knoWn, and Whereby 
only those messages that are in an unknoWn state need to 
have their data doWnloaded. In general, at an appropriate 
time, such as corresponding to an inbox application pro 
gram’s send/receive request, a list of every message ID 
maintained at a server is obtained. For example, in a POP3 
environment, a UIDL (unique identi?er listing) command is 
issued to obtain the list, and the request received at the POP3 
server, e.g., an incoming mail server 324, Which may be a 
combination of more than one computing device. In 
response, the mail server 324 returns the list 325. As 
described beloW, the POP3 transport 2033 processes the 
contents of this list against a message store table 326 and 
checked table 328. Because there may be multiple message 
stores, account information 330 is used to locate the table 
names and proper data store for this POP3 account. The ?rst 
time the list is returned to a requesting device, the tables Will 
be empty, and thus each listed message Will need to have its 
data doWnloaded for evaluation against the ?ltering criteria, 
With those messages that meet the criteria being placed in the 
message store 2148. A record is created in the message store 
table 326 for each saved message. 

[0027] In keeping With the present invention, the message 
data that does not meet the ?ltering criteria is discarded, 
hoWever the knoWn state of that message (as not meeting the 
?ltering criteria) is stored in a corresponding record in the 
checked table 328. Note that in one implementation, the 
record is indexed by a hash of the unique message ID, (or 
UID in FIG. 3), for more efficient lookup. The unique ID 
also may be kept in the record for that message, and Would 
be needed if the hash value Was not guaranteed to be unique. 

[0028] As is understood, the next time a send/receive 
synchroniZation request is made via the inbox application 
program 2081 resulting in a UIDL command being issued, 
When the server returns the neW list 325, only those listed 
messages that are not in the message store table 326 or the 
checked table 328 are in an unknoWn state With respect to 
the current ?ltering criteria. Note that this assumes that the 
?ltering criteria did not change since the last request, (Which 
is handled in another manner, as described beloW). 

[0029] Thus, after the device connects and logs on to 
receive the UIDL command results, that is, the list 325, logic 
(further described beloW With reference to FIG. 4) compares 
the listed UIDs With those in the message store table 326 or 
in the checked table 328, and doWnloads only those mes 
sages that are “new” and thus not listed in one of the tables 
326 or 328. In one implementation, the logic is implemented 
in the POP3 transport 2033, hoWever as can be readily 
appreciated, the logic may be elseWhere, such as in the inbox 
application and/or the message store managing component 

Oct. 6, 2005 

212. In fact, in one implementation, the inbox application 
2081 includes a POP3 transport component. 

[0030] When the message data is received for those neW 
messages, the logic evaluates the message data against the 
?ltering criteria and if met, adds the message to the message 
store 2143 and creates a record for it in the message store 
table 326. If the ?ltering criteria is not met, the logic adds the 
unique ID (Which may be a hashed value or in addition to a 
hashed value, as described above) to the checked table 328, 
and discards the message data. The state of each neW 
message is thus preserved for the next evaluation, Which Will 
occur the next time that a send/receive request is received. 

[0031] Further, for any message that Was deleted at the 
server, a mechanism removes its corresponding record from 
the checked table or from the message store (along With 
removing any corresponding message data). Note that a 
message in the message store that is deleted at the server 
may be moved to a deleted items folder or the like, in Which 
case the record may be kept but modi?ed, hoWever this can 
be considered essentially a “removal” and is generally 
unrelated to the present invention. The removal is so the 
tables on the client device stay synchroniZed With the server 
state, and also so that the tables do not contain irrelevant 
records. 

[0032] To handle deletions at the server, each message 
record is marked before comparing the message records 
against the UIDs in the UID list 325, and message records 
that remain marked after the comparisons are completed are 
removed. More particularly, in one implementation, a ?ag is 
associated With each message record, and the ?ag is set prior 
to comparing the list of unique message IDs against the 
table. Taking each message ID in the list, if that message ID 
is listed and is also in a table, the message is unmarked, e.g., 
by clearing the ?ag for that message. Upon completion of 
processing the list, any message ?ag that is still set in a 
record in a table corresponds to a message that Was not listed 
by the server, and therefore has been deleted at the server. 
The record for each such message is removed from the 
appropriate table. Note that the removal process needs to be 
performed after each UID has been evaluated, and thus 
unless the removal is done prior to any message doWnload 
ing, any neW record created in a table folloWing doWnload 
ing of a message should be put in unmarked. 

[0033] By Way of example, consider a user that only Wants 
to receive and maintain the messages that are dated Within 
Zero to three days. Assuming that this Was the ?ltering 
criteria at the time of the prior send/receive command, the 
tables Will contain relevant state data. Upon receiving the 
UID list folloWing a UIDL command, for each UID the 
tables are checked. Often, particularly for users that fre 
quently synchroniZe via send/receive commands, most (or 
possibly all) of the messages are in one of the tables, and 
thus relatively little doWnloading is necessary. Since the 
table comparison is extremely fast relative to a doWnload 
time, avoiding most doWnloads is highly efficient. For 
doWnloading, any UID that exists in the list but not in the 
message store table 326 or the checked table 328 is a neW 
message that is on the server, and thus not knoWn to the 
client device. Thus, this message (e. g., at least tWo kilobytes 
of related data) is doWnloaded, and its date is evaluated, 
Which is against the three-day ?ltering criteria in this 
example. If Within the three-day WindoW, the message is 
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added to the message store table 326, otherwise the data is 
discarded. However, in either case, a record is added to the 
appropriate table as described above. 

[0034] As can be readily appreciated, other criteria can be 
used. For example, the present invention can ?lter out 
messages that do not come from a certain source, such as an 
employer. In such an example, a user can have only Work 
related messages on a handheld device used only at Work; 
note that the messages are ?ltered at the device, not the 
server, and thus the user can obtain these other, non-Work 
related messages via another computer (or by changing the 
?ltering criteria). Essentially, any data that can be evaluated 
can be used as ?ltering criteria, although for purposes of 
simplicity the description herein Will return to date-based 
examples. 

[0035] In another aspect, a user may Want his or her inbox 
to automatically delete messages that are too old. Note that 
this may not be a deletion at the server, but only on the client 
device, such as to save memory space. Further, the deletion 
may or may not correspond to the ?ltering WindoW, e.g., a 
user may Want to only receive messages that are three days 
old or less, but may Want messages automatically deleted 
When ?ve-days old. In any event, When dealing With date 
based ?ltering, upon deletion of a message from the client 
device but not actual deletion from the server, the automatic 
delete process should add a record to the checked table as it 
removes the record from the message store table, so that the 
message data for this message need not be doWnloaded 
again. Note, hoWever, that if the user sets the automatic 
delete time to less than the date ?ltering time (if the system 
alloWs this), the presence of the record in the checked table 
328 prevents automatically-deleted messages that Would 
otherWise fall Within the date WindoW from being doWn 
loaded. For example, if a user sets messages to be automati 
cally deleted after tWo days, When the date WindoW is three 
days, the user Would not be able to get back an automati 
cally-deleted message Without taking some action to prevent 
the ?ltering. Thus, the mechanism may be made user 
con?gurable as to Whether an automatically-deleted mes 
sage that is still Within the ?ltering WindoW should be again 
doWnloaded, in Which case the record should be removed 
from (or never added to) the checked table 328 for each such 
message. 

[0036] As mentioned above, the checked table 328 may 
contain invalid data When the user changes the criteria. For 
example, if a user decides that the ?ltering criteria should be 
a ?ve-day WindoW instead of three days, there is a problem 
because a four and ?ve day old messages in the checked 
table are noW being requested by the user, but the checked 
table Will block their doWnloading. Note that if a user 
changes the criteria in the other direction, this is not a 
problem, e.g., if changing the criteria from six days to tWo 
days, the checked table Will maintain the data for messages 
that are older than six days, and thus the cache data is 
incomplete, but still valid. On the next send/receive, during 
?ltering, the checked table Will have records added to it, e.g., 
for three, four and ?ve day old messages that Will be ?ltered 
out. 

[0037] In one implementation, When the cache table con 
tains invalid data (e.g., the neW date WindoW is larger than 
the old), the entire cache is invalidated, such as by removing 
all of the records from it. This causes a doWnload for every 
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record, hoWever the cache Will thereafter be valid, and can 
be used unless and until the next time the user increases the 
date WindoW. 

[0038] Alternatively, a date ?eld may be added to each 
record. With the date ?eld, upon a change to an expanded 
date-?ltering WindoW, a process can examine each record 
and discard those records that do not ?t Within the neW date 
WindoW, Whereby their message data Will be doWnloaded 
folloWing the next send/receive. Note that there is a tradeoff 
betWeen memory space needed for the additional date ?eld 
for each record versus doWnload time. Auser that rarely ever 
changed a date-?ltering WindoW Would not Want such a 
feature, Whereas a user that frequently changed the date 
?ltering WindoW Would prefer not to have the checked table 
fully invalidated every time the WindoW Was expanded. 
Thus, such a date ?eld may be provided in a manner that 
alloWs a user to sWitch it on (Whereby the checked table 
could be recopied to a different table that has space for the 
extra ?eld) or off, or such a sWitch may be made automatic 
based on statistical history of hoW often a user changes the 
date-?ltering WindoW. 

[0039] Although the present invention is primarily 
described With reference to mail data herein, other applica 
tions can bene?t from the present invention. For example, 
calendar-related applications, contacts-related applications, 
and so on have data that can be doWnloaded and ?ltered. 
Thus, and in general, any application that has doWnloaded 
data that can be ?ltered can bene?t from the present inven 
tion. 

[0040] Turning to an explanation of the operation of the 
present invention With particular reference to the How dia 
gram of FIG. 4, step 400 of FIG. 4 represents initialiZing the 
records (e. g., setting the ?ags) in the message store table 326 
and checked table 328 so that those not listed by the server, 
and Were thus deleted at the server, can be identi?ed for 
removal. Note that as described beloW, steps 408 and 412 
unmark such records When listed. 

[0041] Step 402 represents retrieving the UIDs, such as 
via the UIDL command sent to a POP3 server. Step 402 also 
inherently represents the connect/logon operations. As 
described above, assuming no errors the UIDs are listed in 
the response from the server, and step 404 represents select 
ing one from the list 325. 

[0042] Step 406 tests, via the message store table 326, 
Whether that UID is in the message store; if so the message 
is present and need not be doWnloaded, and thus step 406 
branches to step 408 to unmark the ?ag in the appropriate 
record, Which then continues to step 422 for the next listed 
message, if any, as described beloW. OtherWise, the message 
is either a neW one or one that is already tracked in the 
checked table, so step 406 branches to step 410 to look 
further for message state data. 

[0043] At step 410, a lookup is performed on the checked 
table 328 to determine Whether the message is knoWn to 
have been previously doWnloaded but did not (and thus still 
cannot) meet the ?ltering criteria. If so, step 410 branches to 
step 412 to unmark its ?ag, because the message Was listed 
by the server and thus not deleted at the server, and thus the 
record in the checked table is still relevant. Step 412 then 
continues to step 422 for the next listed message, if any, as 
described beloW. 
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[0044] If at step 410 the message is not in the checked 
table 410, (and Was not in the message store via step 406), 
the message is one in an unknown state With respect to the 
?ltering criteria. Thus, the message data (e.g., the appropri 
ate tWo kilobytes) is downloaded at step 414, and the 
appropriate portion thereof evaluated against the ?lter cri 
teria (e.g., the date WindoW) at step 416. If the message 
meets the criteria, step 418 adds its data to the message store, 
and creates an appropriate entry in the message store table 
326, With the ?ag unmarked so that it Will not be removed 
from the table When any still-marked messages are removed. 

[0045] If instead at step 416 the message does not meet the 
criteria, step 420 creates an appropriate entry in the checked 
table 328, again With the ?ag unmarked so that it Will not be 
removed unless and until it is independently deleted at the 
server. Note that any time a record is created, the UID 
(and/or a corresponding hash value) is included in the record 
so that the record can be located against the UIDs on 
subsequent lists. 

[0046] Steps 422 and 424 repeat the process for each UID 
in the list, until none remain. When none remain, step 426 
is executed to remove any record in any table (and the 
message data if in the message store) that Was not listed, and 
hence Was deleted at the server. The ?ags that are marked 
indicate records that Were deleted at the server since they 
Were never listed, and thus Were never unmarked via step 
408 or step 412. 

[0047] As can be seen from the foregoing detailed descrip 
tion, there is provided a method and system for doWnloading 
only a subset of the data maintained at a server for client 
side ?ltering of that data. The method and system are 
particularly useful and ef?cient for processing POP3 mes 
sage data, Wherein the protocol does not facilitate server 
side ?ltering. The present invention thus provides numerous 
advantages and bene?ts needed in contemporary computing. 

[0048] While the invention is susceptible to various modi 
?cations and alternative constructions, certain illustrated 
embodiments thereof are shoWn in the draWings and have 
been described above in detail. It should be understood, 
hoWever, that there is no intention to limit the invention to 
the speci?c forms disclosed, but on the contrary, the inten 
tion is to cover all modi?cations, alternative constructions, 
and equivalents falling Within the spirit and scope of the 
invention. 

What is claimed is: 
1. In a computing device, a method comprising: 

maintaining, on a client device, state information associ 
ated With an identi?er of a ?ltered-out message, the 
state information indicating that the message Was ?l 
tered out for not having met ?ltering criteria; 

determining Whether message data corresponding to an 
identi?ed message is to be doWnloaded from a server to 
the client device, including determining that the client 
device does not already have the message data and that 
the message does not have the associated state infor 
mation that indicates the message Was ?ltered out for 
not having met the ?ltering criteria; and 

if it is determined that the message data is to be doWn 
loaded, doWnloading the message data corresponding 
to the message to the client device. 
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2. The method of claim 1 Wherein maintaining the state 
information comprises maintaining a record for each mes 
sage of a set of at least one message, the record identifying 
the message relative to any other message. 

3. The method of claim 1 further comprising, obtaining a 
list of messages from the server. 

4. The method of claim 3 Wherein obtaining the list of 
messages comprises issuing a UIDL command to a POP3 
server and receiving a plurality of unique message identi?ers 
in response. 

5. The method of claim 3 Wherein maintaining the state 
information comprises maintaining a recordset comprising a 
record for each message, each record identifying a message 
relative to any other message, and further comprising, 
marking each record, processing the list of messages 
obtained from the server, and unmarking each record upon 
determining that the record corresponds to a message iden 
ti?ed in the list such that each record corresponding to a 
message that is not in the list remains marked. 

6. The method of claim 5 further comprising, removing a 
record from the recordset if that record remains marked after 
processing the list of messages. 

7. The method of claim 5 Wherein marking each record 
comprises setting a ?ag associated With each record. 

8. The method of claim 1 further comprising, determining 
that the ?ltering criteria has changed, and in response, 
invalidating the state information. 

9. The method of claim 1 Wherein the state information is 
maintained in a record for each ?ltered-out message, and 
further comprising, determining that the ?ltering criteria has 
changed, and in response, removing the record from a set of 
records. 

10. The method of claim 1 further comprising, determin 
ing Whether the doWnloaded message data corresponding to 
the message meets the ?ltering criteria, and if so, saving the 
message data to a message store. 

11. The method of claim 1 further comprising, determin 
ing Whether the doWnloaded message data corresponding to 
the message meets the ?ltering criteria, and if not, main 
taining state information for that message indicating that the 
message Was ?ltered out for not having met the ?ltering 
criteria 

12. The method of claim 11 Wherein maintaining the state 
information for that message comprises creating a record for 
that message, the record including a ?eld that uniquely 
identi?es the message. 

13. The method of claim 1 Wherein the ?ltering criteria 
comprises a time WindoW. 

14. A computer-readable medium having computer-ex 
ecutable instructions Which When eXecuted, perform the 
method of claim 1. 

15. In a computing device, a method comprising: 

retrieving a list of message identi?ers from a server; 

for each message identi?er, determining Whether the 
message identi?er corresponds to a message that meets 
?ltering criteria, does not meet the ?ltering criteria or 
is unknoWn With respect to the ?ltering criteria; and 

for each message that is unknoWn With respect to the 
?ltering criteria, doWnloading message data from the 
server, evaluating the message data to determine 
Whether the message meets or does not meet the 
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?ltering criteria, and persisting data indicative of 
Whether the message met or did not meet the ?ltering 
criteria. 

16. The method of claim 15 Wherein retrieving the list of 
messages comprises issuing a UIDL command to a POP3 
server. 

17. The method of claim 15 Wherein determining Whether 
the message identi?er corresponds to a message that meets 
the ?ltering criteria comprises determining Whether message 
data is saved in a message store. 

18. The method of claim 15 Wherein determining Whether 
message data is saved in a message store comprises evalu 
ating a set of message store records. 

19. The method of claim 15 Wherein determining Whether 
the message identi?er corresponds to a message that does 
not meet the ?ltering criteria comprises determining Whether 
a record for that message eXists in a set of records for already 
checked messages. 

20. The method of claim 19 Wherein message data is 
doWnloaded for a message, Wherein the message data indi 
cates that the message does not meet the ?ltering criteria, 
and Wherein persisting data comprises adding a record to the 
set of records for already checked messages, the record 
identifying the message. 

21. The method of claim 15 Wherein determining Whether 
the message identi?er corresponds to a message that meets 
?ltering criteria, does not meet the ?ltering criteria or is 
unknown With respect to the ?ltering criteria comprises 
evaluating at least one set of records. 

22. The method of claim 21 further comprising, removing 
a record if that record does not correspond to a message 
identi?er in the list of messages. 

23. The method of claim 21 further comprising unmarking 
a record marked for possible removal When it is determined 
that the message identi?er corresponds to a message that 
meets ?ltering criteria or does not meet the ?ltering criteria. 

24. The method of claim 23 Wherein unmarking the record 
comprises clearing a ?ag associated With the record. 

25. The method of claim 19 Wherein message data is 
doWnloaded for a message, Wherein the message data indi 
cates that the message meets the ?ltering criteria, and 
Wherein persisting data comprises saving the message data 
to a message store. 
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26. The method of claim 25 further comprising, adding a 
record to a set of records that each identify a message that 
has its message data saved in the message store. 

26. The method of claim 15 Wherein the ?ltering criteria 
comprises a time WindoW, and Wherein evaluating each 
message that is unknoWn With respect to the ?ltering criteria 
comprises evaluating doWnloaded message data against the 
time WindoW. 

27. A computer-readable medium having computer-ex 
ecutable instructions Which When eXecuted, perform the 
method of claim 15. 

28. Acomputer-readable medium having stored thereon a 
data structure, comprising: 

a set of records, each record having data that identi?es a 
message With associated message data that has been 
evaluated against ?ltering criteria and failed to meet the 
?ltering criteria; and 

Wherein When a request to synchroniZe client data With 
server data is received, at least one message identi?er 
of a list of message identi?ers received from the server 
is processed against the set of records, to determine, for 
each such processed message identi?er, Whether mes 
sage data corresponding to that message identi?er 
needs to be doWnloaded for comparing against the 
?ltering criteria, or Whether the processed identi?er 
corresponds to a message that already failed to meet the 
?ltering criteria. 

29. The data structure of claim 28 Wherein the data in the 
record that identi?es the message comprises a hash value 
corresponding to a unique message identi?er. 

30. The data structure of claim 28 Wherein the data in the 
record that identi?es the message corresponds to a unique 
message identi?er of a POP3 message. 

31. The data structure of claim 28 Wherein each record 
further includes a ?ag that is used to determine Whether the 
message corresponding to that record Was listed in the list 
received from the server. 

32. The data structure of claim 28 Wherein at least some 
of the records include a ?eld having data representative of a 
time or date. 


