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ELECTRONIC COMMERCE METHOD, 
ELECTRONIC COMMERCE SYSTEM, 

CERTIFICATE TERMINAL, AND PRINCIPAL 
CERTIFICATION METHOD BY AGENT 

BACKGROUND OF THE INVENTION 

[0001] 1) Field of the Invention 

[0002] The present invention relates to technology used in 
electronic commerce Where principal certi?cation is per 
formed by using principal certi?cate information such as a 
passWord or digital data (biometric information) represent 
ing physical features of a principal. 

[0003] 2) Description of the Related Art 

[0004] There eXists PKI (Public Key Infrastructure) as a 
method of certifying a principal in electronic commerce. In 
PKI, a certi?cate authority (hereinafter, referred to as CA) 
issues a secret key and a public key to a registered user. The 
user, When placing an order for a commodity or the like With 
a dealer, encrypts the electronics signature of the user by the 
secret key and sends it to the dealer With the public key. The 
dealer con?rms that the transmitted electronic signature can 
be decrypted by the public key, and veri?es the user With CA 
based on the public key to certify that the sender is the user 
himself/herself. PKI guarantees that information of the user 
transmitted on a netWork has not been falsi?ed and a third 
person has not impersonated the user. 

[0005] In PKI, security on netWork paths is ensured by 
using a public key encryption method. HoWever, if the third 
person steals the secret key of the user and uses it, PKI 
cannot determine Whether it is a valid user or unauthoriZed 

use by the third person. Therefore, a principal certi?cate that 
can surely prove that the principal uses the secret key is 
required in addition to PKI. With a “Word” such as the 
passWord, it is only possible to con?rm that one knoWs it and 
is impossible to determine that the user is a principal or 
another person. 

[0006] Consequently, veri?cation by biometric informa 
tion has been proposed as an alternative certi?cation method 
to the passWord. The biometric information is the physical 
features of the user, Which are transformed into data, and 
typical biometric information is ?ngerprint, palm pattern, 
retina, iris, sign, voice or the like. By verifying the biometric 
information previously registered With the biometric infor 
mation that the user input, it is possible to con?rm that a 
person Who has just input the biometric information is the 
user himself/herself. 

[0007] A method disclosed in Japanese Patent Laid-open 
No. 2001-297269 (Patent Document 1) is knoWn as the 
principal certi?cation means using biometrics data. In this 
method, an orderer (user) sends his/her biometric informa 
tion from an ordering terminal to an electronic commerce 
server of a dealer (order receiver) When an order is placed 
for the commodity. Then, the electronic commerce server 
sends the biometric information of the orderer to an identi 
?cation terminal (verifying terminal) arranged in a store that 
the orderer speci?ed as a receiving store. After that, When a 
recipient requests to hand over a commodity, a store clerk 
obtains the biometric information of the recipient using the 
identi?cation terminal and veri?es it With the biometric 
information of the orderer, Which has been sent from elec 
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tronic commerce server. Then, the store clerk hands over the 
commodity When the biometric information match. 

[0008] HoWever, in such electronic commerce, biometric 
information must be passed to the dealer and there is a 
danger that the biometric information Will run out by mis 
take. If the biometric information runs out, there is a 
possibility that the third person Will abuse it to perform 
unauthoriZed order or unauthoriZed transaction by imper 
sonation. 

[0009] Further, certi?cation is performed by using the 
biometric information in the above-described electronic 
commerce, only the orderer himself/herself can receive the 
commodity, and there has not been receiving means When an 
agent tries to receive the commodity if the orderer cannot 
receive it. 

[0010] The present invention has been created in vieW of 
such problems. Its ?rst object is to prevent Without fail the 
abuse of certi?cate information such as the passWord and 
biometric information, Which is eXchanged on the netWork 
When performing electronic commerce, and the second 
object is to enable not only an orderer himself/herself but 
also an agent speci?ed by the orderer himself/herself to 
receive a commodity or the like. 

SUMMARY OF THE INVENTION 

[0011] To achieve the above-described object, the elec 
tronic commerce method (1) of the present invention is a 
method in Which an orderer places an order for a commodity 
With an order receiver via a netWork and receives the 
commodity, Where (1-1) the orderer inputs certi?cate infor 
mation for identifying the orderer himself/herself to a cer 
ti?cate terminal When placing an order for the commodity, 
(1-2) the certi?cate terminal encrypts the certi?cate infor 
mation by a predetermined encryption key, sends encrypted 
certi?cate information to the order receiver together With an 
order form of the commodity via the netWork, and holds the 
certi?cate information and a decryption key for decrypting 
the encrypted certi?cate information, (1-3) a person in 
charge of delivery of the order receiver, When delivering the 
commodity, inputs the encrypted certi?cate information 
received from the certi?cate terminal When placing an order 
for the commodity, and the orderer inputs terminal certi? 
cation data shoWing that he/she is the valid oWner of the 
certi?cate terminal to the certi?cate terminal, (1-4) the 
certi?cate terminal, after certifying by the data that the 
orderer is the valid oWner of the certi?cate terminal, decodes 
the encrypted certi?cate information, Which has been input 
by the person in charge of delivery, by the decryption key 
held in the certi?cate terminal, veri?es decrypted certi?cate 
information With the certi?cate information held in certi? 
cate terminal, and, When the certi?cate information match, 
noti?es it to the orderer, the person in charge of delivery, and 
the order receiver, and (1-5) the person in charge of delivery 
eXecutes handing over of the commodity to the orderer on 
receiving veri?cation-matched noti?cation from the certi? 
cate terminal. 

[0012] An electronic commerce method (2) of the present 
invention is a method in Which an orderer places an order for 
a commodity With an order receiver via a netWork and 
receives the commodity, Where (2-1) the orderer inputs ?rst 
orderer biometric information for identifying the orderer 
himself/herself to a certi?cate terminal When placing an 
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order for the commodity, (2-2) the certi?cate terminal 
encrypts the ?rst orderer biometric information by a prede 
termined encryption key, sends encrypted ?rst orderer bio 
metric information to the order receiver together With an 
order form via the netWork, and holds a decryption key for 
decrypting the encrypted ?rst orderer biometric information, 
(2-3) a person in charge of delivery of the order receiver, 
When delivering the commodity, inputs the encrypted ?rst 
orderer biometric information received from the certi?cate 
terminal When the order Was placed for the commodity, and 
the orderer inputs second orderer biometric information for 
identifying the orderer himself/herself to the certi?cate 
terminal, (2-4) the certi?cate terminal decrypts the 
encrypted ?rst orderer biometric information, Which has 
been input by the person in charge of delivery, by the 
decryption key held in the certi?cate terminal, veri?es the 
decrypted ?rst orderer biometric information With the sec 
ond biometric information, and, When the orderer biometric 
information match, noti?es it to the orderer, the person in 
charge of delivery, and the order receiver, and (2-5) the 
person in charge of delivery eXecutes handing over of the 
commodity to the orderer on receiving veri?cation-matched 
noti?cation from the certi?cate terminal. 

[0013] An electronic commerce method (3) of the present 
invention is a method in Which an orderer places an order for 
a commodity With an order receiver via a netWork and an 
agent entrusted by the orderer receives the commodity, 
Where (3-1) the orderer inputs ?rst orderer biometric infor 
mation for identifying the orderer himself/herself to a cer 
ti?cate terminal When placing an order for the commodity, 
(3-2) the certi?cate terminal sends the ?rst orderer biometric 
information to the order receiver together With the order 
form of the commodity via the netWork, (3-3) When the 
orderer entrusts the agent to receive the commodity, the 
orderer inputs a second orderer biometric information for 
identifying the orderer himself/herself to the certi?cate 
terminal, and the agent inputs ?rst agent biometric informa 
tion for identifying the agent himself/herself to the certi? 
cate terminal, (3-4) the certi?cate terminal holds the second 
orderer biometric information and the ?rst agent biometric 
information in a coordinated manner, (3-5) a person in 
charge of delivery of the order receiver, When delivering the 
commodity, inputs the ?rst orderer biometric information 
received from the certi?cate terminal When the order Was 
placed for the commodity to the certi?cate terminal, and the 
agent inputs second agent biometric information for identi 
fying the agent himself/herself to the certi?cate terminal, 
(3-6) the certi?cate terminal veri?es the second agent bio 
metric information With the ?rst agent biometric information 
held in the certi?cate terminal, veri?es the ?rst orderer 
biometric information input by the person in charge of 
delivery With the second orderer biometric information held 
in the certi?cate terminal When the agent biometric infor 
mation match, and, When the orderer biometric information 
match, noti?es it to the agent, the person in charge of 
delivery, and the order receiver, and (3-7) the person in 
charge of delivery eXecutes handing over of the commodity 
to the agent on receiving veri?cation-matched noti?cation 
from the certi?cate terminal. 

[0014] An electronic commerce method (4) of the present 
invention is a method of loaning money as a commodity 
betWeen a loanee being an orderer and a ?nancial institution 
being an order receiver via a netWork, Where (4-1) the 
orderer inputs certi?cate information for identifying the 
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orderer himself/herself to the certi?cate terminal at the point 
of money consumption loan agreement betWeen the orderer 
and the order receiver, (4-2) the certi?cate terminal encrypts 
the certi?cate information by a predetermined encryption 
key, sends encrypted certi?cate information to the order 
receiver via the netWork, and holds the certi?cate informa 
tion and a decryption key for decrypting the encrypted 
certi?cate information, (4-3) When the orderer pays back the 
money to the order receiver, the order receiver inputs the 
encrypted certi?cate information, Which has been received 
from the certi?cate terminal at the point of money consump 
tion loan agreement, to the certi?cate terminal, and the 
orderer inputs data necessary for decrypting the encrypted 
certi?cate information to the certi?cate terminal, and (4-4) 
the certi?cate terminal decrypts the encrypted certi?cate 
information, Which has been input by the order receiver, by 
the decryption key held in the certi?cate terminal according 
to the data, veri?es decrypted certi?cate information With 
the certi?cate information held in the certi?cate terminal, 
and stores the veri?cation result in the certi?cate terminal. 

[0015] An electronic commerce method (5) of the present 
invention is a method of loaning money as a commodity 
betWeen a loanee being an orderer and a ?nancial institution 
being an order receiver via a netWork, Where (5-1) the 
orderer inputs ?rst orderer biometric information for iden 
tifying the orderer himself/herself to the certi?cate terminal 
at the point of money consumption loan agreement betWeen 
the orderer and the order receiver, (5-2) the certi?cate 
terminal encrypts the ?rst orderer biometric information by 
a predetermined encryption key, sends encrypted ?rst 
orderer biometric information to the order receiver via the 
netWork, and holds a decryption key for decrypting the 
encrypted ?rst orderer biometric information, (5 -3) When the 
orderer pays back the money to the order receiver, the order 
receiver inputs the encrypted ?rst orderer biometric infor 
mation, Which has been received from the certi?cate termi 
nal at the point of money consumption loan agreement, to 
the certi?cate terminal, and the orderer inputs second orderer 
biometric information for identifying the orderer himself/ 
herself to the certi?cate terminal, and (5-4) the certi?cate 
terminal decrypts the encrypted ?rst orderer biometric infor 
mation, Which has been input by the order receiver, by the 
decryption key held in the certi?cate terminal, veri?es 
decrypted ?rst orderer biometric information With the sec 
ond biometric information, and stores the veri?cation result 
in the certi?cate terminal. 

[0016] An electronic commerce method (6) of the present 
invention is a method in Which a remitter requests a ?nancial 
institution to remit money from a remitter’s account to a 

recipient by a remitter’s terminal via a netWork, Where (6-1) 
the recipient inputs certi?cate information for identifying the 
recipient himself/herself to a recipient’s certi?cate terminal, 
(6-2) the certi?cate terminal encrypts the certi?cate infor 
mation by a predetermined encryption key, sends encrypted 
certi?cate information to a remitter’s terminal via the net 
Work, and holds the certi?cate information and a decryption 
key for decrypting the encrypted certi?cate information, 
(6-3) the remitter’s terminal sends the encrypted certi?cate 
information from the certi?cate terminal to the ?nancial 
institution via the netWork together With a remittance 
request, (6-4) When the recipient receives the money from 
the remitter, a person in charge of remittance of the ?nancial 
institution inputs the encrypted certi?cate information 
received from the remitter’s terminal to the certi?cate ter 
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minal, and the recipient inputs data necessary for decrypting 
the encrypted certi?cate information to the certi?cate ter 
minal, (6-5) the certi?cate terminal decrypts the encrypted 
certi?cate information, Which has been input by the person 
in charge of remittance, by the decryption key held in the 
certi?cate terminal according to the data, veri?es decrypted 
certi?cate information With the certi?cate information held 
in the certi?cate terminal, and, When the certi?cate infor 
mation match, noti?es it to the recipient and the person in 
charge of remittance, and (6-6) the person in charge of 
remittance hands over the money from the remitter to the 
recipient on receiving veri?cation-matched noti?cation from 
the certi?cate terminal. 

[0017] An electronic commerce method (7) of the present 
invention is a method in Which a remitter requests a ?nancial 
institution to remit money from a remitter’s account to a 
recipient by a remitter’s terminal via a netWork, Where (7-1) 
the recipient inputs ?rst recipient biometric information for 
identifying the recipient himself/herself to a recipient’s 
certi?cate terminal, (7-2) the certi?cate terminal encrypts 
the ?rst recipient biometric information by a predetermined 
encryption key, sends encrypted ?rst recipient biometric 
information to a remitter’s terminal via the netWork, and 
holds a decryption key for decrypting the encrypted ?rst 
recipient biometric information, (7-3) the remitter’s terminal 
sends the encrypted ?rst recipient biometric information 
from the certi?cate terminal to the ?nancial institution via 
the netWork together With a remittance request, (7-4) When 
the recipient receives the money from the remitter, a person 
in charge of remittance of the ?nancial institution inputs the 
encrypted ?rst recipient biometric information received 
from the remitter’s terminal to the certi?cate terminal, and 
the recipient inputs second recipient biometric information 
for identifying the recipient himself/herself to the certi?cate 
terminal, (7-5) the certi?cate terminal decrypts the 
encrypted ?rst recipient biometric information, Which has 
been input by the person in charge of remittance, by the 
decryption key held in the certi?cate terminal, veri?es 
decrypted ?rst recipient biometric information With the 
second biometric information, and, When the biometric 
information match, noti?es it to the recipient and the person 
in charge of remittance, and (7-6) the person in charge of 
remittance hands over the money from the remitter to the 
recipient on receiving veri?cation-matched noti?cation from 
the certi?cate terminal. 

[0018] An electronic commerce method (8) of the present 
invention is a method in Which a remitter requests a ?nancial 
institution to remit money from a remitter’s account to a 
recipient by a recipient’s certi?cate terminal via a netWork, 
Where (8-1) the recipient inputs certi?cate information for 
identifying the recipient himself/herself to a recipient’s 
certi?cate terminal, (8-2) the certi?cate terminal encrypts 
the certi?cate information by a predetermined encryption 
key, sends encrypted certi?cate information and remittance 
request to the ?nancial institution via the netWork, and holds 
the certi?cate information and a decryption key for decrypt 
ing the encrypted certi?cate information, (8-3) When the 
recipient receives the money from the remitter, a person in 
charge of remittance of the ?nancial institution inputs the 
encrypted certi?cate information received from the certi? 
cate terminal to the certi?cate terminal, and the recipient 
inputs data necessary for decrypting the encrypted certi?cate 
information to the certi?cate terminal, (8-4) the certi?cate 
terminal decrypts the encrypted certi?cate information, 
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Which has been input by the person in charge of remittance, 
by the decryption key held in the certi?cate terminal accord 
ing to the data, veri?es decrypted certi?cate information 
With the certi?cate information held in the certi?cate termi 
nal, and, When the certi?cate information match, noti?es it 
to the recipient and the person in charge of remittance, and 
(8-5) the person in charge of remittance hands over the 
money from the remitter to the recipient on receiving 
veri?cation-matched noti?cation from the certi?cate termi 
nal. 

[0019] An electronic commerce method (9) of the present 
invention is a method in Which a remitter requests a ?nancial 
institution to remit money from a remitter’s account to a 
recipient by a recipient’s certi?cate terminal via a netWork, 
Where (9-1) the recipient inputs ?rst recipient biometric 
information for identifying the recipient himself/herself to a 
recipient’s certi?cate terminal, (9-2) the certi?cate terminal 
encrypts the ?rst recipient biometric information by a pre 
determined encryption key, sends encrypted ?rst recipient 
biometric information and remittance request to the ?nancial 
institution via the netWork, and holds a decryption key for 
decrypting the encrypted ?rst recipient biometric informa 
tion, (9-3) When the recipient receives the money from the 
remitter, a person in charge of remittance of the ?nancial 
institution inputs the encrypted ?rst recipient biometric 
information received from the certi?cate terminal to the 
certi?cate terminal, and the recipient inputs second recipient 
biometric information for identifying the recipient himself/ 
herself to the certi?cate terminal, (9-4) the certi?cate termi 
nal decrypts the encrypted ?rst recipient biometric informa 
tion, Which has been input by the person in charge of 
remittance, by the decryption key held in the certi?cate 
terminal, veri?es decrypted ?rst recipient biometric infor 
mation With the second biometric information, and, When 
the biometric information match, noti?es it to the recipient 
and the person in charge of remittance, and (9-5) the person 
in charge of remittance hands over the money from the 
remitter to the recipient on receiving veri?cation-matched 
noti?cation from the certi?cate terminal. 

[0020] An electronic commerce system (10) of the present 
invention is constituted by including: a certi?cate terminal 
of an orderer, Which places an order for a commodity With 
an order receiver and performs certi?cation to the orderer 
himself/herself at the time of receiving the commodity; a 
netWork on Which information is exchanged betWeen the 
certi?cate terminal and the order receiver; and a received 
order information holding section of the order receiver, 
Which holds received order information sent from the cer 
ti?cate terminal via the netWork, Where the certi?cate ter 
minal is made up of a certi?cate information input section 
Which inputs certi?cate information for identifying the 
orderer himself/herself When an order is placed for the 
commodity, an encrypting section that encrypts the certi? 
cate information input from the certi?cate information input 
section by a predetermined encryption key, an output inter 
face section that sends encrypted certi?cate information, 
Which has been encrypted by the encrypting section, as the 
received order information to the order receiver via the 
netWork together With an order form, a certi?cate informa 
tion holding section that holds the certi?cate information 
input from the certi?cate information input section, a 
decryption key holding section that holds a decryption key 
for decrypting the encrypted certi?cate information 
encrypted by the encrypting section, a data holding section 
















































