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(57) ABSTRACT 

Arnethod and device for determining an attribute associated 
With a locked load instruction and selecting a lock protocol 
based upon the attribute of the locked load instruction. Also 
disclosed is a method for concurrently executing the respec 
tive lock sequences associated With multiple threads of a 
processing device. 

LOCKED “OP IDENTIFIED 

IV 

SAAT REPLAYS LOCKED uOP ‘ 

315 

320 \ YES 

IS AT-RET IRE 
POINTER AT LOCKED 

nOP? 

SAAT CONTINUES REPLAYING 
LOCKED pOP PENDING EXECUTION 

OF LOCK PROTOCOL 

505 

V 

SELECT LOCK PROTOCOL 

510 

V 

PERFORM SELECTED LOCK PROTOCOL 

330 

V 

DAC ACCEPTS LOCK 

335 
J J 

V 

PERFORM LOCK SEQUENCE 



Patent Application Publication Sep. 29, 2005 Sheet 1 0f 9 US 2005/0216673 A1 

100 

200 

120 
200a 200b 

PROCESSOR / PROCESSOR J 

MAIN 130 
MEMORY 

130 13Gb 
EXTERNAL a EXTERNAL 
CACHE CACHE 

11o \ 
4 > 

DATA REMOV. 

ROM STORAGE og‘ijggs 352%; STORAGE 
DEVICE MEDIA 

\150 \160 

FIG. 1 

(PRIOR ART) 

km 



Patent Application Publication Sep. 29, 2005 Sheet 2 0f 9 US 2005/0216673 A1 

POP 

[LOP 

267 

TLB 

L1 CACHE 

262 

& 

MOB 

265 

K 

/ 
k 290 / 

ROB 

SCHEDULER 

\\ 230 
210 

K150 
[110 P 

250 

DATA 
STORAGE 
DEVICE 

CPU CORE 

/261 
J66 

WCB 

L0 CACHE 

I___________..__._______._______.______.l 

2‘205 

BUS INTERFACE UNIT 

EXTERNAL 
CACH E 

240 

RESERVATION 
STATION 

130 

K 

K120 

INSTRUCTION 
DEOODER 

MAIN 
MEMORY 

220 J 

FIG. 2 (PRIOR ART) 



Patent Application Publication Sep. 29, 2005 Sheet 3 0f 9 US 2005/0216673 A1 

300 

305 \ 

LOCKED pOP IDENTIFIED 

SAAT REPLAYS LOCKED pOP 4 

315 

IS AT-RETIRE 
POINTER AT LOCKED 

HOP? 

s20 \ YES 

SAAT CONTINUES REPLAYING 
LOCKED pOP PENDING EXECUTION 

OF LOCK PROTOCOL 

NO 

325 \ 
PERFORM LOCK PROTOCOL 

330 \ 
DAC ACCEPTS LOCK 

335 

X ‘I 
PERFORM LOCK SEQUENCE 

FIG. 3 (PRIOR ART) 



Patent Application Publication Sep. 29, 2005 Sheet 4 0f 9 US 2005/0216673 A1 

400 490 

390 800 

LOCKED LOCKED 
40s 4903 -—-—- “0P POP -—-- 890a 805 
\ / OLDEST OLDEST f 

DRAIN STORES IN MOB TO s < DRAINS STORES IN MOB & 
ON-CHIP (9.9,, L0) CACHE < CHECK FOR SPECIAL EVENTS 

, STORES 

DRAINED 

_\__ STORES & _ / 310 
41° \ “90b DRAINED SPECIAL Q@ N f 

v EVENTS 
> CLEAR ) SAAT VERIFIES SPECIAL EVENTS 

CHECK FOR SPECIAL EVENTS } §> CLEARED AND STORES DRAINED, 
DAG AND SAAT SIGNALS LOCK READY 

RECEIVES 
SPECIAL 

415 490C 7— EVENTS LcKaRoY __? 
\ W / CLEAR ACCEPTS 

LOCK 
DAC VERIFIES STORES DRAINED 4 
AND SPECIAL EVENTS CLEARED ‘ 

DAC 
420 \ SIGNALS 
\ v ‘9°71 — LOCK FIG. 8 

REQUEST 
PMH & MOB SIGNAL LOCK READY } 
TO SAAT I sAAT SIGNALS LOCK §> 

READY To me 

DAC 
\ RECENES 

425 \ 4909 s’_ LOCK 
V READY 

was DUMPS STORES T0 CACHE ,; 
(6.9“ L1 CACHE) < 

\\ wcs 
430 \ 490' EMPTY 

v 

DAc VERIFIES EVICTION <> 
OF WCB <> 

\‘ DAC 
490g >-—AccEPTs 

LOCK 

FIG. 4 (PRIOR ART) 



Patent Application Publication Sep. 29, 2005 Sheet 5 0f 9 US 2005/0216673 A1 

500 

LOCKED pOP IDENTIFIED 

310 

\ v 
SAAT REPLAYS LOCKED PO? 

315 

IS AT-RETIRE 
POINTER AT LOCKED 

POP? 

32o \ YES 

SAAT CONTINUES REPLAYING 
LOCKED pOP PENDING EXECUTION 

OF LOCK PROTOCOL 

NO 

505 

V 

SELECT LOCK PROTOCOL 

510 

V 

PERFORM SELECTED LOCK PROTOCOL 

330 

\ v 
DAC ACCEPTS LOCK 

335 

\ v 
PERFORM LOCK SEQUENCE 

FIG. 5 



Patent Application Publication Sep. 29, 2005 Sheet 6 0f 9 US 2005/0216673 A1 

600 

270 
260 

CPU coRE 267 

610 263 

B‘ "A _____________________ "1 
1 | 
| i I | 

' PSU DAC 268\\ SAAT ' l l 29 

i l 2 
I WCB T264 TLB I 
| E 

I 261 262 I 

: I J K‘ : pOP <—— 
: L0 CACHE L1 CACHE : POP 
| 266 | “0P 

I J 265 I . 
| _ K / : PMH MOB 
| 

| POP 

I / \ 
290 

I. l l | l l l l l l l l l l l | l | 

NI 0: ol 
l l l l l l l l l l l 

RESERVATION 

STATION \ ROB . 

24o 2- 205 
INSTRUCTION 
DECODER SCHEDULER 

BUS INTERFACE UNIT 
220-) K 230 

\ 
210 

13° EXTERNAL 

K CACHE 

[110 4 + 

[120 r150 
DATA 

MAIN 
STORAGE 

MEMORY DEVICE 

FIG. 6 



Patent Application Publication Sep. 29, 2005 Sheet 7 0f 9 US 2005/0216673 A1 

700 

K705 
DETERMINE CACHEABILITY 

OF LOCKED pOP 

IS 
LOCKED pOP NO 
CACHEABLE? 

715\ 725 v f 
TAG LOCKED pOP TAG LOCKED “OP 
AS A CACHE LOCK , AS A BUS LOCK 

72o\ 730 v / 
APPLY CACHE LOCK APPLY BUS LOCK 

PROTOCOL PROTOCOL 

FIG. 7 



Patent Application Publication Sep. 29, 2005 Sheet 8 0f 9 US 2005/0216673 A1 

900 

CACHE LOCK PROTOCOL 
SELECTED FOR CACHE 
LOCK ASSOCIATED WITH 

FIRST THREAD 

910 

K 
CACHE LOCK PROTOCOL 
SELECTED FOR CACHE 
LOCK ASSOCIATED WITH 

SECOND THREAD 

915\ 920 v I f 
EXECUTE CACHE LOCK EXECUTE CACHE LOCK 
PROTOCOL FOR CACHE PROTOCOL FOR CACHE 
LOCK OF FIRST THREAD LOCK OF SECOND THREAD 

925 I K‘ 930 
\U I v 

DAC ACCEPTS CACHE LOCK DAC ACCEPTS CACHE LOCK 
OF FIRST THREAD OF SECOND THREAD 

935 940 

\ I I f 
EXECUTE LOCK SEQUENCE EXECUTE LOCK SEQUENCE 

FOR CACHE LOCK FOR CACHE LOOK 
OF FIRST THREAD OF SECOND THREAD 

FIG. 9 



Patent Application Publication Sep. 29, 2005 Sheet 9 0f 9 

K1005 
DETERMINE ATTRIBUTES 

OF LOCKED pOP 

1015\ 

DOES LOCKED 
pOP EXHIBIT SPECIFIED 

ATTRIBUTE(S)? 

1010 

NO 

US 2005/0216673 A1 

1000 

TAG LOCKED pOP 
AS FIRST LOCK TYPE 

1020\ V 

APPLY FIRST 
LOCK PROTOCOL 

FIG. 10 

1025 

v / 
TAG LOCKED pOP 

AS SECOND LOCK TYPE 

1030 
v F 

APPLY SECOND 
LOCK PROTOCOL 



US 2005/0216673 A1 

METHOD AND APPARATUS HANDLING LOCKS 

FIELD 

[0001] Embodiments of the invention relate generally to 
microprocessors and other processing devices and, more 
particularly, to a method and apparatus for handling locks. 

BACKGROUND 

[0002] Microelectronic manufacturers are continually 
striving to improve the speed and performance of micro 
processors and other processing devices, the performance of 
such devices being dependent upon many factors. One factor 
affecting the performance of a processing device is the 
scheduling and execution of instructions associated With a 
piece of code executing on that processor. To increase the 
speed at Which a set of instructions can be executed—and, 
hence, to improve ef?ciency and performance—multi 
threaded processors and multi-processor systems have been 
devised. Performance may also be enhanced using specula 
tive and/or out-of-order execution of instructions. In out-of 
order processing, a piece of code is not necessarily executed 
in the same sequence as its underlying source code and, in 
speculative processing, instructions are prefetched and 
branch prediction is performed to “guess” Whether a branch 
condition Will, or Will not, be taken. 

[0003] Typically, a processor includes an instruction 
decoder that decodes an instruction to create one or more 

micro-instructions, or micro-operations, that can be under 
stood and executed by the processor. Amicro-operation Will 
also be referred to herein as a “MOP.” A series of pOPs 
associated With a piece of code may be scheduled for 
execution on a processor (or on a speci?c thread thereof), 
this scheduling potentially being speculative or out-of-order, 
as noted above. If a MOP properly executes, that MOP is 
retired. HoWever, if a MOP does not, for any reason, properly 
execute, the MOP is again scheduled and replayed for execu 
tion. Although the set of pOPs associated With the piece of 
code may be executed out of order, the pOPs must generally 
be retired in order. 

[0004] For systems incorporating multi-threaded proces 
sors and/or multiple processing devices, the multiple threads 
and/or multiple processors may often times need to share 
data stored Within the system. Care must be taken to insure 
that a thread or processor accesses the most recent and 
up-to-date data and also to insure that a thread or processor 
does not access and modify data currently associated With 
another thread or processor. Further complicating this shar 
ing of data, most modern-day processing devices include 
one or more on-chip cache memories. Within a multi 
processor system, the multiple on-chip caches Will often— 
and, in practice, generally do—contain multiple copies of a 
data item. Accordingly, When a thread or processor accesses 
a copy of a data item, it must be insured that an updated or 
valid data value is read. 

[0005] Thus, in multi-threaded processors and/or multi 
processor systems, “cache coherency” must be maintained. 
Cache coherency refers to the synchroniZation of data Writ 
ten from, or read into, cache memory, such that any data item 
stored in a cache that is accessed by a thread or processor is 
the most recent copy of that data item. Further, any data 
value Written from cache back into main memory should be 
the most current data. The accuracy and performance of 
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speculative and out-of-order processing is highly dependent 
upon the consistency and synchroniZation of data. 

[0006] One method of maintaining cache coherency and 
insuring that, When a data item is needed by a thread or 
processor, the most up-to-date value for that data item is 
accessed is to implement a “lock.” A lock comprises a 
process that is performed in response to a load instruction— 
i.e., a MOP issued by a processor or thread requesting a 
speci?c data item from memory—to insure synchroniZation 
betWeen processors and/or threads. A lock is an attribute of 
a load instruction, and the lock is typically indicated by a tag 
associated With the lock. A load instruction that has been 
tagged for lock Will be referred to herein as a “locked MOP.” 

[0007] Generally, a lock is associated With a set of instruc 
tions, including the load instruction, an instruction to modify 
the data item, and a store instruction (i.e., a MOP issued by 
a processor to Write the modi?ed data item to memory). The 
lock—also referred to herein as a “lock sequence” or “lock 
operation”—may, for example, include acquiring oWnership 
of a memory location that stores data (that is the subject of 
a tagged load instruction), performing an atomic operation 
on the data While preventing other processes from operating 
on that data, and releasing oWnership of the memory loca 
tion after the atomic operation is performed. An atomic 
operation is one that is performed sequentially and in an 
uninterrupted manner and, further, that is guaranteed to be 
completed or not completed at all (i.e., the operation is 
indivisible). Because execution of the set of pOPs (i.e., the 
load, modify, and store instructions) is atomic, the entire 
lock sequence is sometimes vieWed as a single MOP (e.g., it 
appears like a single operation). 

[0008] While use of locks can insure cache coherency and 
data integrity, this mechanism is not Without its disadvan 
tages. Speci?cally, the processing of a lock can introduce 
signi?cant latency into the execution of a piece of code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 shoWs a schematic diagram illustrating an 
exemplary embodiment of a computer system. 

[0010] FIG. 2 shoWs a schematic diagram illustrating an 
exemplary embodiment of a processing device, as shoWn in 
FIG. 1. 

[0011] FIG. 3 shoWs a block diagram illustrating a con 
ventional method of handling locks. 

[0012] FIG. 4 shoWs a block diagram and accompanying 
timeline illustrating a conventional lock protocol. 

[0013] FIG. 5 shoWs a block diagram illustrating an 
embodiment of a method of handling locks. 

[0014] FIG. 6 shoWs a schematic diagram illustrating an 
embodiment of a processing device including a protocol 
selection unit. 

[0015] FIG. 7 shoWs a block diagram illustrating an 
embodiment of a method of selecting a lock protocol 

[0016] FIG. 8 shoWs a block diagram and accompanying 
timeline illustrating an embodiment of a cache lock proto 
col. 

[0017] FIG. 9 shoWs a block diagram illustrating an 
embodiment of a method of concurrently processing cache 
locks associated With different threads. 
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[0018] FIG. 10 shows a block diagram illustrating another 
embodiment of the method of selecting a lock protocol. 

DETAILED DESCRIPTION 

[0019] Referring to FIG. 1, an exemplary embodiment of 
a computer system 100 is illustrated. The computer system 
100 includes a system bus 110 having one or more process 
ing devices 200 coupled thereWith, including, for example, 
processors 200a, 200b. Each of the processors 200a-b is 
associated With one or more threads. Accordingly, the com 
puter system 100 may include any suitable number of 
processing devices 200, each having any suitable number of 
threads. Also, the processors 200a-b may each be capable of 
speculative and/or out-of-order execution of instructions. 
The processors 200a-b may each form part of a separate 
integrated circuit device or, alternatively, all of the process 
ing devices 200 (or a portion thereof) may be formed on a 
single die. 

[0020] Each of the processing devices 200 may have an 
external or off-chip cache 130 coupled thereWith, respec 
tively. For example, the processor 200a may have an exter 
nal cache 130a coupled thereWith Whereas an external cache 
130b may be coupled With the processor 200b, each of the 
external caches 130a, 130b also being coupled With the 
system bus 110. It should be understood that, although 
illustrated as separate memories, the external caches 130a-b 
may comprise a single, integrated memory. The computer 
system 100 includes a main memory 120 coupled—via 
system bus 110—With the processing devices 200, the main 
memory 120 comprising, for example, any suitable type of 
random access memory The computer system 100 
may further include a read-only memory (ROM) 140 
coupled With the system bus 110. The processing devices 
200 may also have a data storage device 150 coupled 
thereWith by system bus 110. The data storage device 150 
comprises any suitable non-volatile memory, such as, for 
example, a hard disk drive. 

[0021] The computer system 100 may include one or more 
input devices 160 coupled With the system bus 110. Com 
mon input devices 160 include keyboards, pointing devices 
such as a mouse, and scanners or other data entry devices. 
One or more output devices 170 may also be coupled With 
the system bus 110. Common output devices 170 include 
video monitors, printing devices, and audio output devices 
(e.g., a sound card and speakers). The computer system 100 
may further include a removable storage media 180, such as 
a ?oppy disk drive or CD ROM drive. 

[0022] It should be understood that the computer system 
100 illustrated in FIG. 1 is intended to represent an exem 
plary embodiment of a computer system and, further, that 
such a computer system may include many additional com 
ponents, Which have been omitted for clarity. By Way of 
example, the computer system 100 may include a DMA 
(direct memory access) controller, a netWork interface (e.g., 
a netWork card), a chip set associated With each of the 
processors 200a-b, as Well as additional signal lines and 
buses. Also, it should be understood that the computer 
system 100 may not include all of the components shoWn in 
FIG. 1. 

[0023] Referring to FIG. 2, an exemplary embodiment of 
a processing device 200 is illustrated. The processor 200 
includes a number of components that are interconnected by 
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one or more buses, and these buses Will be illustrated 
symbolically in FIG. 2 by a local bus 205. The local bus 
205—and, hence, the components of processor 200—are 
coupled With a bus interface unit 210. The bus interface unit 
210 couples the processing device 200 With system bus 110, 
thereby enabling communication betWeen processor 200 and 
main memory 120, as Well as betWeen processor 200 and an 
external cache 130. 

[0024] The processor 200 includes an instruction decoder 
220 and a scheduler 230, both coupled With the local bus 
205. The instruction decoder 220 receives an instruction (or 
instructions) associated With a program or piece of code 
executing on processor 200 and breaks the instruction doWn 
into one or more pOPs. The scheduler 230 receives pOPs 
from the instruction decoder 220 and schedules the pOPs for 
execution. The pOPs scheduled for execution by scheduler 
230 may be associated With a single thread or, alternatively, 
multiple threads. Also, the pOPs may be scheduled in a 
speculative and/or out-of-order manner, as described above. 
Further, it should be understood that the processor 200 may 
receive one or more instructions associated With a program, 

Whereas another processor 200 of computer system 100 may 
receive one or more instructions associated With the same 

program. Accordingly, a program may be executing on 
multiple processors 200. 

[0025] The scheduler 230 outputs scheduled pOPs to a 
reservation station 240 and a re-order buffer (ROB) 250. The 
reservation station 240 stores instructions that have not been 
executed and then dispatches the instructions to a CPU core 
270 for execution and/or to a memory cluster 260. The CPU 
core 270 comprises one or more execution units, such as, for 
example, an arithmetic and logic unit. If a MOP corresponds 
to, for example, an arithmetic operation, that MOP is dis 
patched to the CPU core 270, Which then performs the 
arithmetic operation. If a MOP corresponds to a memory 
referencing instruction—e.g., a load or a store—that MOP is 
dispatched to the memory cluster 260 and, more speci?cally, 
to a memory-ordering buffer (MOB) 265, as Will be 
explained beloW. 

[0026] The ROB 250 stores the results (Which, again, may 
be speculative) of pOPs dispatched by the reservation station 
240 and executed in CPU core 270. Due to unresolved 
conditions or antecedents resulting from the speculative 
execution of instructions, a MOP may not have properly 
executed in CPU core 270 and/or the results associated With 
the MOP may be speculative. Such a speculative MOP is sent 
into a replay loop (shoWn schematically at reference 
numeral 290) Where the MOP is replayed until the MOP is no 
longer speculative—i.e., the MOP is non-speculative or 
“replay safe”—at Which time any previously unresolved 
conditions and antecedents have been veri?ed and, if nec 
essary, the MOP is executed. 

[0027] As noted above, although a series of pOPs associ 
ated With a piece of code may be executed out-of-order, 
these pOPs must generally be retired in order. Accordingly, 
the ROB 250 reorders the retirement of pOPs to achieve a 
sequence of events speci?ed by a piece of code, Wherein 
each MOP is retired When it has become replay safe. An 
“at-retire” pointer 292 identi?es the “oldest”pOP in the 
replay loop 290 and, generally, it is this oldest MOP that is 
next in line to retire. When a MOP is ready to be retired, as 
identi?ed by the at-retire pointer 292, resolution of all 
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previously unresolved conditions or antecedents is veri?ed 
and/or the MOP is executed, as noted above. 

[0028] The memory cluster 260 includes one or more 
levels of cache memory, including, for example, an L0 cache 
261 and an L1 cache 262. Each of the L0 cache 261 and L1 
cache 262 can store data recently accessed, or expected to be 
accessed, by the CPU core 270. If an item of data requested 
by CPU core 270 is resident in one of the cache memories 
261, 262, a cache “hit” has occurred; hoWever, if the 
requested data is not present in cache, then a cache “miss” 
has occurred. One or more of the cache memories (e.g., L0 
cache 261) may be coupled With a data access control unit 
(DAC) 263. The DAC 263 controls all transactions that 
resulted in a cache miss, as Well as other transactions that 
require special handling. A lock, as described above, is one 
type of transaction that requires special handling by the 
DAC 263 and by other components of the memory cluster 
260. 

[0029] The DAC 263 may include a Write-combining 
buffer (WCB) 264. The WCB 264 is, in essence, a cache 
memory for holding stores that may be combined and 
Written to memory (e.g., a cache) in a single store operation, 
thereby reducing the number of memory accesses and 
improving bus bandWidth. For instance, a series of data 
stores may be combined and Written to the same cache line 
Within the WCB 264 and, When the cache line is full, the 
entire cache line is committed to memory. Generally, data 
stores of any memory type may be subjected to Write 
combining in the WCB 264, including cacheable and, in 
some instances, uncacheable stores. 

[0030] The memory cluster 260 also includes the memory 
ordering buffer (MOB) 265, as noted above. Load and store 
instructions are dispatched from the reservation station 240 
to the MOB 265. The MOB 265 ensures the proper ordering 
of load and store instructions and, further, provides for the 
proper sequencing of these transactions Within the memory 
hierarchy (i.e., the various levels of memory Within com 
puter system 100, including L0 cache 261, L1 cache 262, 
external cache 130, main memory 120, and data storage 
device 150). 

[0031] The memory cluster 260 further includes a page 
miss handler (PMH) 266 and a segmentation and address 
translation unit (SAAT) 267, the SAAT 267 including a 
translation lookaside buffer (TLB) 268 that provides a cache 
for virtual-to-physical address translations. The PMH 266 
may handle certain events, such as page misses, cache 
misses, TLB misses, page splits, and cache splits, that can 
occur in response to a load instruction. In response to one of 
the aforementioned events, the PMH 266 Will generate one 
or more pOPs to process the event. The SAAT 267 interfaces 
directly With the PMH 266, and the SAAT 267 detects the 
occurrence of any of the above-described events and issues 
a request to the PMH 266 to process the detected event. By 
Way of example, if the SAAT 267 detects a TLB miss, the 
SAAT 267 Will issue a request to the PMH 266 directing the 
PMH to execute a page Walk in order to load the appropriate 
physical address translation from main memory 120 and into 
the TLB 268. In response, the PMH 266 Will generate one 
or more pOPs to handle the page Walk. 

[0032] It should be understood that the processor 200 
illustrated in FIG. 2 is intended to represent an exemplary 
embodiment of a processing device and, further, that such a 
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processor may include many additional components that are 
not shoWn in these ?gures, these components having been 
omitted for ease of understanding. For example, the proces 
sor 200 may include an address generation unit, a register 
?le unit, and internal clock circuitry. Also, although illus 
trated as discrete elements, it should be understood that 
many of the components shoWn in FIG. 2 may be combined 
and/or share circuitry. Most importantly, the embodiments 
described herein are not limited to any particular architec 
ture or arrangement—as Well as not being limited to any 
particular terminology used to describe such an architecture 
or arrangement—and the disclosed embodiments may be 
practiced on any type of processing device, irrespective of 
its architecture or the terminology ascribed to it. 

[0033] Any one or more of the pOPs scheduled for execu 
tion by scheduler 220 may comprise a load instruction that 
has been tagged for a lock—i.e., a locked MOP. The lock, as 
noted above, corresponds to a sequence of instructions (e.g., 
load, modify, and store) that are performed in a manner (e. g., 
acquiring oWnership of a memory location, performing an 
atomic operation, and releasing oWnership of the memory 
location) that insures synchroniZation betWeen processors 
and/or threads. The tag for lock is generally provided by a 
program executing on the processing device 200 that 
requires atomic operation. HoWever, it should be understood 
that a tag for lock may be issued by, or derived from, any 
other source. 

[0034] Referring noW to FIG. 3, a conventional method 
300 of handling a lock is illustrated in block diagram form. 
As shoWn at block 305, a locked MOP is identi?ed by 
detecting or otherWise accessing the tag for lock associated 
With the locked MOP. Generally, the DAC 263 Will access a 
MOP and determine Whether the MOP includes a tag for lock. 
If a locked MOP is identi?ed, the SAAT 267 Will replay that 
load instruction until it is the oldest MOP in the replay loop 
290, as shoWn at block 310. Generally, prior to performing 
a lock sequence, the locked MOP should be the oldest in the 
replay loop 290 to insure that all “older” memory operations 
(i.e., those operations that must be retired prior to the locked 
MOP, as required by the program being executed on proces 
sor 200) have been observed. Referring to reference numeral 
315, When the locked MOP is the oldest MOP in the replay 
loop 290—as indicated by the at-retire pointer 292—a lock 
protocol Will be performed. The SAAT 267 Will, hoWever, 
continue to replay the locked MOP pending execution of the 
lock protocol, as shoWn in block 320. 

[0035] Referring to block 325, the lock protocol is noW 
performed. During execution of the lock protocol, synchro 
niZation is performed to ensure that there are no operations 
older than the locked MOP that are pending to the “lock 
address” (i.e., the memory address associated With the 
locked load instructions). Further, required resources are 
reserved to ensure that all necessary resources are available 
to complete the lock operation. When the lock protocol is 
complete, the DAC 263 Will accept the locked pOP, as 
illustrated at block 330, and assume responsibility for con 
ducting the lock sequence. 

[0036] Referring to block 335, the lock sequence may then 
be performed. Generally, the ?rst step in the lock sequence 
is for the DAC 263 to obtain “oWnership” of the lock 
address. To obtain such oWnership, the DAC 263 issues a 
read-for-oWnership (RFO) instruction to read the data from 
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the lock address (i.e., the data that is the subject of the locked 
load instruction), and this data is Written to a buffer that has 
been allocated to the lock. The allocated buffer is typically 
protected, such that other transactions cannot access the lock 
address during the lock sequence. After the RFO com 
pletes—the locked MOP having been replayed until comple 
tion of the RFO—the locked MOP has been eXecuted and is, 
therefore, considered to be “replay safe.” Once the locked 
MOP is replay safe, the modify operation of the lock 
sequence can be performed on the data contained in the 
allocated buffer. Subsequently, a Store Unlock instruction is 
executed to store the modi?ed data at the lock address and, 
further, to unlock the allocated buffer and the locked 
memory location (i.e., the lock address). 

[0037] Referring to FIG. 4, a conventional lock protocol 
400—as may be performed at block 325 in FIG. 3—is 
illustrated in block diagram form in conjunction With a 
timeline 490. Again, the purpose of the lock protocol 400 is 
to perform synchroniZation such that no operations older 
than the locked MOP are pending to the “lock address” and 
to reserve required resources, such that all necessary 
resources are available to complete the lock operation. As 
illustrated by timeline 490, at some initial point in time 
490a, the locked MOP becomes the oldest MOP in the replay 
loop 290 (see FIG. 3, reference numeral 315), as identi?ed 
by the at-retire pointer 292. The SAAT 267 Will continue to 
replay the locked MOP during execution of the lock protocol 
400, as noted above (see FIG. 3, reference numeral 320). 

[0038] Referring to block 405, the MOB 265 drains all 
pending stores to on-chip cache (e.g., L0 cache 261 or L1 
cache 262) or other suitable memory. When all stores are 
drained—see time 490b—a check for any events or condi 
tions that may require special processing is performed, as 
shoWn at block 410. Events requiring special processing 
include, for eXample, page misses, cache misses, TLB 
misses, page splits, cache splits, SAAT faults, as Well as 
others (these events being referred to herein as “special 
events”). If such a special event is found—such events 
typically being detected by the SAAT 267—the special 
event is processed, this processing usually being performed 
by the PMH 266 and/or SAAT 267. Upon clearing of these 
special events or conditions, as depicted at time 490c, the 
DAC 263 veri?es that all pending stores have been drained 
and that the memory cluster 260 is indeed ready to handle 
the lock—see block 415—and, at some later point in time 
490d, the DAC 263 signals a lock request to the MOB 265, 
PMH 266, and SAAT 267. 

[0039] In response to receipt of the lock request from the 
DAC 263, each of the MOB 265 and PMH 266 Will 
complete any pending transactions and then send a lock 
ready signal to the SAAT 267, as shoWn at block 420. The 
SAAT 267 Will also clear and/or complete any pending 
transactions and, upon receipt of the lock ready signals from 
the MOB 265 and PMH 266, respectively, the SAAT 267 
Will transmit a lock ready signal to the DAC 263—also as 
shoWn at block 420—to indicate to the DAC 263 that the 
necessary resources of the MOB 265, PMH 266, and SAAT 
267 are free. Thus, at a further point in time 4906, the DAC 
263 receives the lock ready signal. 

[0040] In response to receipt of the lock ready signal at 
DAC 263, the WCB 264 Will dump all pending stores to 
cache (e.g., L0 cache 261 or L1 cache 262) or other suitable 
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memory—see block 425—such that the resources of the 
WCB 264 are available for handling the lock. When the 
WCB 264 has been evicted, as depicted at time 490f, the 
DAC 263 Will verify eviction of the WCB 264, as illustrated 
in block 430. After verifying all stores have been dumped 
from the WCB 264, the DAC 263 Will accept the lock, Which 
is shoWn on the timeline 490 at time 490g. 

[0041] Although the method 300 of handling locks treats 
all locked pOPs the same—i.e., it applies the same lock 
protocol to all locks—locked pOPs and their respective lock 
sequences are not, in practice, identical. Locks may have 
differing characteristics depending upon, for eXample, the 
type of memory associated With the lock address. More 
speci?c, the requirements for handling a lock directed to a 
lock address that is cacheable in an on-chip cache memory 
(e.g., L0 cache 261 or L1 cache 262) may be signi?cantly 
different than the requirements for handling a lock directed 
to a lock address that is not amenable to on-chip cache 
storage—i.e., a store or Write operation to external memory 
(e.g., main memory 120 or external cache 130) is necessary. 
A lock directed to a lock address that is cacheable Will be 
referred to herein as a “cache lock,” Whereas a lock directed 
to a lock address that is not cacheable Will be referred to 
herein as a “bus lock.” Because a bus lock is directed to a 
memory address that is off-chip—e.g., it requires a transac 
tion across bus interface unit 210 and/or system bus 110— 
the requirements for processing, as Well as the resources 
required, are much more burdensome than the requirements 
and resources needed to handle a cache lock, Which is 
directed to an on-chip memory address. 

[0042] Because the method 300 for handling locks does 
not distinguish among cache and bus locks, the lock protocol 
400 must be adapted to handle both bus locks and cache 
locks. Accordingly, the lock protocol 400 must meet the 
more demanding requirements and resource needs of bus 
locks, but this same lock protocol 400 is also being used for 
cache locks, Which results in signi?cant and unnecessary 
overhead for processing cache locks. Therefore, applying 
the lock protocol 400 to all locks, irrespective of Whether the 
lock is a bus or cache lock, adds signi?cant latency to the 
processing of cache locks, a situation that is especially 
troublesome because, in practice, the majority of locks are 
cache locks. 

[0043] Illustrated in FIG. 5 is an embodiment of a method 
500 for handling cache locks that distinguishes betWeen lock 
types (e.g., bus and cache locks), as may be performed by 
the processor 200. Many of the elements of the method 500 
for handling cache locks are the same as those of the method 
300 for handling cache locks and, accordingly, elements in 
FIG. 5 that have a corresponding element in FIG. 3 have 
retained the same reference numeral. The method 500 for 
handling locks is shoWn and described beloW in the conteXt 
of distinguishing betWeen bus and cache locks; hoWever, it 
should be understood that the method 500 is not so limited 
and, further, that this method may be applied to any types or 
classi?cations of locks. 

[0044] Referring to block 305 in FIG. 5, a locked MOP is 
identi?ed by detecting or otherWise accessing the tag for 
lock associated With the locked MOP. Typically, the DAC 263 
Will access a MOP to determine Whether the MOP includes a 
tag for lock. If a locked MOP is identi?ed, the SAAT 267 Will 
replay that load instruction until it is the oldest MOP in the 
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replay loop 290, as shown at block 310. Referring to 
reference numeral 315, When the locked MOP is the oldest 
MOP in the replay loop 290—as indicated by the at-retire 
pointer 292—a lock protocol Will be performed. The SAAT 
267 Will, hoWever, continue to replay the locked MOP 
pending execution of the lock protocol, as shoWn in block 
320. 

[0045] Referring to block 505, a lock protocol is selected. 
As Will be described in greater detail beloW, the lock 
protocol is selected based upon the type or characteristics of 
the lock. The selected lock protocol is then performed, as 
illustrated at block 510. Again, execution of the lock pro 
tocol provides synchroniZation and insures the availability 
of required resources for performing the lock sequence. 
Because selection of the lock protocol is determined in 
response to the speci?c type or characteristics of the pending 
lock, the lock protocol that is executed Will be optimiZed for 
the particular lock being processed and, therefore, the over 
head associated With lock handling is reduced and latency 
minimiZed. 

[0046] When the lock protocol is complete, the DAC 263 
Will accept the locked MOP and assume responsibility for 
conducting the lock sequence, as shoWn at block 330. 
Referring to block 335, the lock sequence may then be 
performed. Generally, as noted above, the ?rst step in the 
lock sequence is for the DAC 263 to obtain “oWnership” of 
the lock address by issuing a RFO instruction to read the 
data from the lock address, Which is Written to a protected 
buffer that has been allocated to the lock. After the RFO 
completes and the locked MOP has been executed, the 
modify operation of the lock sequence can be performed on 
the data contained in the protected buffer. A Store Unlock 
instruction is then executed to store the modi?ed data at the 
lock address and, further, to unlock the protected buffer and 
the locked memory location. 

[0047] Referring to FIG. 6, an embodiment of a process 
ing device 600 is shoWn. The processing device 600 is 
similar to the processing device 200 shoWn and described 
With respect to FIG. 2, and like elements in FIG. 6 have 
retained the same numerical designation. The processing 
device 600 generally functions as described above for the 
processing device 200; hoWever, the processing device 600 
further includes a protocol selection unit (PSU) 610. The 
protocol selection unit 610 comprises any suitable logic 
and/or circuitry that can select a lock protocol, as shoWn in 
block 505 in FIG. 5. Although shoWn as forming a part of 
the DAC 263, it should be understood that the protocol 
selection unit 610 may form a part of any other component 
of the memory cluster 260 (or, more generally, of the 
processing device 600) or form a stand-alone functional 
element. 

[0048] ShoWn in FIG. 7 is an embodiment of a method 
700 for selecting a lock protocol, as may be performed by 
protocol selection unit 610 (see FIG. 6). Referring to block 
705, the cacheability of the identi?ed locked MOP is deter 
mined. For example, a Write-back memory type may be 
treated as cacheable, Whereas a non-Write-back memory 
type (e.g., a Write-through memory type) Would be classi?ed 
as uncacheable. Alock address Will be mapped by the SAAT 
267 to a physical address location, and the memory type 
associated With this lock address may be ascertained by 
looking up the memory type of the translated physical 
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address. For example, the SAAT 267 may drive a memory 
type bus With memory type information for each identi?ed 
locked MOP and, When the DAC 263 determines that a MOP 
includes a tag for lock, the DAC 263 Will also access the 
memory-type bus to read the memory type information for 
the locked MOP. Any other suitable method for determining 
the memory type associated With a lock address may also be 
utiliZed. 

[0049] Referring to reference numeral 710, if the locked 
MOP is associated With a lock address that is cacheable, the 
locked MOP is tagged as a cache lock, as shoWn at 715. As 
shoWn at block 720, the cache lock protocol is then applied 
to the lock during lock handling (see block 510 in FIG. 5). 
Because the cache lock is associated With an on-chip 
memory location, the overhead and latencies associated With 
the cache lock protocol Will typically be much less than 
those associated With a bus lock protocol (see, e.g., FIG. 4), 
as noted above. An exemplary embodiment of such a cache 
lock (or “light Weight”) protocol is described beloW. 

[0050] Referring again to reference numeral 710, if the 
locked MOP is associated With a lock address that is uncache 
able, the locked MOP is tagged as a bus lock, as shoWn at 
block 725. As illustrated at block 730, a bus lock protocol is 
applied to the locked MOP during lock handling (see block 
510 in FIG. 5). The lock protocol 400 of FIG. 4 is an 
example of a protocol adapted to handle bus locks. 

[0051] In another embodiment, if the locked MOP is asso 
ciated With a lock address that is cacheable (see reference 
numeral 710), the locked MOP is tagged as a cache lock (see 
block 715), and the cache lock protocol is then applied to the 
lock during lock handling (see block 720), as described 
above. HoWever, if the locked MOP is associated With a lock 
address that is not cacheable (see reference numeral 710), 
the bus lock protocol is simply applied to handle the lock 
(see block 730) and a tag (identifying the lock as a bus lock) 
is not applied to the uncacheable lock. In other Words, the 
element illustrated at block 725 may be omitted. In a further 
embodiment, if the locked MOP is associated With a lock 
address that is not cacheable (see reference numeral 710), 
the locked MOP is tagged as a bus lock (see block 725), and 
the bus lock protocol is then applied to the lock during lock 
handling (see block 730). If the locked MOP is, hoWever, 
associated With a lock address that is cacheable (see refer 
ence numeral 710), the cache lock protocol is simply applied 
to handle the lock (see block 720) and a tag (identifying the 
lock as a cache lock) is not applied to the cacheable lock. 
Thus, the element illustrated at block 715 may be omitted in 
this embodiment. 

[0052] An embodiment of a cache lock protocol 800 is 
illustrated in FIG. 8. It should be understood, hoWever, that 
the cache lock protocol 800 of FIG. 8 is intended to 
represent only one example of such a cache lock protocol 
and, further, that any suitable cache lock protocol (as Well as 
any suitable bus lock protocol) may be employed in the 
method 700 of selecting a lock protocol. Further, as previ 
ously suggested, the method 500 of handling locks and the 
method 700 of selecting a lock protocol, respectively, are not 
limited to the classi?cations of bus and cache locks. 

[0053] Referring noW to FIG. 8, the cache lock protocol 
800 is shoWn in block diagram form in conjunction With a 
timeline 890. As illustrated by timeline 890, at some initial 
point in time 890a, the locked MOP becomes the oldest MOP 
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in the replay loop 290, as identi?ed by the at-retire pointer 
292. The SAAT 267 Will continue to replay the locked MOP 
during execution of the lock protocol 800. Referring to block 
805, the MOB 265 drains all pending stores to on-chip cache 
(e.g., L0 cache 261 or L1 cache 262) or other suitable 
memory and, in parallel With draining the stores, a check for 
any special events (e.g., page misses, cache misses, TLB 
misses, page splits, cache splits, SAAT faults, etc.) in 
memory cluster 260 is performed. In an alternative embodi 
ment, the MOB 265 does not drain the pending stores to 
on-chip cache. 

[0054] When the stores have been drained and all special 
events or conditions cleared, as shoWn at point 890b on 
timeline 890, the SAAT 267 veri?es that the special events 
are clear and also veri?es the drainage of stores, and then the 
SAAT 267 provides a lock ready signal to the DAC 263, as 
illustrated at block 810. For the above-described alternative 
embodiment, Wherein the stores are not drained, the SAAT 
267 does not verify the drainage of stores prior to issuing a 
lock ready signal to the DAC 263. Rather, in response to 
veri?cation that the special events are clear, the SAAT 267 
provides the lock ready signal to DAC 263. Referring to 
point 8906 on timeline 890, the DAC 263 accepts the lock 
in response to receipt of the lock ready signal provided by 
SAAT 267. 

[0055] Generally, during handling of a bus lock, the bus 
Will be reserved (e.g., as by assertion of a lock pin on the 
bus) for execution of the lock sequence. Thus, bus locks 
cannot be processed in parallel but, rather, must be executed 
sequentially. HoWever, processing of a cache lock does not 
require obtaining oWnership of the bus and, because cache 
locks are noW processed using a unique protocol, cache 
locks associated With different threads can be handled con 
currently. Illustrated in FIG. 9 is a method 900 of concur 
rently processing cache locks associated With different 
threads. As shoWn at block 905, a cache lock protocol (e.g., 
the cache lock protocol 800) is selected for a cache lock 
associated With a ?rst thread and, as illustrated at block 910, 
the cache lock protocol is selected for a cache lock associ 
ated With a second thread. The cache lock protocol is then 
executed for the cache locks associated With the ?rst and 
second threads, respectively, as shoWn at blocks 915 and 
920. Referring to blocks 925 and 930, the DAC 263 accepts 
the cache lock of the ?rst thread and accepts the cache lock 
of the second thread. A lock sequence is then executed for 
the cache lock associated With the ?rst thread, as shoWn at 
block 935, and, concurrently, as illustrated at block 940, a 
lock sequence is executed for the cache lock associated With 
the second thread. Thus, lock sequences for both of the ?rst 
and second threads are performed in parallel, thereby reduc 
ing latency. 

[0056] As set forth above, the method 700 of selecting a 
lock protocol, as Well as the method 500 of handling locks, 
are not limited to distinguishing among cache and bus locks. 
Rather, the disclosed embodiments may be used to process 
any suitable number of lock types that are distinguished 
according to any suitable characteristic or set of character 
istics. For example, locks may be classi?ed based upon 
Whether the locked MOP necessitates accessing an address 
split across tWo cache lines (i.e., a cache split). The more 
general applicability of the disclosed embodiments may be 
better understood With reference to the method 1000 of 
selecting a lock protocol illustrated in FIG. 10. 
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[0057] Referring to block 1005 in FIG. 10, one or more 
attributes (e.g., memory type, address split, etc.) of the 
identi?ed locked MOP are determined. If the locked MOP 
exhibits one or more speci?ed attributes—see reference 
numeral 1010—the locked MOP is tagged as a ?rst lock type, 
as shoWn at 1015. As shoWn at block 1020, a ?rst cache lock 
protocol is then applied to the lock during lock handling (see 
block 510 in FIG. 5). Referring again to reference numeral 
1010, if the locked MOP does not exhibit the speci?ed 
attribute or attributes (or if the locked MOP exhibits some 
other attribute or set of attributes), the locked MOP is tagged 
as a second lock type, as shoWn at block 1025. As illustrated 
at block 1030, a second lock protocol is applied to the locked 
MOP during lock handling (see block 510 in FIG. 5). 

[0058] In another embodiment, if the locked MOP exhibits 
the one or more speci?ed attributes (see reference numeral 
1010) the locked MOP is tagged as a ?rst lock type (see block 
1015), and the ?rst cache lock protocol is then applied to the 
lock during lock handling (see block 1020), as described 
above. HoWever, if the locked MOP does not exhibit the 
speci?ed attribute or attributes (see reference numeral 
1010), the second lock protocol is simply applied to handle 
the lock (see block 1030) and a tag (identifying the lock as 
the second lock type) is not applied to the lock. In other 
Words, the element illustrated at block 1025 may be omitted. 
Of course, the element illustrated at block 1015 (i.e., tagging 
the locked MOP as the ?rst lock type) may be omitted rather 
than the element illustrated at block 1025. Stated another 
Way, if a locked MOP exhibits one or more speci?ed 
attributes, the locked MOP is tagged and a lock protocol 
applied to handle this tagged lock, Whereas if the locked MOP 
does not exhibit the one or more speci?ed attributes (or 
exhibits some other attribute or set of attributes), a different 
lock protocol is applied to handle this untagged lock. 

[0059] For the method 1000 of selecting a lock protocol, 
any suitable attribute or attributes may be utiliZed to distin 
guish betWeen locks. Further, any suitable number of lock 
protocols (and, hence, lock types) may be employed. For 
example, a certain set of attributes may correspond to yet a 
third lock type that requires a third lock protocol. Stated 
another Way, if a locked MOP exhibits a ?rst attribute or set 
of attributes, a ?rst lock protocol is applied, and if the locked 
MOP exhibits a second attribute(s), a second lock protocol is 
applied, Whereas if the locked MOP exhibits a third 
attribute(s), a third lock protocol is applied, and so on. 

[0060] From a comparison of the cache lock protocol 800 
With the lock protocol 400 of FIG. 4, a number of differ 
ences can be observed, and it can be seen that the latency 
associated With the cache lock protocol 800 Will be signi? 
cantly less than that associated With the lock protocol 400 
(again, the lock protocol 400 is adapted to handle bus locks). 
The dissimilarities betWeen the lock protocols 800, 400, as 
Well as the variation in latencies associated With each of 
these protocols, arise due to the disparate resources required 
for processing cache and bus locks. Essentially, any step not 
strictly required for cache locks can be eliminated. For 
example, cache locks do not generally involve cache or page 
splits; therefore, a check for these special events may be 
eliminated. By Way of further example, the WCB 264 does 
not have to be evicted for a cache lock; if the lock address 
has previously been loaded into the WCB 264, the WCB 
could be locked and the lock sequence completed from the 
WCB. 
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[0061] In other instances, Where there is a tradeoff 
betWeen performance and complexity, increased complexity 
may be acceptable for cache locks, Whereas the increased 
complexity Would not be acceptable for bus locks because 
the gain in performance does not outweigh the added 
complexity. For example, for the cache lock protocol 800, a 
tWo-Way handshake betWeen the DAC 263 and SAAT 267 
Was eliminated (as compared to the bus lock protocol 400). 
This tWo-Way handshake hurts performance, but such a 
tWo-Way handshake is desirable for the bus lock protocol 
400 because it reduces complexity. HoWever, for the cache 
lock protocol 800 that eliminates this tWo-Way handshake, 
the added complexity is acceptable for the gain in perfor 
mance. There may, of course, be other situations Where the 
performance-complexity balance may tilt the other direc 
tion, and reduced complexity taken advantage of to increase 
performance. 

[0062] By distinguishing betWeen lock types and applying 
a unique protocol to each type of lock, microelectronic 
designers can noW tailor a protocol for the speci?c type of 
lock that protocol is intended to process. Unnecessary steps 
can be eliminated. Further, any cost-bene?t analysis (e.g., 
complexity vs. performance) can be directed to one type of 
lock, and any performance-enhancing feature may be advan 
tageously realiZed, irrespective of that feature’s affect on 
other types of locks. In sum, the Worst-case scenario no 
longer governs the lock handling process for all types of 
locks, and a lock protocol may be optimized for a single type 
of lock that the protocol is intended to process, thereby 
improving performance and minimiZing latency. 

[0063] The foregoing detailed description and accompa 
nying draWings are only illustrative and not restrictive. They 
have been provided primarily for a clear and comprehensive 
understanding of the disclosed embodiments and no unnec 
essary limitations are to be understood therefrom. Numerous 
additions, deletions, and modi?cations to the embodiments 
described herein, as Well as alternative arrangements, may 
be devised by those skilled in the art Without departing from 
the spirit of the disclosed embodiments and the scope of the 
appended claims. 
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1-15. (canceled) 
16. A method comprising: in response to a determination 

that a locked MOP is an oldest MOP in a replay loop, draining 
stores in a buffer memory and, in parallel thereWith, check 
ing for a special event; and in response to a veri?cation that 
the special event is clear and a veri?cation that the stores in 
the buffer memory are drained, providing a lock ready 
signal. 

17. The method of claim 16, further comprising accepting 
the locked MOP in response to receipt of the lock ready 
signal. 

18. The method of claim 16, further comprising executing 
a lock sequence in response to acceptance of the locked MOP. 

19. A method comprising: in response to a determination 
that a locked MOP is an oldest MOP in a replay loop, checking 
for a special event; and in response to a veri?cation that the 
special event is clear, providing a lock ready signal. 

20. The method of claim 19, further comprising accepting 
the locked MOP in response to receipt of the lock ready 
signal. 

21. The method of claim 19, further comprising executing 
a lock sequence in response to acceptance of the locked MOP. 

22. A method comprising: executing a lock protocol for a 
cache lock associated With a ?rst thread of a processing 
device; executing the lock protocol for a cache lock asso 
ciated With a second thread of the processing device; and 
performing a lock sequence for the cache lock associated 
With the ?rst thread While performing a lock sequence for the 
cache lock associated With the second thread. 

23. The method of claim 22, Wherein performing the lock 
sequence for the cache lock associated With each of the ?rst 
and second threads comprises: acquiring oWnership of a 
memory location associated With the cache lock; performing 
an atomic operation on data stored at the memory location; 
and releasing oWnership of the memory location. 

24. The method of claim 23, Wherein performing the 
atomic operation comprises: performing a load operation to 
access the data stored at the memory location; performing a 
modify operation on the data; and performing a store 
instruction to Write modi?ed data to the memory location. 

25-42. (canceled) 


