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(57) ABSTRACT 

Multiple channels of a multi-channel analyzer are allocated 
among multiple users such that each user can initiate and 
retrieve the results of separate diagnostic sessions or strat 
egies. Each analyZer channel of the multi-channel analyZer 
includes an input connection port, a trace buffer memory and 
logic circuitry. The input connection port of each analyZer 
channel is operably connected to a unique node in the 
communication network. Ahost processor connected to each 
analyZer channel assigns ownership of a unique set of 
analyZer channels to at least two different users such that 
each user can initiate separate traces that are simultaneously 
established on the communication network. The logic cir 
cuitry in each analyZer channel monitors frame data on the 
connection port at each node in accordance with a set of 
instructions established by the user assigned to the analyZer 
channel for that node, and the traces are captured in response 
to the set of instructions for each analyZer channel such that 
each user retrieves only the results of the analyZer channels 
assigned to that user. 

Hrd 
Srch 
Eng 

68 

Hrd 
Srch 
Eng 

Hrd 
Srch 
Eng 

Processor 
Card 

Trac Eng 

Mem Ctrl 

Trac Eng 

Mem C’rrl 

86/ 
Remote 
Host 

Processor 



Patent Application Publication Sep. 22, 2005 Sheet 1 0f 13 US 2005/0210343 A1 

/30 /32 A 
V 

Devicel [ 
22 

1 \ \ Channel 40 
14 \ r A > BufferA ,/ 

12-1\\ Loglc : V 
26 A A 

D v'c 2 \ 4i: > e | e _. 

28/ V 
~38 

A ' > Channel / 
16 / B > Buffer'B / 48 

|_ ' / 
v 24/ ‘ Ogle ‘i R A 

Device3 34 _\ 

V 50 

Device4 

I ‘ Channel 
' A > Buffer'A 

12-2 Loglc : 
V 

A A 
Device5 < r 

V 

I > Channel 5 
B > BufferB 5 

Logic 5 
v 4' =' 

Device 6 K 46 

20—/ 
FIG. 1 

PRIoR ART 

A 

f o 



Patent Application Publication Sep. 22, 2005 Sheet 2 0f 13 

K22 
US 2005/0210343 A1 

l: 26 aha/2nd 

+ 52/ | “N > .... ._ 

28 _\\. Chagnel 

FIG. 2 
PRIoR ART 

K22 

56 

53 

Chanel 1; 
V 52/ " ¢ 
l 5% 56 

28 __\\ Chugnel /> 

FIG. 4 
PRIOR ART 



Patent Application Publication Sep. 22, 2005 Sheet 3 0f 13 US 2005/0210343 A1 

58 5s 

\\ l/ 
\ 

i A 
K 57 

59 

\ 
Y Y 

12 2o 

DEVICE / ‘ ANALYZER / 

A 

/ 

\ DEVICE 

FIG. 3 
PRIOR ART 



Patent Application Publication Sep. 22, 2005 Sheet 4 0f 13 US 2005/0210343 A1 

64 

Trac Eng Hr-d 

Mem CTrl Eng 

Eng 

Trac Eng 

Mem Ctrl 

Hrd 
Srch 
Eng 

Trac Eng 

Mem CTr‘I 

Device 3 

Hrd 
Sr'ch 
Eng 

Trac Eng 

Mem Ctrl 

Processor 
Card 

Trac Eng 

Mem Ctr! 

Trac Eng 

Mem Ctrl 

86/ 
Remote 
Host 

Processor FIG. 5 



Patent Application Publication Sep. 22, 2005 Sheet 5 0f 13 US 2005/0210343 A1 

o QUE 

9.5m 

2:558 

.283 =5 59:? 525E 

6.2 9; BOG 

22558 

x85 .385. 3.5% 
A 

A 362% 

HEIEQ<< H063 

¢<|EQ<< 

NS \ A .6230 A 

5.2 5.2 Eu 
56 E25 N: \ A L283 A 

82 x 5.2 km 

6.2 9m Bis 

x82 9E 

82 EU 



Patent Application Publication Sep. 22, 2005 Sheet 6 0f 13 US 2005/0210343 A1 

A 

i @ @ "5% F952 

x83 <<<a 

#2 

V .5226 A \ 
V 5226 A V .6226 A 

NBI/ 

A \3 v 

8k A Y up; . A Y 

25 09:. 



Patent Application Publication Sep. 22, 2005 Sheet 7 0f 13 

Wait for X 
on Device 2 

200 

Wait for Y 
on Device 2 

202 

Trigger Across 
Device 2 

204 

Send "Trigger 
Out" signal 

206 

Trigger Across 
Device 5 

208 

FIG. 8 

US 2005/0210343 A1 



Patent Application Publication Sep. 22, 2005 Sheet 8 0f 13 US 2005/0210343 A1 

Wait for x 210 

on Chls [1,2,3] / 

Y 

Wait for Y 212 

on Chls [4,5,6] 1 

214 

Trigger Across j 
Chls [l,2,...6] 

FIG. 9 



Patent Application Publication Sep. 22, 2005 Sheet 9 0f 13 US 2005/0210343 A1 

230 220 
Wait for Global j Wait for X j 

Flag : '1' on Channel 1 

232 222 

Wait for V 1 Set Global / 
on Channel 4 Flag = '1' 

234 

j 2.24 
Set Global _ _ _ _ _ _ _ _ >_ Wait for Global j 

flag= '2' flag: '2' 

236 226 
Trigger Across J Trigger Across / 

Channel 4 Channel 1 

FIG. 10 





Patent Application Publication Sep. 22, 2005 Sheet 11 0f 13 US 2005/0210343 A1 

340 
/ 341 

[Label SAT1013 Channels /' El 342 
1: ' E 

2; Port 2 IE 

FIG. 13 

360 

\ /362 /363 
[Channei Grbups I El 

El-"lml 01 ..... .95 ...... | Cancel | 

Gin-mm 
: 03 Current Group 

E‘ m“ ? 
04 

D4 

364 \361 





Patent Application Publication Sep. 22, 2005 Sheet 13 0f 13 

440 

K 

i 425 
Chan. 3 4 

StatusQ Q 

Buffer 

426 ~/ 

Link 

427 * 

FIG. 17 

US 2005/0210343 A1 

|V|ew Trace Options 

Mew Mode 

E Inteneave channels 
I2] Dock channels in one window 

-Channels 

m 

MEI 
IE lnterleave channels 

[2] Display 2nd view of trace 

IZItPorH 
[ZIZzPortZ 

E] 81Port3 

FIG. 18 



US 2005/0210343 A1 

METHOD AND SYSTEM FOR MULTI-USER 
CHANNEL ALLOCATION FOR A 
MULTI-CHANNEL ANALYZER 

RELATED APPLICATIONS 

[0001] This application is a divisional of application Ser. 
No. 09/850,673 ?led May 7, 2001, Which in turn is a 
continuation-in-part of co-pending application Ser. No. 
09/294,935 ?led Apr. 19, 1999, and also claims priority to 
provisional Application No. 60/202,327, ?led May 5, 2000. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to the ?eld 
of diagnostic equipment, testers, and analyZers for use With 
communication interfaces among computing devices. More 
speci?cally, the present invention relates to a system for 
allocating multiple channels among multiple users for a 
multi-channel analyZer such that each user can initiate and 
retrieve the results of separate diagnostic sessions or strat 
egies. 

BACKGROUND OF THE INVENTION 

[0003] AnalyZers are used as diagnostic and testing tools 
at various stages of the development, integration and main 
tenance of electronic computing devices. Typically, an ana 
lyZer is designed for use With a particular electrical com 
munication interface protocol, such as ATA, SCSI, Ethernet, 
or Fibre Channel. In a typical use, the analyZer is connected 
to one or tWo ports of the communication interface of the 
computing system being tested to record communication 
activity on the interface. The communication activity is 
captured and recorded in a dedicated trace buffer associated 
With the analyZer, and then analyZed and/or presented to the 
user for the purpose of diagnosing, testing, or maintaining 
the communication interface. 

[0004] AnalyZers designed for high-speed interfaces, such 
as the Fibre Channel protocol, must overcome signi?cant 
technical challenges due to the extremely high bandWidth 
and high data transfer rates that are supported by the Fibre 
Channel communication interface. Examples of existing 
Fibre Channel protocol analyZers include the I-Tech Corpo 
ration IFC-20 Fibre Channel AnalyZerTM, the Xyratex TP-5 
100-PA+ Fibre Channel Protocol AnalyZer PlusTM, the Ancot 
FCA-5010 Fibre Channel AnalyZerTM, the FuturePlus Sys 
tems Fibre Channel Bus Analysis ProbeTM, and the Finisar 
GT-A Fibre Channel Protocol AnalyZerTM. In each of these 
Fibre Channel protocol analyZers, the analyZer is provided 
With a pair of channels that connect to the input and output 
ports, respectively, of a single computing device on the 
interface. These analyZers are equipped With various trig 
gering, ?ltering and capture mechanisms that are designed to 
identify, capture and store the data of interest at the particu 
lar device to Which the analyZer is connected. While it is 
conventional to refer to an analyZer as being “triggered” in 
order to capture the data of interest, it should be understood 
that What the analyZer actually does is continuously store all 
of the data going by the analyZer, and then the signal to 
“trigger” the analyZer effectively stops this continuous cap 
ture so that the data remaining in the buffer of the analyZer 
is the data of interest. Once captured, the data can then be 
analyZed to determine the source of problems in the com 
munication interface for that particular device or to optimiZe 
the performance of the communication interface for that 
particular device. 
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[0005] While existing Fibre Channel analyZers Work Well 
at debugging communication protocol problems at the par 
ticular device to Which the analyZer is connected, they do not 
Work Well to track doWn problems or to optimiZe the 
communication interface across multiple computing devices 
in a large Fibre Channel netWork. Large Fibre Channel 
netWork installations can consist of tens to hundreds of 
computing devices linked over many miles of communica 
tion cables and often located at sites that are physically 
distant from one another. Because of the existing limitation 
in current Fibre Channel analyZers of only being able to 
connect to the input and output ports of a single device, 
analysis of a problem in a large Fibre Channel netWork 
requires the use of multiple analyZers. Unfortunately, there 
is no convenient Way of integrating the data from multiple 
ones of these analyZers in order to make the analysis and 
presentation of data about such a problem a simple or 
straightforWard matter. 

[0006] In the I-Tech IFC-20 Fibre Channel AnalyZerTM, 
for example, monitoring of more than a single device 
requires the use of multiple analyZers. All of the analyZers 
must be independently connected to each of the multiple 
devices and must be independently programmed for trigger 
ing and ?ltering conditions. In order to alloW one analyZer 
to trigger another analyZer to capture data, a trigger out-sync 
of the ?rst analyZer must be connected to a trigger in-sync 
of the second analyZer. Although it is possible to arrange 
multiple analyZers in this manner, it is dif?cult and time 
consuming to set up because the analyzers are not designed 
for any type of coordinated arrangement. Moreover, it has 
been discovered that the kinds of problems encountered in 
large complex multi-device Fibre Channel communication 
netWorks are very often too complicated for such a simplis 
tic arrangement as having a trigger out-sync signal of one 
analyZer connected to the trigger in-sync signal of a second 
analyZer. For example, in Fibre Channel netWorks that alloW 
for multiple paths over Which data packets may travel 
betWeen a source and destination, monitoring the actual path 
that any given data packet may be taking becomes less and 
less predictable as the complexity of the netWork intercon 
nections increases. 

[0007] Once this type of multiple analyZer arrangement in 
the prior art has been set up and triggered, data from the tWo 
analyZers is time correlated by a time stamping arrangement 
to alloW for comparison by a host processor of data captured 
by the pair of channels in the ?rst analyZer With the data 
captured by the pair of channels in the second analyZer. The 
time stamped data is then separately doWnloaded from each 
analyZer and the host processor is used to correlate and 
evaluate the captured data. Examples of the use of time 
stamping to coordinate multiple communication analyZers 
for communication interfaces other than a Fibre Channel 
protocol are shoWn in US. Pat. Nos. 5,535,193 and 5,590, 
116. US. Pat. Nos. 5,276,579 and 5,375,159 describe 
examples of protocol analyZers for telecommunication data 
netWorks that include the ability to remotely operate and 
coordinate the analyZers. US. Pat. No. 5,600,632 describes 
performance monitoring using synchroniZed netWork ana 
lyZers in Which the data from all of the analyZers is aggre 
gated and sorted chronologically before it is analyZed. 

[0008] Because all of the existing analyZers for such 
high-speed communication protocols such as the Fibre 
Channel protocol have been designed as single devices that 
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can attach to and analyze the communications across a 
single target device, there has been no need or opportunity 
for a control arrangement capable of supporting multiple 
users. The ability to provide a method and system for 
allocating multiple channels among multiple users for a 
multi-channel analyZer Would be advantageous. 

SUMMARY OF THE INVENTION 

[0009] The present invention is a method and system for 
allocating multiple channels among multiple users for a 
multi-channel analyZer such that each user can initiate and 
retrieve the results of separate diagnostic sessions or strat 
egies. Each analyZer channel includes an input connection 
port, a trace buffer memory and logic circuitry. The input 
connection port of each analyZer channel is operably con 
nected to a unique node in the communication netWork. A 
host processor connected to each analyZer channel assigns 
oWnership of a unique set of analyZer channels to at least 
tWo different users such that each user can initiate separate 
traces that are simultaneously established on the communi 
cation netWork. The logic circuitry in each analyZer channel 
monitors frame data on the connection port at each node in 
accordance With a set of instructions established by the user 
assigned to the analyZer channel for that node, and the traces 
are captured in response to the set of instructions for each 
analyZer channel such that each user retrieves only the 
results of the analyZer channels assigned to that user. 

[0010] In the preferred embodiment, the multi-channel 
analyZer is an integrated multi-channel Fibre Channel ana 
lyZer that provides coordinated and cooperative triggering 
and capture of data across multiple channels in a Fibre 
Channel netWork. The integrated multi-channel analyZer 
accommodates up to sixteen separate analyZer channels in a 
single cabinet. Each analyZer channel is comprised of an 
input port connection to the Fibre Channel network, a trace 
buffer memory that captures data and logic circuitry that 
controls the operation of the trace buffer memory in response 
to a status condition. A high-speed status bus is connected to 
each analyZer channel and propagates the status conditions 
of each analyZer channel to all other analyZer channels. In 
this Way, the integrated multi-channel analyZer alloWs for 
distributive control over triggering decisions across multiple 
analyZer channels, and also alloWs for multi-level triggering 
Where different conditions may be detected by different 
analyZer channels. 

[0011] Analysis of the data captured by the integrated 
multi-channel analyZer is enhanced by a processor resident 
in the cabinet that is connected by a data/control bus to each 
analyZer channel and its associated trace buffer memory. The 
resident processor receives high level commands from a 
remote host processor and coordinates the Way in Which the 
analyZer channels are con?gured to monitor the Fibre Chan 
nel netWork. Once trace data is captured in one or more of 
the trace buffer memories, the resident processor coordinates 
the transfer of relevant portions of the trace data to the 
remote host processor. To reduce the amount of data that 
must be transferred to the remote host processor, each 
analyZer channel preferably includes a hardWare search 
engine that can quickly and ef?ciently identify relevant data 
patterns in the trace buffer memory. Once the trace data has 
been captured in the trace buffer memories, the resident 
processor initiates a time indexing routine that uses the 
hardWare search engine in each analyZer channel to index 
the trace data for that analyZer channel. 
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[0012] Because all of the trace data in all of the analyZer 
channels has utiliZed a common clock to establish the 
time-stamping, the resident processor can quickly identify 
and doWnload data segments from the trace buffer memories 
of different analyZer channels to the remote host processor 
Without the need for an intermediate step of time-stamp 
synchroniZing this data. In addition, the resident processor is 
capable of performing initial analysis on the trace data 
internal to the multi-channel analyZer. These distilled results 
of the analysis may be communicated from the resident 
processor to the remote host processor over a relatively 
small bandWidth communication channel, such as an Eth 
ernet connection, Without the need for a large bandWidth 
communication channel in order to doWnload massive 
amounts of raW data to the host processor as Was required in 
the prior art. Moreover, the use of a common clock for 
storing the trace data removes the burden on the host 
processor of time-stamp collating this massive amount of 
raW data based only on the coordination of periodic sync 
pulses as provided for in the prior art. 

[0013] Preferably, the analyZer channels of the multi 
channel analyZer are con?gured With tWo analyZer channels 
per analysis logic card With a local bus on the analysis logic 
card providing cross access betWeen the input port and trace 
buffer memories of both analyZer channels. The logic cir 
cuitry of each analyZer channel also preferably comprises a 
pair of ?eld programmable gate arrays that implement a trac 
engine that controls triggering and operation of the analyZer 
channel and a memory control/?ltering function gate array 
that controls memory access and ?ltering functions per 
formed by the analyZer channel. The trac engine is prefer 
ably comprised of a pair of trac processors that each 
executes a unique set of analyZer instructions doWnloaded 
from the resident processor. Unlike existing analyZers, the 
trac engine provides for enhanced ?exibility by alloWing the 
analyZer instructions to be assembled and organiZed in such 
a manner as to allocate varying amounts of the functionality 
of each trac processor to monitor for different conditions. 
The utiliZation of tWo trac processors per trac engine alloWs 
each analyZer channel to create more complex multi-level 
triggering conditions. 

[0014] In a preferred embodiment, each analysis logic 
card is plugged into both a frontplane and a backplane. The 
frontplane interfaces the input port connection to the Fibre 
Channel netWork With the analyZer channel. The input port 
connection is preferably a module designed to interface to 
the particular Fibre Channel environment through industry 
standard converters. The backplane interfaces the analyZer 
channel With the high-speed status bus and the data/control 
bus and on through to the resident processor. The backplane 
also provides a system-Wide clock that is distributed to each 
analyZer channel, thereby solving the problem of the lack of 
a common time base Which confronts the prior art When 
multiple analyZers are hand-Wired together using only sim 
plistic and trigger-out and trigger-in signals. As a result, it is 
not necessary for the multi-channel analyZer of the present 
invention to time-stamp collate trace data from different 
analyZers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is an overall block diagram shoWing hoW a 
prior art analyZer is con?gured to monitor tWo separate 
devices on a Fibre Channel communication interface. 
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[0016] FIG. 2 is a simpli?ed schematic diagram showing 
the internal data path connections for the prior art analyzer 
of FIG. 1. 

[0017] FIG. 3 is a block diagram shoWing a hub connec 
tion for a conventional Fibre Channel netWork utilizing the 
prior art analyZer of FIG. 1. 

[0018] FIG. 4 is a simpli?ed schematic diagram shoWing 
the internal data path connections for the prior art analyZer 
When con?gured With a hub connection as shoWn in FIG. 3. 

[0019] FIG. 5 is an overall block diagram shoWing a 
preferred embodiment of the present invention monitoring 
multiple devices on a Fibre Channel communication inter 
face. 

[0020] FIG. 6 is a detailed block diagram of the preferred 
embodiment of the decoding of the high-speed status bus of 
the present invention. 

[0021] FIG. 7 is a detailed block diagram of the preferred 
embodiment of the trac engine circuitry Within the analyZer 
channel of the present invention. 

[0022] FIG. 8 is a How diagram shoWing an eXample of 
the triggering operation of a pair of prior art hand-Wired 
analyZers. 
[0023] FIG. 9 is a How diagram shoWing an eXample of 
the triggering operation of the multi-channel integrated 
analyZer of the present invention. 

[0024] FIG. 10 is a more detailed ?oW diagram shoWing 
the operation of FIG. 9 for tWo separate analyZer channels. 

[0025] FIG. 11 is an illustration of a Satellite Selection 
dialog boX. 

[0026] FIG. 12 is an illustration of a Satellite Label dialog 
boX. 

[0027] FIG. 13 is an illustration of a Label Channels 
dialog boX. 

[0028] FIG. 14 is an illustration of a Channel Groups 
dialog boX. 

[0029] FIG. 15 is an illustration of a Loop Con?guration 
dialog boX. 

[0030] FIG. 16 is an illustration of a Pre?lter Settings 
dialog boX. 

[0031] FIG. 17 is an illustration of a Channel Status Bar. 

[0032] FIG. 18 is an illustration of a VieW Trace Options 
dialog boX. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0033] As a background for understanding the description 
of the preferred embodiment of the present invention, the 
Way in Which tWo eXisting Fibre Channel analyZers Would 
be con?gured to monitor tWo separate devices on a Fibre 
Channel loop Will be described. Thereafter, an overall 
description Will be presented of hoW the preferred embodi 
ment of the present invention operates to monitor tWo or 
more devices on a Fibre Channel loop in an integrated 
manner, thereby alloWing for combinatorial triggering 
across multiple ports and more efficient monitoring of large 
scale Fibre Channel communication interfaces. Finally, a 
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detailed description of the hardWare and softWare of the 
preferred embodiment of the present invention Will be 
presented. 

[0034] Fibre Channel is a channel/netWork standard, 
Which contains netWork features that provide the required 
connectivity, distance, and protocol multiplexing for a com 
munication netWork. The Fibre Channel architecture repre 
sents a true channel/netWork integration With an active, 
intelligent interconnection among devices provided With a 
pair of Fibre Channel ports. All a Fibre Channel port does is 
to manage a simple point-to-point connection. The trans 
mission is isolated from the control protocol, so point-to 
point links, arbitrated loops, and sWitched topologies are 
used to meet the speci?c needs of an application. For 
purposes of describing the preferred embodiment of the 
present invention, a Working knoWledge of the Fibre Chan 
nel communication interface as a packet transmission net 
Work is assumed. For a background on the Fibre Channel 
communication interface, reference is made to the Fibre 
Channel Association materials, including the Fibre Channel 
tutorial available at http://WWW.?brechannel.com. 

[0035] A Fibre Channel communication interface 10 hav 
ing multiple Fibre Channel devices 12 as part of a loop 
topology is shoWn in FIG. 1. In a Fibre Channel loop 
topology, the loop 10 is unidirectional in that each device 12 
is connected on one side by an input or receive port 14 and 
on the other side by an output or transmit port 16. Each 
succeeding device 12 in the loop 10 is connected in a similar 
manner With the output port 16 of one device connected to 
the input port 14 of the neXt device in the loop 10. It Will be 
understood that the loop topology shoWn in FIG. 1 is a 
simpli?ed electrical topology that does not shoW the com 
pleXity of connection that may be present in the particular 
implementation of a given topology. 

[0036] In the prior art, When a single device 12-1 needs to 
be monitored a single Fibre Channel analyZer 20 having a 
pair of channels 22, 24 is connected to the receive port 14 
and the transmit port 16 as shoWn so as to effectively 
straddle the device 12. In this Way, analyZer 20 is able to 
monitor all message packets on the communication interface 
10 that both enter and eXit the device 12-1 on the loop 10. 
These connections are made by interposing each channel 22, 
24 betWeen a pair of adjacent devices 12, thereby creating a 
break in the loop 10 With the analyZer 20 bridging this break. 

[0037] The basic structure of a prior art analyZer 20, as 
shoWn in FIG. 1, is typically implemented by populating a 
single circuit board 30 With the circuitry for a pair of 
channels 22, 24. Alternatively, a pair of circuit boards may 
be populated, one for each of the channels 22, 24. The 
circuitry for the ?rst channel 22 (Channel A) includes 
channel logic 32 and an associated buffer memory 36. The 
circuitry for the second channel 22 (Channel B) includes 
channel logic 34 and an associated buffer memory 38. Each 
channel logic 32, 34 typically comprises the Fibre Channel 
interface retiming, deserialiZation, and 8B-10B decoding, as 
Well as triggering logic, and buffer control logic. In addition, 
channel logic 32, 34 may also include ?ltering logic, error 
checking, and other minor control functions. The channel 
logic 32, 34 and associated buffers 36, 38 are typically 
connected to a host processor (not shoWn) by a relatively 
large bandWidth bus 40. The bus 40 enables the host 
processor to set up triggering and ?ltering conditions Within 
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each channel logic 32, 34 and to download captured trace 
data from the buffers 36, 38. There is a pair of internal cross 
channel connections 26, 28 betWeen the channels 22, 24 that 
can selectively transfer data betWeen the channels 22, 24. In 
addition to the bus 40, internal traces or interconnections 44 
betWeen channel logic 32, 34 are typically provided for on 
the circuit board 30 to coordinate the operation of the tWo 
channels 22, 24. In the paired channel approach utiliZed by 
the prior art, both of the channels 22, 24 must meet the 
predetermined trigger conditions for that channel in order 
for the analyZer 20 to be triggered to capture the recorded 
data packets in both of the trace memories 36, 38. As Fibre 
Channel communication interfaces have groWn larger, there 
have been occasions When it is necessary to utiliZe more than 
one analyZer 20 in order to track doWn a problem Within a 
large Fibre Channel loop 10. It is also necessary to utiliZe 
more than one analyZer 20 for devices 12 Which have dual 
ports, meaning that the device has tWo identical interfaces, 
each interface being connected to a different loop 10. 
Because commands to a given device 12 may be sent over 
either of the loops 10, the ports for each loop must both be 
monitored Which requires tWo analyZers 20. In either of 
these situations, multiple analyZers 20 are used in a hand 
Wired arrangement With the operator selectively tying the 
trigger-out signal 46 from one analyZer 20 to the trigger-in 
signal 48 of another separate analyZer 20, as shoWn for 
example at 50. Unfortunately, there are at least tWo major 
problems With this approach in the prior art. 

[0038] First, there is no consistent uni?ed de?nition of 
What “time” is from one analyZer 20 to another. In a typical 
prior art con?guration having multiple analyZers 20 hand 
Wired together as shoWn in FIG. 1, the analyZer 20 sending 
the trigger-out signal 46 Would also send a periodic-sync 
pulse, for example, every 1 millisecond, to all other con 
nected analyZers 20. Each analyZer 20 Will be running its 
oWn clock at a similar, but not identical frequency. The 
analyZers 20 receiving the periodic-sync pulse use this pulse 
to coordinate the relative time-stamping of captured data 
Within the margins created by the internal drift of the clock 
frequency of that analyZer in betWeen sync pulses. No actual 
coordination of the circuitry of the hand-Wired analyZers 20 
is enabled, hoWever, by virtue of using such a sync pulse. 

[0039] Second, there is very little ?exibility or adaptability 
in this type of arrangement in terms of the combinatorial 
relationships among triggering events at different analyZers. 
As can be seen from FIG. 1, the relationships among 
triggering events are severely constrained by the fact that 
there is only one trigger-out signal 46 and one trigger-in 
signal 48 for each channel pair 22, 24. As such, it is not 
possible to individually trigger only one of the channels in 
the channel pair 22, 24 because the trigger-in signal 46 for 
analyZer 20 triggers both channels 22, 24. Similarly, it is not 
possible to base the trigger-out signal 48 on an event seen at 
only one of the channels in the channel pair 22, 24 because 
the trigger-out signal 48 is Wire OR’d together for the 
channel pair 22, 24. It is also not possible to alloW for 
multiple triggering events, to provide for distributed control 
over the triggering process among multiple channels or to 
make selective triggering decisions based on the identity of 
a channel. It is important to understand that the paired 
arrangement of channels 22, 24 Within a single analyZer 20 
essentially has been dictated to date by the manner in Which 
devices 12 are physically interconnected to a Fibre Channel 
netWork 10. Data traf?c for any given device 12 is alWays 
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split betWeen tWo data paths, the receive port 14 and the 
transmit port 16. As Will be described, the conventional 
manner for physically connecting devices 12 into a Fibre 
Channel netWork 10 relies on a paired connection of the 
receive port 14 and transmit port 16 in order to establish 
What appears to a user as a single duplex cable connection 
of the device 12 to the Fibre Channel netWork 10. 

[0040] FIG. 2 shoWs hoW the data paths Within the Chan 
nel A logic 32 Would internally route the data for the 
con?guration shoWn in FIG. 1. Data from the receive port 
is routed into an input port 51 onto internal cross channel 
connection 26 and out through an output port 52, With a copy 
of the data from the receive port 14 essentially being 
“stolen” or copied from this internal transfer at a tap port 53 
for use by the Channel A logic 32. Similarly, the data for the 
transmit port is internally routed from an input port 54 onto 
internal cross channel connection 28 and out through an 
output port 55 With a copy to be used by the Channel B logic 
34 taken from tap port 56. 

[0041] While the physical connection of a Fibre Channel 
netWork 10 is shoWn in the manner described in FIGS. 1 
and 2 for purposes of more easily understanding the How of 
data around the netWork, in practice it is more conventional 
for a Fibre Channel netWork 10 to be physically intercon 
nected as shoWn in FIG. 3. Typically, a Fibre Channel 
netWork is comprised of one or more hubs 57. Each hub 57 
has an arbitrated loop comprised of multiple sockets 58 into 
Which a duplex cable 59 is connected to hook devices 12 into 
the Fibre Channel netWork 10. The arbitrated loop of the hub 
57 alloWs a user to create a completed loop, even though 
there may be empty sockets 58 because the hub senses 
Whether there is a device 12 connected to each socket 58 
and, if not, the arbitrated loop bypasses sending data to that 
socket and routes the data Within the hub to the next socket 
58. 

[0042] When it is necessary to connect an analyZer 20 into 
this type of a hub con?guration for a Fibre Channel netWork 
10 as shoWn in FIG. 3, the analyZer 20 is interposed betWeen 
the hub 57 and the device 12 using a pair of duplex cables 
59. In order to simply accommodate this type of physical 
connection, the internal routing of the data Within the 
analyZer 20 is different than as shoWn in FIG. 2. As can be 
seen in FIG. 4, the internal connections Within the analyZer 
20 are modi?ed such that the data into the input port 51 of 
channel 22 (Channel A) is internally routed via cross chan 
nel 26 out of the output port 55 of channel 24 (Channel B). 
Similarly, the data into the input port 54 of channel 24 
(Channel B) is internally routed via cross channel connec 
tion 28 out of the output port 52 of channel 22 (Channel A). 
By using this manner of internal routing of the cross channel 
connection data paths 26, 28 betWeen the paired channels 
22, 24, it is possible to simply connect the analyZer 20 
betWeen the hub 57 and the device 12 by a using tWo duplex 
cables 59, Without forcing the user to be concerned With the 
actual one-Way routing of the data that must be done in order 
to maintain the integrity of the loop that forms the Fibre 
Channel netWork 10. 

[0043] As a result of these limitations in the prior art and 
the reliance upon the paired nature of the physical intercon 
nection of devices 12 to hubs 57 Within a Fibre Channel 
netWork 10, there has been no general motivation or oppor 
tunity, to date, to develop a Fibre Channel analyZer 20 
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having more than a pair of channels 22, 24 that can be 
arranged in any kind of combinatorial triggering other than 
the single trigger-in/trigger-out arrangement found in the 
prior art. 

[0044] Referring noW to FIG. 5, an overall block diagram 
of an integrated multi-channel analyZer 60 for a Fibre 
Channel communication netWork in accordance With the 
present invention Will noW be described. Unlike existing 
paired-channel analyZers 20, the preferred embodiment of 
the multi-channel analyZer 60 provides for up to sixteen 
separate analyZer channels 62 Within a chassis in a cabinet 
64. The cabinet 64 serves as a housing for encasing the 
components of the integrated multi-channel analyZer 60, 
preferably Within a chassis in the cabinet, as a single piece 
of equipment. A resident processor 78 housed Within the 
cabinet 64 has an external connection 86 that receives high 
level commands from a remote host processor 90 for con 
?guring and controlling the multi-channel analyZer 60. At 
least three channels 62 are housed Within the cabinet 64, 
although preferably a minimum of four analyZer channels 62 
are provided for in multi-channel analyZer 60. Each channel 
62 includes an input connection port 82 to connect to the 
Fibre Channel communication netWork 10, a trace buffer 
memory 76 and logic circuitry 74. The logic circuitry 74 
controls selective Write operations of traces from the input 
connection port 82 to the trace buffer memory 76 in response 
to a status condition for that channel 62. The integrated 
analyZer 60 provides a 160-640 MB/channel trace memory 
capable of being segmented into smaller trace memories. 
This facilitates the concept of unattended batch mode cap 
ture Without the need to doWnload jumbo siZed traces. Trace 
memory may also be sparingly used if so chosen by enabling 
the many trace ?lters available, as Will be described. 

[0045] A high-speed status bus 66 connects to each of the 
channels 62 to propagate status conditions for that channel 
62 to all other channels 62. This high-speed status bus 66 
alloWs the multi-channel analyZer 60 to distributively con 
trol the status condition, including the trigger and memory 
control capture parameters in a cooperative manner across 
the analyZer channels 62. A data/control bus 68 connects 
each of the channels 62 and the processor 78 for the purpose 
of sending loW level commands from the processor 78 to the 
channels 62. The data/control bus 68 transfers output from 
selective read operations of traces in the trace buffer memo 
ries 76 from the channels 62 to the processor 78. As 
described in further detail beloW, both the high-speed status 
bus 66 and the data/control bus 68 are preferably imple 
mented over a backplane 80, although it Will be understood 
that cabling or other equivalent connections among the 
channels 62 for these busses 66, 68 could also be utiliZed. 

[0046] By providing for distributive control of the trig 
gering and operation Within each analyZer channel 62 based 
on the status conditions of not only that channel, but also the 
status of any other analyZer channels 62 Within the multi 
channel analyZer 60, the present invention provides for true 
combinatorial triggering across more than tWo channels. The 
multi-channel analyZer 60 of the present invention is the ?rst 
to provide analyZer channels With the ability to communi 
cate With one another beyond sending and receiving the 
simple fact that a pair of channels has been triggered. The 
distributive communication of status conditions among the 
analyZer channels enables cooperative operational decisions 
across analyZer channels in addition to conventional trig 
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gering and capture decisions, such as suspend capture, 
resume capture, or any other operations of Which the ana 
lyZer channel is capable. Examples of the manner in Which 
the multi-channel analyZer 60 can be con?gured to perform 
these multi-channel combinatorial status operations Will be 
described in further detail after the details of the hardWare 
architecture of the integrated multi-channel analyZer 60 are 
described. 

[0047] With continuing reference to FIG. 5, there are three 
distinct sections of logic, Which comprise the architecture of 
the analyZer 60 of the present invention. These are the 
front-end modules 70 and an associated frontplane board 72, 
the channel analysis logic cards 74 and associated trace 
memory daughter boards 76, and the micro-processor cards 
78 and a backplane 80. The front-end modules 70 and logic 
cards 74 are added in pairs of channels as each card supports 
tWo channels 62 Worth of their respective group of functions. 

[0048] In the preferred embodiment, for each pair of 
channels 62 there is a front-end module 70 connected to a 
frontplane board 72. The front-end module 70 provides for 
connection from a Fibre Channel environment, (point-to 
point, fabric, arbitrated loop) to the analyZer 60 made 
through the use of industry standard GBIC (Gigabit Inter 
face Converter) modules 82. GBIC modules 82 offer the user 
the capability to easily convert the analysis port for a given 
channel 62 from a copper to optical channel and vice-versa. 
To alloW for hot sWapping of the modules, the GBIC 
modules 82 slide into one of sixteen small docking ports 84. 
There are tWo of these docking ports 84 per front-end 
module card 70. 

[0049] The analysis logic card 74 and trace memory 
daughter board 76 Which plugs onto the card 74, supports 
tWo channels and plugs into a backplane board 80. All logic 
cards 74 acquire a copy of the main system clock through the 
backplane 80. As such, there is no need for time reference 
pulses to synchroniZe trace data from multiple channels. In 
the preferred embodiment, each of the analysis logic cards 
74 is con?gured to support a pair of channels 62 through a 
pair of trace buffer memories 76 and a pair of logic circuits 
74. Each channel logic circuit 74 controls selective Write 
operations of traces from one of the input connection ports 
on the GBIC modules 82 to an associated one of the trace 
buffer memories 76 in response to a status condition for that 
channel 62. 

[0050] Preferably, each of the channel logic circuits 74 is 
comprised of a pair of ?eld programmable gate arrays 
(FPGA), a ?rst FPGA that implements a trac engine FPGA 
92 for that channel 62, and a second memory control/ 
?ltering FPGA 94 that implements a memory control/?lter 
ing logic for the channel 62. A set of local interconnections 
referred to as a local bus 98 betWeen the pairs of FPGAs 92, 
94 on each analysis logic card 74 is also provided. This local 
bus 98 is separate from the high-speed status bus 66 and the 
data/control bus 68 such that the FPGAs 92, 94 of one 
channel 62 can access the trace buffer memory 76 and the 
connection ports 82 of the other channel 62 resident on the 
same analysis logic card 74. 

[0051] In the preferred embodiment of the logic circuitry 
74, a hardWare search engine 96 is provided for each channel 
62 so as to minimiZe the amount of trace data that is required 
to be transferred ?rst to the processor 78 and ultimately to 
the host processor 90 by alloWing the hardWare search 
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engine to perform a hardware search of the trace buffer 
memory 76 in response to parameters provided by the host 
processor 90 via the processor 78 of the multi-channel 
analyzer. For a more detailed description of the preferred 
embodiment of the hardWare search engine 96, reference is 
made to the co-pending application entitled “DEEP TRACE 
MEMORY SYSTEM FOR A PROTOCOL ANALYZER”, 
application Ser. No. 09/193,779, ?led Nov. 17, 1998, Which 
is commonly assigned to the assignee of the present inven 
tion and the disclosure of Which is hereby incorporated by 
reference. 

[0052] In a preferred embodiment, the resident processor 
78 automatically initiates a time indexing routine in the ?rst 
feW seconds after a trace has been completed utiliZing the 
hardWare search engines 96 of each of the channels triggered 
by the trace. The resident processor 78 repeatedly instructs 
the hardWare search engine of each analyZer channel 62 to 
identify the location of data at speci?c time periods aWay 
from the triggering event (e.g., +/—1, 2, 3, 5, 10, 15 seconds, 
etc.). These locations are then stored by the resident pro 
cessor 78 for each analyZer channel 62 in a time index. 
When a command from the remote computer 90 requesting 
information on all data at a given time period is received, the 
resident processor locates the relevant portions of the trace 
buffer memory 76 for each of the associated analyZer 
channels using the time index and doWnloads that trace 
information ?rst over the data/control bus to the memory in 
the resident processor 78 and then over the Ethernet con 
nection to the remote host computer 90. Unlike the prior art, 
there is no need for the remote host computer to time-stamp 
collate massive amounts of raW data based only on the 
coordination of periodic sync pulses because all of the trace 
data in the trace buffer memories 76 has been time-stamped 
With a common clock signal. 

[0053] System control of the integrated analyZer 60 is 
accomplished through the use of a processor card 78 that is 
plugged into the backplane board 80 piggyback style. The 
processor card 78 supports a 10/100Mb/s Ethernet connec 
tion 86 With the aid of a small Ethernet board 88 connected 
to it via a forty-pin ribbon cable. The Ethernet connection 
alloWs a separate host computer 90 to issue high level 
commands to the system processor on the processor card 78. 
The processor card 78 preferably includes a high perfor 
mance 133 MHZ Pentium processor, 256 KB cache, and 32 
MB of DRAM and is more than capable of of?oading from 
the host computer 90 the intensive data mining chores that 
arise from the 16 channel, deep memory, multi-channels 
con?gurations possible With the integrated analyZer 60. In 
addition to post-processing chores, With the advanced logic 
circuitry 74 of the integrated analyZer 60, real-time statistics 
and monitoring Will be another area in Which the system 
processor on the processor card 78 is called upon to assist in 
managing to collect accurate and timely data for upload to 
the host computer 90. 

[0054] In the preferred embodiment, the backplane board 
80 is capable of accepting up to eight logic/memory card 
pairs that use a 96 pin, VME style, tWo piece connector 
system and tWo 80 pin connectors into Which the processor 
card 78 is plugged. The backplane connectors are grouped 
into 2 columns of four connectors. Each group of four is 
connected to its oWn system interface bus that uses the IDE 
signals and protocol as the preferred embodiment of the 
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broad band bus 68. The processor card 78 has an IDE 
interface to the data/control bus 68. 

[0055] In the preferred embodiment, there are actually tWo 
high-speed status busses 66, Which are directly or through a 
buffer, common to all eight connectors on the backplane 80. 
They are both synchronous to the 26 MHZ system clock and 
are 16 bits Wide. Each analyZer channel 62 Will be assigned 
one of the 16 lines of each of these status busses 66 to drive 
based on a slot ID for that particular connector and a channel 
ID for the particular channel on the logic card 74. All 
channels 62 have the capability to listen to each other’s 
signaling driven over these lines. One of the tWo busses 66 
is called the ERT or “Extreme Real Time” bus. This bus 
carries information over Which an effective L_PORT Filter 
ing mechanism is used, as described hereinafter. The second 
bus called CRT or “Controlled Real Time” bus is used for the 
logic circuitry 74 and the ganging of trace buffer memories 
76 from multiple channels 62. The CRT bus also requires the 
use of a synchroniZing line, RT_SBIT, Which is free running 
and pulses high every fourth clock cycle. RUN_SBIT is 
another synchroniZing line, Which after enabling the appro 
priate channels, toggles hi then loW to start the channels 
record logic in a synchroniZed fashion. There are a handful 
of other signals for LEDS, a common external IN and a 
common external OUT Which can be programmed for hi 
active or lo-active operation. The tWo external lines are 
accessible from the front of the integrated analyZer 60 and 
use standard BNC connectors With TTL logic levels that 
terminate to a 50 ohms resistive load (EXT IN). 

[0056] Aside from the busses 66, 68 described above, the 
backplane board 80 is the origin of the system clock. 
Preferably, the system clock is intentionally fast in that its 
frequency of 26.5685 MHZ at +-100 ppm Will alWays reside 
above the fastest Fibre Channel Word rate of 26.5625 MHZ 
at +100 ppm. This design choice forces all channel receive 
?fos on each front-end module 70 to operate at their almost 
empty boundary and minimiZe Word skeW betWeen chan 
nels. This clock is individually distributed to each logic card 
74, processor card 78 and to EXT IN logic using a serial 
termination technique. 

[0057] The operation of the high-speed status bus 66 for 
the CRT bus Will noW be described. As indicated, each of the 
16 lines of the CRT bus is driven by an individual channel 
62. Using RT_SBIT, each line of the CRT bus is divided in 
time into four separate time slots, three of Which are 
reserved for a 3-bit code indicative of one of eight possible 
the trigger codes for that channel 62, and the fourth of Which 
is multiplexed betWeen a quick going signal indicative of 
that channel 62 having been triggered, and a sloW going 
signal indicative of a ‘memory full’ condition that informs 
other channels that the trace buffer 64 of that channel 62 is 
almost full. Such a sloW going signal may be used in cases 
Where tWo or more channels 62 have been programmed by 
the resident processor 78 to pool their trace buffer memories 
64 to form a larger trace buffer space. In operation, each 
analyZer channel 62 is con?gured to send out a predeter 
mined status code based on the combinatorial operation of 
the channels that is desired. For example, channels 1, 2, 4, 
and 6 may be programmed to send out a “7” status code 
When they encounter a trigger condition in the trace data on 
that channel 62. Another set of channels 62, for example, 
channels 1, 4, 5, and 7 are programmed to utiliZe the 
existence of any other channel sending out a “7” status code 
































