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METHOD AND APPARATUS FOR TIME 
SYNCHRONIZATION IN A NETWORK DATA 

PROCESSING SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field 

[0002] The present invention relates generally to an 
improved data processing system, and in particular to a 
method and apparatus for synchronizing time. Still more 
particularly, the present invention relates to a method and 
apparatus for synchroniZing time for an authentication sys 
tem in a netWork data processing system. 

[0003] 2. Description of Related Art 

[0004] In a multi-user computer system, identi?cation and 
authentication mechanisms are essential for identifying and 
authenticating each individual Who requests any usage of 
system resources. One solution is knoWn as “Kerberos”. 
Originally developed at the Massachusetts Institute of Tech 
nology, Kerberos is a distributed authentication services that 
alloWs a client process running on behalf of a principal (e.g., 
a user) to prove its identity to a remote server Without 
transmitting passWords over a potentially insecure netWork. 

[0005] Kerberos requires principals to have secret keys 
registered With key distribution center (KDC) on the Ker 
beros server. A principal obtains a “ticket” from KDC to 
access the service on a remote server. To prevent attackers 

from intercepting and reusing the ticket, an authenticator, 
Which includes a time stamp and other principal informa 
tion, is presented along With the ticket in the request 
message to remote server. 

[0006] The reason for time stamping the authenticator is to 
prevent a “replay attack”. In a replay attack, a hacker 
eavesdrops on an authentication packet. The hacker can try 
to replay this packet to pretend that the hacker has the ticket 
and authority to access this service. To prevent this kind of 
attack, Kerberos alloWs the server to accept the authenticator 
only if the time stamp in the authenticator is Within a limited 
time difference from the server’s oWn clock, such as 5 
minutes earlier or later than server’s clock. This range 
provides a 10 minute time WindoW. Therefore, in order to 
alloW principals successfully being authenticated as Well as 
to prevent replay attack, it is necessary to maintain a time 
synchroniZation (a margin of a feW minutes is alloWable) 
among principals and the Kerberos server. 

[0007] Kerberos does not provide a time synchroniZation 
mechanism. Synchronization is assumed to be achieved 
outside the Kerberos system. The current approach is that 
the clocks of Workstations and servers that participate Ker 
beros authentication are adjusted With the clock on Kerberos 
server manually or automatically using special time servers 
through another protocol such a simple netWork time pro 
tocol (SNTP). This approach has a couple of draWbacks. As 
Kerberos technology is being pushed to the Internet arena, 
it is more difficult to achieve clock synchroniZation among 
machines on different netWorks or in different geographical 
locations. Also, Kerberos supports cross-realm authentica 
tion. Cross-realm authentication alloWs a user to access 

services in other realms. This brings the necessity to be able 
to dynamically synchroniZe a principal’s time With different 
servers’ times. The current approach does not address this 
requirement. 
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[0008] Furthermore, a security hole may be introduced 
into the Kerberos system because this current approach 
relies on the clock settings of Workstations. One eXample of 
a possible scenario is if a hacker changes clock settings on 
the hacker’s Workstation to move the time a feW hours 
ahead, then the hacker Waits for somebody to try authenti 
cating from this machine and intercepts the authentication 
package sent. A feW hours later, the hacker replays the 
intercepted package. Since the server Will think that time 
stamp is Within alloWed boundaries of a feW minutes, it 
accepts the service request, and the hacker successfully 
gains access to the service. 

[0009] Therefore, it Would be advantageous to have an 
improved method and apparatus for an improved time 
synchroniZation mechanism. 

SUMMARY OF THE INVENTION 

[0010] The present invention provides a method, appara 
tus, and computer implemented instructions for synchroniZ 
ing time in a netWork data processing system. A request for 
time synchroniZation from a source data processing system 
is received at a target data processing system. A current 
target time at the target data processing system is placed in 
a reply. The reply is sent to the source data processing 
system. A current source time from When the reply is 
received at the source data processing system is compared to 
the current target time to generate a comparison. Asynchro 
niZation factor is generated using the comparison. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood 
by reference to the folloWing detailed description of an 
illustrative embodiment When read in conjunction With the 
accompanying draWings, Wherein: 

[0012] FIG. 1 is a pictorial representation of a netWork of 
data processing systems in Which the present invention may 
be implemented; 

[0013] FIG. 2 is a block diagram of a data processing 
system that may be implemented as a server in accordance 
With a preferred embodiment of the present invention; 

[0014] FIG. 3 is a block diagram illustrating a data 
processing system in Which the present invention may be 
implemented; 

[0015] FIGS. 4A-4C are diagrams illustrating data How 
used in authentication system in accordance With a preferred 
embodiment of the present invention; 

[0016] FIGS. 5A-5D are diagrams illustrating data struc 
tures used in FIGS. 4A-4C in accordance With a preferred 
embodiment of the present invention; 

[0017] FIG. 6 is a ?oWchart of a process used for gener 
ating time synchroniZation information in accordance With a 
preferred embodiment of the present invention; 

[0018] FIG. 7 is a ?oWchart of a process used for gener 
ating a time stamp in accordance With a preferred embodi 
ment of the present invention; 
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[0019] FIG. 8 is a ?owchart of a process for authenticating 
the use of a service in accordance With a preferred embodi 
ment of the present invention; and 

[0020] FIG. 9 is a ?oWchart illustrating a high level 
cross-realm operation in accordance With a preferred 
embodiment With the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0021] With reference noW to the ?gures, FIG. 1 depicts 
a pictorial representation of a netWork of data processing 
systems in Which the present invention may be imple 
mented. Network data processing system 100 is a netWork of 
computers in Which the present invention may be imple 
mented. NetWork data processing system 100 contains a 
netWork 102, Which is the medium used to provide commu 
nications links betWeen various devices and computers 
connected together Within netWork data processing system 
100. NetWork 102 may include connections, such as Wire, 
Wireless communication links, or ?ber optic cables. 

[0022] In the depicted example, a server 104 is connected 
to netWork 102 along With storage unit 106. In addition, 
clients 108, 110, and 112 also are connected to netWork 102. 
These clients 108, 110, and 112 may be, for example, 
personal computers or netWork computers. In the depicted 
example, server 104 is a ?le server and provides data, such 
as boot ?les, operating system images, and applications to 
clients 108-112. Clients 108, 110, and 112 are clients to 
server 104. Server 114 is a key distribution center (KDC) 
server used to obtain keys for authentication by server 104. 
In the depicted examples, clients 108, 110, and 112 send 
requests to server 114 to generate synchroniZation factors 
used in authentication processes With server 104. 

[0023] NetWork data processing system 100 may include 
additional servers, clients, and other devices not shoWn. In 
the depicted example, netWork data processing system 100 
is the Internet With netWork 102 representing a WorldWide 
collection of netWorks and gateWays that use the TCP/IP 
suite of protocols to communicate With one another. At the 
heart of the Internet is a backbone of high-speed data 
communication lines betWeen major nodes or host comput 
ers, consisting of thousands of commercial, government, 
educational and other computer systems that route data and 
messages. Of course, netWork data processing system 100 
also may be implemented as a number of different types of 
netWorks, such as for example, an intranet, a local area 
netWork (LAN), or a Wide area netWork FIG. 1 is 
intended as an example, and not as an architectural limita 
tion for the present invention. 

[0024] Referring to FIG. 2, a block diagram of a data 
processing system that may be implemented as a server, such 
as server 104 in FIG. 1, is depicted in accordance With a 
preferred embodiment of the present invention. Data pro 
cessing system 200 may be a symmetric multiprocessor 
(SMP) system including a plurality of processors 202 and 
204 connected to system bus 206. Alternatively, a single 
processor system may be employed. Also connected to 
system bus 206 is memory controller/cache 208, Which 
provides an interface to local memory 209. I/O bus bridge 
210 is connected to system bus 206 and provides an interface 
to I/O bus 212. Memory controller/cache 208 and I/O bus 
bridge 210 may be integrated as depicted. 
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[0025] Peripheral component interconnect (PCI) bus 
bridge 214 connected to I/ O bus 212 provides an interface to 
PCI local bus 216. A number of modems may be connected 
to PCI bus 216. Typical PCI bus implementations Will 
support four PCI expansion slots or add-in connectors. 
Communications links to netWork computers 108-112 in 
FIG. 1 may be provided through modem 218 and netWork 
adapter 220 connected to PCI local bus 216 through add-in 
boards. 

[0026] Additional PCI bus bridges 222 and 224 provide 
interfaces for additional PCI buses 226 and 228, from Which 
additional modems or netWork adapters may be supported. 
In this manner, data processing system 200 alloWs connec 
tions to multiple netWork computers. A memory-mapped 
graphics adapter 230 and hard disk 232 may also be con 
nected to I/O bus 212 as depicted, either directly or indi 
rectly. 
[0027] Those of ordinary skill in the art Will appreciate 
that the hardWare depicted in FIG. 2 may vary. For example, 
other peripheral devices, such as optical disk drives and the 
like, also may be used in addition to or in place of the 
hardWare depicted. The depicted example is not meant to 
imply architectural limitations With respect to the present 
invention. 

[0028] The data processing system depicted in FIG. 2 may 
be, for example, an IBM RISC/System 6000 system, a 
product of International Business Machines Corporation in 
Armonk, NY, running the Advanced Interactive Executive 
(AIX) operating system. 
[0029] With reference noW to FIG. 3, a block diagram 
illustrating a data processing system is depicted in Which the 
present invention may be implemented. Data processing 
system 300 is an example of a client computer. Data 
processing system 300 employs a peripheral component 
interconnect (PCI) local bus architecture. Although the 
depicted example employs a PCI bus, other bus architectures 
such as Accelerated Graphics Port (AGP) and Industry 
Standard Architecture (ISA) may be used. Processor 302 and 
main memory 304 are connected to PCI local bus 306 
through PCI bridge 308. PCI bridge 308 also may include an 
integrated memory controller and cache memory for pro 
cessor 302. Additional connections to PCI local bus 306 may 
be made through direct component interconnection or 
through add-in boards. In the depicted example, local area 
netWork (LAN) adapter 310, SCSI host bus adapter 312, and 
expansion bus interface 314 are connected to PCI local bus 
306 by direct component connection. In contrast, audio 
adapter 316, graphics adapter 318, and audio/video adapter 
319 are connected to PCI local bus 306 by add-in boards 
inserted into expansion slots. Expansion bus interface 314 
provides a connection for a keyboard and mouse adapter 
320, modem 322, and additional memory 324. Small com 
puter system interface (SCSI) host bus adapter 312 provides 
a connection for hard disk drive 326, tape drive 328, and 
CD-ROM drive 330. Typical PCI local bus implementations 
Will support three or four PCI expansion slots or add-in 
connectors. 

[0030] An operating system runs on processor 302 and is 
used to coordinate and provide control of various compo 
nents Within data processing system 300 in FIG. 3. The 
operating system may be a commercially available operating 
system, such as WindoWs 2000, Which is available from 
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Microsoft Corporation. An object oriented programming 
system such as Java may run in conjunction With the 
operating system and provide calls to the operating system 
from Java programs or applications executing on data pro 
cessing system 300. “Java” is a trademark of Sun Micro 
systems, Inc. Instructions for the operating system, the 
object-oriented operating system, and applications or pro 
grams are located on storage devices, such as hard disk drive 
326, and may be loaded into main memory 304 for execution 
by processor 302. 

[0031] Those of ordinary skill in the art Will appreciate 
that the hardWare in FIG. 3 may vary depending on the 
implementation. Other internal hardWare or peripheral 
devices, such as ?ash ROM (or equivalent nonvolatile 
memory) or optical disk drives and the like, may be used in 
addition to or in place of the hardWare depicted in FIG. 3. 
Also, the processes of the present invention may be applied 
to a multiprocessor data processing system. 

[0032] As another example, data processing system 300 
may be a stand-alone system con?gured to be bootable 
Without relying on some type of netWork communication 
interface, Whether or not data processing system 300 com 
prises some type of netWork communication interface. As a 
further example, data processing system 300 may be a 
Personal Digital Assistant (PDA) device, Which is con?g 
ured With ROM and/or ?ash ROM in order to provide 
non-volatile memory for storing operating system ?les and/ 
or user-generated data. 

[0033] The depicted example in FIG. 3 and above-de 
scribed examples are not meant to imply architectural limi 
tations. For example, data processing system 300 also may 
be a notebook computer or hand held computer in addition 
to taking the form of a PDA. Data processing system 300 
also may be a kiosk or a Web appliance. 

[0034] The present invention provides a method, appara 
tus, and computer implemented instructions for synchroniZ 
ing time. This synchroniZation mechanism is useful in 
authenticating a client in Which the authentication mecha 
nism uses a time stamp. The client sends a request for 
synchroniZation information from a target, such as a server. 
In this example, the server is a KDC server. In response to 
receiving a time synchroniZation response, the client calcu 
lates a clock skeW betWeen the KDC server and the client. 
Then, the client may request a user credential from another 
server, such as an authentication server using the calculated 
clock skeW to adjust the time value or time stamp generated 
by the client. The ?le server and the KDC server may be 
located on the same physical computer or in different 
computers. Thus, this mechanism avoids having to change 
physical clock settings on a client. 

[0035] Turning next to FIGS. 4A-4C, diagrams illustrat 
ing data How used in authentication system are depicted in 
accordance With a preferred embodiment of the present 
invention. In the depicted examples, client 400 may be 
implemented using data processing system 300 in FIG. 3 
While KDC 402 may be implemented using data processing 
system 200 in FIG. 2. 

[0036] In this example, in FIG. 4A, client 400 sends a 
request 404 to KDC server 402. Request 404 includes a time 
stamp, containing the current time, T1, at client 400 When 
request 404 is generated and sent. In FIG. 4B KDC server 
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402 generates a reply 406, Which contains the current time, 
T2, at KDC server 402. This reply is encoded and the 
checksum is calculated over the encoding data. This check 
sum is added to the reply and the reply is re-encoded. These 
examples, the checksum is calculated use a secret key for the 
client. This alloWs the client to verify the data integrity of the 
reply. In these examples, the data is DER encoded. DER 
stands for Distinguished Encoding Rules. It is a standard 
encoding rule used to encode the structure of ASN.1 
(Abstract Syntax Notation 1) data to be transferred betWeen 
the Application Layer and the Presentation Layer of the 
Open Systems Interconnection (OSI). It provides a means 
Whereby the Presentation Layer can reliably exchange any 
arbitrary data structure With other computer systems, While 
the Application Layer can map the encoded data into any 
type of representation or language that is appropriate for the 
end user. In this example, reply 406 also includes the current 
time, T1, from reply 404 as Well as encoded data structures 
containing session keys for client 400 and a ?le server. 

[0037] Client 400 receives the reply message and identi 
?es another current time, T3. Additionally, in the depicted 
examples, this reply is decoded and the checksum is calcu 
lated to verify data integrity. Atime difference for skeW also 
referred to as TimeSync is identi?ed. If the difference 
betWeen T3 and T1 is less than a threshold value, such as 1 
minute or 2 minutes, then the variable TimeSync is equal to 
T3-T2. If the difference is equal to or greater than the 
threshold value, then TimeSync is set equal to T3—T2—(T3— 
T1)/2. This calculation provides a time synchronization. 
This synchroniZation factor is used to generate time stamps 
in Which a time stamp is set equal to the current time 
TimeSync. In this manner, instead of changing physical 
clock settings the time stamp may be adjusted. This time 
stamp is placed in a request 408 sent by client 400 to another 
server, such as ?le server 410 in FIG. 4C. Additionally, the 
encoded data structure containing the session key for the ?le 
server is placed into request 408. 

[0038] Turning next to FIGS. 5A-5D, diagrams illustrat 
ing data structures used in FIGS. 4A-4C are depicted in 
accordance With a preferred embodiment of the present 
invention. In FIG. 5A, request 404 includes an encoded data 
structure 500 containing current time 502, T1, from the 
client and a client identi?er 504. This reply is encrypted 
using the client’s secret key 506. KDC 402 in FIG. 4 
generates reply 406 in FIG. 4B, Which contains data struc 
ture 508 in FIG. 5B and data structure 510 in FIG. 5C. Data 
structure 508 includes a session key 512. Additionally, this 
data structure includes current time 514, T2, at KDC 402 as 
Well as time 502, T1. Data structure 508 is encrypted using 
key 506. Data structure 510 includes a session key 516 for 
a ?le server, Which is encoded With other information 
encoded in data structure 510 using key 518, Which is the 
secret key of the ?le server. The client Will be unable to 
decrypt structure 510 and Will include this data structure in 
request 408 to ?le server 410 in FIG. 4. 

[0039] In FIG. 5D, data structure 520 is a data structure 
placed in request 408 in FIG. 4, Which is sent to ?le server 
410. Data structure 520 includes client ID 522 and time 
stamp 524. This data structure is encrypted using session key 
512 from data structure 508. This data structure may be 
decrypted by ?le server 510 once ?le server 410 retrieves 
sessions key 512 from data structure 510 by decrypting the 
data structure using its key. 



US 2005/0210306 A1 

[0040] Turning next to FIG. 6, a ?owchart of a process 
used for generating time synchronization information is 
depicted in accordance With a preferred embodiment of the 
present invention. The process in FIG. 6 may be imple 
mented in a server, such as KDC server 402 in FIG. 4. 

[0041] The process begins by receiving a time synchro 
niZation request message (step 600). In the depicted 
examples, the request is received from clients, Which may 
generate time stamps for other requests or messages. Next, 
the current time, T1, from the originator of the request is 
retrieved (step 602). Also, the current time, T2, at the server 
is retrieved (step 604). Times T1 and T2 are both place in a 
reply message (step 606). Of course, other information may 
also be placed into the reply message, such as, a session key. 

[0042] The reply message is then encoded (step 608). A 
checksum is calculated for the encoded message (step 610). 
The checksum is added to the reply message (step 612). The 
reply message is then re-encoded (step 614). This reply is 
then sent back to the client originating the request (step 616) 
With the process terminating thereafter. 

[0043] With reference noW to FIG. 7, a ?oWchart of a 
process used for generating a time stamp is depicted in 
accordance With a preferred embodiment of the present 
invention. The process illustrated in FIG. 7 may be imple 
mented in a client, such as client 400 in FIG. 4. 

[0044] The process begins by sending a request for time 
synchroniZation information (step 700). A reply message is 
received in response to the request (step 702). In response to 
receive the response message a current time, T3, at the client 
is retrieved (step 704). The reply message is then decoded 
(step 706). Next, a checksum is calculated over the reply 
message using a client key (step 708). A client key is used 
because the reply message Was encrypted by the KDC server 
using the client key. This step is used to verify the authen 
ticity of the reply. A time difference betWeen current time, 
T3, and the time, T2, in the reply message is calculated (step 
710). 
[0045] Then, a determination is made as to Whether the 
time difference is greater than some selected threshold 
values (step 712). This threshold value may be, for example, 
1 minute or 2 minutes. Kerberos uses time stamps to 
guarantee that a ticket request is fresh and not replayed from 
a long time ago. By default, Kerberos de?nes “a long time 
ago” as 5 minutes, although this time is con?gurable. If the 
time difference is not less than the threshold, then the value 
TimeSync is set equal to T3—T2—(T3—T1)/2 (step 714). 
Then, the time stamp as generate as being equal to the 
current time at the client minus the value for TimeSync (step 
716) With the process terminating thereafter. 

[0046] With reference again the step 712, if the time 
difference is less than the threshold, then the value Time 
Sync is set equal to T3-T2 (step 718) With the process then 
proceeding to step 716 as described above. 

[0047] Turning next to FIG. 8, a ?oWchart of a process for 
authenticating the use of a service is depicted in accordance 
With a preferred embodiment of the present invention. The 
process illustrated in FIG. 8 may be implemented for use in 
gaining access to a server that provides a service, such as an 
application, e-mail, or a print service. The time synchroni 
Zation process implemented by such a server is similar to 
that used in a client as described above. The difference is that 
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the server performs time synchroniZation after it receives a 
server request from a client, While the client typically 
performs time synchroniZation prior to sending a credential 
request to a KDC. 

[0048] The process begins by a client performing time 
synchroniZation With a KDC (step 800). Client then requests 
a credential from the KDC (step 802). Client requests an 
application service on a server by presenting its credential to 
the server (step 804). Next, server performs time synchro 
niZation With a KDC server (step 806). Server veri?es 
client’s credential (step 808). 

[0049] Next, a determination is made Whether the client 
credential is authenticated (step 810). If the credential is 
authenticated, the server grants the service to the client (step 
812) With the process terminating thereafter. OtherWise, the 
process terminates Without granting the service. 

[0050] In these examples, netWorks are divided into 
realms to provide scalability in the Kerberos system. These 
divisions are often made on organiZational boundaries, 
although they need not be. Each realm has its oWn KDC. 
Every principal registered With the same KDC belong to the 
same realm. The KDC for each realm is trusted by all 
principals registered in that realm to store a secret key in 
con?dence. Principal is another term used in Kerberos. 
Kerberos principals are of several types: users, application 
services, such as a File server provides ?le access service, a 
printer provides print service, KDC. Cross-realm authenti 
cation alloWs a Kerberos user to access services in other 
realms. Before the user presents its credential to remote 
realm’s KDC, time synchroniZation subroutine detects a 
KDC different from the current one, so it is invoked to do 
synchroniZation With the target KDC. The neW time syn 
chroniZation value is calculated, and the time stamp value is 
adjusted based on the neW time synchroniZation value. 

[0051] Turning noW to FIG. 9, a ?oWchart illustrating a 
high level cross-realm operation is depicted in accordance 
With a preferred embodiment With the present invention. 

[0052] The process begins by the client performing time 
synchronization With KDC of its oWn rcalm (step 900). The 
client requests a credential from KDC (step 902). Next, the 
client performs time synchroniZation With KDC of remote 
realm (step 904). After performing time synchroniZation, the 
client presents its credential to KDC of remote realm (step 
906). The client obtains a neW credential from KDC of 
remote realm (step 908). Thereafter, the client requests an 
application service on a server of remote realm by present 
ing its neW credential to the server (step 910). In response to 
the presentation of the credential, the server of remote realm 
performs time synchroniZation With KDC of remote realm 
(step 912). The server veri?es the client’s credential (step 
914). 
[0053] Next, a determination is made Whether the client 
credential is authenticated (step 916). If the credential is 
authenticated, the server grants the service to the to the 
remote client (step 918) With the process terminating there 
after. OtherWise, the process terminates Without granting the 
service. 

[0054] Thus, the present invention a method, apparatus, 
and computer implemented instructions for synchroniZing 
time betWeen different data processing systems. Physical 
adjustments to clocks Within a data processing system is 
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unnecessary using the mechanism of the present invention. 
This mechanism avoids the dependency upon other systems 
or protocols to achieve synchroniZation of time on different 
processing systems. This mechanism does not rely on a time 
server and is dynamic in adjusting time. Further, When a 
client contacts servers in different netWork or geographic 
locations, time synchroniZation may be perform With each 
server being contact providing cross-realm synchroniZation. 
When a client detects a different “realm”, time synchroni 
Zation may be automatically initiated in Which a neW Time 
Sync value is calculated. Further, neW TimeSync value may 
also be calculated in response to other events, such as, a 
periodic event signaled by a timer. In this Way, potential 
security holes produced by altering clock settings are mini 
miZed. 

[0055] It is important to note that While the present inven 
tion has been described in the context of a fully functioning 
data processing system, those of ordinary skill in the art Will 
appreciate that the processes of the present invention are 
capable of being distributed in the form of a computer 
readable medium of instructions and a variety of forms and 
that the present invention applies equally regardless of the 
particular type of signal bearing media actually used to carry 
out the distribution. Examples of computer readable media 
include recordable-type media, such as a ?oppy disk, a hard 
disk drive, a RAM, CD-ROM’s, DVD-ROMs, and trans 
mission-type media, such as digital and analog communi 
cations links, Wired or Wireless communications links using 
transmission forms, such as, for example, radio frequency 
and light Wave transmissions. The computer readable media 
may take the form of coded formats that are decoded for 
actual use in a particular data processing system. 

[0056] The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modi?cations and variations Will 
be apparent to those of ordinary skill in the art. The 
embodiment Was chosen and described in order to best 
explain the principles of the invention, the practical appli 
cation, and to enable others of ordinary skill in the art to 
understand the invention for various embodiments With 
various modi?cations as are suited to the particular use 
contemplated. 

1. A method for synchroniZing time in a netWork data 
processing system comprising the data processing system 
implemented steps of: 

receiving a request for time synchroniZation at a target 
data processing system, Wherein the request is received 
from a source data processing system; 

placing a current target time at the target data processing 
system in a reply; 

sending the reply to the source data processing system; 

comparing a current source time from When the reply is 
received at the source data processing system to the 
current target time to generate a comparison; 

generating a synchroniZation factor using the comparison; 
and 

creating an authentication request, using the synchroni 
Zation factor, Which includes a set of user credentials 
and a time stamp for an authentication process at a 
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system associated With the target system, Wherein the 
user credentials are valid for a predetermined period of 
time. 

2-3. (canceled) 
4. The method of claim 1 further comprising: 

generating a time stamp for a message using the synchro 
niZation factor and a current time in the target data 
processing system. 

5. The method of claim 1 further comprising: 

storing the synchroniZation factor. 
6-32. (canceled) 
33. A computer program product in a computer readable 

medium for synchroniZing time in a netWork data processing 
system, the computer program product comprising: 

?rst instructions for receiving a request for time synchro 
niZation at a target data processing system, Wherein the 
request is received from a source data processing 
system; 

second instructions for placing a current target time at the 
target data processing system in a reply; 

third instructions for sending the reply to the source data 
processing system; 

fourth instructions for comparing a current source time 
from When the reply is received at the source data 
processing system to the current target time to generate 
a comparison; 

?fth instructions for generating a synchroniZation factor 
using the comparison; and 

sixth instructions for creating an authentication request, 
using the synchroniZation factor, Which includes a set 
of user credentials and a time stamp for an authentica 
tion process at a system associated With the target 
system, Wherein the user credentials are valid for a 
predetermined period of time. 

34. (canceled) 
35. The method of claim 1, Wherein the receiving, placing, 

and sending steps are performed in the target data processing 
system and Wherein comparing and generating steps are 
performed in the source data processing system. 

36. The computer program product of claim 33, Wherein 
the instructions for generating a synchroniZation factor 
further comprises: 

instructions for generating a time stamp for a message 
using the synchroniZation factor and a current time in 
the target data processing system. 

37. The computer program product of claim 33, further 
comprising: 

instructions for storing the synchroniZation factor. 
38. The computer program product of claim 33, Wherein 

the instructions for receiving, placing, and sending are 
located in the target data processing system and Wherein the 
instructions for comparing and generating are located in the 
source data processing system. 

39. A data processing system comprising: 

a bus system; 

a communications unit connected to the bus, Wherein data 
is sent and received using the communications unit; 
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a memory connected to the bus system, Wherein a set of 
instructions are located in the memory; and 

a processor unit connected to the bus system, Wherein the 
processor unit executes the set of instructions to receive 
a request for time synchronization at a target data 
processing system, Wherein the request is received 
from a source data processing system; place a current 
target time at the target data processing system in a 
reply; send the reply to the source data processing 
system; compare a current source time from When the 
reply is received at the source data processing system 
to the current target time to generate a comparison; 
generate a synchroniZation factor using the compari 
son; and create an authentication request, using the 
synchroniZation factor, Which includes a set of user 
credentials and a time stamp for an authentication 
process at a system associated With the target system, 
Wherein the user credentials are valid for a predeter 
mined period of time. 

40. The data processing system of claim 39, Wherein the 
bus system includes a primary bus and a secondary bus. 
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41. The data processing system of claim 39, Wherein the 
processor unit includes a single processor. 

42. The data processing system of claim 39, Wherein the 
processor unit includes a plurality of processors. 

43. The data processing system of claim 39, Wherein the 
communications unit is an Ethernet adapter. 

44. The data processing system of claim 39, Wherein the 
processor unit further executes the set of instructions to 
generate a time stamp for a message using the synchroni 
Zation factor and a current time in the target data processing 
system. 

45. The data processing system of claim 39 further 
comprising the processor unit executing the set of instruc 
tions to store the synchroniZation factor. 

46. The data processing system of claim 39, Wherein the 
set of instructions to receive, place, and send are located in 
the target data processing system and Wherein set of instruc 
tions to compare and generate are located in the source data 
processing system. 


