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APPARATUS AND METHOD FOR AUTOMATIC 
CLUSTER NETWORK DEVICE ADDRESS 

ASSIGNMENT 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to the ?eld of data 
communications networks. More particularly, the present 
invention relates to an apparatus and method for automatic 
address assignment for netWork devices in a cluster. 

[0003] 2. Background 

[0004] A netWork is a communication system that links 
tWo or more computers and peripheral devices, and alloWs 
users to access resources on other computers and exchange 
messages With other users. A netWork alloWs users to share 
resources on their oWn systems With other netWork users and 
to access information on centrally located systems or sys 
tems that are located at remote offices. It may provide 
connections to the Internet or to the netWorks of other 
organiZations. The netWork typically includes a cable that 
attaches to netWork interface cards (“NICs”) in each of the 
devices Within the netWork. Users may interact With net 
Work-enabled softWare applications to make a netWork 
request, such as to get a ?le or print on a netWork printer. The 
application may also communicate With the netWork soft 
Ware, Which may then interact With the netWork hardWare to 
transmit information to other devices attached to the net 
Work. 

[0005] A local area netWork (“LAN”) is a netWork that is 
located in a relatively small physical area, such as a building, 
in Which computers and other netWork devices are linked, 
usually via a Wiring-based cabling scheme. A LAN typically 
includes a shared medium to Which Workstations attach and 
through Which they communicate. LANs often use broad 
casting methods for data communication, Whereby any 
device on the LAN can transmit a message that all other 
devices on the LAN then “listen” to. HoWever, only the 
device or devices to Which the message is addressed actually 
receive the message. Data is typically packaged into frames 
for transmission on the LAN. 

[0006] Currently, the most common LAN media is Ether 
net, Which traditionally has a maximum bandWidth of 10 
Mbps. Traditional Ethernet is a half-duplex technology, in 
Which each Ethernet netWork device checks the netWork to 
determine Whether data is being transmitted before it trans 
mits, and defers transmission if the netWork is in use. In spite 
of transmission deferral, tWo or more Ethernet netWork 
devices can transmit at the same time, Which results in a 
collision. When a collision occurs, the netWork devices enter 
a back-off phase and retransmit later. 

[0007] As more netWork devices are added to a LAN, they 
must Wait more often before they can begin transmitting, and 
collisions are more likely to occur because more netWork 
devices are trying to transmit. Today, throughput on tradi 
tional Ethernet LAN s suffers even more due to increased use 

of netWork intensive programs, such as client-server appli 
cations, Which cause hosts to transmit more often and for 
longer periods of time. 

[0008] FIG. 1 is a block diagram illustrating a netWork 
connection betWeen a user 10 and a server 20. FIG. 1 is an 
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example Which may be consistent With any type of netWork, 
including a LAN, a Wide area netWork (“WAN”), or a 
combination of netWorks, such as the Internet. 

[0009] When a user 10 connects to a particular destination, 
such as a requested Web page on a server 20, the connection 
from the user 10 to the server 20 is typically routed through 
several routers 12A-12D. Routers are internetWorking 
devices. They are typically used to connect similar and 
heterogeneous netWork segments into InternetWorks. For 
example, tWo LANs may be connected across a dial-up line, 
across the Integrated Services Digital NetWork (“ISDN”), or 
across a leased line via routers. Routers may also be found 
throughout the Internet. End users may connect to a local 

Internet Service Provider (“ISP”) (not shoWn). 

[0010] As the data traf?c on a LAN increases, users are 
affected by longer response times and sloWer data transfers, 
because all users attached to the same LAN segment com 
pete for a share of the available bandWidth of the LAN 
segment (e.g., 10 Mbps in the case of traditional Ethernet). 
Moreover, LANs commonly experience a steady increase in 
traffic even if the number of users remains constant, due to 
increased netWork usage of softWare applications using the 
LAN. Eventually, performance drops beloW an acceptable 
level and it becomes necessary to separate the LAN into 
smaller, more lightly loaded segments. 

[0011] LANs are becoming increasingly congested and 
overburdened. In addition to an ever-groWing population of 
netWork users, several factors have combined to stress the 
capabilities of traditional LANs, including faster computers, 
faster operating systems, and more netWork-intensive soft 
Ware applications. 

[0012] There are tWo traditional approaches to relieving 
LAN congestion. The ?rst is to simply install a faster 
netWorking technology, such as FDDI, ATM, or Fast Eth 
ernet. HoWever, these approaches are expensive to imple 
ment. The other traditional approach is to use bridges and 
routers to reduce data traf?c betWeen netWorks. This solu 
tion is also relatively expensive both in money and con?gu 
ration time, and is only effective When inter-segment traf?c 
is minimal. When inter-segment traf?c is high, some bridges 
and routers can become a bottleneck due to their limited 
processing poWer. They also require extensive setup and 
manual con?guration in order to maintain their performance. 
In addition, despite large buffers, packet loss is alWays a 
possibility. 

[0013] SWitching is a technology that alleviates conges 
tion in Ethernet, Token Ring, and Fiber Distributed Data 
Interface (FDDI) and other similar LANs by reducing traf?c 
and increasing bandWidth. LAN sWitches are designed to 
Work With existing media infrastructures so that they can be 
installed With minimal disruption of existing netWorks. 

[0014] A Media Access Control (“MAC”) address is the 
unique hexadecimal serial number assigned to each Ethernet 
netWork device to identify it on the netWork. With Ethernet 
devices, this address is permanently set at the time of 
manufacture. Each netWork device has a unique MAC 
address, so that it Will be able to receive only the frames that 
Were sent to it. If MAC addresses Were not unique, there 
Would be no Way to distinguish betWeen tWo stations. 
Devices on a netWork monitor netWork traf?c and search for 
their oWn MAC address in each frame to determine Whether 
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they should decode it or not. Special circumstances exist for 
broadcasting to every device on the network. 

[0015] Ethernet uses variable-length frames of data to 
transmit information from a source to one or more destina 

tions. Every Ethernet frame has tWo ?elds de?ned as the 
source and destination addresses, Which indicate the MAC 
addresses of the netWork devices Where a frame originated 
and Where it is ultimately destined, respectively. FIG. 2-A 
illustrates the structure of an Ethernet frame, as de?ned by 
the IEEE. As shoWn in FIG. 2-A, the Ethernet frame 22 
includes a Preamble 24, a Start of Frame Delimiter 26, a 
Destination Address 28, a Source Address 30, a Length of 
data ?eld 32, a variable-length Data ?eld 34, a Pad 36, and 
a Checksum 38. The Preamble 24 is a seven-byte ?eld, With 
each byte containing the bit pattern 10101010 to alloW for 
clock synchroniZation betWeen sending and receiving sta 
tions (not shoWn). The Start of Frame Delimiter 26 is a 
one-byte ?eld containing the bit pattern 10101011 to denote 
the start of the frame itself. The Destination Address 28 and 
the Source Address 30 are typically siX-byte ?elds Which 
specify the unique MAC addresses of the receiving and 
sending stations. Special addresses alloW for multicasting to 
a group of stations and for broadcasting to all stations on the 
netWork. The Length of Data ?eld 32 speci?es the number 
of bytes present in the Data ?eld 34, from a minimum of 0 
to a maXimum of 1500. The Pad ?eld 36 is used to ?ll out 
the length of the entire frame 22 to a minimum of 64 bytes 
When the Data ?eld 34 contains a small number of bytes. 
Finally, the Checksum ?eld 38 is a 32-bit hash code of the 
Data ?eld 34, Which can used by the receiving station to 
detect data transmission errors. 

[0016] In the conteXt of the present invention, the term 
“switching” refers to a technology in Which a netWork 
device (knoWn as a sWitch) connects tWo or more LAN 
segments. A sWitch transmits frames of data from one 
segment to their destinations on the same or other segments. 
When a sWitch begins to operate, it eXamines the MAC 
address of the frames that How through it to build a table of 
knoWn sources. If the sWitch determines that the destination 
of a frame is on the same segment as the source of the frame, 
it drops, or ?lters, the frame because there is no need to 
transmit it. If the sWitch determines that the destination is on 
another segment, it transmits the frame onto the destination 
segment only. Finally, using a technique knoWn as ?ooding, 
if the destination segment is unknoWn, the sWitch transmits 
the frame on all segments eXcept the source segment. 

[0017] Logically, a LAN sWitch behaves similarly to a 
bridge, Which is a different kind of netWork device. The 
primary difference is that sWitches have higher data through 
put than bridges, because their frame forWarding algorithms 
are typically performed by application-speci?c integrated 
circuits (“ASICs”) especially designed for that purpose, as 
opposed to the more general purpose (and relatively sloWer) 
microprocessors typically used in bridges. Like bridges, 
sWitches are designed to divide a large, unWieldy local 
netWork into smaller segments, insulating each segment 
from local traf?c on other segments, thus increasing aggre 
gate bandWidth While still retaining full connectivity. 
SWitches typically have higher port counts than bridges, 
alloWing several independent data paths through the device. 
This higher port count also increases the data throughput 
capabilities of a sWitch. 
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[0018] Because a sWitch maintains a table of the source 
MAC addresses received on every port, it “learns” to Which 
port a station is attached every time the station transmits. 
Then, each packet that arrives for that station is forWarded 
only to the correct port, eliminating the Waste of bandWidth 
on the other ports. Since station addresses are relearned 
every time a station transmits, if stations are relocated the 
sWitch Will recon?gure its forWarding table immediately 
upon receiving a transmission from the stations. 

[0019] Referring noW to FIG. 2-B, a block diagram of an 
Ethernet sWitch according to one aspect of the present 
invention is shoWn. As shoWn in FIG. 2-B, Ethernet sWitch 
200 includes a Layer 1 Physical Interface (“PHY”) 202, 204, 
and a Layer 2 Media Access Control Interface (“MAC”) 
206, 208, for each port on the Ethernet sWitch 200. A 
netWork interface card (“NIC”) consists of a MAC and a 
PHY. An Ethernet sWitch also contains a MAC and PHY on 
every port. Thus, an Ethernet sWitch may appear to a 
netWork as multiple NICs coupled together. Each sWitch 
PHY 202, 204, receives the incoming data bit stream and 
passes it to its corresponding MAC 206, 208, Which reas 
sembles the original Ethernet frames. 

[0020] Ethernet sWitch 200 also includes a frame buffer 
memory 210, 212, for each port, a source address table 
memory 220, discovery protocol logic 230, learning logic 
240, forWarding logic 250, packet redirection logic 260, and 
a con?guration and management interface 270. During 
operation, the learning logic 240 Will look at the source 
address (“SA”) Within a received Ethernet frame and popu 
late the Source Address Table (“SAT”) memory 220 With 
three columns: MAC address 280, port number 282, and age 
284. The MAC address is the same as the source address that 
a sender has embedded into the frame. The age item Will be 
a date stamp to indicate When the last frame Was received 
from a particular MAC SA. In the eXample shoWn in FIG. 
2-B, the port number may be 1 or 2. The SAT is also knoWn 
as the SWitch ForWarding Table (“SFT”). 

[0021] ForWarding logic 250 eXamines at the destination 
address (“DA”) of a received Ethernet frame. This noW 
becomes the neW MAC address, Which is then compared 
With the entries in the SAT. Four different forWarding 
options are possible. If the destination address is a speci?c 
address, knoWn as a “broadcast” address, the frame is 
destined for all ports on the netWork. In this case, the 
Ethernet sWitch Will forWard the frame to all ports, eXcept 
the one on Which the frame Was received. A broadcast 
address is siX bytes With all ones, or “FF.FF.FF.FF.FF.FF” in 
hexadecimal notation. If the MAC address is found in the 
SAT and the corresponding port number is different from the 
received port, the frame is forWarded to that particular port 
number only. If the MAC address is found in the SAT and 
the port number is the same as the received port number, the 
frame is not forWarded; instead, it is discarded. This is 
knoWn as “?ltering.” The frame is discarded because the 
transmitting station and the receiving station are connected 
on the same shared LAN segment on that particular port and 
the receiver has already tuned into the frame. If the MAC 
address is not found in the table, the frame is forWarded to 
all ports. The reason a particular destination address is not 
present in the SAT table is that the receiving device could be 
neW on the netWork, or the recipient has been very quiet (has 
not recently sent a frame). In both cases, the bridge SAT Will 
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not have a current entry. Flooding the frame on all ports is 
the brute Way of ensuring that the frame is routed to its 
intended recipient. 

[0022] Ethernet sWitch 200 uses the “age” entry in the SAT 
to determine Whether that MAC address is still in use on the 
LAN. If the age has exceeded a certain preset value, the 
entry is removed. This conserves memory space and makes 
the bridge faster because feWer entries need to be scanned 
for address matching. Finally, the frame buffer memories 
210, 212 Will store frames on each port in case there is a 
backlog of frames to be forWarded. 

[0023] According to embodiments of the present inven 
tion, discovery protocol logic 230 receives, processes, and 
sends Cisco Discovery Protocol (“CDP”) or other discovery 
protocol packets to neighboring netWork devices on the 
netWork. Packet redirection logic 260 eXamines the source 
and destination addresses of Ethernet packets under control 
of the con?guration and management interface 270 and 
forWards them to other netWork devices in a cluster con 
?guration. As knoWn to those skilled in the art, the program 
code corresponding to discovery protocol logic 230, learn 
ing logic 240, forWarding logic 250, packet redirection logic 
260, con?guration and management interface 270, and other 
necessary functions may all be stored on a computer 
readable medium. Depending on each particular application, 
computer-readable media suitable for this purpose may 
include, Without limitation, ?oppy diskettes, hard drives, 
RAM, ROM, EEPROM, nonvolatile RAM, or ?ash 
memory. 

[0024] An Ethernet LAN sWitch improves bandWidth by 
separating collision domains and selectively forWarding 
traf?c to the appropriate segments. FIG. 3 illustrates the 
topology of a typical Ethernet netWork 40 in Which a LAN 
sWitch 42 has been installed. With reference noW to FIG. 3, 
eXemplary Ethernet netWork 40 includes a LAN sWitch 42. 
As shoWn in FIG. 3, LAN sWitch 42 has ?ve ports: 44, 46, 
48, 50, and 52. The ?rst port 44 is connected to LAN 
segment 54. The second port 46 is connected to LAN 
segment 56. The third port 48 is connected to LAN segment 
58. The fourth port 50 is connected to LAN segment 60. The 
?fth port 52 is connected to LAN segment 62. The Ethernet 
netWork 40 also includes a plurality of servers 64-A-64-C 
and a plurality of clients 66-A-66-K, each of Which is 
attached to one of the LAN segments 54, 56, 58, 60, or 62. 
If server 64-A on port 44 needs to transmit to client 66-D on 
port 46, the LAN sWitch 42 forWards Ethernet frames from 
port 44 to port 46, thus sparing ports 48, 50, and 52 from 
frames destined for client 66-D. If server 64-C needs to send 
data to client 66-J at the same time that server 64-A sends 
data to client 66-D, it can do so because the LAN sWitch can 
forWard frames from port 48 to port 50 at the same time it 
is forWarding frames from port 44 to port 46. If server 64-A 
on port 44 needs to send data to client 66 C, Which is also 
connected to port 44, the LAN sWitch 42 does not need to 
forWard any frames. 

[0025] Performance improves in LANs in Which LAN 
sWitches are installed because the LAN sWitch creates 
isolated collision domains. Thus, by spreading users over 
several collision domains, collisions are avoided and per 
formance improves. In addition, many LAN sWitch instal 
lations dedicate certain ports to a single users, giving those 
users an effective bandWidth of 10 Mbps When using tradi 
tional Ethernet. 
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[0026] As a LAN groWs, either due to additional users or 
netWork devices, additional sWitches must often be added to 
the LAN and connected together to provide more ports and 
neW netWork segments. One Way to connect multiple LAN 
sWitches together is to cascade them using high-speed ports. 
HoWever, When cascading LAN sWitches, the intersWitch 
bandWidth is limited by the number of connections betWeen 
sWitches. 

[0027] Referring noW to FIG. 4, tWo LAN sWitches 70-A 
and 70-B are shoWn, connected in a cascaded con?guration. 
As shoWn, each of the LAN sWitches 70-A and 70-B 
contains eight ports, 72-A-72-H and 74-A-74-H. On each of 
the LAN sWitches 70-A and 70-B, four ports 72-A-72-D and 
74-A-74-D are connected to computer Workstations 76-A 
76-D and 76-E-76-H, respectively. The other four ports on 
each LAN sWitch (i.e., ports 72-E-72-H on LAN sWitch 
70-A, and ports 74-E-74-H on LAN sWitch 70-B) are 
dedicated to intersWitch communication. For eXample, if 
each of the four intersWitch connections is capable of 
supporting a 100 Mbps Fast Ethernet channel, the aggregate 
intersWitch communication rate of the sWitches connected as 
shoWn in FIG. 4 is 400 Mbps. HoWever, the total number of 
ports available for connecting to Workstations or other 
netWork devices on each LAN sWitch is diminished due to 
the dedicated intersWitch connections that are necessary, to 
implement the cascaded con?guration. 

[0028] As a LAN groWs, netWork devices are typically 
added to the LAN and interconnected according to the needs 
of the particular LAN to Which they belong. For eXample, 
FIG. 5 illustrates an eXemplary group of netWork devices in 
a LAN 78, and the interconnections betWeen the netWork 
devices in the LAN 78. As shoWn in FIG. 5, the LAN 78 
includes seven netWork devices: siX LAN sWitches 80-A 
80-F and a router 82. Each netWork device is connected to 
one or more of the other netWork devices in the LAN 78. 
Computer Workstations, netWork printers and other netWork 
devices are also connected to the LAN 78, but not shoWn. It 
is to be understood that the LAN con?guration shoWn in 
FIG. 5 is exemplary only, and not in any Way limiting. 

[0029] Regardless of the method used to interconnect 
them, netWork devices such as LAN sWitches need to be 
con?gured and managed, because they typically include a 
number of programmable features that can be changed by a 
netWork administrator for optimal performance in a particu 
lar netWork. Without limitation, such features typically 
include Whether each port on the netWork device is enabled 
or disabled, the data transmission speed setting on each port, 
and the dupleX setting on each port. Many commercially 
available netWork devices contain embedded HTML Web 
servers, Which alloW the netWork device to be con?gured 
and managed remotely via a Web broWser. 

[0030] Traditionally, netWork device installation includes 
inserting the device into the netWork and assigning it an 
Internet Protocol (“IP”) address, Which is a 32-bit number 
assigned to hosts that Want to participate in a TCP/IP 
Internet. The IP address of a netWork device is a unique 
address that speci?es the logical location of a host or client 
on the Internet. 

[0031] Once a netWork device has been assigned an IP 
address, a netWork administrator can enter the device’s IP 
address or URL into a Web broWser such as Netscape 
NavigatorTM, available from Netscape Communications 
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Corp. of Mountain View, Calif, or Internet ExplorerTM, 
available from Microsoft Corporation of Redmond, Wash., 
to access the netWork device and con?gure it from anyWhere 
in the Internet. HoWever, each netWork device to be con 
?gured must have its oWn IP address, Which must be 
registered With a domain name service (“DNS”). Assigning 
an IP address to each and every netWork device is undesir 
able, because registering IP addresses With a DNS is both 
costly and cumbersome. 

[0032] Accordingly, it Would be convenient for a netWork 
administrator to be able to assign a single IP address to one 
netWork device in a cluster, and then to be able to con?gure 
and manage all of the netWork devices in the cluster using 
this single IP address. Unfortunately, no current mechanism 
exists to enable this activity. Accordingly, it is an object of 
the present invention to provide a method and apparatus 
Which permits an entire cluster of netWork devices to share 
a single IP address, and to provide a commander device 
Which automatically assigns private IP addresses to other 
netWork devices in the cluster. Another object of the present 
invention is to facilitate communication betWeen the com 
mander device and other cluster netWork devices Without 
having to explicitly assign IP addresses to netWork devices 
in the cluster. 

SUMMARY OF THE INVENTION 

[0033] A group of netWork devices, such as Ethernet 
sWitches, are logically con?gured as a single cluster, With 
one commander device and one or more member devices. 
Each netWork device in the cluster contains an embedded 
HTML server that facilitates con?guration and management 
of the netWork device via a management station running a 
Web broWser. Each device in the cluster is identi?ed by a 
unique Universal Resource Locator (“URL”). HoWever, 
only the cluster commander is required to have a public IP 
address. The cluster commander automatically assigns pri 
vate IP addresses to the other devices in the cluster. NetWork 
devices in the cluster constantly monitor netWork traf?c on 
all their ports to detect con?icts betWeen the automatically 
assigned IP addresses and the IP addresses of netWork 
devices outside of the cluster. When a con?ict is detected, 
the cluster commander assigns a different private IP address 
to the cluster netWork device that caused the con?ict. The 
process of detecting and correcting IP address con?icts 
continues continuously to enable the cluster netWork devices 
to react automatically to netWork con?guration changes. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0034] FIG. 1 is a block diagram of an exemplary netWork 
connection betWeen a user and a server. 

[0035] FIG. 2-A is a diagram illustrating the structure of 
an Ethernet data frame. 

[0036] FIG. 2-B is a block diagram of an Ethernet sWitch 
in accordance With one aspect of the present invention. 

[0037] FIG. 3 is a block diagram illustrating the topology 
of an exemplary LAN incorporating a LAN sWitch. 

[0038] FIG. 4 is a block diagram illustrating an exemplary 
LAN With tWo LAN sWitches interconnected in a cascaded 
con?guration. 
[0039] FIG. 5 is a block diagram illustrating the topology 
of an exemplary LAN incorporating six LAN sWitches and 
a router. 
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[0040] FIG. 6 is a block diagram illustrating an exemplary 
SNMP netWork. 

[0041] FIG. 7 is a block diagram illustrating a cluster of 
netWork devices according to one aspect of the present 
invention. 

[0042] FIG. 8 is a block diagram illustrating a cluster of 
netWork devices in a star con?guration according to one 
aspect of the present invention. 

[0043] FIG. 9 is a block diagram illustrating a cluster of 
netWork devices in a daisy chain con?guration according to 
one aspect of the present invention. 

[0044] FIG. 10 is a block diagram illustrating a cluster of 
netWork devices in a hybrid con?guration according to one 
aspect of the present invention. 

[0045] FIG. 11 is a sample con?guration screen for a 
sWitch cluster according to one aspect of the present inven 
tion. 

[0046] FIG. 12 is a block diagram of con?guration data 
packet processing by a commander device according to one 
aspect of the present invention. 

[0047] FIG. 13 is a block diagram illustrating the CMP/ 
RARP packet format according to aspects of the present 
invention. 

[0048] FIG. 14 is a block diagram illustrating a cluster 
ADD message format according to aspects of the present 
invention. 

[0049] FIG. 15A is a block diagram illustrating the format 
of the CMP/RARP portion of a cluster ADD message 
according to aspects of the present invention. 

[0050] FIG. 15B is a block diagram illustrating the format 
of the cluster parameter extension portion of a cluster ADD 
message according to aspects of the present invention. 

[0051] FIG. 16 is a block diagram illustrating the format 
of an address con?ict detection message according to 
aspects of the present invention. 

[0052] FIG. 17 is a How chart illustrating an automatic IP 
address generation algorithm according to one embodiment 
of the present invention. 

[0053] FIG. 18 is a How chart illustrating an automatic IP 
address con?ict correction algorithm according to one 
embodiment of the present invention. 

DETAILED DESCRPTION OF THE PREFERRED 
EBODIMENT 

[0054] Those of ordinary skill in the art Will realiZe that 
the folloWing description of the present invention is illus 
trative only and not in any Way limiting. Other embodiments 
of the invention Will readily suggest themselves to such 
skilled persons having the bene?t of this disclosure. 

[0055] NetWork devices, such as LAN sWitches, may be 
con?gured and managed using either out-of-band or in-band 
techniques. Out-of-band con?guration and management are 
typically performed by connecting to the console port on the 
netWork device and using the management console locally 
from a terminal or remotely through a modem. Alternatively, 
netWork devices may be con?gured and managed “in-band, 
”either by connecting via Telnet to the netWork device and 
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using a management console, or by communicating With the 
network device’s in-band management interface using the 
industry standard Simple Network Management Protocol 
(“SNMP”). This can be accomplished by using an SNMP 
compatible netWork management application and the net 
Work device’s Management Interface Base (“MIB”) ?les. 
Normally, hoWever, in order to perform in-band administra 
tive tasks of a netWork device, such as con?guration and 
management, the netWork device must ?rst be assigned an IP 
address. Additionally, in order to use in-band con?guration 
and management capabilities, the SNMP management plat 
form of the netWork device must be con?gured to under 
stand and be able to access the objects contained in the 
netWork device’s MIB. 

[0056] Embodiments of the present invention use a subset 
of the Transmission Control Protocol/Internet Protocol 
(“TCP/IP”) suite as the underlying mechanism to transport 
the SNMP con?guration and management data. Without 
limitation, the protocols implemented in embodiments of the 
present invention include the Internet Protocol (“IP”), the 
Internet Control Message Protocol (“ICMP”), the User 
Datagram Protocol (“UDP”), the Trivial File Transfer Pro 
tocol (“TFTP”), the Bootstrap Protocol (“BOOTP”), the 
Address Resolution Protocol (“ARP”), and the Reverse 
Address Resolution Protocol (“RARP”). 

[0057] The Management Information Base (“MIB”) vari 
ables of netWork devices according to embodiments of the 
present invention are accessible through SNMP. SNMP is an 
application-layer protocol designed to facilitate the 
exchange of management information betWeen netWork 
devices. SNMP is used to monitor IP gateWays and their 
netWorks, and de?nes a set of variables that the gateWay 
must keep and speci?es that all operations on the gateWay 
are a side effect of fetching or storing to data variables. 
SNMP consists of three parts: a Structure of Management 
Information (“SMI”), a Management Information Base 
(“MIB”) and the protocol itself. The SMI and MIB de?ne 
and store the set of managed entities, While SNMP itself 
conveys information to and from the SMI and the MIB. 

[0058] Instead of de?ning a large set of commands, SNMP 
places all operations in a get-request, get-next-request, and 
set-request format. For example, an SNMP manager can get 
a value from an SNMP agent or store a value into that SNMP 
agent. The SNMP manager can be part of a netWork man 
agement system (“NMS”), and the SNMP agent can reside 
on a netWorking device such as a LAN sWitch. The sWitch 
MIB ?les may be compiled With netWork management 
softWare, Which then permits the SNMP agent to respond to 
MIB-related queries being sent by the NMS. 

[0059] An example of an NMS is the CiscoWorksTM 
netWork management softWare, available from Cisco Sys 
tems, Inc. of San Jose, Calif. CiscoWorksTM uses the sWitch 
MIB variables to set device variables and to poll devices on 
the netWork for speci?c information. Among other tasks, the 
CiscoWorksTM softWare permits the results of a poll to be 
displayed as a graph and analyZed in order to troubleshoot 
internetWorking problems, increase netWork performance, 
verify the con?guration of devices, and monitor traf?c loads. 
Other products knoWn to those of ordinary skill in the art, 
available from several other vendors, provide similar func 
tionality. 
[0060] Referring noW to FIG. 6, an exemplary SNMP 
netWork 84 is shoWn. The SNMP agent 86 in netWork device 

Sep. 22, 2005 

88 gathers data from the MIB 90, also in netWork device 88. 
The MIB 90 is the repository for information about device 
parameters and netWork data. The SNMP agent 86 can send 
traps, or noti?cation of certain events, to the SNMP manager 
92, Which is part of the NetWork Management SoftWare 
(“NMS”) 94 running on the management console 96. The 
SNMP manager 92 uses information in the MIB 90 to 
perform the operations described in Table 1. 

TABLE 1 

SNMP Manager Operations 

Operation Description 

Get-request Retrieve a value from a speci?c variable. 
Get-next- Retrieve a value from a variable Within a table. 

request With this operation, an SNMP manager does not 
need to knoW the exact variable name. 
A sequential search is performed to ?nd the 
needed variable Within a table. 
The reply to a get-request, get-next-request, 
and set-request sent by an NMS. 

Set-request Store a value in a speci?c variable. 
trap An unsolicited message sent by an SNMP agent 

to an SNMP manager indicating that some event 
has occurred. 

Get-response 

[0061] Embodiments of the present invention support the 
folloWing con?guration and management interfaces: HTML 
(Web-based) interfaces, SNMP, and a proprietary Internet 
Operating System (“IOS”) command line interpreter 
(“CLI”). Each of these management interfaces can be used 
to monitor and con?gure a LAN sWitch or a group of 
sWitches, knoWn as a cluster. The cluster management tools 
are Web-based, and may be accessed via an ordinary 
broWser, such as Netscape NavigatorTM or Microsoft Inter 
net ExplorerTM. Embedded HTML-based management tools 
display images of sWitches and graphical user interfaces. 

[0062] When LAN sWitches are grouped into clusters, one 
sWitch is called the commander sWitch, and the other 
sWitches are called member sWitches. Referring noW to FIG. 
7, an exemplary sWitch cluster 98 is shoWn Which includes 
a commander sWitch 100 and one or more member sWitches 
102-A-102-N. Management station 104 is connected to the 
commander sWitch 100, Which redirects con?guration 
requests to the member sWitches 102-A-102-N. 

[0063] According to the present invention, a single IP 
address for the entire cluster 98 is assigned to the com 
mander sWitch 100, Which distributes con?guration infor 
mation to the other sWitches in the cluster. In one embodi 
ment, a cluster With up to 15 member sWitches may be 
con?gured and managed via the IP address of the com 
mander sWitch 100. The member sWitches 102-A-102-N in 
the cluster do not need individual IP addresses, and may be 
managed through the IP address of the commander sWitch. 
HoWever, if so desired (e.g., if IP addresses are available), 
any of member sWitches 102-A-102-N may be assigned its 
oWn IP address as Well. In such a case, a member sWitch may 
be con?gured and managed either through the IP address of 
the commander sWitch or through its oWn IP address. 

[0064] According to embodiments of the present inven 
tion, the Web-based management features are based on an 
embedded HTML Web site Within the Flash memory of each 
netWork device in the cluster. Web-based management uses 
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the Hypertext Transfer Protocol (“HTTP”), an in-band form 
of communication, Which means that the Web-based man 
agement features of the netWork device are accessed through 
one of the Ethernet ports that are also used to receive and 
transmit normal data in each netWork device. 

[0065] HTTP is an application-level protocol for distrib 
uted, collaborative, hypermedia information systems. HTIP 
alloWs an open-ended set of methods that indicate the 
purpose of a request. It builds on the discipline of reference 
provided by the Uniform Resource Identi?er (“URI”), as a 
location (“URL”) or name (“URN”), for indicating the 
resource to Which a method is to be applied. Messages are 
passed in a format similar to that used by Internet mail as 
de?ned by the Multipurpose Internet Mail Extensions 
(“MIME”). 

Forming a Cluster of Network Devices 

[0066] According to aspects of the present invention, a 
cluster is a group of connected netWork devices such as LAN 
sWitches that are managed as a single entity. The sWitches 
can be in the same location, or they can be distributed across 
a netWork. According to one embodiment of the present 
invention, all communication With cluster sWitches is 
through a single IP address assigned to the commander 
sWitch. Clusters may be con?gured in a variety of topolo 
gies. As an example, FIG. 8 illustrates a sWitch cluster 106 
con?gured in a “star,” or “radial stack,” topology. In this 
con?guration, each of the eight member sWitches 102-A 
102-H in cluster 106 is directly connected to one of the ports 
108A-108-H of commander sWitch 100. 

[0067] A second example of a cluster con?guration, 
knoWn as a “daisy chain” con?guration, is shoWn in FIG. 9. 
In cluster 110, only member sWitch 102-A is directly con 
nected to the commander sWitch 100. Member sWitches 
102-B-102-G are each connected to an “upstream” sWitch 
(one that is feWer “hops” aWay from commander sWitch 
100) and to a “downstream” sWitch (one that is more “hops” 
aWay from commander sWitch 100). Finally, the last sWitch 
in the chain (member sWitch 102-H) is only connected to its 
upstream “neighbor”102-G. 

[0068] As a third example, FIG. 10 illustrates a “hybrid” 
cluster con?guration With one commander sWitch 100 and 
seven member sWitches 102-A-102-G. In cluster 112, mem 
ber sWitches 102-A and 102-E are in a star con?guration 
With respect to commander sWitch 100. Member sWitch 
102-B is in a daisy chain con?guration With respect to 
member sWitch 102-A, While member sWitches 102-C and 
102-D are in a star con?guration With respect to member 
sWitch 102-B. Finally, member sWitches 102-F and 102-G 
are in a star con?guration With respect to member sWitch 
102-E. Thus, hybrid cluster 112 as shoWn in FIG. 10 
consists of a combination of star and daisy chain con?gu 
rations. 

[0069] It is to be understood that many more cluster 
con?gurations are possible, and that the above examples are 
not in any Way limiting. 

[0070] The commander sWitch is the single point of access 
used to con?gure and monitor all the sWitches in a cluster. 
According to one embodiment of the present invention, 
member sWitches are managed through a commander 
sWitch. The commander sWitch is used to manage the 
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cluster, and is managed directly by the netWork management 
station. Member sWitches operate under the control of the 
commander. While it is a part of a cluster, a member sWitch 
is not managed directly, unless it has been assigned its oWn 
IP address, as mentioned earlier. Rather, requests intended 
for a member sWitch are ?rst sent to the commander, then 
forWarded to the appropriate member sWitch in the cluster. 

[0071] When sWitches are ?rst installed, they are cabled 
together according to the netWork con?guration desired for 
a particular application, and an IP address is assigned to the 
commander sWitch. In addition, the commander sWitch must 
be enabled as the commander sWitch of the cluster. Once the 
commander sWitch has been enabled, it can use information 
knoWn about the netWork topology to identify other netWork 
devices in the netWork that may be added to the cluster. 
According to one embodiment of the present invention, the 
commander sWitch uses the CiscoTM Discovery Protocol 
(“CDP”) to automatically identify candidate netWork 
devices. HoWever, other similar products knoWn to those of 
ordinary skill in the art are available from other vendors to 
accomplish the same task. Alternatively, discovery of can 
didate netWork devices may be performed manually by 
inspecting the netWork topology and the netWork devices 
attached to the netWork. 

[0072] CDP is a media-independent device discovery pro 
tocol Which can be used by a netWork administrator to vieW 
information about other netWork devices directly attached to 
a particular netWork device. In addition, netWork manage 
ment applications can retrieve the device type and SNMP 
agent address of neighboring netWork devices. This enables 
applications to send SNMP queries to neighboring devices. 
CDP thus alloWs netWork management applications to dis 
cover devices that are neighbors of already knoWn devices, 
such as neighbors running loWer-layer, transparent proto 
cols. 

[0073] It is to be understood that the present invention is 
not limited to devices that are compatible With CDP. CDP 
runs on all media that support the SubnetWork Access 
Protocol (“SNAP”), including LAN and Frame Relay. CDP 
runs over the data link layer only. Each netWork device 
sends periodic messages to a multicast address and listens to 
the periodic messages sent by others in order to learn about 
neighboring devices and determine When their interfaces to 
the media go up or doWn. Each device also advertises at least 
one address at Which it can receive SNMP messages. The 
advertisements contain holdtime information, Which indi 
cates the period of time a receiving device should hold CDP 
information from a neighbor before discarding it With CDP, 
netWork management applications can learn the device type 
and the SNMP agent address of neighboring devices. This 
process enables applications to send SNMP queries to neigh 
boring devices. 

[0074] Once a sWitch cluster is formed, any of the 
sWitches in the cluster may be accessed by entering the IP 
address of the commander sWitch into a Web broWser. The 
single passWord that is entered to log in to the commander 
sWitch also grants access to all the member sWitches in the 
cluster. 

[0075] The method of creating a cluster of Ethernet 
sWitches depends on each particular netWork con?guration. 
If the sWitches are arranged in a star topology, as in FIG. 8, 
With the commander sWitch at the center, all of the member 
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switches may be added to the cluster at once. On the other 
hand, if the switches are connected in a daisy-chain topol 
ogy, as in FIG. 9, the candidate sWitch that is connected to 
the commander sWitch is added ?rst, and then each subse 
quent sWitch in the chain is added as it is discovered by CDP. 
If sWitches are daisy-chained off a star topology, as in the 
exemplary hybrid con?guration shoWn in FIG. 10, all the 
sWitches that are directly connected to the commander 
sWitch may be added ?rst, and then the daisy-chained 
sWitches may be added one at a time. 

[0076] In embodiments of the present invention, there can 
be a maximum of siXteen sWitches in a cluster: ?fteen 
member sWitches and one commander sWitch. If passWords 
are de?ned for the candidate member sWitches, the netWork 
administrator must knoW them all before they can be added 
to the cluster. In addition, a candidate sWitch according to 
embodiments of the present invention must not already be a 
member sWitch or a commander sWitch of another active 
cluster. 

[0077] If the commander sWitch of a cluster fails, member 
sWitches continue forWarding but cannot be managed 
through the commander sWitch. Member sWitches retain the 
ability to be managed through normal standalone means, 
such as the console-port CLI, and they can be managed 
through SNMP, HTML, and Telnet after they have been 
assigned an IP address. Recovery from a failed command 
sWitch can be accomplished by replacing the failed unit With 
a cluster member or another sWitch. To have a cluster 

member ready to replace the commander sWitch, the net 
Work administrator must assign an IP address to another 
cluster member, and knoW the command-sWitch enable 
passWord for that sWitch. 

[0078] According to embodiments of the present inven 
tion, When a cluster is formed, the commander sWitch 
automatically changes three parameters on all the member 
sWitches in the cluster: the IOS host name, the enable 
passWord, and the SNMP community string. If a sWitch has 
not been assigned an IOS host name, the commander sWitch 
appends a number to the name of the commander sWitch and 
assigns it sequentially to the member sWitches. For eXample, 
a commander sWitch named eng-cluster could name a cluster 
member sWitch eng-cluster-S. If an IOS host name has 
already been assigned to a sWitch, the sWitch retains its IOS 
host name. 

[0079] Once a cluster has been created, netWork manage 
ment softWare such as the Cluster ManagerTM program, 
available from the assignee of the present invention, may be 
used to monitor and con?gure the sWitches in the cluster. 
FIG. 11 shoWs a sWitch cluster With one commander sWitch 
100 and four member sWitches 102-A-102-D as it is dis 
played on a sample Cluster ManagerTM page. 

[0080] One advantage of the present invention is that a 
netWork administrator need set only one IP address, one 
passWord, and one system SNMP con?guration in order to 
manage an entire cluster of sWitches. A cluster can be 
formed from sWitches located in several different buildings 
on a campus, and may be linked by ?ber optic, Fast Ethernet, 
or Gigabit Ethernet connections. 

[0081] Clusters may be managed from a management 
station through ASCII terminal consoles, telnet sessions, 
SNMP management stations and Web Consoles. All con 
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?guration and management requests are ?rst directed to the 
cluster commander. Any required authentication is done by 
the commander. If necessary, the commander acts as a 
redirector and forWards requests to the appropriate member 
sWitch and forWards the reply to the management station. 
According to embodiments of the present invention, a mem 
ber sWitch can be in only one cluster at a time and can have 
only one commander. 

[0082] There is no restriction on the types of connections 
betWeen a commander sWitch and member sWitches. In one 
embodiment of the present invention, a cluster can be 
formed for a fully interconnected group of CDP neighbors. 
AnetWork device can join a cluster When the netWork device 
is a CDP neighbor of the cluster. Without limitation, 
sWitches in a cluster may be interconnected using 10 Mbps 
Ethernet, 100 Mbps Fast Ethernet, or 1000 Mbps Gigabit 
Ethernet. 

[0083] The primary external con?guration and manage 
ment interface to the cluster is a TCP/IP connection to the 
commander sWitch. HTTP, SNMP, and telnet protocols run 
on top of the IP stack in the operating system. Alternatively, 
the cluster may also be managed via the console port of the 
commander. 

[0084] Thus, as shoWn in FIG. 7, a Web broWser on the 
management station 104 communicates With the sWitch 
cluster 98 by establishing an HTTP connection to the 
commander sWitch 100. Special CLI commands help present 
output from the commander sWitch 100 to the broWser in a 
format that is easily processed on the broWser. Communi 
cation betWeen the commander sWitch 100 and member 
sWitches 102-A-102-N is accomplished by the commander 
sWitch 100 translating the desired actions into commands the 
member sWitches 102-A-102-N Would be able to interpret if 
they Were acting as stand-alone sWitches, i.e., if they Were 
not part of a cluster. 

[0085] The commander sWitch 100 manages SNMP com 
munication for all sWitches in the cluster 98. The com 
mander sWitch 100 forWards the set and get requests from 
SNMP applications to member sWitches 102-A-102-N, and 
it forWards traps and other responses from the member 
sWitches 102-A-102-N back to the management station 104. 
In one embodiment of the present invention, read-Write and 
read-only community strings are set up for an entire cluster. 
Community strings provide authentication in the exchange 
of SNMP messages. The commander sWitch appends num 
bers to the community strings of member sWitches so that 
these modi?ed community strings can provide authentica 
tion for the member sWitches. When a neW sWitch is added 
to the cluster, a community string is created for it from the 
community string for the cluster. Only the ?rst read-only and 
read-Write community strings are propagated to the cluster. 

[0086] Con?guration and management data packets are 
sent betWeen the commander 100 and member sWitches 
102-A-102-N via the netWork connection. The commander 
100 identi?es each member sWitch 102-A-102-N by the 
MAC address of the port on the member sWitch that is 
connected to the commander 100. FIG. 12 illustrates in 
block diagram form hoW a packet intended for a member 
sWitch is processed by the commander. Acommand from the 
management station 104 is received by the Ethernet module 
122 of the commander sWitch 100. The command is pro 
cessed at the IP layer 124, UDP or TCP layer 126, and 
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Management Application layer 128 of the commander 
switch 100. The Management Application layer 128 deter 
mines that the command is intended for member sWitch 102, 
and performs redirection by translating the port number in 
the received command to the appropriate port for member 
sWitch 102. The redirected command ?oWs doWn through 
the UDP or TCP layer 126, the IP layer 124, and the Ethernet 
layer 122 of the commander sWitch 100, and is passed on via 
Ethernet to the member sWitch 102. 

Cluster Interface 

[0087] In embodiments of the present invention, Internet 
Protocol (“IP”) is the transport mechanism used to commu 
nicate betWeen the commander sWitch and member sWitches 
in a cluster. To distinguish betWeen normal IP packets and 
the cluster management IP packets, a special SNAP header 
is used for the cluster management IP packets. In one 
embodiment of the present invention, private IP addresses 
(“10.x.y.Z”) are used for intra-cluster communication. Each 
cluster member, including the commander, is assigned a 
private IP address, knoWn as the cluster IP address, or 
Cluster Management Protocol (“CMP”) address. These pri 
vate IP addresses are maintained internally by the com 
mander. 

[0088] As described beloW, When a member sWitch is 
added to a cluster, the commander generates a unique cluster 
IP address and assigns it to the member sWitch. The com 
mander’s cluster IP address is also passed to the member 
sWitch. These cluster IP addresses are dynamically assigned. 
When the commander ?nds a con?ict With one of the 
assigned cluster IP addresses (such as When some other IP 
station, not part of the cluster, is using the same IP address 
as one of the cluster IP addresses), then the commander 
resolves the con?ict by selecting another cluster IP address 
and assigning it to the corresponding member sWitch. 

[0089] In one embodiment of the present invention, both 
the commander sWitch and the member sWitches use CMP 
addresses to send and receive management data Within the 
cluster. A CMP address is a private IP address in “10.x.y.Z” 
format, Where X, y, and Z, are integers betWeen 0 and 255. 
The commander sWitch automatically generates a CMP 
address and assigns it to the member sWitch When the sWitch 
?rst joins the cluster. 

[0090] Since CMP addresses are automatically generated, 
there can be con?icts betWeen the IP address used by a 
cluster netWork device and the IP address of a netWork 
device outside the cluster. For example, some other IP 
station can be using the same address as an automatically 
assigned CMP address. Thus, both the commander sWitch 
and the member sWitches constantly check for con?icts, and 
in case of a con?ict a neW CMP address is generated. 

[0091] The commander sWitch assigns the CMP address to 
the member sWitch using the CMP/RARP protocol. CMP/ 
RARP is a variation of the normal RARP (Reverse ARP) 
protocol. As described beloW, CMP/RARP uses a different 
SNAP encapsulation, and it has provisions to carry variable 
list of cluster parameters as Type Length Value (“TL ”) 
?elds. 

[0092] FIG. 13 is a block diagram illustrating the CMP/ 
RARP packet format according to aspects of the present 
invention. As shoWn in FIG. 13, a CMP/RARP packet 1300 
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comprises an Ethernet header 1310, an LLC/SNAP header 
1320, and a RARP portion 1330. As knoWn to those skilled 
in the art, Ethernet header 1310 comprises a 6-byte desti 
nation MAC address 1340, a 6-byte source MAC address 
1345, and a 2-byte Length ?eld 1350. LLC/SNAP header 
1320 comprises a 3-byte header ?eld 1355 (set to equal 
0xAA-AA-03 in one embodiment), a 3-byte OUI ?eld 1360 
(set to equal 0x00-00-OC in one embodiment), and a 2-byte 
CMP/RARP identi?er ?eld 1365 (set to equal 0x0114 in one 
embodiment). RARP portion 1330 of the CMP/RARP 
packet 1300 comprises a 28-byte RARP packet 1370, 
described beloW, and a variable length CMP/RARP exten 
sion ?eld 1375. 

[0093] As shoWn in FIG. 13, CMP/RARP packets 1300 
use a separate SNAP encapsulation 1320 to distinguish them 
from normal RARP packets. Also, it should be noted that at 
the end of the CMP/RARP packet, there is a variable length 
extension ?eld 1375 to pass cluster parameters according to 
aspects of the present invention. 

[0094] FIG. 14 is a block diagram illustrating a cluster 
ADD message format according to aspects of the present 
invention. As shoWn in FIG. 14, a cluster ADD message 
1400 is one speci?c example of a type of cluster message 
that may be transmitted in the RARP portion 1330 of the 
CMP/RARP packet 1300 shoWn in FIG. 13. Referring back 
to FIG. 14, cluster ADD message 1400 comprises a 28-byte 
CMP/RARP part 1370 and a variable length cluster param 
eter extension part 1375. CMP/RARP part 1370 is used for 
assigning a CMP address to a cluster member sWitch, While 
the cluster parameter extension part 1375 is used to transmit 
cluster parameters to a member sWitch. Cluster ADD mes 
sage 1400 is sent to a member sWitch When the member 
sWitch ?rst joins a cluster. 

[0095] FIG. 15A is a block diagram illustrating the format 
of the CMP/RARP portion 1370 of a cluster ADD message 
1400 according to aspects of the present invention. As 
shoWn in FIG. 15, the CMP/RARP portion 1370 has the 
same format as a regular RARP packet, and comprises a 
2-byte HardWare type ?eld 1510 (set to equal 0x0001, i.e., 
“ethernet type,” in one embodiment), a 2-byte protocol ?eld 
1515 (set to equal 0x0800, i.e., “IP type,” in one embodi 
ment), a 1-byte hardWare length ?eld 1520 (set to equal “6,” 
i.e., “ethernet type,” in one embodiment), a 1-byte protocol 
length ?eld 1525 (set to equal “4,” i.e. “IP type,” in one 
embodiment), a 2-byte opcode ?eld 1530 (set to equal 0x04, 
i.e., “RARP reply,” in one embodiment), a 6-byte source 
hardWare address ?eld 1535 (Which equals the MAC address 
of the cluster commander sWitch), a 4-byte source protocol 
address ?eld 1540 (Which equals the CMP address of the 
commander sWitch), a 6-byte target hardWare address ?eld 
1545 (Which equals the MAC address of the member 
sWitch), and a 4-byte target protocol address ?eld 1550 
(Which equals the CMP address of the member sWitch). 

[0096] FIG. 15B is a block diagram illustrating the format 
of the cluster parameter extension portion 1375 of a cluster 
ADD message 1400 according to aspects of the present 
invention. The cluster parameter extension portion 1375 of 
a cluster ADD message 1400 is used to set cluster param 
eters on a member sWitch. As shoWn in FIG. 15, cluster 
parameter extension portion 1375 comprises a ?xed length 
portion 1552 and a variable length portion 1554. The ?xed 
length portion 1552 comprises a 2-byte cluster member 








