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(57) ABSTRACT 

The Shared Internet Storage Resource provides Internet 
based ?le storage, retrieval, access, control, and manipula 
tion for a user. Additionally, an easy-to-use user interface is 

provided both for a broWser or stand-alone application. The 
entire method provides means by Which users can establish, 
use, and maintain ?les on the Internet in a manner remote 

from their local computers yet in a manner that is similar to 
the ?le manipulation used on their local computers. A high 
capacity or other storage system is attached to the Internet 
via an optional internal netWork that also serves to generate 
and direct metadata regarding the stored ?les. A Web server 
using a CGI, Java®-based, or other interface transmits and 
retrieves TCP/IP packets or other Internet information 
through a load balancer/?reWall by using XML to Wrap the 
data packets. File instructions may be transmitted over the 
Internet to the Shared Resource System. The user’s account 
may be passWord protected so that only the user may access 
his or her ?les. On the user’s side, a stand-alone client 
application or J avaScript object interpreted through a 
broWser provide tWo means by Which the XML or other 
markup language data stream may be received and put to use 
by the user. Internet-to-Internet ?le transfers may be effected 
by directly downloading to the user’s account space. 
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SHARED INTERNET STORAGE RESOURCE, 
USER INTERFACE SYSTEM, AND METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related US. Provisional Patent 
Application No. 60/163,626 ?led Nov. 4, 1999. This appli 
cation is a continuation-in-part of US. patent application 
Ser. No. 10/073,775 ?led Feb. 11, 2002 entitled Shared 
Internet Storage Resource, User Interface System, And 
Method Which is a continuation of US. patent application 
Ser. No. 09/570,583 ?led May 12, 2000 entitled Shared 
Internet Storage Resource, User Interface System, And 
Method and Which issued as US. Pat. No. 6,351,776 on Feb. 
26, 2002. All applications to Which the present application is 
related are incorporated herein by this reference thereto. 

COPYRIGHT AUTHORIZATION 

[0002] Portions of the disclosure of this patent document 
may contain material Which is subject to copyright and/or 
mask Work protection. The copyright and/or mask Work 
oWner has no objection to the facsimile reproduction by 
anyone of the patent document or the patent disclosure, as it 
appears in the Patent and Trademark Of?ce patent ?le or 
records, but otherWise reserves all copyright and/or mask 
Work rights Whatsoever. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] This invention relates to resources on computer 
netWorks, particularly the Internet, and more particularly to 
a ?le storage and retrieval system that is available World 
Wide via the Internet Which additionally alloWs a direct 
transfer of Internet ?les to an Internet storage, retrieval, and 
sharing resource. The present invention acts in the manner of 
a “Internet hard disk” or “Internet hard drive” to provide 
online storage and retrieval resources for users. 

[0005] 2. Description of the Related Art 

[0006] The Internet is the WorldWide computer netWork 
making available a vast number of computer and informa 
tion resources to institutions and individuals. A signi?cant 
part of the Internet is the WorldWide Web that alloWs for Web 
pages to be Written in HTML and transmitted upon demand 
throughout the Internet. Recent developments have better 
established the use of XML (Extensible Markup Language) 
as a subset of SGML (Standard GeneraliZed Markup Lan 
guage, ISO standard 8879:1986). FTP (File Transfer Proto 
col) provides means by Which ?les may be transferred over 
the Internet. All of these protocols are generally Well knoWn 
in the art, and collateral resources can easily be obtained to 
describe these further. 

[0007] Additionally, portable programming systems such 
as Java®, JavaBeans, and J avaScript have been extensively 
developed With an anticipation of future portability across 
the vast netWork that is the Internet. J ava®-related systems 
alloW for object-oriented programming Whereby objects or 
“beans” alloW the passing of self-contained modules With 
associated processing methods that are used to act upon the 
accompanying data. Consequently, the “bean” can travel 
through a netWork and, under appropriate circumstances, 
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have certain processes activated alloWing manipulation of 
the information contained in the bean. 

[0008] Advancements in J ava®-related systems have 
given rise to the Enterprise JavaBeanTM (EJB). The Enter 
prise JavaBeanTM alloWs for clustering of servers such that 
the bean is given independence from speci?c servers on the 
system, yet can be activated or “instantiated” such that error 
recovery is easier, the system as a Whole is more robust, and 
processing of the bean can be performed asynchronously so 
that all events do not have to happen at a pre-set time or 
serially/one after the other. 

[0009] Enterprise JavaBeansTM/EJBs alloW serialiZation 
of beans. Such serialiZation alloWs the bean to be repre 
sented as a data stream of determined length. In essence, this 
is just a data ?le that is interpreted in the proper context, 
much the same as any electronic information ?le. Such 
serialiZation of the EJB alloWs it to be replicated and stored 
in case of catastrophic failure of a preferred server or the 
like. 

[0010] If the server upon Which the instantiated EJB dies, 
goes doWn, or fails, a previously replicated tWin can be used 
to continue the process and alloW for error recovery. More 
information about Enterprise JavaBeansTM technology can 
be found in the White paper, “Enterprise J avaBeansTM Tech 
nology: Server Component Model for the JavaTM Platform” 
by Anne Thomas, revised December 1998, prepared for Sun 
Microsystems, Inc. and published/made available by the 
Patricia Seybold Group of Boston, Mass. 

[0011] Due to the nature of neW technologies, terms such 
as “bean” or “instantiated” may seem unfamiliar to those 
neW to the pertinent art. Reasons for this include the 
dif?culty of communicating quickly neW and complex sub 
jects as Well as the good-humored nature of those Who 
intensely pursue the establishment of neW technology, par 
ticularly softWare systems. Consequently, for J ava®-related 
systems, a coffee theme is often present that indicates to 
those knoWledgeable in the art the general subject matter of 
interest. While distinctions may be subtle in the art, they can 
be very important and serve the ends of those attempting to 
establish, share, and forWard the technology. 

[0012] Generally, home pages or other Web pages are 
requested by the user through designation of the URL 
(Uniform Resource Locator). With the transmission to the 
user via TCP/IP protocol, the information present at the URL 
(and generally a ?le located someWhere on a computer) is 
transmitted to the user. The ?le may have links, or pointers, 
to other resources including images, graphics, audio or video 
streams, or other resources. Mark-up language is used on the 
Internet in an attempt to provide an open-ended structure by 
Which information of any sort that can be stored electroni 
cally (or perhaps even otherWise) can be made available to 
an end user on demand. As such, the Internet is seen as a 
poWerful tool making almost any information resource 
available to any computer or to any person using a computer. 

[0013] Over the past several years, the personal computer 
has increased in poWer and capacity as commercial demand 
has driven the research and development of producers and 
vendors. It is noW not uncommon to be able to easily ?nd an 
Intel-manufactured 500 megahertZ Pentium®-based system 
having Well over 10 gigabytes of hard disk space, as Well as 
32-256 megabytes of RAM. As such, the poWer by Which 
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?les may be received and acted upon by the local user 
through his or her PC has kept pace With the advances in 
technology. 

[0014] However, there currently remain obstacles to uni 
versal access to an individual’s oWn information stored on 

his or her computer. First of all, computers are very heavy. 
They are bulky. They generally Weigh several kilograms and 
are not easily transportable. LightWeight laptop computers 
or the like generally do not have the same resources avail 
able to the user as a regular PC. Additionally, access to local 
area netWorks (LANs) is generally not available once the 
computer leaves the premises occupied by the LAN. Addi 
tionally, Internet access is often restricted by the use of a 
modem. Modems generally provide data transmission 
speeds on the order of 56 kilobits per second. This is 
approximately the same as 7 kilobytes per second. HoWever, 
headers and other information are required to properly 
transmit information over the Internet and increase the 
effective siZe of ?les. 

[0015] Even With the increased availability of broad band 
access to the Internet, it becomes an important feature of 
electronic information processing and the like in order to 
provide resident resources on the Internet. Such resources 
could include the sharing of ?les and the like in a manner 
that are easy to use and understand. 

[0016] Due to these and other restrictions regarding data 
transport, transmission, and reception, a need has arisen for 
means by Which ?les and other data may be available 
WorldWide through the Internet and not tied to a local 
computer. The present invention addresses this demand by 
providing means by Which ?les and other data may be stored 
on the Internet and made available WorldWide through the 
Internet. 

SUMMARY OF THE INVENTION 

[0017] The present invention provides an “Internet hard 
drive” or “Internet hard disk” to and from Which ?les may 
be stored and retrieved. Denominated commercially as 
“XzDrive,” the present invention alloWs users to store ?les 
of foreseeably any type on a resource available throughout 
the Internet. Once available to the Internet, the ?les stored on 
the user’s XzDrive are available to the same eXtent as the 

Internet, namely WorldWide. 

[0018] Note should be made that the term “XzDrive” refers 
both to the system as a Whole and to the individual space 
allocated to an individual user. Consequently, reference is 
sometimes made herein to the XzDrive system or to XzDrive 
to refer to the system as a Whole. At other times, the term 
XzDrive indicates the user’s individual XzDrive, or allocated 
space. The different uses are indicated by conteXt. 

[0019] In order to effect the Shared Internet Storage 
Resource of the present invention, a central or distributed 
storage facility is provided. First and foremost is the high 
speed access storage facility Where ?les are actually stored. 
Such individual storage areas may be allocated in individual 
limited allotments, or be left open-ended and limited only by 
the capacity of the physical devices responsible for storage. 
Metadata, that is data about the ?les stored on the netWork 
hard drives or other storage devices, is generated and stored 
in a separate database. The database of metadata (the meta 
database) and the netWork-attached storage facility may be 
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linked by an internal netWork. It is possible for the database 
to be stored on the same netWork storage facility or device 
on Which user ?les are also stored. System management may 
select Whether or not to distribute or consolidate the data 
base With the netWork storage. 

[0020] Also attached to the internal netWork is a Web 
server that serves to generate and transmit the information to 
the Internet, and ultimately the user. The Web server ?les 
may pass through a load balancer and/or ?reWall before 
proceeding on to the Internet. The same is similarly true for 
information coming into the Web server from the Internet. 

[0021] XML may be used in combination With J avaScript 
or the like to provide tWo means by Which the Shared 
Internet Storage Resource of the present invention may be 
achieved. The ?rst is a JavaScript object Which may be 
transmitted to a broWser program running on the user’s 
computer. Such broWsers may include ones that are Well 
knoWn, including Netscape® Communicator and 
Microsoft® Internet Explorer. Alternatively, a stand-alone 
application may be installed and stored upon the user’s 
computer. This stand-alone application serves to intermedi 
ate the user commands With the Web server and ultimately 
the metadatabase in the Internet storage device. 

[0022] As an additional enhancement, the user interface 
may be a client program that meshes seamlessly With 
standard user presentations in WYSIWYG (What you see is 
What you get) graphic user interfaces (GUIs). As such, a 
drive may be shoWn on the user’s computer and may be 
denominated “X1” (or “y:” or “Z:”, etc., depending upon user 
preferences). The user can then read from or Write to the X:\ 
Shared Internet Storage Resource drive much in the same 
Way as you Would the local a:\ and c:\ hard drive. 

[0023] When the user shuts doWn his or her computer, 
information that is stored on the Shared Internet Storage 
Resource of the present invention remains on the Internet. 
The user can then access such information from another 

computer, another geographic location, or even give permis 
sion to share ?les on the Shared Internet Storage Resource 
With others. PassWord protection or other security protocols 
may be used to limit or discriminate access to the user’s ?les. 

[0024] The Shared Internet Storage Resource of the 
present invention alloWs for direct Internet-to-Internet ?le 
transfer to a user’s allocated XzDrive ?le space in a process 
referred to as “Skip the DoWnload” or “Save to My Xdrive.” 

[0025] In one embodiment of such Internet-to-Internet 
transfer, a method for transferring data from a ?rst netWork 
resource to a second netWork resource at the direction of a 
user is set forth Which includes the step of submitting a ?rst 
?le location indicating data to be transferred to the second 
netWork resource Where the second netWork resource is a 
subscriber-based system of netWork-available data storage 
space. The user is veri?ed as a subscriber to or member of 
the second netWork resource and the second netWork 
resource requests the data at the ?rst ?le location from the 
?rst netWork resource. Additional steps include determining 
if the requesting of data requires authentication, determining 
if personal credentials of the user have previously been 
stored or are otherWise available, and if the personal cre 
dentials are available, using the personal credentials to 
authenticate the request of data. 

[0026] If the personal credentials have not been previously 
stored or are not otherWise available, or are not accepted by 



US 2005/0204020 Al 

the ?rst network resource, and if such activity is allowed by 
the user, the user’s local environment is queried for potential 
credentials of the user and using them for the data request. 
If one or more of the potential credentials are accepted, and 
if alloWed by the user, one or more of the potential creden 
tials are securely stored for reuse by the user for an asso 
ciated domain of requests. 

[0027] The ?rst netWork resource transmits the data to the 
second netWork resource via Internet upon authentication. A 
display is made to the user of the status of transmission of 
the data from the ?rst netWork resource to the second 
netWork resource. The data is evaluated and determination is 
made if the data includes a location or other identi?er of a 
related Internet or other ?le. Steps are takes to identify the 
location and to request the ?le, With the second netWork 
resource evaluating the data, identifying the location, and 
requesting the ?le. If multiple related ?les are requested, the 
?les may be stored in a related and useful fashion in the 
user’s account. The scope of an expanded request may be 
limited to a reasonable number of ?les With the user option 
ally alloWed to set the scope of such limitation. The second 
netWork resource may notify the user of successful transfer 
upon successful reception of the data. The process provides 
a system for the user so that the user may use the ?rst and 
second netWork resources to obtain and control the data. 

OBJECTS OF THE INVENTION 

[0028] It is an object of the present invention to provide a 
Shared Internet Storage Resource on Which users may store 
and retrieve ?les to make them available to themselves, or 
possibly others, throughout the Internet. 

[0029] It is an additional object of the present invention to 
provide all manner of ?le access and control generally 
available to ?les local to the users for such Internet-stored 
?les. 

[0030] It is an additional object of the present invention to 
provide an easy-to-use and readily understood user interface 
through Which ?les may be stored, retrieved, and manipu 
lated on the Internet. 

[0031] It is an additional object of the present invention to 
gather metadata regarding such ?les and to store such 
metadata in a database. 

[0032] It is yet another object of the present invention to 
provide a plurality of means by Which Internet-stored ?les 
may be manipulated and controlled. 

[0033] It is yet another object of the present invention to 
provide a broWser-based access to Internet-stored ?les. 

[0034] It is yet another object of the present invention to 
provide stand-alone application access to Internet-stored 
?les. 

[0035] It is yet another object of the present invention to 
provide means by Which Internet ?les may be stored on an 
Internet resource by a direct Internet-to-Internet transfer 
subject to the control of a remote or limited-resource user. 

[0036] These and other objects and advantages of the 
present invention Will be apparent from a revieW of the 
folloWing speci?cation and accompanying draWings. The 
foregoing objects are some of but a feW of the goals sought 
to be attained by the present invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0037] FIG. 1 is a schematic vieW of the XzDrive system 
of the present invention. The different tier levels are shoWn, 
along With the marking indicia of a circle, triangle, square, 
and star/asterisk corresponding to the same indicia in FIG. 
3. 

[0038] FIG. 2 is a schematic vieW of J ava® library objects 
operating in the transactions or data eXchanges occurring in 
the present invention. 

[0039] FIG. 3 is a detailed ?oW diagram shoWing the 
operation of the present invention. Indicia including a circle, 
a triangle, a square, and a star/asterisk correspond to tier 
levels shoWn in FIG. 1 and indicate the level of operation of 
the steps shoWn in the ?oWchart of FIG. 3. 

[0040] FIG. 4 is a ?oWchart shoWing the operation of the 
XDFile Enterprise JavaBeanTM (EJB) used in the present 
invention. 

[0041] FIG. 5 is an overvieW of the Java® architecture 
used to effect transactions in the present invention. 

[0042] FIG. 6 is an alternative schematic diagram of the 
J ava® architecture shoWn in FIG. 5. 

[0043] FIG. 7 is a schematic and ?oWchart diagram shoW 
ing the IO (input/output) for the database transactions of the 
present invention. 

[0044] FIG. 8 is a schematic diagram of the data recovery 
process as effected by the FileIO component of the XDFile 
object used in the present invention. 

[0045] FIG. 9 is a schematic depiction of failure recovery 
elements. 

[0046] FIG. 10 is a schematic and ?oWchart diagram 
shoWing virus protection effected in the present invention. 

[0047] FIG. 11 is a schematic and ?oWchart diagram of 
the Internet-to-resource transfer (“Skip the DoWnload”/ 
“Save to My Xdrive”) as set forth in the present invention. 

[0048] FIG. 12 is a schematic and ?oWchart diagram of 
the client system used in the present invention. 

[0049] FIG. 13 is a WindoWsTM desktop display shoWing 
both the client and Web-broWser applications. 

[0050] FIG. 14 is a display of a Web broWser pointing to 
a user’s XzDrive. 

BRIEF DESCRIPTION OF THE APPENDICES 

[0051] The folloWing appendices are incorporated herein 
by this reference thereto. 

[0052] AppendiX 1 is a listing of Web site/server code use 
to achieve the present invention. 

[0053] AppendiX 2 is a listing of the code used on the 
client side to achieve the present invention in a Microsoft® 
WindoWsTM environment. 

[0054] AppendiX 3 is a listing of the JavaScript code used 
to achieve the present invention in a Sun Microsystems® 
J ava® environment (including one on a broWser). 
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DESCRIPTION OF THE PREFERRED 

EMBODIMENT(S) 
[0055] The detailed description set forth below in connec 
tion With the appended drawings is intended as a description 
of presently-preferred embodiments of the invention and is 
not intended to represent the only forms in Which the present 
invention may be constructed and/or utiliZed. The descrip 
tion sets forth the functions and the sequence of steps for 
constructing and operating the invention in connection With 
the illustrated embodiments. HoWever, it is to be understood 
that the same or equivalent functions and sequences may be 
accomplished by different embodiments that are also 
intended to be encompassed Within the spirit and scope of 
the invention. 

[0056] Appendices 1, 2, and 3 provide the source code for, 
respectively, the Web Site/Server Code of the XzDrive 
Shared Internet Storage Resource system of the present 
invention; the WindoWs Client Code; and the JavaScript 
Listings for the present invention. These Appendices are 
incorporated herein by this reference thereto as if set out in 
their entirety. It is contemplated that these Appendices 
provide a full, complete, and enabling disclosure to those of 
ordinary skill in the art or less by Which the present 
invention may be achieved. 

[0057] Additionally, the reference numbers used in con 
junction With the ?gures are numbered such that the 100’s 
place of the number indicates the number of the draWing 
?gure. For example, the 600 series of reference numbers 
refers to FIG. 6, While the 200 series refers to elements 
shoWn in FIG. 2. 

[0058] The present invention provides a method by Which 
an Internet hard disk or hard drive may be achieved in a 
manner similar to a hard disk or hard drive available locally 
to the individual on the local computer. Additionally, as 
Internet use becomes a more familiar and everyday event for 
people, the resources provided by the present invention may 
alloW the actual use of the Internet hard drive or XzDrive set 
forth herein to act as such a resource With the ?les being 
called up for execution for programs available and processed 
either locally and/or over the Internet. In light of the 
foregoing, it can be seen that the present invention may act 
as a bridge or may pave the Way toWards a more inter 
netWorked community for the use and processing of elec 
tronic information. 

[0059] The virtual disk drive provided by the present 
invention may be selectively shared With others or kept 
entirely private. Additionally, and as set forth in more detail 
beloW, the use of a metadatabase provides quicker access 
and the ability to distribute the information regarding the 
legion of XzDrive accounts over a Wide geographic area, 
enabling redundant preservation of user information by 
server clusters implementing Enterprise JavaBeans® 
(EJBs), or otherWise. 

[0060] The Shared Internet Storage Resource, User Inter 
face System, and Method set forth herein is generally 
referred to as “XzDrive.” Context reveals Whether or not the 
term XzDrive is referring either to the system as a Whole or 
the individual’s oWn account. 

[0061] The XzDrive system of the present invention uses 
netWork application practices and may rely upon Java® 
Enterprise JavaBeansTM (EJBs) to enable distributed and 
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clustered computing and ?le management environment. 
Along With such Java®-based and netWork-oriented design, 
the XzDrive system of the present invention also contem 
plates the use of open programming standards such as XML 
and Web-DAV (Web-based Distributed Authoring and Ver 
sioning). The use of such technology is foreseen as provid 
ing Wide support by the user community as Well as speed and 
development, re?nement, and polishing. 

[0062] As shoWn in FIG. 1, the XzDrive system 100 has 
a multi-tiered, netWork-based application infrastructure. The 
multi-tiered nature of the system alloWs it to separate 
operations in an efficient manner. The netWork-based aspects 
of the XzDrive system alloWs it to disperse resources geo 
graphically as Well as alloW a high degree of communication 
betWeen different aspects or facets of the system. 

[0063] The XzDrive system may be considered enabling 
technology as a medium that is independent of the applica 
tions and uses to Which it is applied. The XzDrive system is 
currently based on object-oriented principles With each 
application layer responsible for a discreet functionality or 
aspect of operation. Both hardWare and softWare resources 
may then successfully experience heavy re-use With both 
scalability and ?exibility inherently provided. While these 
advantageous aspects of the XzDrive system are achieved, as 
a multi-tiered system, X:Drive involves a higher cost of 
complexity and planning. Thus, those Who Would seek to 
Wrongly copy the XzDrive system Would do so Without 
accruing the great expense in time and money necessary to 
achieve the present XzDrive system. They Would ride on the 
backs of those Who not only developed the system, but also 
those Who got it to Work right and in a commercially-reliable 
manner. 

[0064] The use of tiers in the XzDrive system of the 
present invention is realiZed in both the netWork systems and 
the application systems involved in achieving XzDrive. 

[0065] As shoWn in FIG. 1, a variety of tiers, or layers, are 
present betWeen the client 102 and the ultimate data 
resources 104. BetWeen the client 102 and the data resources 
104, are one or more layers or tiers, accomplishing the 
folloWing. 

[0066] The client 102 may be coupled to a public netWork 
106 (such as the Internet) that may include a DNS redirector 
108 as Well as a load balancer 110. The public netWork 106 
may then lead into a Web server netWork 120. The Web 
server may then lead into an application netWork 122, Which 
in turn leads into an EJB (Enterprise JavaBeansTM) netWork 
124. The EJB netWork 124 may lead into a transaction 
netWork 126, Which in turn leads into the data resources 104. 

[0067] The client 102 may be either a Web- or broWser 
based application or an application resident on a WindoWsTM 
X system (the X indicating the version of WindoWs appli 
cable, i.e., Windows@ 95, Windows@ 98, Windows@ 2000, 
etc.). Requests generally originate from the client as the 
XzDrive system 100 is one that operates at the command of 
users directing the client program. Client requests may be 
made versus the Hypertext Transfer Protocol (HTTP) GET/ 
POST function. In a preferred embodiment, the GET/POST 
operation may be augmented With Web-DAV extensions to 
the HTTP protocol. Commands are transmitted by the client 
102 are sent to the DNS redirector 108, Which then isolate 
the request via a proxy server process. A proxy server 






















