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(57) ABSTRACT 

A computer-readable portable media device is used for 
transferring network settings for an ad hoc wireless network 
to simply the task of con?guring devices for the ad hoc 
wireless network. A con?guration program on an initiating 
computer assists a user in creating the network settings, 
including a security key, and incorporates the network 
settings in an XML ?le and writes the ?le in to the portable 
media device. The portable media device is then attached to 
a second device that is to join the ad hoc wireless network. 
The second device is automatically con?gured using the 
network settings on the portable media device for joining the 
ad hoc wireless network. 
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Infrastructure Network 

FIG. 2 
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Welcome to the Wireless 
Configuration Program 

This program helps you set up a secured wireless 260 
network the easy way, using a USB ?ash drive 

First, the program will help you create network 
settings. Then, you insert the ?ash drive into 
any additional computer you want to con?gure. 

Next> Cancel 

FIG. 4A 

262 

Create a wireless network and 
configure network devices ” 

<Back I Cancel I 

FIG. 4B 
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264 

Create a name and key for your 
ad hoc wireless network 

Enter the network name. You can make one up 
or use this one. 276 

Network Name: MSHOME j 

Type and con?rm a WEP key for the network. You can make 
one up or use this one. 

278 
Networkkey: ************ 

Con?rm NetworkKey: ************ 

Advanced \ 28o <Back Next> Cancel 

FIG. 4C 

266 

Save your wireless configuration 
Plug your ?ash drive into any USB port, select the driver 
letter, and click next. The wireless network settings will be 
saved to the ?ash drive. 

Drive: E:\ J Browse I <Back ( 1 Next> Cancel 

FIG. 4D 
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268 

Plug the USB flash drive into each 
computing device to join the ad hoc network 

Remove the ?ash drive from this computer, and plug it into a 
USB port on any device that is to join the ad hoc wireless 
network. 

After you have done this, come back to this computer and 
reinsert the USB ?ash drive, and click Next. 

LPrint Network Settings 1 

282 j F<Back ] Next> Cancel 

FIG. 4E 

270 

The ad hoc wireless network has 
been successfully set up. 1 

Your wireless network is now ready to use. You have 
successfully set up the following devices. 

0 Device 1 

. Device 2 LPrint Network Settings 3 
0 Device 3 

0 Device 4 U Remove network settings 
j from the USB ?ash drive 

272 
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CONFIGURING AN AD HOC WIRELESS 
NETWORK USING A PORTABLE MEDIA DEVICE 

FIELD OF THE INVENTION 

[0001] This invention pertains generally to the ?eld of 
computer networks, and more particularly to a mechanism 
for simplifying the process of con?guring nodes in a Wire 
less computer netWork. 

BACKGROUND OF THE INVENTION 

[0002] The use of data communication netWorks continues 
to groW. In small and large corporate settings, Wired local 
area netWorks (LAN s) and Wide area netWorks (WAN s) have 
become an established feature of conducting business, and 
Wireless netWorks are being increasingly employed. The use 
of netWork technology in the home, both Wired and Wireless, 
is a more recent phenomenon and has been sloWer to 
develop. In addition to facilitating Internet connectivity, 
home netWorking permits personal computing devices and 
various consumer electronic devices and appliances Within 
the home to communicate With each other. Wireless tech 
nology, such as IEEE 802.11 Wireless netWorks and net 
Works of Bluetooth-enabled devices, is attractive in home as 
Well as corporate environments for reasons of convenience, 
mobility and ?exibility. 

[0003] A principal impediment to the Wider adoption of 
netWorking technology in the home and other non-corporate 
environments has been the dif?culty experienced by non 
expert users in con?guring netWork devices. This is espe 
cially the case for setting up a secure ad hoc Wireless 
netWorks. In ad hoc Wireless netWork, peer Wireless devices 
(such as Wireless PCs, tablets, Wireless printers, PDAs, etc.) 
communicate directly With each other Without the use of a 
Wireless access point or a Wired netWork. An ad hoc 
Wireless is very useful in many scenarios, especially When 
an infrastructure Wireless netWork is not available. For 
instance, an ad hoc Wireless can be formed at a conference 
for the participants to exchange documents, on a bus or in a 
park for one-on-one ?le exchange, or in a home With friends 
for playing video games. To ensure the privacy of the 
Wireless communications, a security key, such as a Wired 
Equivalent Privacy (WEP) key, is used by the participants of 
the ad hoc Wireless netWork for the Wireless communica 
tions. 

[0004] Setting up an ad hoc Wireless netWork is, hoWever, 
typically a complex task. Each peer device must have the 
same netWork settings, and a secure ad hoc netWork typi 
cally requires each peer device to have a common WEP key, 
Which must be communicated to the user of the peer device 
and entered manually. Entering the netWork settings and the 
WEP key onto each of the peer devices can be tedious and 
prone to errors. For instance, a long WEP key (e.g., 104-bit 
long) composed of random letters may enhance the security 
of the Wireless transmissions. Such a long key, hoWever, Will 
be difficult to transfer by a user and time consuming and 
dif?cult to enter into machine that is to join the Wireless 
netWork. 

BRIEF SUMMARY OF THE INVENTION 

[0005] In accordance With the invention, a computer 
readable portable media device, such as a USB ?ash drive or 
an SD memory card, is used to simplify the task of con?g 
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uring netWork devices for setting up an ad hoc Wireless 
netWork. A con?guration application aids the user in gen 
erating, Wireless con?guration settings, and the netWork 
encryption key may be automatically generated so that a 
user does not have to enter a lengthy encryption key manu 
ally. The con?guration application then generates an Exten 
sible Markup Language (XML) ?le embodying the Wireless 
netWork settings and Writes that ?le to the portable media 
device. Auser may then install the portable media device in 
one or more other netWork devices to automatically transfer 
the con?guration settings to those netWork devices to con 
?gure each of the Wireless devices. As a result, a Wireless 
device may be provisioned With the Wireless con?guration 
settings necessary to join a Wireless netWork, Without requir 
ing the user to manually enter the netWork settings. 

[0006] Additional features and advantages of the inven 
tion Will be apparent from the folloWing detailed description 
of illustrative embodiments Which proceeds With reference 
to the accompanying ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] While the appended claims set forth the features of 
the present invention With particularity, the invention and its 
advantages are best understood from the folloWing detailed 
description taken in conjunction With the accompanying 
draWings, of Which: 

[0008] FIG. 1 is a simpli?ed schematic diagram illustrat 
ing an exemplary architecture of a computing device for 
carrying out the con?guration of a computer netWork in 
accordance With an embodiment of the invention; 

[0009] FIG. 2 is a schematic diagram illustrating an ad 
hoc Wireless netWork established in accordance With a 
method of the invention; 

[0010] FIG. 3 is a schematic diagram illustrating the use 
of a portable media device for transferring netWork settings 
for setting up a Wireless device for joining an ad hoc Wireless 
netWork; 
[0011] FIGS. 4A-F are screenshots of a WiZard application 
for generating netWork settings and storing the settings to a 
portable media device in accordance With an embodiment of 
the invention; 

[0012] FIG. 5 is a schematic diagram illustrating a soft 
Ware architecture for carrying out the con?guration of a 
computer netWork in accordance With an embodiment of the 
invention; 
[0013] FIG. 6 is a How diagram illustrating a method for 
creating an ad hoc netWork in accordance With an embodi 
ment of the invention; 

[0014] FIG. 7 is a process diagram illustrating a method 
for con?guring a Wireless access point in accordance With an 
embodiment of the invention; and 

[0015] FIG. 8 is a schematic diagram shoWing a data 
structure having ?elds of an XML schema for representing 
Wireless netWork con?guration settings in accordance With 
an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0016] Methods and systems for con?guring netWork 
devices for an ad hoc Wireless netWork using a portable 
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media device Will noW be described With respect to certain 
embodiments. The skilled artisan Will readily appreciate that 
the methods and systems described herein are merely eXem 
plary and that variations can be made Without departing 
from the spirit and scope of the invention. 

[0017] The present invention Will be more completely 
understood through the following detailed description, 
Which should be read in conjunction With the attached 
draWings. In this description, like numbers refer to similar 
elements Within various embodiments of the present inven 
tion. The invention is illustrated as being implemented in a 
suitable computing environment. Although not required, the 
invention Will be described in the general conteXt of com 
puter-executable instructions, such as procedures, being 
executed by a personal computer. Generally, procedures 
include program modules, routines, functions, programs, 
objects, components, data structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art Will appreciate that the 
invention may be practiced With other computer system 
con?gurations, including hand-held devices, multi-proces 
sor systems, and microprocessor-based or programmable 
consumer electronics devices. The invention may also be 
practiced in distributed computing environments Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, program modules may be located 
in both local and remote memory storage devices. The term 
computer system may be used to refer to a system of 
computers such as may be found in a distributed computing 
environment. 

[0018] FIG. 1 illustrates an eXample of a suitable com 
puting system environment 100 in Which the invention may 
be implemented. The computing system environment 100 is 
only one eXample of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 
computing environment 100 be interpreted as having any 
dependency or requirement relating to any one or combina 
tion of components illustrated in the eXemplary operating 
environment 100. Although at least one embodiment of the 
invention does include each component illustrated in the 
eXemplary operating environment 100, another more typical 
embodiment of the invention eXcludes some or all non 
essential components, for eXample, input/output devices 
other than those required for netWork communications. 

[0019] With reference to FIG. 1, an eXemplary system for 
implementing the invention includes a general purpose 
computing device in the form of a computer 110. Compo 
nents of the computer 10 may include, but are not limited to, 
a processing unit 120, a system memory 130, and a system 
bus 121 that couples various system components including 
the system memory to the processing unit 120. The system 
bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. 

[0020] The computer 110 typically includes a variety of 
computer-readable media. Computer-readable media can be 
any available media that can be accessed by the computer 
110 and includes both volatile and nonvolatile media, and 
removable and nonremovable media. By Way of eXample, 
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and not limitation, computer-readable media may comprise 
computer storage media and communication media. Com 
puter storage media includes volatile and nonvolatile, 
removable and nonremovable media implemented in any 
method or technology for storage of information such as 
computer-readable instructions, data structures, program 
modules or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EEPROM, ?ash memory or 
other memory technology, optical disk storage, magnetic 
cassettes, magnetic tape, magnetic disk storage or other 
magnetic storage devices, or any other medium Which can be 
used to store the desired information and Which can be 
accessed by the computer 110. Communication media typi 
cally embodies computer-readable instructions, data struc 
tures, program modules or other data in a modulated data 
signal such as a carrier Wave or other transport mechanism 
and includes any information delivery media. The term 
“modulated data signal” means a signal that has one or more 
of its characteristics set or changed in such a manner as to 

encode information in the signal. By Way of eXample, and 
not limitation, communication media includes Wired media 
such as a Wired netWork or direct-Wired connection, and 
Wireless media such as acoustic, RF, infrared and other 
Wireless media. Combinations of the any of the above are 
included Within the scope of computer-readable media. 

[0021] The system memory 130 includes computer stor 
age media in the form of volatile and/or nonvolatile memory 
such as read only memory (ROM) 131 and random access 
memory (RAM) 132. By Way of eXample, and not limitation, 
FIG. 1 illustrates operating system 134, application pro 
grams 135, other program modules 136 and program data 
137. 

[0022] The computer 110 may also include other remov 
able and nonremovable, volatile and nonvolatile computer 
storage media. By Way of eXample only, FIG. 1 illustrates 
a hard disk drive 141 that reads from or Writes to nonre 
movable, nonvolatile magnetic media, a magnetic disk drive 
151 that reads from or Writes to a removable, nonvolatile 
magnetic disk 152, and an optical disk drive 155 that reads 
from or Writes to a removable, nonvolatile optical disk 156 
such as a CDROM. Other computer storage media that can 
be used in the exemplary operating environment include, but 
are not limited to, magnetic tape cassettes, ?ash memory 
cards, DVDs, digital video tape, solid state RAM, solid state 
ROM, and the like. The hard disk drive 141 is typically 
connected to the system bus 121 through a nonremovable 
memory interface such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected 
to the system bus 121 by a removable memory interface, 
such as interface 150. The computer system may include of 
interfaces for additional types of removable non-volatile 
storage devices. For instance, the computer may have a USB 
port 153 that can accept a USB ?ash drive (UFD) 154, or a 
SD card slot 157 that can accept a Secure Digital (SD) 
memory card 158. A USB ?ash drive is a ?ash memory 
device that is ?tted With a USB connector that can be 
inserted into a USB port on various computing devices. A 
SD memory card is a stamp-siZed ?ash memory device. 
Both the USB ?ash drive and SD card offer high storage 
capacity in a small package and high data transfer rates. 
Other types of removable storage media may also be used 
for implementing the invention. 
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[0023] The drives and their associated computer storage 
media, discussed above and illustrated in FIG. 1, provide 
storage of computer-readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 1, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145, 
other program modules 146 and program data 147. Note that 
these components can either be the same as or different from 
operating system 134, application programs 135, other pro 
gram modules 136, and program data 137. Operating system 
144, application programs 145, other program modules 146, 
and program data 147 are given different numbers herein to 
illustrate that, at a minimum, they are different copies. Auser 
may enter commands and information into the computer 110 
through input devices such as a tablet, or electronic digitiZer, 
164, a microphone 163, a keyboard 162 and pointing device 
161, commonly referred to as a mouse, trackball or touch 
pad. These and other input devices are often connected to the 
processing unit 120 through a user input interface 160 that 
is coupled to the system bus, but may be connected by other 
interface and bus structures, such as a parallel port, game 
port or a universal serial bus (USB). Amonitor 191 or other 
type of display device is also connected to the system bus 
121 by Way of an interface, such as a video interface 190. 
The monitor 191 may also be integrated With a touch-screen 
panel or the like. Note that the monitor and/or touch screen 
panel can be physically coupled to a housing in Which the 
computing device 10 is incorporated, such as in a tablet-type 
personal computer. In addition, computers such as the com 
puting device 10 may also include other peripheral output 
devices such as speakers 197 and printer 196, Which may be 
connected through an output peripheral interface 194 or the 
like. 

[0024] The computer 10 preferably operates or is adapt 
able to operate in a netWorked environment using logical 
connections to one or more remote computers, such as a 

remote computer 180. The remote computer 180 may be a 
personal computer, a server, a router, a peer device or other 
netWork node, and typically includes some or all of the 
elements described above relative to the computer 10, 
although only a memory storage device 181 has been 
illustrated in FIG. 1. The logical connections depicted in 
FIG. 1 include a LAN 171 and a WAN 173, but may also 
include other netWorks. For example, in the present inven 
tion, the computer 110 may comprise the source machine 
from Which data is being migrated, and the remote computer 
180 may comprise the destination machine. Note hoWever 
that source and destination machines need not be initially 
connected by a netWork or otherWise, but instead, data may 
be migrated by Way of any media capable of being Written 
by the source platform and read by the destination platform 
or platforms. For example, one non-limiting instance of such 
a medium is a portable ?ash memory medium, sometimes 
referred to as a memory “key” or memory “stick.” Other 
non-limiting examples Will be given beloW. 
[0025] When used in a LAN environment, the computer 
110 is connectable to the LAN 171 through a netWork 
interface or adapter 170. The computer 10 may also include 
a modem 172 or other means for establishing communica 
tions over the WAN 173. The modem 172, Which may be 
internal or external, may be connected to the system bus 121 
by Way of the user input interface 160 or other appropriate 
mechanism. In a netWorked environment, program modules 
depicted relative to the computer 10, or portions thereof, 
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may be stored in the remote memory storage device. By Way 
of example, and not limitation, FIG. 1 illustrates remote 
application programs 185 as residing on memory device 
181. It Will be appreciated that the netWork connections 
shoWn are exemplary and other means of establishing a 
communications link betWeen the computers may be used. 

[0026] Turning to FIG. 2, the present invention is directed 
to a simple and convenient Way for a user to set up a Wireless 
ad hoc netWork, Without having to go through the tedious 
and complex process of entering the netWork setting and 
security key into each of the Wireless device joining the ad 
hoc netWork. As shoWn in FIG. 2, an ad hoc Wireless 
netWork 210 may include a plurality of devices having the 
capability of Wireless communications. The ad hoc Wireless 
netWork 210 may include a variety of Wireless communica 
tion protocols. Examples of suitable Wireless communica 
tion protocols include Wireless communication protocols in 
accordance With the Institute of Electrical and Electronics 
Engineers (IEEE) 802.1x series of standards, the Blue 
tooth® group of standards and the Ultra-Wideband (UWB) 
group of standards. The Wireless devices may be of different 
types and having different levels of processing poWer. For 
instance, as shoWn in FIG. 2, the Wireless devices include 
laptop (or notebook) PCs 212, 214, 216, a tablet computer 
218. One of the Wireless devices, such as the computer 212, 
in the ad hoc netWork may also communicate With an access 
point 204, thereby bridging the ad hoc Wireless netWork With 
an infrastructure Wireless netWork. In the ad hoc netWork 
210, the Wireless devices communicate With each other in a 
peer-to-peer fashion Without the use of an access point. To 
form the ad hoc netWork 210, each Wireless device has to be 
con?gured to have the settings and security key for the 
Wireless netWork. Conventionally, setting up the Wireless 
devices for participating in the ad hoc Wireless netWork can 
be a very complex task, especially When a long security key 
has to be manually entered into each Wireless device. 

[0027] The present invention provides a Way to establish 
a secure Wireless ad hoc netWork that tremendously simpli 
?es the task of setting up Wireless devices for the netWork. 
Referring to FIG. 3, in accordance With the invention, a 
con?guration program 222 on a ?rst computer 212 is assists 
a user in generating the netWork settings and security key(s) 
for the Wireless netWork. Once the settings are generated, 
they are stored on a portable media (PM) device 226 
connected to the ?rst computer 212. The portable media 
device may be, for example, a USB ?ash drive 228 that may 
be inserted into a USB port 230, or a SD memory card 234 
that may be inserted into a SD card slot 236. It Will be 
appreciated that the invention is not limited to these tWo 
portable memory media, and other types of portable memory 
media may be used for implementing the invention. For 
simplicity of illustration, the folloWing description With 
describe an embodiment in Which the portable media device 
used for setting up an ad hoc Wireless device is a USB ?ash 
drive 228. 

[0028] After the settings for the Wireless netWork is stored 
on the portable media device 226, the portable media device 
is disconnected from the ?rst computer 212 and used to 
transfer the Wireless netWork settings to any other Wireless 
device that Wants to join the ad hoc Wireless netWork. In a 
preferred embodiment, to set up a Wireless device to join the 
Wireless ad hoc netWork, all the user has to do is to connect 
the PORTABLE MEDIA to that Wireless device, and the 



US 2005/0198221 A1 

Wireless network settings are automatically loaded into that 
device to enable it to start communicating With other Wire 
less devices in the ad hoc Wireless netWork. For example, in 
the example illustrated in FIG. 2, the settings for the 
Wireless ad hoc netWork are de?ned on the ?rst computer 
212 and then transferred to the portable media device 226. 
The portable media device 226 is then connected to each of 
the notebook computers 214, 126, and the tablet computer 
218 to transfer the netWork settings. 

[0029] Referring back to FIG. 3, after the user has de?ned 
the netWork settings on the ?rst computer, the Wireless 
con?guration program uses the settings to set up the ?rst 
computer for the ad hoc netWork, and the ?rst computer 
starts to transmit beacon signals 240 in the transmission 
band de?ned by the settings. When the portable media 
device 226 is connected to a second computer 214, the 
settings for the Wireless ad hoc netWork are loaded into the 
second computer and used by a Wireless con?guration 
program 244 to set up the second computer to join the 
Wireless netWork. After being con?gured for joining the 
Wireless netWork 210, the second computer starts to send out 
beacon signals 246. Other computers accepting the portable 
media device 226 are similarly con?gured to communicate 
over the ad hoc Wireless netWork 210. In this Way, access to 
the ad hoc netWork 210 is generally limited to those com 
puters that can physically attach the portable media device 
226. Without the portable media device 226, a user Would 
have to enter con?guration settings—including the netWork 
name and any security keys—in order to access the Wireless 
netWork 210. By attaching the portable media device 226, a 
computer is granted access to the Wireless netWork 210 
quickly and transparently. 

[0030] To further simply the task of setting up an ad hoc 
Wireless netWork, the Wireless con?guration program pro 
vides a user interface to help a user to go through the steps 
of the process of de?ning the netWork settings and using the 
portable media device 226 to transfer the settings to other 
computers. Exemplary user interface screens are shoWn in 
FIGS. 4A-4F. For illustration purposes, the portable media 
device used in the example illustrated by these UI screens is 
a USB ?ash drive. In the user interface screen 260 illustrated 
in FIG. 4A, the user is informed that the con?guration 
program Will help the user create the settings for the Wireless 
netWork, and then the settings Will be saved on the USB ?ash 
drive and used to con?gure other computers or devices that 
are to join the Wireless netWork. In the second UI screen 262 
shoWn in FIG. 4B, the user are given the options of setting 
up an infrastructure Wireless netWork and setting up an ad 
hoc Wireless netWork, and the user selects to set up an ad hoc 
netWork. 

[0031] In the UI screen 264 shoWn in FIG. 4C, the user is 
presented With a ?eld 276 for selecting a name for the 
Wireless ad hoc netWork, and a ?eld 278 for selecting a 
netWork key. In one implementation, to minimiZe the Work 
the user has to do, the con?guration program may generate 
the netWork name and security key for the user, and the user 
may reject them and enter her oWn netWork name and key 
if she so desires. To that end, the name and key ?elds are 
initially ?lled by the Wireless con?guration program With 
values comprising either arbitrary data or data that is chosen 
using identi?ers stored on the computer. For example, if the 
computer operating system has been registered to “John 
Smith”, then the Wireless con?guration program can gener 
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ate “JohnSmithsNetWork” as the default netWork name. The 
Wireless con?guration program may call a function of the 
operating system to generate a security key for the Wireless 
netWork. The user can accept the netWork name and key 
suggested by the con?guration program by clicking “Next”, 
or can edit the ?elds manually. Additionally, by clicking an 
“Advanced” button 280, the user is permitted to edit a 
variety of other netWork con?guration settings, Which oth 
erWise are automatically generated by the Wireless con?gu 
ration program. An advantage of providing a key generated 
by the computer is that the key is a full-siZed key containing 
randomiZed letters. Such a key may provide enhanced 
security as compared to a user-entered key, Which tends to 
be short and contain patterns that are easy for the user to 
memoriZe. Since the netWork settings, including the security 
key, are to be transferred to other computers by means of the 
portable media device, the user does not have try to create 
a key that she can remember and is more likely to use the key 
generated by the computer. 

[0032] In the UI screen 266 shoWn in FIG. 4D, the 
Wireless con?guration program prompts the user to insert 
and identify a USB ?ash drive. When the user clicks “Next” 
on this screen to indicate that the USB ?ash drive has been 
inserted, the Wireless con?guration program stores the gen 
erated netWork settings for the Wireless ad hoc netWork to 
the USB ?ash drive. 

[0033] When the netWork settings have been completely 
stored on the USB ?ash drive, the user is presented With 
another UI screen 268 shoWn in FIG. 4E, prompting the user 
to remove the portable media device and plug it into all 
additional computing devices that are to join the ad hoc 
netWork. The UI screen 268 also presents the user With a 
“Print” button 282, alloWing the user to print a hard copy of 
the netWork settings, Which alloWs the user to manually 
con?gure those netWork devices that do not accept the 
portable media device or that cannot be automatically con 
?gured for the netWork. 

[0034] When the user uses the USB ?ash drive to set up 
another computing device for the Wireless netWork, the 
settings established on that device are Written back onto the 
USB ?ash drive. After the user has used the USB ?ash drive 
to set up other computing devices for the ad hoc Wireless 
netWork, she returns to the ?rst computer 212 and inserts the 
USB ?ash drive in a USB port of the computer. The 
con?guration program reads the setting data Written by the 
other devices and presents a U1 screen 270 as shoWn in FIG. 
4F. The UI screen 270 identi?es the devices that have been 
successfully set up for the Wireless netWork. In addition, the 
con?guration program presents the option of removing the 
settings from the USB ?ash drive. This prevents the netWork 
settings being inadvertently revealed to others When the 
USB ?ash drive is later used to transfer data to other 
computers. Since some users may have the tendency to use 
the same netWork name or key, this option of removing the 
netWork settings is provided to provide enhanced security. 

[0035] Turning noW to FIG. 5, a softWare architecture 
used in an embodiment of the invention for generating and 
storing Wireless netWork con?guration settings is noW 
described. AWireless con?guration program 502 is executed 
on a computer and communicates With the computer through 
a Wireless con?guration application programming interface 
(API) 504 to generate Wireless netWork con?guration set 
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tings. In the Windows operating system environment of 
Microsoft Corporation, for example, the WZCDLG.DLL 
library can be used. 

[0036] In accordance With a feature of the embodiment, 
the netWork settings for the Wireless ad hoc netWork are 
stored in the format of an Extensible Markup Language 
(XML) ?le. The use of an XML ?le presents a standard 
format that can be recogniZed by many different devices. 
The Wireless con?guration program 502 outputs the XML 
?les to the computer through a Wireless provisioning API 
506. The Wireless con?guration program 502 further outputs 
XML ?les for Writing into an attached portable media 
device, such as a USB ?ash drive 508. To that end, a ?ash 
con?guration device driver 510 reads con?guration ?les and 
Writes a device con?guration ?le to the USB ?ash drive 
When it is provisioned. 

[0037] The con?guration program stores several ?les on 
the USB ?ash drive 508 for use in the netWork con?guration 
process. In the embodiment illustrated in FIG. 5, the ?les 
include the XML ?les representing the generated netWork 
con?guration settings. In one implementation, the XML ?les 
containing the netWork settings are give a special extension 
name such as “Wfc” as shoWn in FIG. 5, to indicate that the 
?les contain Wireless con?guration settings. Thus, When the 
USB ?ash drive is plugged into another computing device, 
the operating system of that device Will recogniZe the ?les 
as containing Wireless netWork setup information and Will 
invoke the Wireless con?guration program on that device to 
handle the ?les. In addition, a netWork setup application 510 
(called “DoWnlevel Flash Con?g Wizard” in FIG. 5) may be 
stored on the USB ?ash drive 508 in order to facilitate the 
con?guring of netWork settings for other devices. When the 
USB ?ash drive 508 is attached to another device, that 
device can run the netWork setup application to load the 
relevant netWork settings from the USB ?ash drive 508 to 
the other device. As also shoWn in FIG. 5, the USB ?ash 
drive 508 may be used to store device con?guration ?les 516 
that are Written into the ?ash drive by devices that provi 
sioned for the Wireless netWork using the ?ash drive. In one 
implementation, each device con?guration ?le is identi?ed 
by a ?le name that contains the last 8 bytes of the MAC 
address of the provisioned device in ASCII-HEX format. 
This ?le name alloWs the computer on Which the netWork 
settings are created to identify the provisioned device. 

[0038] In an embodiment of the invention, the USB ?ash 
drive 508 further stores an autorun ?le, such as Wireless.cfg 
518. When the USB ?ash drive 508 is attached to a com 
patible device that recogniZes the autorun ?le, the detection 
of Wireless.cfg 518 automatically triggers the device to 
execute the netWork setup program 510. In this Way, no user 
intervention is required to transfer the netWork settings to 
the device after the USB ?ash drive 508 has been attached. 

[0039] A method for using a portable media device to 
transfer netWork con?guration settings to other devices for 
setting up an ad hoc Wireless netWork in accordance With an 
embodiment of the invention is noW described With refer 
ence to FIG. 6. An ad hoc netWork generally is of temporary 
duration and geography, for example, at an afternoon meet 
ing of ten people in a conference room, or betWeen tWo 
people on an airplane. The described method does not 
require users to knoW or enter either the name of the netWork 
or a security key, and it facilitates efficient creation of ad hoc 
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netWorks. The method begins With generating netWork set 
tings on an initiating computer for the ad hoc netWork at step 
602. The netWork settings preferably include a Name string 
used to identify the netWork, such as an SSID string used 
during the 802.11 beaconing process, and a Pre-Shared Key 
string used for netWork authentication. Authentication types 
could include, for example, WEP, WPA PSK, or 802.11i 
PSK encryption. The key format could be a binary or 
hexadecimal number, an alphanumeric string, or a keyWord. 

[0040] The settings are stored on a Portable media device, 
such as a USB ?ash drive, at step 604, using an XML 
schema or other suitable data format. XML provides a 
standard format for storing data such that devices of different 
manufacturers have a consistent Way of parsing and con 
suming the data required in order to join the ad hoc netWork. 
By generating a large security key (such as a WEP key of 
104 bits), the netWork settings stored on the PORTABLE 
MEDIA DEVICE can ensure that the ad hoc netWork is 
secure. The portable media device is then removed from the 
initiating computer and distributed to another device at step 
606, Which is set up and added to the ad hoc netWork at step 
608 by attaching the portable media device to it. The device 
being provisioned uploads the stored netWork settings from 
the portable media device, selects the appropriate netWork, 
and performs necessary activities to participate in the ad hoc 
netWork, such as authentication and encryption. The provi 
sioned device may also Write its con?guration data as a 
con?guration log ?le 516 (see FIG. 5) onto the portable 
media device. In one embodiment, previously uploaded 
con?guration settings are stored as multiple pro?les. By 
using pro?les, users can easily revert to previous netWork 
settings and sWitch to other netWorks Without needing to 
obtain the netWork con?guration settings again. The method 
continues With users deciding Whether an additional device, 
such as a printer or another user’s computer, is to be added 
to the ad hoc netWork at step 610. If so, the portable media 
device is distributed to the neW device at step 606, Which 
then joins the netWork at step 608. Any number of devices 
can be added to the ad hoc netWork in this manner. When all 
the devices joining the ad hoc Wireless netWork have been 
con?gured, the portable media device is returned to the 
initiating computer at step 612. 

[0041] The con?guration program on the initiating com 
puter retrieves the con?guration ?les of the provisioned 
devices from the portable media, and may display the 
settings of the provisioned devices for vieWing by the user. 
In addition, the con?guration program presents the option of 
removing the settings from the USB ?ash drive at step 614. 
In the UI screen 270 of FIG. 4F, this option is presented as 
a check box 272. If the user chooses that option, the 
con?guration program deletes the netWork settings and the 
con?guration log ?les from the portable media device at step 
618. This prevents the netWork settings being inadvertently 
revealed to others When the USB ?ash drive is later used to 
transfer data to other computers. Since some users may have 
the tendency to use the same netWork name or key, this 
option of removing the netWork settings is provided to 
provide enhanced security. Additional enhanced security 
measures may be incorporated into con?guration methods 
such as the method described With reference to FIG. 6. For 
example, utiliZing conventional cryptographic techniques, 
some or all of the settings stored on the portable media 
device may be encrypted and then require suitable authen 
tication information before being decrypted and/or alloW 



US 2005/0198221 A1 

decryption a particular number of times or Within a particu 
lar date range. Examples of suitable authentication informa 
tion include a personal identi?cation number (PIN), a pass 
Word, a pass-phrase and suitable biometrics such as a 
thumbprint. 
[0042] FIG. 7 presents an exemplary sequence of actions 
illustrating the generating and transferring of netWork con 
?guration settings, by Way of a portable media device, in 
order to create an ad hoc netWork. As illustrated in FIG. 7, 
a user 700 interacts With an initiating computer 710 to create 
the netWork settings. The settings are stored on a portable 
media device 720 as ?les in the XML format. The portable 
media device 720 is then used to con?gure another peer 
device of the Wireless ad hoc netWork. 

[0043] FIG. 8 illustrates a conceptualiZation of a schema 
800 corresponding to the XML ?le used in an embodiment 
for storing the ad hoc Wireless netWork settings on the 
portable media device. Each element of schema 800 repre 
sents a Wireless con?guration setting. Service set identi?er 
(SSID) 810 is a 1-32 byte string representing the name of the 
Wireless netWork. SSID 810 can only occur once. Network 
Key 815 is a string that the PC Will automatically generate, 
or alternatively, receive from the PC user. The Network Key 
815 is used for encryption on the Wireless netWork. Authen 
tication Type 820 indicates the authentication protocol used 
by the Wireless netWork. Authentication Type 820 alloWs a 
range of possible values, including open, shared, WiFi 
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Protected Access (WPA), WPA Pre-Shared Key (PSK), 
WPA-none, WPA2, or WPA2 PSK. Encryption Type 825 
indicates the encryption protocol used by the Wireless net 
Work. Encryption Type 825 alloWs a range of possible 
values, including none, Wireless Encryption Protocol 
(WEP), Temporal Key Integrity Protocol (TKIP), and 
Advanced Encryption Standard 

[0044] Type 830 indicates a connection type, and may 
have as its value either extended service set (ESS) in the case 
of an ad hoc netWork, or infrastructure basic service set 
(IBSS) in the case of an infrastructure netWork. Key Index 
835 indicates the location of the speci?c key used to encrypt 
messages, and may have a value of 1, 2, 3, or 4. Key Index 
835 is used With WEP. Key Provided Info 840 indicates 
Whether a key is provided automatically, and can have a 
value of either 0 or 1. 802.1X 845 indicates Whether IEEE 
802.1X protocol is used on the netWork, and can have a 
value of either 0 or 1. 2.4 GHZ Channel 850 indicates Which 
2.4 GHZ Channel, if any, is being used by the Wireless 
netWork, and can have a value in the range of 1 to 14. 5 GHZ 
Channel 855 indicates Which 5 GHZ channel, if any, is being 
used by the Wireless netWork, and can have a value of 36, 40, 
44, 48, 52, 56, 60, 64, 149, 153, 157, or 161. WAP Mode 860 
indicates the mode in Which the Wireless access point is 
operating. WAP Mode 860 can have a value of infrastruc 
ture, bridge, repeater, or station. 

[0045] An exemplary XML schema is as folloWs: 

<?xml version=“1.0” encoding=“utf—8” 17> 
<xs:schema xmlns:xs=“http://WWW.W3.org/ZOOl/XMLSchema” 
targetNamespace=“http://WWW.microsoft.com/provisioning/WirelessPro?le/2004” 

xmlns=“http://WWW.microsoft.com/provisioning/WirelessPro?le/2004” 
elementFormDefault=“quali?ed” 

<xs:element name=“WirelessPro?le”> 
<xs:complexType> 

<xs :sequence> 

<xs :complexType> 
<xs :sequence> 

<xs:element name=“con?gId” minOccurs=“1” maxOccurs=“1”> 
<xs:simpleType> 

<xs:restriction base=“xs:string”> 
<xs:length value=“36” /> 

</xs:restriction> 
</xs:simpleType> 

</xs:element> 
<xs:element name=“con?gHash” minOccurs=“O” maxOccurs=“1”> 

<xs:simpleType> 
<xs:restriction base=“xs:hexBinary”> 

<xs:length value=“40” /> 
</xs:restriction> 

</xs:simpleType> 
</xs:element> 
<xs:element name=“con?gAuthorId” minOccurs=“1” maxOccurs=“1”> 

<xs:simpleType> 
<xs:restriction base=“xs:string”> 

<xs:length value=“36” /> 
</xs:restriction> 

</xs:simpleType> 
</xs:element> 
<xs:element name=“con?gAuthor” minOccurs=“1” maxOccurs=“1”> 

<xs:simpleType> 
<xs:restriction base=“xs:string”> 
<xs:maxLength value=“128” /> 

</xs:restriction> 
</xs:simpleType> 

</xs:element> 
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[0046] An exemplary instance of a WSETTINGSXML 
?le is set forth below. This instance Was generated, for 
example, by the PC using the Wireless con?guration XML 
schema set forth immediately above. 

<?xml version=“1.0” 17> 
<WirelessPro?le 

xmlns=“http://WWW.microsoft.com/provisioning/WirelessPro?le”> 
<ssid>HOMENET</ssid> 
<ConnectionType>ESS</ConnectionType> 
<Authentication>WPAPSK</Authentication> 
<Encryption>TKIP</Encryption> 
<NetworkKey>WirelessKeyl O</NetWorkKey> 
<KeyProvidedAutomatically>0</KeyProvidedAutomatically > 
<IEEE802.1Xenabled>O</IEEE802.1Xenabled> 

</WirelessPro?le> 

[0047] It Will be appreciated that an improved system and 
method for Wireless netWork device con?guration have been 
disclosed herein. In vieW of the many possible embodiments 
to Which the principles of the present invention may be 
applied, it should be recogniZed that the embodiments 
described herein With respect to the draWing ?gures are 
meant to be illustrative only and should not be taken as 
limiting the scope of the invention. For example, those of 
skill in the art Will recogniZe that the illustrated embodi 
ments can be modi?ed in arrangement and detail Without 
departing from the spirit of the invention. Although the 
invention is described in terms of software modules or 
components, those skilled in the art Will recogniZe that such 
may be equivalently replaced by hardWare components. 
Therefore, the invention as described herein contemplates 
all such embodiments as may come Within the scope of the 
folloWing claims and equivalents thereof. 

What is claimed is: 
1. Acomputer-readable medium having computer-execut 

able instructions for performing steps for con?guring Wire 
less devices for forming an ad hoc Wireless netWork, com 
prising: 

prompting a user, through a user interface of an initiating 
computer, to create netWork settings for the ad hoc 
Wireless netWork; 

collecting netWork settings for the ad hoc Wireless net 
Work; 

generating an Extensible Markup Language (XML) ?le 
including the netWork settings for the ad hoc Wireless 
netWork; 

Writing the XML ?le to a portable media device connected 
to the initiating computer; and 

instructing the user, through the user interface, to remove 
the portable media device from the initiating computer 
and to connect the portable media device to a peer 
computing device for con?guring the peer computing 
device for joining the ad hoc Wireless netWork. 

2. Acomputer-readable medium as in claim 1, Wherein the 
step of collecting netWork settings includes generating, by 
the initiating computer, default values for selected netWork 
settings. 

3. Acomputer-readable medium as in claim 2, Wherein the 
step of generating default values includes invoking an 
application program interface (API) of an operating system 

Sep. 8, 2005 

of the initiating computer to generate the default values for 
the selected netWork settings. 

4. Acomputer-readable medium as in claim 2, Wherein the 
step of collecting netWork settings includes generating a 
security key for the ad hoc Wireless netWork. 

5. Acomputer-readable medium as in claim 1, Wherein the 
step collecting netWork settings includes receiving netWork 
setting data entered by the user. 

6. Acomputer-readable medium as in claim 1, Wherein the 
portable media device is a universal serial bus (USB) ?ash 
drive. 

7. Acomputer-readable medium as in claim 1, Wherein the 
portable media device is a ?ash memory card. 

8. A computer-readable medium as in claim 1, having 
further computer-executable instructions for performing 
steps of: 

detecting reconnection of the portable media device to the 
initiating computer; and 

retrieving by the initiating computer con?guration data 
Written by the peer computing device into the portable 
media device in connection With con?guring the peer 
computing device for joining the ad hoc Wireless net 
Work. 

9. Aportable media device for provisioning a computing 
device With netWork settings, the portable media device 
having stored thereon data comprising: 

an XML ?le containing netWork settings for setting up the 
computing device to join an ad hoc Wireless netWork 
When the portable media device is connected to the 
computing device. 

10. A portable media device as in claim 9, Wherein the 
data stored on the portable media device further include an 
autorun ?le for prompting the computing device to auto 
matically apply the netWork settings con?guration. 

11. A portable media device as in claim 9, Wherein the 
portable media device is a universal serial bus (USB) ?ash 
drive. 

12. A portable media device as in claim 9, Where the 
portable media device is a ?ash memory card. 

13. A portable media device as in claim 9, Wherein the 
netWork settings include a netWork name and a netWork 
security key for the ad hoc Wireless netWork. 

14. A portable media device as in claim 9, further com 
prising a netWork con?guration application to be executed 
for con?guring the computing device When the portable 
media device is connected to the computing device. 

15. Amethod of provisioning a Wireless computing device 
With netWork settings for joining an ad hoc Wireless net 
Work, comprising: 

determining netWork settings for the ad hoc Wireless 
netWork, the netWork settings including a netWork 
name and a netWork security key for the ad hoc Wireless 
netWork; 

generating an Extensible Markup Language (XML) ?le 
including the netWork settings for the ad hoc Wireless 
netWork; and 

Writing the XML ?le to a portable media device, Wherein 
the steps of determining, generating, and Writing are 
performed on an initiating computer of the ad hoc 
Wireless netWork. 
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16. Amethod as in claim 15 , further including the steps of: 

connecting the portable media device to the computing 
device to be provisioned; and 

executing a con?guration program on the computing 
device to automatically con?gure the computing device 
using the netWork settings in the XML ?le on the 
portable media device. 

17. A method as in claim 15, Wherein the step of deter 
mining includes generating by the initiating computer a 
netWork security key for the ad hoc Wireless netWork. 

18. A method as in claim 15, Wherein the step of deter 
mining includes prompting a user to enter a netWork security 
key for the ad hoc Wireless netWork. 

19. A method as in claim 15, Wherein the step of deter 
mining includes invoking an application program interface 
(API) of an operating system of the initiating computer to 
provide the netWork settings. 

20. A method as in claim 15, Wherein the portable media 
device is a universal serial bus (USB) ?ash drive. 

21. A method as in claim 15, Wherein the portable media 
device is a ?ash memory card. 

22. A computer-readable medium having computer-ex 
ecutable instructions for performing steps for con?guring a 
computing device for joining an ad hoc Wireless netWork, 
comprising: 

detecting installation of a portable media device on the 
computing device, the portable media device contain 
ing netWork settings for the ad hoc Wireless netWork; 
and 

automatically con?guring the computing device for join 
ing the ad hoc Wireless netWork using the netWork 
settings contained in the portable media device. 

23. A computer-readable medium as in claim 22, Wherein 
the step of automatically con?guring includes recogniZing 
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that the portable media device contains netWork settings, 
and invoking a con?guration program to implement the 
netWork settings in the computing device. 

24. A computer-readable medium as in claim 22, having 
further computer-executable instructions for performing the 
step of Writing netWork settings con?gured on the comput 
ing device into the portable media device. 

25. A computer-readable medium as in claim 22, Wherein 
the portable media device is a universal serial bus (USB) 
?ash drive. 

26. A computer-readable medium as in claim 22, Wherein 
the portable media device is a ?ash memory card. 

27. A method of con?guring a computing device for 
joining an ad hoc Wireless netWork, comprising: 

detecting installation of a portable media device on the 
computing device, the portable media device contain 
ing netWork settings for the ad hoc Wireless netWork; 
and 

automatically con?guring the computing device for join 
ing the ad hoc Wireless netWork using the netWork 
settings contained in the portable media device. 

28. A method as in claim 27, Wherein the step of auto 
matically con?guring includes recogniZing that the portable 
media device contains netWork settings, and invoking a 
con?guration program to implement the netWork settings in 
the computing device. 

29. A method as in claim 27, further including the step of 
Writing netWork settings con?gured on the computing device 
into the portable media device. 

30. A method as in claim 27, Wherein the portable media 
device is a universal serial bus (USB) ?ash drive. 

31. A method as in claim 27, Wherein the portable media 
device is a ?ash memory card. 

* * * * * 


