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(57) ABSTRACT 

The invention disclosed herein enables a collection of com 

puters and associated communications infrastructure to offer 
a neW communications process Which alloWs a requestor to 

receive con?guration information of a computational device 
from a responder. The requestor ?rst sends query documents 
that contain queries for con?guration information of a 
computational device to the responder; the responder auto 
matically collects the ansWers for the queries and sends a 
response document that contains the con?guration informa 
tion of the computational device to the requestor. The 
queries are Written in a formal descriptive language Which is 
transparent, safe for netWork evaluation, and extensible, and 
the con?guration reader of the responder can parse the 
queries and automatically invoke a set of standard inspectors 
to obtain the corresponding con?guration information. 

103 
Customer 

107 101 

v/ / 
> Client Customer PC I 7 

Application 



co:mu=QQ< v 01680630 “ ‘ E20 A ‘ 620m 253m 

Patent Application Publication Sep. 8, 2005 Sheet 1 0f 13 US 2005/0198039 A1 

\ \ .7 \ / 

For no? vow 

\ 52mm @825 
mo? > 

4 

cEoEcoB. toansw 
Now 



Patent Application Publication Sep. 8, 2005 Sheet 2 0f 13 US 2005/0198039 A1 

FIG. 2 200 

/ 
*** The time that this document was processed *** 

Q: now 

*** Bios data *** 

Q: version of bios 
vQ: date of bios 

v*** System and processor information *** 

Q: vendor name of main processor 
‘Q: system language 
Q: speed of main processor 
Q: ‘ number of processors 

*** Operating system information *** 

Q name of operating system 
‘Q release of operating system 
Q: major version of operating system 
Q minor version of operating system 

Q 
II 

. key "Manufacturer“ of section "General" of file 

oeminfo. inif' of the system folder 

:Q: names of applications whose (value "CompanyName" of 
‘version block of it as lowercase contains "microsoft") 

10f the Registry“ .. _ ,_ 
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BFast Answer St Preview ‘ m 

: ~seleetfilesetzplCurrent ; ,7 

,0 Collection name: Current 

Item name: cclrom answerstxl 
r »; Path on client system; 

Locater relevance: Answer Set 
Modification Date: Fri. 17 Aug 2001 19:07:25 +0000 
File size: 2005 
End BFast snaphcit header 

This isthe first question set made into a digest 

01 new 

vA; Fri, 17 Aug 2001 12107125 -0700 

G: name of operating system 
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FIG. 4 
400 

/ 
create-or-replacem snapshot "Current" 

make package-file "win_ini" from file "win.ini" of windows folder 
make answer-set "cdrorn answers" from <cdrom.qna> 

end snapshot 

create response with certificate <aset.crt> using 100 + ( (now — 
local time "16 May 2001 18:51:00") / second) mod 9 

send snapshot "Initial" 
send snapshot "Current" 

end response I 
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FIG. 5 
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Query Document / 
\ Document 
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\ Instruction-set '/ 

Question-set1 / 
Question-set 2 
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FIG. 6 

R ponse Document / 600 es 

\ Document 
/ Components 

Local-File1 "/ 
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FIG. 7 700 

BigFix Assisted Support Technology 7 ‘ 
! 

\ BigFix is readyto send’ihe iniormatiojn requested byyoursuppqrt 
technician. Please enlerlhe Customer ID assignediby your support 

: technician. and ciick Send to send the information." 

BFasf Assisted Y ‘ i ‘ " 

Support 
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FIG. 8 
800 

BFast Answer et Preview 7 I 

Seieotiile set: FCUHBHI . _ I . .. I; 

selectitemtovlew. WJHI i ! 

================ F‘: 
BFast snaphot header 
Collection name: Current 
Item name: win_ini.ini 
Path on client system: C;\W|NDOWS\win.ini 
Locator relevance: fiie "win.ini'l ofwindows folder 
Modi?cation Date1Thu,1B Aug 2001 23:14:38 +0000 

1 File size: 9406 
End BFast snaphot header 

[windows]| 
run= 

Nul|Port=None 
I‘ device=Shredder,HPDSKJET,\\EUCALYPTUS\Shredder 

I Edi/e As... 
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METHOD TO REMOTELY QUERY, SAFELY 
MEASURE, AND SECURELY COMMUNICATE 
CONFIGURATION INFORMATION OF A 
NETWORKED COMPUTATIONAL DEVICE 

CROSS-REFERENCE TO RELATED 
APPICATIONS 

[0001] This application is a divisional application of US. 
patent application Ser. No. 10/226,709, ?led on Aug. 22, 
2002 (Attorney Docket No. UNIV0004) Which claims ben 
e?t of Us. provisional patent application Ser. No. 60/314, 
775, ?led on Aug. 24, 2001 (Attorney Docket No. 
UNIV0004PR). 

TECHNICAL FIELD 

[0002] The invention relates to a neW process of commu 
nication using computers and associated communications 
infrastructure. More particularly, the invention relates to a 
method to obtain con?guration information about a compu 
tational device and communicate that con?guration infor 
mation to a requester. 

BACKGROUND OF THE INVENTION 

[0003] NoWadays computational devices are used in 
almost every area of our daily life, and the range of hardWare 
devices and softWare applications installed on such devices, 
as Well as the possible interactions and con?guration 
options, is expanding rapidly. The development of the Inter 
net and Wireless communication netWorks adds another 
element—communications—Where each device also has 
neighboring devices in its environment With Which it inter 
acts and communicates. Moreover, as devices become 
mobile, and as netWorks become dynamic—With devices 
being attached and WithdraWn to netWorks in an ad-hoc 
fashion—describing the environment of a computational 
device becomes increasingly challenging and, at the same 
time, essential for understanding its function. 

[0004] Against this background, We observe that an 
important task in many settings is to knoW the state or 
con?guration of a remote computer. For example, it can be 
highly desirable for a vendor or technical support provider 
to knoW details of the con?guration information of such a 
computational device in order to provide better customer 
service. Indeed, When the customer is experiencing dif?cul 
ties With a product of the vendor, the technical support 
department of the vendor often needs to knoW the con?gu 
ration information of the customer’s computational device in 
order to trouble-shoot the product and provide a ?x to solve 
the customer’s problem. In another application, the technical 
‘help desk’ of an enterprise—charged With keeping various 
personal computers, servers, and other netWork devices in 
good operating order—may need to knoW the con?guration 
information of one or more such computational devices to 
perform trouble shooting or routine maintenance tasks. In 
another application, the manager of a ‘server farm’— 
charged With offering services across the Internet from an 
array of computational devices—may need to knoW the 
process status of one or more server devices. 

[0005] We remark that the term con?guration is best 
interpreted in a broad sense, including the location of mobile 
devices, the status of connected devices, the status of links 
to connected devices, the activity and con?guration of 
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devices in proximity, and the status of remote devices in a 
relationship of trust and intimacy. 

[0006] In the current state of art, the method of requesting, 
gathering and transmitting of con?guration information of a 
computational device is often informal, manual, insecure, 
and time-consuming. In the example of the technical support 
scenario, a support technician has to communicate With a 
customer over telephone (sometimes even for hours) to 
instruct the customer in step-by-step fashion hoW to collect 
the con?guration information that the support technician 
needs. It is usually very tedious to explain the detailed steps 
that the customer must take to gather the information, and 
many customers are unable or unWilling to apply the con 
centrated effort it Would require to obtain the needed infor 
mation. As a result, the process—Where attempted—is often 
frustrating and difficult. An alternative approach may 
include exchanging e-mails betWeen the support technician 
and the customer. This approach still faces problems of 
customer compliance, and in addition, it exposes the con 
?guration information of the computational device to the 
hackers over the Internet. Furthermore, this process—if it 
Works at all—may require several rounds of e-mail 
exchange before the customer can collect the right con?gu 
ration information that the support technician needs. 

[0007] Still another approach might be to use remote 
program execution (RPE), Which includes the steps of: 
dispatching a codebody from the requestor to the target 
computer; executing the codebody on the target computer; 
performing a computation Which obtains the desired result, 
and returning the result to the requester. The persistent 
problem With RPE is security. Computational Devices offer 
ing RPE services are vulnerable to attack: if a general 
purpose codebody is alloWed to be remotely executed, this 
creates a security hole Whereby hackers, impersonating the 
trusted authority or in?ltrating the trusted domain, can insert 
general purpose programs Which can be used to attack the 
remote machine. Perhaps more importantly, RPE is vulner 
able to mistake, so that RPE is dangerous even in the 
presence of strong netWork security. Indeed, the con?gura 
tion requester, operating in good faith, can make a mistake 
in Writing its query Which can create an “in?nite loop” or 
similar resource bind on the target computer, rendering the 
computer useless. Therefore, RPE is a dangerous option to 
employ. 

[0008] Donoho et al disclose in Us. Pat. No. 6,262,362 a 
method for inspecting the properties of a computer, the 
computer’s con?guration, the contents of the computer’s 
storage device, the computer’s peripherals, the computer’s 
environment, or the computer’s af?liated computers. The 
method involves phrasing queries of the computational state 
in a formal language, called the relevance language, and 
then automatically evaluating the queries in order to probe 
the state of the computational device. The evaluation 
requires ?rst parsing a relevance clause in the relevance 
language, and then translating that into a sequence of desired 
“inspector evaluations”. Inspectors are pre-de?ned measure 
ment tools resident on the target computer. They are invoked 
to inspect the state of the computer. The invention also 
provides a method to extend the relevance language by 
building additional inspectors. 

[0009] HoWever, in the invention disclosed in the US. Pat. 
No. 6,262,362, the con?guration information of computer is 



US 2005/0198039 A1 

only used to perform relevance determination of an advice 
that is received by the computer. The primary purpose of the 
invention Was not the communication or display of the 
con?guration information, although it mentions a need to 
avoid the possibility of communicating information about a 
target computer to other party. 

[0010] What is desired is a communication netWork that a 
con?guration information provider retrieves the queries 
from a con?guration requestor, interprets the queries and 
automatically builds a human-readable, easily understood 
ansWer set. 

[0011] What is further desired is a communication net 
Work alloWing a con?guration provider to communicate the 
con?guration information securely to the con?guration 
requestor. 

[0012] What is further desired is a communication net 
Work alloWing a con?guration requestor to vieW and com 
pare the received con?guration information from the con 
?guration information provider. 

[0013] What is further desired is that a process satisfying 
the above desiderata be transparent—the queries should be 
Written in an intuitive and non-threatening language remi 
niscent of plain English or other natural language and the 
ansWers can be read and understood by non-experts. 

[0014] What is further desired is that a process satisfying 
the above desiderata be safe—robust against poorly formed 
or mistaken queries—in fact so robust that no Well-formed 
query can contain in?nite loops and other resource-monopo 
liZing features. 

[0015] What is further desired is that a process satisfying 
the above desiderata is extensible—the query language can 
expand over time as neW properties need to be examined, 
Within a natural and secure scheme. 

SUMMARY OF THE INVENTION 

[0016] The invention disclosed herein enables a collection 
of computers and associated communications infrastructure 
to offer a neW communications process. This process alloWs 
requestors to compose and transmit query documents con 
taining queries about con?guration information to one or 
more targeted computational devices for those devices to 
compose and transmit response documents containing cor 
responding con?guration information to requestors. 

[0017] This process supports efficient solutions to a vari 
ety of problems in modern life, including assistance for the 
technical support of modern computers, assistance for the 
management of enterprise computing netWorks, and assis 
tance for the management of server farms and other netWork 
resources. One can envision applications in many other 
areas as Well, for example in the management of home 
appliances (as home appliances evolve to become networked 
computing devices) and in the management of maintenance 
of complex systems like automobiles and aircraft (as they 
evolve toWards modular systems combined together as net 
Works of many computational devices). In the technical 
support application, the disclosed invention provides an 
automatic, secure and fast Way for a support technician of a 
technical support organiZation to query for con?guration 
information of a customer’s PC and receive an accurate, 
comprehensive response. The con?guration information is 
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delivered in encrypted form until it reaches the secure Zone 
of the technical support organiZation Where it is decrypted. 
So the privacy of con?guration information of the custom 
er’s PC is protected and the security is guaranteed. 

[0018] The presently preferred embodiment of this inven 
tion is specially tuned to address the concerns of consumers 
and providers in a technical support application. This par 
ticular embodiment of the invention is summariZed as fol 
loWs: 

[0019] The responder obtains an identity number from the 
provider and passes the identity number to a con?guration 
query reader associated With the computational device. The 
requestor constructs a query document by associating a 
query script to the identity number and sends the query 
document from a private server 105 to a public server 104. 
The con?guration query reader retrieves the query docu 
ment, parses the queries, inspects the con?guration, and 
obtains ansWers containing con?guration information, con 
structs a response document, encrypts the response docu 
ment and posts it to the public server 104. The private server 
105 pulls the encrypted response document from the public 
server 104, decrypts the response document and displays it 
to the support technician. 

[0020] The queries are Written in a formal language called 
relevance language naming certain properties of the envi 
ronment of the consumer computer, such as system con?gu 
ration, ?le system contents, attached peripherals, or 
remotely accessible data. As a special purpose language 
explicitly for querying properties of computers, the rel 
evance language has special features that make it distin 
guishable from a general programming language. These 
features include: 

[0021] Transparency. Queries about the con?guration 
are descried in a high-level language reminiscent of 
English, and self-explanatory in the sense that almost 
anyone can see What the query is asking for. In other 
Words, it is intuitive and non-threatening; 

[0022] Safety for remote evaluation. In general, 
remote program execution is insecure because a 
program in a general programming language could 
often be a virus, Worm, or trojan horse, and there is 
basically no Way from looking at a high-level pro 
cedural language program to guarantee that it is not 
a virus, Worm, or trojan horse. HoWever, the rel 
evance language cannot be used for such purposes. It 
is not procedural and does not have the capabilities 
that could lead to problems in those languages—for 
example no in?nite loops and no endless recursions, 
because there are no loops and no recursions. A 
poorly thought-through or malicious query is not 
going to crash the PC that looks at it. 

[0023] Extensibility. In order for a language of lim 
ited scope and With tight security guarantees to 
expand to handle neW situations, one needs to be able 
to extend its vocabulary, conveniently and securely. 
The system according to this invention is extensible 
due to its object-oriented nature. 

[0024] The con?guration reader parses the queries Written 
in the relevance language and invokes speci?c inspectors 
Which can return speci?c properties of the computer, its 
con?guration, its ?le system, or other component of interest. 
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In effect, the list of properties of the environment Which may 
be referred to in the relevance language is determined by the 
contents of the inspector library installed at run-time. 
Because the relevance language has an appearance similar to 
simpli?ed English, it is very intuitive and non-threatening, 
and responder revieW and approval of information transfer is 
a reasonable option. Also, because the relevance language is 
a descriptive rather than procedural language, routine evalu 
ation of relevance clauses offers a degree of safety not 
possible in traditional settings like remote program execu 
tion. For example, the relevance does not offer traditional 
programming language constructs, like do-loops, variables, 
and subroutine calls, Which can cause in?nite loops. In fact, 
the relevance language does not suffer from the famous 
Turing halting problem affecting high-level procedural lan 
guages. Every evaluation of a relevance clause must halt. 

[0025] The existence of standard inspector libraries pro 
vides the requestor With a rich vocabulary for describing the 
state of the consumer computer and its environment. Since 
the collection of inspector libraries can be dynamically 
expanded by implementing neW inspectors, the con?gura 
tion information of the computational device the requestor is 
able to receive is easily expanded to areas that the current set 
of inspectors do not cover. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] FIG. 1 is a block diagram illustrating a communi 
cations network in one embodiment of the invention; 

[0027] FIG. 2 illustrates a sample question set as seen in 
one embodiment of the invention; 

[0028] FIG. 3 illustrates a sample ansWer set containing 
the ansWers for the question set illustrated in FIG. 2; 

[0029] FIG. 4 illustrates a sample instruction-set docu 
ment as seen in one embodiment of the invention; 

[0030] FIG. 5 illustrates the components of query docu 
ment as seen in one embodiment of the invention; 

[0031] FIG. 6 illustrates the components of response 
document as seen in one embodiment of the invention; 

[0032] FIG. 7 illustrates a display the con?guration reader 
provides for the responder to enter its identity number as 
seen in one embodiment of the invention; 

[0033] FIG. 8 illustrates another sample ansWer set con 
taining content of a ?le stored in the computational device 
as seen in one embodiment of the invention; 

[0034] FIG. 9 illustrates a sample display Where the 
requestor can input the identity number of the requestor as 
seen in one embodiment of the invention; 

[0035] FIG. 10 illustrates a sample display Where the 
requestor can associate a question set to a responder and 
send the question set to the responder as seen in one 
embodiment of the invention; 

[0036] FIG. 11 illustrates a sample display Where the 
requestor can send the question set to the responder by email 
as seen in one embodiment of the invention; 

[0037] FIG. 12 illustrates a sample display that lists 
previously received responses from the responder by the 
requestor as seen in one embodiment of the invention; 
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[0038] FIG. 13 illustrates a sample display that lists tWo 
different snapshots taken a feW month apart on the same 
question-sets as seen in one embodiment of the invention; 
and 

[0039] FIG. 14 illustrates a sample display that compares 
tWo snapshots so that the requestor can see the difference 
betWeen them as seen in one embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0040] The invention implements a process of communi 
cation Which systematically solves the problem of alloWing 
a trusted authority to obtain con?guration information about 
a remote computational device over a communications net 
Work. The invention provides a communications system 
Which depends on the use of computational devices con 
nected by communications netWorks. In practice, these 
devices may range from traditional large-scale computers to 
personal computers to handheld personal information man 
agers to embedded computational devices in the ambient 
environment, including consumer appliances such as remote 
controls and smart TVs, or other common computationally 
dense environments, such as transportation vehicles. The 
communications mechanisms could include a modem or 

other Wired media, or Wireless communications, using the 
Internet or other protocols, and could include the physical 
distribution of media. Whatever the speci?c instance, for 
purposes of the discussion herein, the computational device 
is referred to as a computer and the communications infra 
structure is referred to as a netWork. Typical examples of 
such infrastructure include Intranets (private computer net 
Works), and the Internet, the large public computer netWork 
that hosts the World Wide Web and related services. 

[0041] The invention architecture is best understood if a 
speci?c terminology is adopted, Which evokes a focused 
instance of the above described communications problem. 
The computational device Whose con?guration information 
is to be provided is referred as the target computer. The 
special digital documents conveying requests to retrieve 
certain con?guration information of the computational 
device are referred to as query documents. The special 
digital documents conveying responses to the query docu 
ments to provide certain con?guration information oft he 
computational device are referred to as response documents. 
An information requestor is an organiZation or individual 
Which requests con?guration information of the target com 
puter by sending query documents and receives responses. 
The requestor is represented by one or more server com 
puters in a communicating netWork of computers. The 
information provider is an organiZation or individual Which 
receives query documents from the requestor and provides 
response documents to the requestor. The provider is rep 
resented by the target computer in a communicating netWork 
of computers. 

[0042] It is helpful to think in concrete terms, and to 
suppose that the requester is in fact a large organiZation 
running a large-scale server computer, that the provider is in 
fact an individual represented by a single personal computer, 
smart TV, personal information manager, computationally 
enabled cell phone or other personal computational device; 
and to suppose that the netWork of computers may commu 
nicate according to a protocol similar to the TCP/IP protocol 
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noW in use by the Internet. In practice, many variations can 
be expected. For example, a requester may constitute an 
individual represented by a personal computer, an advice 
provider may be a corporation represented by a large-scale 
computing engine, and the communications process under 
lying the invention may be realiZed With other protocols 
operating over other physical means of communication. 

[0043] Using this terminology, it is noW possible to 
describe a key purpose of the invention. The invention 
alloWs the information requestor to send requests to the 
information provider and receive con?guration information 
of the target computer using the relevance language that 
makes the queries and responses easily understood by both 
participants. 
[0044] Techinical Support Application 

[0045] The invention is best illustrated by a technical 
support application that implements the invention. This 
application enables a support organiZation to obtain infor 
mation about the con?guration of an end-user PC, including 
the current con?guration as Well as the original con?gura 
tion, or a con?guration at some earlier time. In startup mode, 
a con?guration reader running on the user PC observes 
various aspects of the con?guration of a brand-neW system 
and records a snapshot of that con?guration information in 
escroW on the user PC for later retrieval by the technical 
support organization. In interactive mode, the con?guration 
reader interacts With a support technician, in real-time over 
the Internet, to provide information about the current con 
?guration of an end-user PC, or to retrieve previously 
escroWed ?les. The interaction betWeen the technician and 
the user is easy and understandable to both participants, and 
the technician is able to get comprehensive information 
about a Wide range of PC attributes very ef?ciently. 

[0046] The communication netWork of a typical embodi 
ment of the current invention is depicted in FIG. 1. The 
communications netWork comprises a customer 103 of a 
technical support organiZation, a customer PC 101, a support 
technician of the organiZation 102, a public server 104, and 
a private server 105. A client application 107, Which is the 
con?guration reader, runs on the customer PC 101, and the 
public server 104 and private server 105 are running inside 
the technical support organiZation. The support technician 
102 interacts With the private server 105 using the Web 
broWser 106 running on a Web client device. The requestor 
comprises the support technician 102, the public server 104, 
the private server 105 and the Web broWser 106. The 
responder comprises the customer 103, the customer PC 101 
and the client application 107. 

[0047] The private server 105 is responsible for sending 
query documents to the public server 104, retrieving 
response documents from the public server 104 and server 
response documents to the Web broWser Where the response 
documents can be displayed. 

[0048] The public server 104 run by the support organi 
Zation is responsible for serving the query documents to the 
client application 107, receiving response documents from 
the client application 107, and serving the response docu 
ments to the private server 105. 

[0049] The client application 107 running on the customer 
PC 101 is responsible for retrieving query documents from 
the public server 104, inspecting the customer PC 101 to 
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obtain con?guration information and constructing response 
documents, and sending the response documents to the 
public server 104. 

[0050] In standard use, the customer 103 obtains a Cus 
tomer ID from the Tech Support technician 102, as a result 
of telephone, Web or e-mail contact. The customer 103 runs 
the client application 107 on his/her PC and provides the 
Customer ID to the client application 107. The client appli 
cation 107 communicates With the public server 104, Which 
then serves up a query document associated With that 
Customer ID. The query may ask about the properties of a 
feW or many attributes of the PC con?guration. The client 
application 107 inspects the PC to obtain the desired prop 
erties, and returns a response document in encrypted form to 
the public server 104 listing those properties. The public 
server 104 passes the response along to a private server 105 
that decrypts and displays the con?guration information to 
the support technician 102. Note that in certain deployments 
of the invention, there is no need for the Customer/Tech 
Support interaction to involve exchange of a unique Cus 
tomer ID. 

[0051] The query documents contains queries Written in a 
formal language knoWn as the relevance language. The 
relevance language has an intuitively understandable plain 
English appearance, and can invoke the hundreds of existing 
Inspectors for the process of analyZing PC con?guration and 
behavior. The queries can thus inspect the user PC for 
presence of certain hardWare, softWare, ?les, registry entries, 
and con?guration settings. 
[0052] The technical support organiZation deploying the 
application as part of their support escalation process typi 
cally creates a collection of one or more query scripts, Which 
direct the query process toWards speci?c issues. Speci?c 
scripts can be invoked by the support technician 102 in 
response to speci?c symptoms or issues reported by the user. 
This library is a core asset for the technical support orga 
niZation’s call acceleration and support escalation proce 
dures. 

[0053] Because the invention uses the relevance language 
and its associated inspector technology, the scope of the 
query document is easily extensible: neW vocabulary to the 
relevance language can be added simply by publishing neW 
inspectors as the need arises. As neW support issues arise, the 
support organiZation can Write neW query documents and 
make them available to their support technicians for use in 
future support sessions. 

[0054] The invention is designed to streamline the con 
?guration inquiry process While maintaining the concern for 
user privacy and trust. FolloWing a consumer-oriented ‘opt 
in’ philosophy, the invention sets up an interaction With the 
consumer’s machine in Which the consumer is aWare that a 
transaction is taking place and is noti?ed of all information 
being gathered by the technical support organiZation. The 
invention has a user interface component Which noti?es the 
user of a pending information exchange, requests approval 
prior to sending that information out from the user’s com 
puter, and alloWs the user to revieW the information to be 
sent. Further, to insure that the consumer’s information is 
only made available to the intended technical support orga 
niZation personnel, the information is securely encrypted 
before transmission. A chain of authentication is used to 
alloW the support organiZation to control the extent of 
information collected during the process. 
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[0055] Document Types 

[0056] The current invention involves creating and trans 
ferring of documents betWeen the support organization and 
the end-user PC. These documents come in six different 
types: 

[0057] Question-Set Document is the most important type 
of document used in current invention. It is a text ?le, 
containing questions Written in the relevance language; the 
ansWers to these questions drive the next steps of the support 
process. Question-set scripts are composed by authoriZed 
technicians to diagnose key issues and problems, and are 
typically used in one of tWo Ways. For interactive use, they 
are placed in a library made available to all support techni 
cians to collect key con?guration data; in escroW use, a 
speci?c question set is distributed With a neW machine, for 
processing after the machine’s ?rst initialiZation. FIG. 2 
illustrates an extraction 200 of an exemplary question set 
?le. 

[0058] The relevance language is an intuitive, English-like 
language, Which is extremely poWerful and provides access 
to enormous amounts of detail about the user’s computer. 
For more information about the Relevance language, see 
US. Pat. No. 6,263,362, Donohue et al. 

[0059] The AnsWer-Set Document is the result of passing 
a Question Set document through the relevance engine. It is 
a text ?le that can be read and understood by laypersons or 
support technicians. FIG. 3 shoWs an extract 300 from an 
exemplary ansWer set ?le. 

[0060] The Instruction-Set Document is a document 
describing the interaction to be performed on the end-user’s 
PC. Interactions can be constructed Which capture current 
con?guration data to local storage and transfer current and 
prior con?guration data to the support organiZation. Con 
?guration data may contain one or more AnsWer-Set Docu 
ments as Well as the contents of arbitrary data ?les speci?ed 
via the relevance language. 

[0061] FIG. 4 shoWs an extract 400 of an exemplary 
instruction-set ?le. A reader Who can see it requests that a 
neW snapshot be created, containing an ansWer-set created 
by the question-set cdrom.qna, as Well as a copy of the 
Win.ini ?le. It also requests that a Response document be 
created, containing both the current and the initial snapshots. 

[0062] The Query Document is a digitally signed docu 
ment, Which serves as an envelope for an Instruction Set 
document, and Which also contains identi?cation and secu 
rity parameters. This document is transmitted from the 
support organiZation to the User’s PC; its arrival initiates 
analysis of the User’s machine. 

[0063] The Pointer Document is a Query document con 
taining instructions that cause the con?guration reader to 
query a server to collect a Digest document assigned to this 
customer by the support technician 102. This document is 
used to collect a Digest document, Which then completes the 
collection process. It is used to set-up the exchange, by 
associating a technical support technician’s query With a 
certain customer PC. 

[0064] The Response Document is the result of processing 
a Digest document and may contain multiple AnsWer-sets as 
Well as local ?les. This document is encrypted on the client 
prior to transmission to the technical support organiZation. 
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[0065] FIG. 5 depicts an exemplary structure 500 of a 
query document. The queries for con?guration information 
are contained in Question-set documents, but those are 
Wrapped up inside of a Query document, along With an 
Instruction-set document Which may, for example, contain 
instructions to take a snapshot of system con?guration and 
place in escroW. 

[0066] FIG. 6 depicts an exemplary structure 600 of a 
response document. The AnsWer-sets are contained in 
Response documents, potentially several such ansWer-sets 
alongside each other, and alongside copies of the contents of 
certain local ?les as Well. The Response document encrypts 
the Whole package for passage over the Internet. 

[0067] Description of Components 

[0068] The technical support application is organiZed to 
offer performance and scalability on both client-side and 
server-side processes and to guard user privacy. It includes 
the folloWing components: 

[0069] The con?guration reader contains a client applica 
tion 107 that runs on the user PC, processing the Digest 
documents and Pointer documents. In interactive use, it 
performs the folloWing steps: 

[0070] Connecting With ‘uagent’ on the public server 
104 (described beloW); 

[0071] Gathering from the server a Query document 
that has been targeted to that user by the support 
technician 102; 

[0072] Processing the Digest document to obtain the 
ansWers to the questions in a Question set, as Well as 
con?guration ?les, and prior con?guration data; 

[0073] Displaying the resulting data to the PC User; 
and, 

[0074] Upon user approval, encrypting and sending 
this result back to ‘uagent’ on the public server 104. 

[0075] The client application 107 typically uses http to 
communicate With the ‘uagent’ on the public server com 
ponent. 

[0076] The client user interface design streamlines the 
entire process for the user; the user can easily scroll through 
a WindoW to see What is being returned, and can simply click 
‘Send’ to send the information back to the public server 104. 
Because the relevance language is intuitive and reminiscent 
of plain English, users Who choose to inspect an ansWer set 
has no dif?culty understanding What queries are being posed 
and What ansWers are being returned. 

[0077] The public server 104 hosts the ‘uagent’ cgi that 
provides services for the client application 107 and hosts the 
‘tagent’ cgi that provides services for the Private server 
component (described beloW). These components are typi 
cally implemented as cgi applications that are invoked When 
certain http GET and POST operations are received from the 
con?guration reader. The server stores Query documents 
and encrypted Response documents as they move back and 
forth during the process. Response documents are never 
decrypted in this environment, so even if this server is 
attacked, the users data remain private in this environment. 

[0078] The Private Server 105 is a Customer Assisted 
Support Interface application (CASI) that executes in a more 



US 2005/0198039 A1 

protected environment. It typically uses http to access the 
public server ‘tagent’ component. It is a stand-alone appli 
cation Which provides various services including: 

[0079] Posting Query documents to the public server 
104; 

[0080] Monitoring the state of the public server 104 
as Query documents are taken and Responses are 

returned; 

[0081] Pulling encrypted Responses back into the 
Private Server 105 environment Where they are 
decrypted and displayed to the support technician 
102; 

[0082] Maintaining an archive of past responses that 
may be accessed; 

[0083] Providing interfaces that list 
responses and display their results; and 

achieved 

[0084] Providing facilities for comparing con?gura 
tion data from one response or across responses. 
Thus a technician may Zero in on changes to con 
?guration data that could be the cause of a support 
issue. 

[0085] This application is so designed that it can be easily 
integrated into existing systems. 

[0086] The Support Technician Interface is typically com 
posed of several perl scripts. This application has the fol 
loWing characteristics and functions: 

[0087] It executes on the same machine as the CASI 
application; 

[0088] It alloWs a support technician to associate any 
of a group of Query documents for staging to a 
customer referenced by a Customer ID; 

[0089] It provides monitoring facilities to Watch as 
the user collects and then returns the information; 

[0090] It alloWs the technician to pull the response 
back to the protected server, decrypt and display it; 

[0091] It alloWs access to all prior response data 
collected by the technician by Customer-ID; 

[0092] Finally, it alloWs the technician to vieW 
changes to con?guration data. 

[0093] The invention guards the data integrity and privacy 
in tWo Ways. First, underlying the publishing of queries is a 
chain of authoriZation to ensure that only Question-sets that 
have been explicitly authoriZed by the appropriate individu 
als in the technical support organiZation are recogniZed on 
customer PCs by the Con?guration reader. Second, under 
lying the communications process is an encryption of the 
Response document before it leaves the Customer PC 101 
for transit across the Internet, With decryption only taking 
place it once the Response document arrives at the Private 
Server 105, Which typically is only accessible from inside 
the support organiZation. 

[0094] Both features rest on the use of public-key/private 
key cryptography infrastructure. As a result, the invention 
requires creation and management of digital certi?cates and 
private key ?les. Publishing Tools are typically included to 
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provide all the needed functionality, and these tools may be 
invoked through a command line interface. 

[0095] Client Application Processing 

[0096] The processing of the invention is friendly and 
natural to the end-user. When the client application 107 is 
run, it typically splashes a Welcome screen that Welcomes 
the customer into the process With the important information 
that he/she is in control of Whatever information leaves the 
computer. 

[0097] After the user opts to continue, the application next 
displays a screen, asking for the Customer ID that Was 
provided by the support technician 102. FIG. 7 shoWs an 
exemplary display 700 the con?guration reader provides for 
the responder to enter its ID number. 

[0098] Note that in some environments as described 
above, this step is skipped, because the Customer ID is 
already knoWn/knoWable to the application. 

[0099] Behind the scenes, an exchange takes place, and at 
the heart of that exchange, a Question-set is transmitted from 
the Tech Support organiZation to the user PC. A simple 
example of such a question set is shoWn in FIG. 2. It 
contains a series of Questions of the form Q:<Query>, Where 
<Query> denotes a phrase in the Relevance language. As the 
reader can see from the ?gure, the language has an English 
like appearance. 

[0100] This fragment provides only a super?cial example 
of the types of queries that can be made in the Relevance 
language. More sophisticated queries can drill doWn to 
obtain extreme levels of detail about the system con?gura 
tion. 

[0101] The client application 107 inspects the Customer 
PC 101 to obtain the requested information, and constructs 
a corresponding ansWer set. The ansWer set contains all the 
Q: lines from the question-set, and interleaves correspond 
ing A: lines Which contain the ansWers to the Q: questions. 
Before sending the ansWer set to the technical support 
organiZation, the application displays a previeW WindoW as 
shoWn in FIG. 3 Which alloWs the user to see What infor 
mation has been requested by the technician and approve or 
deny the technician’s request. 

[0102] Because the Relevance language is very intuitive 
and non-threatening, user revieW and approval of informa 
tion transfer is a reasonable option. In the above WindoW, the 
user can see that the questions being ansWered concern the 
time at Which the query Was taken and the name of the 
operating system; using the scroll bar, more questions and 
ansWers Would be revealed. 

[0103] In certain settings, the support technician 102 may 
request not merely information about the con?guration, but 
actually a literal copy of a certain ?le. The application can 
comply With this request upon user approval. FIG. 8 shoWs 
a previeW of an exemplary query 800 that asks for a copy of 
the Win.ini ?le. 

[0104] The user can thereby verify that the information 
being sent from the computer is information he/she is 
Willing to share With the support organiZation. 




