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(57) ABSTRACT 

A communication device for performing cryptographically 
secured communication in a WLAN (Wireless Local Area 
Network) netWork is provided that comprises a security 
enhancement unit and a MAC (Medium Access Control) 
unit. The security enhancement unit is for encrypting plain 
teXt data frames into encrypted data frames and/or decrypt 
ing encrypted data frames into plainteXt data frames. The 
MAC unit is for managing communication betWeen com 
munication devices Within the WLAN netWork by coordi 
nating access to a shared Wireless communication medium 
through Which communication signals are transmitted. The 
security enhancement unit and the MAC unit are adapted to 
perform an on-the-?y encryption process and/or on-the-?y 
decryption process thereby exchanging the encrypted data 
frames Without buffering the encrypted data frames after 
encryption or prior to decryption, respectively. The embodi 
ments may provide an improved encryption/decryption 
architecture including an on-chip memory for performing 
on-the-?y encryption and/or on-the-?y decryption in the 
framework of 802.11i security enhancement. 
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ON-THE-FLY ENCRYPTION/DECRYPTION FOR 
WLAN COMMUNICATIONS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present application relates to communication 
devices for performing cryptographically secured commu 
nication in a WLAN (Wireless Local Area Network) net 
Work and corresponding integrated circuit chips, computer 
systems and methods, and in particular to the manner in 
Which encryption/decryption is performed therein. 

[0003] 2. Description of the Related Art 

[0004] A Wireless local area netWork is a ?exible data 
communication system implemented as an extension to or as 
an alternative for a Wired LAN. Using radio frequency or 
infrared technology, WLAN systems transmit and receive 
data over the air minimiZing the need for Wired connections. 
Thus, WLAN systems combine data connectivity With user 
mobility. 

[0005] Today, most WLAN systems use spread spectrum 
technology, a Wideband radio frequency technique devel 
oped for use in reliable and secure communication systems. 
The spread spectrum technology is designed to trade-off 
bandwidth efficiency for reliability, integrity and security. 
TWo types of spread spectrum radio systems are frequently 
used: frequency-hopping and direct sequence systems. 

[0006] The standard de?ning and governing Wireless local 
area netWorks that operate in the 2.4 GHZ spectrum is the 
IEEE 802.11 standard. To alloW higher data rate transmis 
sions, the standard Was extended to 802.11b Which alloWs 
data rates of 5.5 and 11 Mbps in the 2.4 GHZ spectrum. 
Further extensions exist. 

[0007] In order to address existing security gaps of the 
802.11 standard’s native security, i.e., the WEP (Wired 
Equivalent Privacy) protocol, the 802.11i security standard 
Was developed. This enhanced security standard relies on the 
802.1x standard for port-based access control and the TKIP 
(Temporal Key Integrity Protocol) and CCMP (Counter 
mode Cypher block chaining Message authentication code 
Protocol) protocols for data frame encryption and decryp 
tion. 802.1x provides a frameWork for WLAN station 
authentication and cryptographic key distribution, both fea 
tures originally missing from the 802.11 standard. Accord 
ing to the TKIP and CCMP protocols, data frames are 
encrypted using a character string that is generated individu 
ally for each data frame. This encryption character string is 
based on a packet number or sequence number inserted in 
the data frame indicating data frame ordering. Out of order 
data frames are discarded. Thereby and by several further 
measures, the TKIP and CCMP protocols provide enhanced 
communication security over the original WEP protocol, the 
TKIP protocol being targeted at legacy equipment and the 
CCMP protocol being targeted at future WLAN equipment. 

[0008] To perform a cryptographically secured exchange 
of data frames according to the above-described communi 
cation security techniques or similar approaches knoWn in 
the art, existing WLAN systems apply multiple-stage trans 
mission and reception processes. BetWeen the individual 
transmission or reception stages, the data frames are buff 
ered. This may lead to a number of disadvantages. 
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[0009] FIG. 1 shoWs a conventional multi-stage transmis 
sion process. In step 110, a packet and/or sequence number 
is inserted into a plaintext data frame. This step is repeated 
for each of the plaintext data frames. All the plaintext data 
frames to Which the packet and/or sequence number has 
been inserted are buffered in step 120. In step 130, one of the 
buffered plaintext data frames is encrypted. The encryption 
is repeated for each of the buffered plaintext data frames. 
The encrypted data frames are buffered again in step 140. 
Finally, in step 150, one of the buffered encrypted data 
frames is sent to a WLAN communication counterpart. Step 
150 is repeated for all the buffered encrypted data frames. 

[0010] Usually, steps 120 to 150 are performed by a 
particular WLAN device Within the WLAN system. Step 
100 of inserting the packet and/or sequence number into the 
plaintext data frame, hoWever, is performed by the CPU 
(Central Processing Unit) of the WLAN system. This may 
cause a Waste of processing capacities of the high perfor 
mance CPU for a simple data combination task. 

[0011] Further, conventional systems may suffer from 
processing delays in the CPU Which may occur during the 
insertion step 100 of the packet and/or sequence numbers 
into the plaintext data frames. Such processing delays usu 
ally result in unnecessary deceleration of the transmission 
process and may therefore lead to further problems in 
achieving ef?cient transmission data rates. 

[0012] Moreover, the multiple buffering steps 120, 140 for 
the data frames generally still aggravates the problem of 
achieving efficient transmission data rates. Each step of 
buffering a data frame causes a retardation of the transmis 
sion process. 

[0013] FIG. 3 schematically shoWs the content of a buffer 
310 in a conventional WLAN system. Plaintext data frames 
320, 330, 340, as Well as encrypted data frames 350, 360, 
370, are buffered. Each of the data frames includes an 
individual packet and/or sequence number 325, 335, 345, 
355, 365, 375. 

[0014] Since both plaintext data frames and encrypted data 
frames are buffered, existing WLAN systems usually suffer 
from intense buffer load. This may cause unnecessarily high 
buffer management complexity and buffer costs. 

[0015] In addition, the feature of buffering data frames 
320, 330, 340, 350, 360, 370 to Which packet and/or 
sequence numbers 325, 335, 345, 355, 365, 375 have already 
been inserted may lead to considerable data faults in prior art 
WLAN systems. When the encrypted data frames are read 
from the buffer and sent in a different order than the plaintext 
data frames have been Written to the buffer, out of order 
transmission of data frames occurs. At reception, out of 
order data frames are discarded for security reasons. There 
fore, the buffering of data frames including packet and/or 
sequence numbers during the transmission process may 
represent a severe reason for data loss in conventional 
systems. 

[0016] Referring noW to FIG. 5, a reception process in 
existing WLAN systems is schematically shoWn. In step 
510, encrypted data frames are received from a WLAN 
communication counterpart. Step 510 is repeated for all data 
frames received. Once an encrypted data frame has been 
received, it is buffered in step 520. In step 530, a buffered 
encrypted data frame is decrypted. This step is repeated for 
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all the encrypted data frames contained in the buffer. In step 
540, the plaintext data frames resulting from the decryption 
step 530 are buffered again. 

[0017] As illustrated in FIG. 5, a conventional reception 
process comprises multiple buffering of the data frames. 
Therefore, the above-discussed problems of existing WLAN 
systems relating to inefficient transmission data rates and 
unnecessarily high buffer load also emerge during the recep 
tion process. 

[0018] Further, the feature of buffering the encrypted data 
frames betWeen the reception step 510 and the decryption 
step 530 alloWs that the individual data frames are decrypted 
530 in different order than they have been received. Thus, 
conventional WLAN systems often suffer from the above 
discussed problem of considerable data faults also during the 
reception process. 

SUMMARY OF THE INVENTION 

[0019] An improved communication device for perform 
ing cryptographically secured communication in a WLAN 
netWork and corresponding integrated circuit chips, com 
puter systems and methods are provided that may overcome 
the disadvantages of the conventional approaches. In par 
ticular, proposed embodiments of the invention may offer 
enhanced data throughput during the transmission and/or 
reception processes. Other embodiments may reduce the 
required buffering capacity. Further embodiments may pro 
vide the potential for decreasing the amount of data faults 
during the transmission and/or reception processes. More 
over, embodiments of the invention may afford the oppor 
tunity for loWering the CPU processing load. 

[0020] In one embodiment, a communication device for 
performing cryptographically secured communication in a 
WLAN netWork is provided that comprises a security 
enhancement unit and a MAC (Medium Access Control) 
unit. The security enhancement unit is for encrypting plain 
text data frames into encrypted data frames and/or decrypt 
ing encrypted data frames into plaintext data frames. The 
MAC unit is for managing communication betWeen the 
communication device and other communication devices 
Within the WLAN netWork by coordinating access to a 
shared Wireless communication medium for Which commu 
nication signals are transmitted. The security enhancement 
unit and the MAC unit are adapted to perform an on-the-?y 
encryption process and/or on-the-?y decryption process 
thereby exchanging the encrypted data frames Without buff 
ering the encrypted data frames after encryption or prior to 
decryption, respectively. 
[0021] In another embodiment, an integrated circuit chip 
for performing cryptographically secured communication in 
a WLAN netWork is provided that comprises a security 
enhancement circuit and a MAC circuit. The security 
enhancement circuit is for encrypting plaintext data frames 
into encrypted data frames and/or decrypting encrypted data 
frames into plaintext data frames. The MAC circuit is for 
managing communication betWeen the integrated circuit 
chip and communication counterparts Within the WLAN 
netWork by coordinating access to a shared Wireless com 
munication medium through Which communication signals 
are transmitted. The security enhancement circuit and the 
MAC circuit are adapted to perform an on-the-?y encryption 
process and/or on-the-?y decryption process thereby 
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exchanging the encrypted data frames Without buffering the 
encrypted data frames after encryption or prior to decryp 
tion, respectively. 

[0022] In a further embodiment, a computer system 
capable of performing cryptographically secured communi 
cation in a WLAN netWork is provided that comprises a 
security enhancement device and a MAC device. The secu 
rity enhancement device is for encrypting plaintext data 
frames into encrypted data frames and/or decrypting 
encrypted data frames into plaintext data frames. The MAC 
device is for managing communication betWeen the com 
puter system and other computer systems Within the WLAN 
netWork by coordinating access to a shared Wireless com 
munication medium through Which communication signals 
are transmitted. The security enhancement device and the 
MAC device are adapted to perform an on-the-?y encryption 
process and/or on-the-?y decryption process thereby 
exchanging the encrypted data frames Without buffering the 
encrypted data frames after encryption or prior to decryp 
tion, respectively. 

[0023] In yet another embodiment, a method of perform 
ing cryptographically secured communication by a commu 
nication device in a WLAN netWork is provided that com 
prises performing an on-the-?y encryption process and/or 
on-the-?y decryption process of data frames. The step of 
performing the on-the-?y encryption process and/or on-the 
?y decryption process comprises encrypting plaintext data 
frames into encrypted data frames and/or decrypting 
encrypted data frames into plaintext data frames by a 
security enhancement unit. Further, the step of performing 
the on-the-?y encryption process and/or on-the-?y decryp 
tion process comprises exchanging the encrypted data 
frames betWeen the security enhancement unit and a MAC 
unit, Wherein the MAC unit is arranged to manage commu 
nication betWeen communication counterparts Within the 
WLAN netWork by coordinating access to a shared Wireless 
communication medium through Which communication sig 
nals are transmitted. The step of exchanging the encrypted 
data frames is performed Without buffering the encrypted 
data frames after encryption or prior to decryption, respec 
tively. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The accompanying draWings are incorporated into 
and form a part of the speci?cation for the purpose of 
explaining the principles of the invention. The draWings are 
not to be construed as limiting the invention to only the 
illustrated and described examples of hoW the invention can 
be made and used. Further features and advantages Will 
become apparent from the folloWing and more particular 
description of the invention, as illustrated in the accompa 
nying draWings, Wherein: 

[0025] FIG. 1 is a flow diagram illustrating a transmission 
process according to prior art; 

[0026] FIG. 2 is a flow diagram illustrating a transmission 
process according to an embodiment; 

[0027] FIG. 3 illustrates the content of a buffer used 
during a transmission process and/or reception process 
according to prior art; 

[0028] FIG. 4 illustrates the content of a buffer used 
during a transmission process and/or reception process 
according to an embodiment; 
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[0029] FIG. 5 is a flow diagram illustrating a reception 
process according to prior art; 

[0030] FIG. 6 is a flow diagram illustrating a reception 
process according to an embodiment; 

[0031] FIG. 7 is a block diagram illustrating the compo 
nents of a WLAN-compatible computer system according to 
an embodiment; 

[0032] FIG. 8 illustrates a transmission process for one 
data frame according to an embodiment; and 

[0033] FIG. 9 illustrates a reception process for one data 
frame according to an embodiment. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0034] The illustrative embodiments of the present inven 
tion Will be described With reference to the ?gure draWings. 

[0035] Referring noW to FIG. 2, a flow diagram of a 
transmission process according to an embodiment is shoWn. 
PlainteXt data frames are buffered in step 210. Then in step 
220, a packet and/or sequence number is inserted into a 
plainteXt data frame. In the folloWing, the plainteXt data 
frame is encrypted in step 230. Finally, in step 240 the 
encrypted data frame resulting from step 230 is sent to a 
communication counterpart Within the WLAN netWork. The 
sequence of steps 220 to 240 is repeated for all the plainteXt 
data frames Within the buffer. 

[0036] In comparison to FIG. 1, Which illustrates a trans 
mission process according to prior art, no buffering of 
encrypted data frames occurs according to the present 
embodiment. Once the encryption step 230 of a plainteXt 
data frame is completed, the system may proceed With 
sending the encrypted data frame in step 240 Without any 
buffering of data frames after the encryption, ie the encryp 
tion is performed “on-the-?y”. 

[0037] Further, in the present embodiment, step 220 of 
inserting the packet and/or sequence number into a plainteXt 
data frame is performed not before buffering the plainteXt 
data frame as shoWn in FIG. 1, but after the buffering step 
210. In conventional WLAN systems, step 110 of inserting 
a packet and/or sequence number into a plainteXt data frame 
can be performed on the individual data frames in a different 
order than the encryption step 130, Which can in turn be 
performed on the individual data frames in a different order 
than the sending step 150, since the data frames are buffered 
betWeen those steps. According to the illustrated embodi 
ment, hoWever, no buffering occurs betWeen the steps 220 to 
240 of inserting a packet and/or sequence number into a 
plainteXt data frame, encrypting the plainteXt data frame, 
and sending the encrypted data frame. Therefore, the indi 
vidual data frames are passed in the same order through 
those steps. 

[0038] FIG. 4 schematically shoWs the content of a buffer 
in a WLAN system according to an embodiment. In this 
embodiment, the buffer 410 includes plainteXt data frames 
420, 430, 440. In comparison to FIG. 3, Which illustrates the 
content of a buffer 310 in a conventional WLAN system, the 
buffer 410 includes only plainteXt data frames 420, 430, 440 
but no encrypted data frames. In one embodiment, the 
WLAN system may represent a WLAN transceiver. The 
buffer 410 then acts as a data buffer for plainteXt data only 
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in both directions, ie during the transmission process and 
the reception process. In other embodiments, the WLAN 
system may provide WLAN transmission or WLAN recep 
tion functionality only. In such embodiments, the buffer 410 
may act as a data buffer for plainteXt data only during the 
transmission process or the reception process respectively. 

[0039] In an embodiment Where the buffer 410 is used 
during a transmission process, the buffered plainteXt data 
frames 420, 430, 440 may include no packet and/or 
sequence numbers. In other embodiments, hoWever, e.g., 
When the buffer 410 is used during a reception process, 
packet and/or sequence numbers may be included in the 
buffered plainteXt data frames 420, 430, 440. 

[0040] Turning noW to FIG. 6, a schematical flow diagram 
of a reception process in a WLAN system according to an 
embodiment is shoWn. In this embodiment, encrypted data 
frames are received from a communication counterpart 
Within the WLAN system over the shared Wireless commu 
nication medium in step 610. In step 620, the received 
encrypted data frames are decrypted. A WLAN system 
according to the embodiment may repeat the sequence of 
receiving and decrypting the encrypted data frames for all 
the encrypted data frames arriving over the shared Wireless 
communication medium. In step 630, the plainteXt data 
frames resulting from the decryption may be buffered. 

[0041] As described above, conventional WLAN systems, 
Whose reception process is illustrated in FIG. 5, usually 
buffer the encrypted data frames after the receiving step 510. 
According to the illustrated embodiment, no buffering of 
encrypted data frames occurs. The steps 610 and 620 of 
receiving and decrypting the encrypted data frames are 
performed Without buffering the encrypted data frames prior 
to decryption, ie the decryption is performed “on-the-?y”. 

[0042] Further, according to prior art, the decryption step 
530 can be performed on the individual data frames in a 
different order than the data frames have been received in 
step 510. In the present embodiment, hoWever, the indi 
vidual data frames are decrypted in the same order that they 
have been received since they are not buffered prior to 
decryption. 
[0043] It is to be noted that With respect to the above 
discussed FIGS. 1, 2, 5 and 6, the encrypted data frames are 
sent and/or received in the form of transmission signals 
(communication signals) adapted to the physical nature of 
the shared Wireless communication medium. The transmis 
sion and reception processes shoWn in FIGS. 1, 2, 5 and 6 
may comprise further substeps, e.g., for converting the 
encrypted data frames into transmission signals or vice 
versa, Which are not depicted for clarity reasons. 

[0044] Referring noW to FIG. 7, a WLAN compatible 
computer system according to an embodiment is illustrated. 
The computer system may comprise an implementation of 
the 802.11 i security enhancement in hardWare. 

[0045] The computer system may comprise a WLAN 
device 720. According to the illustrated embodiment, an 
OCM (On Chip Memory) circuit 725 may be included in the 
WLAN device 720. The OCM circuit 725 may correspond 
to the above-discussed buffer 410. Further, the WLAN 
device 720 may comprise a security enhancement circuit 
735 for encrypting plainteXt data frames into encrypted data 
frames and/or decrypting encrypted data frames into plain 
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text data frames. Moreover, the WLAN device 720 may 
comprise a MAC circuit (MAC core) 745 for managing 
communication betWeen the computer system and other 
computer systems Within the WLAN network by coordinat 
ing access to the shared Wireless communication medium 
through Which the communication signals are transmitted. 
The MAC circuit 745 may be connected to the OCM circuit 
725, e.g., for inserting 220 packet and/or sequence numbers 
into plaintext data frames. The OCM circuit 725 may be 
connected to the security enhancement circuit 735 for 
exchanging, e.g., plaintext data frames. The security 
enhancement circuit 735 may in turn be connected to the 
MAC circuit 745 for at least exchanging encrypted data 
frames. According to the embodiment, further connections 
730, 740 may be provided from the OCM circuit 725 to the 
security enhancement unit 735 and from the MAC circuit 
745 to the security enhancement circuit 735 through Which 
trigger signals may be sent to the security enhancement 
circuit 735. 

[0046] The WLAN device 720 may also comprise a PL 
(Physical Layer) circuit 750 for providing a physical con 
nection of the WLAN device 720 to the shared Wireless 
communication medium. The PL circuit 750 may comprise 
a PHY (Physical layer) circuit 755 and an antenna 760, 765 
for sending and/or receiving the communication signals over 
the shared Wireless communication medium. The MAC 
circuit 745 may be connected to the PL circuit 750 for 
forWarding encrypted data frames from the security 
enhancement circuit 735 to the PL circuit 750 and/or in the 
opposite direction. In an embodiment, the PHY circuit 755 
may be connected to the antenna 760, 765 for controlling 
operations of the antenna 760, 765, and the MAC circuit 745 
may be connected to the PHY circuit 755 for forWarding 
encrypted data frames from the security enhancement circuit 
735 to the PHY circuit 755 and/or vice versa. 

[0047] The WLAN device 720 may be installed on a host 
computer system comprising a CPU 705 for providing in 
combination With a MAC driver softWare 710 running on the 
CPU 705 WLAN compatibility to the computer system. The 
OCM circuit 725 of the present embodiment may be con 
nected to the CPU 705 over the interface 715 so that the 
OCM circuit 725 and the CPU 705 are capable of exchang 
ing plaintext data frames. According to the embodiment, the 
MAC circuit 745 may be provided With DMA (Direct 
Memory Access) functionality for communicating With the 
OCM circuit 725 Without interaction of the CPU 705 or any 
other external processor. 

[0048] Referring noW to FIG. 8, a flow diagram of a 
transmission process for one data frame according to an 
embodiment is shoWn. In this embodiment, plaintext data 
frames are generated by application programs running on the 
host computer system. In step 810, the CPU 705 may receive 
a plaintext data frame from an application program and 
transfer the plaintext data frame to the OCM circuit 725 in 
step 815. At the OCM circuit 725, the plaintext data frame 
may be buffered 820. 

[0049] In the illustrated embodiment, the folloWing on 
the-?y encryption process 890 may comprise the steps 830 
to 865. In step 830, the MAC circuit 745 may select a 
plaintext data frame intended for encryption from the OCM 
circuit 725. The MAC circuit 745 may also insert a packet 
and/or sequence number into the selected plaintext data 
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frame in step 840. In one embodiment, the packet and/or 
sequence number is inserted in the moment the frame is 
scheduled to send on air. In other embodiments, the packet 
and/or sequence number may be inserted at any other time 
prior to encryption. In such embodiments, the security 
enhancement circuit 735 may overWrite the packet and/or 
sequence number. In step 850, the security enhancement 
circuit 735 may encrypt the plaintext data frame into an 
encrypted data frame. The encrypted data frame may be 
transferred to the MAC circuit 745 in step 855. According to 
the embodiment, the MAC circuit 745 may forWard the 
encrypted data frame to the PL circuit 750 in step 860. In 
step 865, the encrypted data frame may be transferred to the 
PL circuit 750. 

[0050] Once the on-the-?y encryption process 890 has 
been performed on the data frame, the PL circuit 750 of a 
WLAN system according to an embodiment may convert 
870 the encrypted data frame into a transmission signal 
interchangeable With a communication counterpart Within 
the WLAN netWork over the shared Wireless communication 
medium. The conversion step 870 may comprise converting 
a digital encrypted data frame into an analog transmission 
signal, e.g., a radio or infrared signal. In step 880, the PL 
circuit 750 may send the transmission signal to a commu 
nication counterpart Within the WLAN netWork over the 
shared Wireless communication medium. 

[0051] In an embodiment, steps 855 to 865 of transferring 
the encrypted plaintext data frame from the security 
enhancement circuit 735 to the MAC circuit 745, forWarding 
the encrypted data frame to the PL circuit 750 by the MAC 
circuit 745, and transferring the encrypted data frame from 
the MAC circuit 745 to the PL circuit 750 may be performed 
Without buffering the encrypted data frame after encryption. 
In another embodiment, steps 830 and 840 of selecting a 
plaintext data frame and inserting a packet and/or sequence 
number into the plaintext data frame may be performed 
Without buffering the plaintext data frame. In yet another 
embodiment, the plaintext/encrypted data frame may not be 
buffered during the entire on-the-?y encryption process 890. 
In a further embodiment, the steps 870 and 880 of convert 
ing the encrypted data frame into the transmission signal and 
sending the transmission signal may be performed Without 
buffering the encrypted data frame or the transmission 
signal. Combinations of the embodiments may be per 
formed. 

[0052] Turning noW to FIG. 9, a flow diagram of a 
reception process for one data frame according to an 
embodiment is illustrated. In step 910, the PL circuit 750 
may receive a transmission signal from a communication 
counterpart Within the WLAN netWork over the shared 
Wireless communication medium. The transmission signal 
may be an analog signal, e.g., a radio or infrared signal. 
According to the embodiment, the PL circuit 750 may 
convert the transmission signal into an encrypted data frame 
in step 920. The encrypted data frame may be a digital 
encrypted data frame. 

[0053] Once the transmission signal has been converted 
into the encrypted data frame, an on-the-?y decryption 
process 970 may be launched. According to the illustrated 
embodiment, the on-the-?y decryption process 970 may 
comprise the steps 925 to 945. In step 925, the encrypted 
data frame may be transferred from the PL circuit 750 to the 
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MAC circuit 745. The MAC circuit 745 may forward the 
encrypted data frame to the security enhancement circuit 
735 in step 930. In step 935, the encrypted data frame may 
be transferred from the MAC circuit 745 to the security 
enhancement circuit 735. According to the embodiment, the 
encrypted data frame may be decrypted by the security 
enhancement circuit 735 in step 940. Once the encrypted 
data frame has been completely decrypted, the resulting 
plainteXt data frame may be transferred in step 945 from the 
security enhancement circuit 735 to the OCM circuit 725. 

[0054] According to the illustrated embodiment, the plain 
teXt data frame is buffered in step 950. Any time later, the 
buffered plain teXt data frame may be transferred from the 
OCM circuit 725 to the host computer system, eg via the 
CPU 705. In step 960, the CPU 705 may forWard the 
plainteXt data frame to an application program running on a 
host computer system. 

[0055] In one embodiment, steps 925 to 935 of transfer 
ring the encrypted data frame from the PL circuit 750 to the 
MAC circuit 745, forWarding the encrypted data frame by 
the MAC circuit 745, and transferring the encrypted data 
frame from the MAC circuit 745 to the security enhance 
ment circuit 735 may be performed Without buffering the 
encrypted data frame prior to decryption. In another embodi 
ment, all the steps 925 to 945 of the on-the-?y decryption 
process 970 may be performed Without buffering the 
encrypted/plainteXt data frame. In a further embodiment, 
steps 910 and 920 of receiving the transmission signal and 
converting the transmission signal into the encrypted data 
frame may be performed Without buffering the encrypted 
data frame/transmission signal prior to decryption. Combi 
nations of the embodiments may be performed. 

[0056] In another embodiment, the security enhancement 
circuit 735 may be adapted to perform the encryption (steps 
230 and 850) and/or the decryption (steps 620 and 940) 
according to the TKIP protocol. In a further embodiment, the 
security enhancement circuit 735 may be adapted to perform 
the encryption and/or decryption according to the CCMP 
protocol. The WLAN device 720 may be adapted to perform 
cryptographically secured communication in the WLAN 
netWork according to the 802.11b standard. Other protocols 
and standards may be applied. Also, combinations of the 
embodiments may be implemented. 

[0057] As apparent from the above description of embodi 
ments, the present invention may be applied for providing 
neW functionality to a WLAN device 720. The embodiments 
may provide an on-the-?y encryption/decryption architec 
ture With an OCM circuit 725 for 802.11i security enhance 
ment. As discussed above, the data frames may get encoded 
on demand and no storage of coded data frames may occur. 
The MAC circuit 745 and/or the PL circuit 750 may com 
prise a FIFO (First In First Out) unit for temporarily holding 
the data during operation of the MAC circuit 745 or the PL 
circuit 750, respectively. HoWever, this may not be under 
stood as the buffering of encrypted data prevented by the 
described embodiments. Accordingly, the buffering Which is 
prevented by the embodiments, is to be understood as 
buffering in a random access memory rather than in a FIFO. 
The buffering is therefore not strictly constrained to pre 
scribed amounts to be buffered, as this is the case in FIFOs, 
nor With respect to the buffering duration, ie the number of 
clock cycles for Which buffering takes place. 
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[0058] The OCM circuit 725 may alloW latency compen 
sation imposed by the interface 715 betWeen the MAC 
hardWare and the MAC driver. In the described embodi 
ments, the transmission and/or reception process may be 
performed in accordance With the hard timing constraints 
imposed on the data transfer betWeen the MAC circuit 745 
and the PHY circuit 755. 

[0059] The presented on-the-?y encryption/decryption 
architecture may be applied in combination With AMD’s 
AM1772 WLAN product. 

[0060] While the invention has been described With 
respect to the physical embodiments constructed in accor 
dance thereWith, it Will be apparent to those skilled in the art 
that various modi?cations, variations and improvements of 
the present invention may be made in light of the above 
teachings and Within the purvieW of the appended claims 
Without departing from the spirit and intended scope of the 
invention. In addition, those areas in Which it is believed that 
those of ordinary skill in the art are familiar have not been 
described herein in order to not unnecessarily obscure the 
invention described herein. Accordingly it is to be under 
stood that the invention is not to be limited by the speci?c 
illustrative embodiments, but only by the scope of the 
appended claims. 

What is claimed is: 
1. A communication device for performing cryptographi 

cally secured communication in a WLAN (Wireless Local 
Area Network) netWork, comprising: 

a security enhancement unit for encrypting plainteXt data 
frames into encrypted data frames and/or decrypting 
encrypted data frames into plainteXt data frames; and 

a MAC (Medium Access Control) unit for managing 
communication betWeen said communication device 
and other communication devices Within the WLAN 
netWork by coordinating access to a shared Wireless 
communication medium through Which communica 
tion signals are transmitted; 

Wherein the security enhancement unit and the MAC unit 
are adapted to perform an on-the-?y encryption process 
and/or on-the-?y decryption process thereby exchang 
ing the encrypted data frames Without buffering the 
encrypted data frames after encryption or prior to 
decryption, respectively. 

2. The communication device of claim 1, further com 
prising a storage unit for buffering the plainteXt data frames. 

3. The communication device of claim 2, Wherein the 
storage unit and the security enhancement unit are arranged 
to communicate With each other for exchanging the plainteXt 
data frames. 

4. The communication device of claim 2, Wherein the 
storage unit and the MAC unit are arranged to communicate 
With each other for selecting one of the plainteXt data frames 
intended for encryption. 

5. The communication device of claim 4, Wherein the 
MAC unit is further adapted to perform DMA (Direct 
Memory Access) functions for communicating With the 
storage unit Without interaction of an external processor. 

6. The communication device of claim 2, Wherein the 
MAC unit is further adapted to select a plainteXt data frame 
intended for encryption from the buffered plainteXt data 
frames during the on-the-?y encryption process. 
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7. The communication device of claim 1, wherein the 
MAC unit is further adapted to insert a packet and/or 
sequence number into the plainteXt data frames during the 
on-the-?y encryption process. 

8. The communication device of claim 2, Wherein the 
MAC unit is further adapted to select a plainteXt data frame 
intended for encryption from the buffered plainteXt data 
frames during the on-the-?y encryption process and insert a 
packet and/or sequence number into the plainteXt data frame 
at the moment the plainteXt data frame is selected. 

9. The communication device of claim 2, Wherein the 
MAC unit is further adapted to select a plainteXt data frame 
intended for encryption from the buffered plainteXt data 
frames during the on-the-?y encryption process; 

Wherein the plainteXt data frame comprises a packet 
and/or sequence number; and 

Wherein the security enhancement unit is further adapted 
to overWrite the packet and/or sequence number, 
respectively. 

10. The communication device of claim 1, further com 
prising a storage unit for buffering the plainteXt data frames, 
Wherein the storage unit is adapted to send a trigger signal 
to the security enhancement unit during the on-the-?y 
encryption process and/or during the on-the-?y decryption 
process for making the security enhancement unit encrypt 
one of the plainteXt data frames or decrypt one of the 
encrypted data frames, respectively. 

11. The communication device of claim 1, Wherein the 
MAC unit is further adapted to send a trigger signal to the 
security enhancement unit during the on-the-?y encryption 
process or during the on-the-?y decryption process for 
making the security enhancement unit encrypt one of the 
plainteXt data frames or decrypt one of the encrypted data 
frames, respectively. 

12. The communication device of claim 1, Wherein the 
security enhancement unit is further adapted to encrypt the 
plainteXt data frames and/or decrypt the encrypted data 
frames due to trigger signals during the on-the-?y encryp 
tion process or during the on-the-?y decryption process, 
respectively. 

13. The communication device of claim 1, Wherein the 
communication device is integrated in a host computer 
system comprising a CPU (Central Processing Unit) for 
providing WLAN compatibility to the host computer sys 
tem. 

14. The communication device of claim 13, further com 
prising a MAC driver softWare running on the CPU of the 
host computer system, for performing a connection set-up 
for the cryptographically secured communication. 

15. The communication device of claim 14, Wherein the 
MAC driver softWare is adapted to perform the connection 
set-up thereby authenticating the communication device as 
an authoriZed WLAN participant. 

16. The communication device of claim 14, Wherein the 
MAC driver softWare is adapted to associate the communi 
cation device With another communication device Within the 
WLAN netWork as WLAN counterparts during the connec 
tion set-up. 

17. The communication device of claim 14, Wherein the 
MAC driver softWare is adapted to eXchange cryptographic 
keys With another communication device Within the WLAN 
netWork during the connection set-up. 
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18. The communication device of claim 13, further com 
prising a storage unit Wherein the storage unit is adapted to 
eXchange the plainteXt data frames With the host computer 
system over an interface. 

19. The communication device of claim 18, Wherein the 
storage unit is further adapted to eXchange the plainteXt data 
frames With the host computer system via the CPU. 

20. The communication device of claim 1, further com 
prising a physical layer unit for providing a physical con 
nection of the communication device to the shared Wireless 
communication medium, Wherein the MAC unit is further 
adapted to forWard the encrypted data frames from the 
security enhancement unit to the physical layer unit during 
the on-the-?y encryption process and/or from the physical 
layer unit to the security enhancement unit during the 
on-the-?y decryption process. 

21. The communication device of claim 20, Wherein the 
MAC unit and the physical layer unit are adapted to 
eXchange the encrypted data frames during the on-the-?y 
encryption process and/or on-the-?y decryption process 
Without buffering the encrypted data frames after encryption 
or prior to decryption, respectively. 

22. The communication device of claim 20, Wherein the 
physical layer unit is adapted to convert the encrypted data 
frames into transmission signals interchangeable over the 
shared Wireless communication medium and/or convert the 
transmission signals into the encrypted data frames Without 
buffering the encrypted data frames after encryption or prior 
to decryption, respectively. 

23. The communication device of claim 22, Wherein the 
physical layer unit is adapted to send and/or receive the 
transmission signals over the shared Wireless communica 
tion medium Without buffering the transmission signals after 
encryption or prior to decryption, respectively. 

24. The communication device of claim 1, Wherein the 
on-the-?y encryption process and/or on-the-?y decryption 
process comprises a hardWare-implemented on-the-?y 
encryption process or hardWare-implemented on-the-?y 
decryption process, respectively; and 

Wherein the security enhancement unit comprises a dedi 
cated hardWare device adapted to perform the hard 
Ware-implemented on-the-?y encryption process and/ 
or hardWare-implemented on-the-?y decryption 
process Without executing softWare-implemented 
instructions. 

25. The communication device of claim 1, Wherein MAC 
unit comprises a dedicated hardWare device adapted to 
perform the on-the-?y encryption process and/or on-the-?y 
decryption process Without executing softWare-imple 
mented instructions. 

26. The communication device of claim 1, adapted to 
perform the cryptographically secured communication 
based on the IEEE 802.11b standard. 

27. The communication device of claim 1, adapted to 
perform the cryptographically secured communication 
based on the IEEE 802.11i standard. 

28. The communication device of claim 1, Wherein the 
security enhancement unit is adapted to encrypt the plainteXt 
data frames and/or decrypt the encrypted data frames based 
on the TKIP (Temporary Key Integrity Protocol) protocol. 

29. The communication device of claim 1, Wherein the 
security enhancement unit is adapted to encrypt the plainteXt 
data frames and/or decrypt the encrypted data frames based 
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on the CCMP (Counter-mode Cipher block chaining Mes 
sage authentication code Protocol) protocol. 

30. An integrated circuit chip for performing crypto 
graphically secured communication in a WLAN (Wireless 
Local Area Network) network, comprising: 

a security enhancement circuit for encrypting plaintext 
data frames into encrypted data frames and/or decrypt 
ing encrypted data frames into plaintext data frames; 
and 

a MAC (Medium Access Control) circuit for managing 
communication between said integrated circuit chip 
and communication counterparts within the WLAN 
network by coordinating access to a shared wireless 
communication medium through which communica 
tion signals are transmitted; 

wherein the security enhancement circuit and the MAC 
circuit are adapted to perform an on-the-?y encryption 
process and/or on-the-?y decryption process thereby 
exchanging the encrypted data frames without buffer 
ing the encrypted data frames after encryption or prior 
to decryption, respectively. 

31. A method of performing cryptographically secured 
communication by a communication device in a WLAN 

(Wireless Local Area Network) network, comprising: 

performing an on-the-?y encryption process and/or on 
the-?y decryption process of data frames; 

wherein the step of performing said on-the-?y encryption 
process and/or on-the-?y decryption process com 
prises: 

encrypting plaintext data frames into encrypted data 
frames and/or decrypting encrypted data frames into 
plaintext data frames by a security enhancement unit; 
and 

exchanging the encrypted data frames between the secu 
rity enhancement unit and a MAC (Medium Access 
Control) unit, the MAC unit being arranged to manage 
communication between communication counterparts 
within the WLAN network by coordinating access to a 
shared wireless communication medium through which 
communication signals are transmitted; 

wherein the step of exchanging the encrypted data frames 
is performed without buffering the encrypted data 
frames after encryption or prior to decryption, respec 
tively. 

32. The method of claim 31, further comprising buffering 
the plaintext data frames by a storage unit. 

33. The method of claim 32, further comprising exchang 
ing the plaintext data frames between the storage unit and 
the security enhancement unit. 

34. The method of claim 32, further comprising selecting 
a plaintext data frame intended for encryption from the 
buffered plaintext data frames by the MAC unit during the 
on-the-?y encryption process. 

35. The method of claim 31, further comprising inserting 
a packet and/or sequence number into the plaintext data 
frames by the MAC unit during the on-the-?y encryption 
process. 
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36. The method of claim 31, further comprising: 

buffering the plaintext data frames by a storage unit; 

selecting a plaintext data frame intended for encryption 
from the buffered plaintext data frames by the MAC 
unit during the on-the-?y encryption process; and 

inserting a packet and/or sequence number into the plain 
text data frame; 

wherein the step of inserting the packet and/or sequence 
number is performed at the moment the plaintext data 
frame is selected. 

37. The method of claim 31, wherein the plaintext data 
frames comprise a packet and/or sequence number, and the 
method further comprises: 

buffering the plaintext data frames by a storage unit; 

selecting a plaintext data frame intended for encryption 
from the buffered plaintext data frames by the MAC 
unit during the on-the-?y encryption process; and 

overwriting the packet and/or sequence number of the 
selected plaintext data frame by the security enhance 
ment unit following the step of selecting the plaintext 
data frame. 

38. The method of claim 32, further comprising sending, 
by the storage unit, a trigger signal to the security enhance 
ment unit during the on-the-?y encryption process and/or 
on-the-?y decryption process for making the security 
enhancement unit encrypt one of the plaintext data frames or 
decrypt one of the encrypted data frames, respectively. 

39. The method of claim 31, further comprising sending, 
by the MAC unit, a trigger signal to the security enhance 
ment unit during the on-the-?y encryption process and/or 
on-the-?y decryption process for making the security 
enhancement unit encrypt one of the plaintext data frames or 
decrypt one of the encrypted data frames, respectively. 

40. The method of claim 31, wherein the step of encrypt 
ing the plaintext data frames and/or decrypting the encrypted 
data frames by the security enhancement unit during the 
on-the-?y encryption process or the on-the-?y decryption 
process, respectively, is performed due to trigger signals. 

41. The method of claim 31, further comprising exchang 
ing the plaintext data frames between a storage unit for 
buffering the plaintext data frames and an external CPU 
(Central Processing Unit) over an interface. 

42. The method of claim 31, further comprising forward 
ing, by the MAC unit, the encrypted data frames from the 
security enhancement unit to a physical layer unit for 
providing a physical connection of the communication 
device to the shared wireless communication medium during 
the on-the-?y encryption process and/or forwarding the 
encrypted data frames from the physical layer unit to the 
security enhancement unit during the on-the-?y decryption 
process. 

43. The method of claim 31, further comprising exchang 
ing the encrypted data frames between the MAC unit and a 
physical layer unit for providing a physical connection of the 
communication device to the shared wireless communica 
tion medium during the on-the-?y encryption process and/or 
on-the-?y decryption process without buffering the 
encrypted data frames after encryption or prior to decryp 
tion, respectively. 

44. The method of claim 42, further comprising convert 
ing, by the physical layer unit, the encrypted data frames into 
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transmission signals interchangeable over the shared Wire 
less communication medium and/or converting, by the 
physical layer unit, the transmission signals into the 
encrypted data frames Without buffering the encrypted data 
frames after encryption or prior to decryption, respectively. 

45. The method of claim 44, further comprising sending 
and/or receiving the transmission signals by the physical 
layer unit over the shared Wireless communication medium 
Without buffering the transmission signals after encryption 
or prior to decryption, respectively. 

46. The method of claim 31, Wherein the cryptographi 
cally secured communication is performed based on the 
IEEE 802.11b standard. 

47. The method of claim 31, Wherein the cryptographi 
cally secured communication is performed based on the 
IEEE 802.11i standard. 

48. The method of claim 31, Wherein the step of encrypt 
ing the plainteXt data frames or decrypting the encrypted 
data frames is performed based on the TKIP (Temporary 
Key Integrity Protocol) protocol. 

49. The method of claim 31, Wherein the step of encrypt 
ing the plainteXt data frames or decrypting the encrypted 
data frames is performed based on the CCMP (Counter 
mode Cipher block chaining Message authentication code 
Protocol) protocol. 
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50. A computer system capable of performing crypto 
graphically secured communication in a WLAN (Wireless 
Local Area Network) netWork, comprising: 

a security enhancement device for encrypting plainteXt 
data frames into encrypted data frames and/or decrypt 
ing encrypted data frames into plainteXt data frames; 
and 

a MAC (Medium Access Control) device for managing 
communication betWeen said computer system and 
other computer systems Within the WLAN netWork by 
coordinating access to a shared Wireless communica 

tion medium through Which communication signals are 

transmitted; 

Wherein the security enhancement device and the MAC 
device are adapted to perform an on-the-?y encryption 
process and/or on-the-?y decryption process thereby 
exchanging the encrypted data frames Without buffer 
ing the encrypted data frames after encryption or prior 
to decryption, respectively. 


