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(57) ABSTRACT 

Data validation techniques are provided. For example, such 
techniques complement user entries associated With events 
of interest through context. In one aspect of the invention, a 
technique for processing one or more user entries associated 
With one or more events of interest includes the following 
steps/operations. Context associated With the one or more 
events of interest is obtained. At least a portion of the 
obtained context is associated With one or more user entries 
representing events of interest. At least a portion of the one 
or more user entries is evaluated, responsive to at least a 
portion of the context. An indication of the one or more 
events of interest is provided, responsive to the evaluation. 
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METHODS AND APPARATUS FOR 
COMPLEMENTING USER ENTRIES ASSOCIATED 

WITH EVENTS OF INTEREST THROUGH 
CONTEXT 

FIELD OF THE INVENTION 

[0001] The present invention relates to data validation 
through evaluated context and, more particularly, to methods 
and apparatus for complementing user entries associated 
With events of interest through context. 

BACKGROUND OF THE INVENTION 

[0002] Many applications, including applications associ 
ated With billing and expenses, rely on user entry for detail. 
HoWever, users are not alWays complete and accurate in the 
entries that they make. In an attempt to remedy this, perva 
sive computing applications abound that alloW point-of 
event entry for these applications so that required entries are 
fresh in the user’s mind, and entered data is more accurate 
and complete. This does not prevent lost entries, such as 
charges Which are lost as people forget to report on lab tests 
or encounters With medical staff. 

[0003] Examples of such applications include personal 
digital assistant (PDA) based expense accounts and products 
such as “Patient Keeper Charge Capture” available from 
Patient Keeper, Inc. of Brighton, Mass. 

[0004] In speci?c applications, the time of reporting a 
speci?c occurrence can impact the cost and payments 
exchange betWeen businesses. There are tWo types of exist 
ing billing systems: 

[0005] (1) Real-time billing systems - These are billing 
systems Where the payment is performed immediately at the 
time When the service is performed or goods are being 
purchased. Examples of a feW types of real-time payment 
systems include: pre-paid phone cards; cash payments (e.g., 
to supermarkets, to physicians, for Work, etc.); electronic 
Wallet (e.g., smart cards) Where money transactions are 
being exchanged; and parking tickets Where exit point 
payment is required. 

[0006] (2) Periodic billing systems—These are billing 
systems Where the payment is being processed periodically 
at a later point in time to the time the service or goods Were 
provided. Most billing systems Work in this mode. In those 
cases, the transaction is fed into the system either manually 
or semi-manually. Examples of a feW types of such payment 
systems include: regular phone bills, utility bills, healthcare 
insurance bills, expense accounts, police tickets, and order 
ing goods via phone or facsimile. 

[0007] In all the above cases, the quality of the data 
entered manually depends on human ability to listen and see 
accurate information, as Well as to type accurately. It is clear 
that errors can alWays occur as a result of human mistakes. 

Moreover, even in cases Where systems can perform data 
cleansing and overcome some mistakes, timing can have an 
additional impact. Another example Where timing can have 
signi?cant impact on billing is related to hospitaliZation. 
Insurance companies have special controllers in hospitals 
that validate the time and reasons for hospitaliZation. Often 
today, the controllers must go back to their of?ces to report 
on hospitaliZation of their insured customers, and thus 
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information is usually delayed by 24 hours. The temporal 
characteristic of the reporting event is critical to the cost 
calculation. 

[0008] Filling in forms on the World Wide Web (e.g., 
using a personal computer) can be advantageous since logic 
programs can verify and check Whether the form is ?lled in 
a reasonable manner. HoWever, Web access is not alWays 
available, nor is simple veri?cation suf?cient for identifying 
all errors (especially errors of omission). Techniques in 
?lling out electronic forms are Well knoWn and disclosed, for 
example, in US. Pat. No. 5,704,029 issued Dec. 30, 1997 to 
G. V. Wright, Jr., and entitled “System and Method for 
Completing an Electronic Form.” 

[0009] Techniques to enhance form completion are also 
knoWn in the art. For example, “cookies” are used to alloW 
forms to be ?lled in on the Web With minimal additional data 
entry. Use of such cookies alloWs various techniques, such 
as pre?x matching and attribute value pairs, in order to 
determine What data goes into What ?eld. 

[0010] Form ?lling can also be enhanced With location 
based knoWledge. For example, the US. patent application 
identi?ed by US. Ser. No. 09/583,318 (Attorney Docket No. 
BOC920000023US1), ?led on May 20, 2000, and entitled 
“Method and System for Increasing Ease-of-Use and Band 
Width UtiliZation in Wireless Devices,” discloses using 
location to help determine entries a user may be trying to 
make on a Wireless device (e.g., ?lling in a uniform resource 
locator (URL) With car price research sites When the user is 
standing in a used car lot). 

[0011] Thus, in summary, data entry is often erroneous and 
subject to human error (e.g., incorrect information entry, 
partially incorrect information entry, failure to make an 
information entry). Whether paper or electronic, user error is 
responsible for many incorrect data records. What is needed 
is a technique for supplementing user entry With a validation 
data stream. 

SUMMARY OF THE INVENTION 

[0012] The present invention provides data validation 
techniques. For example, such techniques complement user 
entries associated With events of interest through context. 

[0013] In one aspect of the invention, a technique for 
processing one or more user entries associated With one or 

more events of interest includes the folloWing steps/opera 
tions. Context associated With the one or more events of 
interest is obtained. At least a portion of the obtained context 
is associated With one or more user entries representing 
events of interest. At least a portion of the one or more user 

entries is evaluated, responsive to at least a portion of the 
context. An indication of the one or more events of interest 
is provided, responsive to the evaluation. 

[0014] The technique may further include obtaining a 
speci?cation of context associated With one or more events 
of interest. Further, the technique may include specifying the 
one or more events of interest. Context speci?ed may 

include a location, a time at location, a proximity to a 
location, a proximity to a person, a proximity to a device, a 
proximity to a person satisfying a condition, a proximity to 
a location during a speci?ed time interval, an application 
invocation, a duration of an application invocation, a dura 
tion of an application focus on a particular subject, an 
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application invocation during a speci?ed time interval, a 
user input, a duration of a user input session, a proximity to 
multiple persons and a location, a calendar, a Work assign 
ment, and/or a Work?oW stage. A location may include a 
physical location. Further, the technique may include map 
ping a physical location onto a logical location. Still further, 
a proximity may be determined in accordance With an 
identi?cation device. 

[0015] Context may be obtained through a computer pro 
gram, a ?le transfer, a batch mode, a communications 
netWork, a communications-enabled device, and/or a polling 
mechanism. Context may be obtained from one or more 

sources. Further, context may be obtained from a calendar, 
a global positioning system, user entry, a video, a sensor 
associated With a person, a sensor not associated With a 

person, and/or a proximity to a Wireless access point. 

[0016] The step/operation of associating context may be 
responsive to a time of day, a time of event of interest, a 
location of event of interest, a location of entity, a source of 
context, and/or an entity associated With context. The step/ 
operation of evaluating the one or more user entries respon 
sive to context may include a determination of validity, a 
determination of a likelihood of validity, a determination of 
a missing entry, and/or a determination of a missing element 
of an entry. A de?ned Work?oW of correlated events may 
exist and the associated context may use a position in the 
Work?oW for determination. The step/operation of providing 
an indication may include a log, an error message, a Warn 

ing, a default entry, an amended entry, a new entry, a deleted 
entry, a Work?oW, an e-mail, and/or a noti?cation. Evalua 
tion may include the step/operation of, responsive to at least 
tWo sources of context, creating a composed source of 
context. The composed source may be created through a 
calculation. 

[0017] In another aspect of the invention, a technique for 
validating one or more expenses based on context data 
includes the folloWing steps/operations. Context data is 
obtained in the form of a location history for at least one 
user. Responsive to user entry of one or more expenses 
incurred, a location associated With an expense is deter 
mined. The user location history is reconciled With the 
location associated With the expense. An indication of the 
reconciliation is provided. The technique may also include 
obtaining location history for at least one device. 

[0018] In a further aspect of the invention, a technique for 
validating a charge based on context data includes the 
folloWing steps/operations. Context data is obtained in the 
form of a charge history for at least one client. One or more 
current charges for the client are compared to one or more 
previous charges for the client. The technique may also 
include comparing the one or more current charges for the 
client to previous, similar charges for other clients. 

[0019] In yet another aspect of the invention, a technique 
for validating a charge based on context data includes the 
folloWing steps/operations. Context data is obtained in the 
form of a charge history for at least one employee. Acurrent 
charge for a client of the employee is compared to one or 
more previous charges originating from the employee for the 
client. The current charge for the client of the employee is 
compared to the previous charges originating from the 
employee for all clients. 

[0020] These and other objects, features and advantages of 
the present invention Will become apparent from the fol 
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loWing detailed description of illustrative embodiments 
thereof, Which is to be read in connection With the accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1 is a block diagram illustrating an existing 
user data entry system; 

[0022] FIG. 2 is a block diagram illustrating a user data 
entry system, according to an embodiment of the present 
invention; 
[0023] FIG. 3 is a How diagram illustrating a user data 
entry validation methodology, according to an embodiment 
of the present invention; and 

[0024] FIG. 4 is a block diagram illustrating a computer 
system suitable for implementing a user data entry system, 
according to an embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0025] It is to be understood that While the present inven 
tion Will be described beloW in the context of a medical 
services billing environment, the invention is not so limited. 
Rather, the invention is more generally applicable to any 
environment in Which it Would be desirable to provide 
techniques for validating user data entries based on context. 
As used herein, the term “context” is generally understood 
to refer to information about the physical or virtual envi 
ronment of the user and/or the computational device being 
used by the user. 

[0026] In accordance With principles of the invention, it is 
realiZed that With context middleWare, and sources of con 
text such as location, it is possible to complement user 
entries With context-based knoWledge in order to improve 
the quality of those entries. Principles of the present inven 
tion use context middleWare to enable easy recording of 
context streams, and later reconciliation of, and validation 
With, user entries. This may result in an indication of support 
of the user entry, may indicate possible errors in user entries, 
or may point out the absence of a user entry Where one may 
be desirable. 

[0027] In the case of a hospital clinical care scenario, often 
charges for physician visits are not levied on the patient, or 
may be levied mistakenly Without the physician visiting the 
patient. Charges for medication, x-rays and so on may 
contain similar errors. 

[0028] In accordance With principles of the invention, 
events of interest are de?ned as associated With context (e. g., 
location), or a composition of contexts (e.g., physician 
proximity to a patient in a patient room, medication cart 
proximity to a patient). The context collected may also 
include time on task (the amount of time spent in a patient 
room or the amount of time spent Writing up notes about the 
visit). The context associated With these events of interest is 
received and logged, and is later reconciled With billing 
entries. These billing entries may be made by the physician, 
by the nurse, by the administrator, etc. 

[0029] The reconciliation may suggest that an entry is 
invalid, may suggest that entries are contradictory, or may 
suggest that entries are missing. Responses to these sugges 
tions may be dependent upon the application, policy, or both. 
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However, some general examples of responses may include 
prompting of a user to re-enter (or enter for the ?rst time) 
data, automatically correcting the faulty (or missing) entry 
based on some pre-established policy, alerting someone 
other than the user that data is faulty or missing. 

[0030] The business value is clear; hospitals (or, more 
generally, billing entities) may achieve more accurate bill 
ing. Expense accounts in an enterprise may be reconciled 
With location (With appropriate privacy guarantees of 
course). Other applications may include validation of ser 
vice billings (e.g., repairmen or laWyers), validation of 
charge card purchases, and indication of identity theft, to 
name a feW. That is, it is realiZed that today charge card 
companies and telephone companies look for unusual pat 
terns to determine theft likelihood (e.g., sudden charges in 
South America), but they cannot discover if reasonable 
charges are Wrong (e.g., a credit card charge for the purchase 
of gas in NeW Jersey for a Westchester resident). HoWever, 
in accordance With the teachings of the present invention, 
using context as a complementary tool can alloW this to 
occur. 

[0031] Note that incomplete context coverage (e.g., not 
able to get location information at all places) may still result 
in value, as long as context coverage appropriate to the 
events of interest is available. For example, radio frequency 
identi?er (RFID) tags may be used to identify patients, and 
readers may be located at the entrance to magnetic reso 
nance imaging (MRI) rooms, x-rays, etc. This provides some 
assistance in reconciliation of data, and return value With 
minimum capital expenditure. Further, adoption of RFIDs 
attached to mobile devices like mobile MRI or attached to 
drug containers provides additional business value such as 
the ability to locate and trace “stolen” entities. This has 
impact on the cost and expenses of healthcare organiZations, 
retail store, container of goods, etc. In some cases, it can 
shift company balance sheets from debit to credit. In addi 
tion, by tracking the movement of those entities, it may be 
possible to identify their destination. Smartcards are already 
vastly in use in some locations Within the healthcare indus 
try; patients identify themselves to physicians, labs, radiol 
ogy centers using their smart cards. The information pro 
vided is used to complement the context in a clinical event 
accurately and prevent errors in patient identi?cation and 
patient demographic information. 

[0032] Extending the clinical events With context streams 
can be performed incrementally. In the example of the RFID 
based location aWareness above, a facility may gradually 
install more RFID readers, and gain incremental value as the 
ability to identify location and proximity increases. Another 
feature of the invention is the ability to use different context 
sources. For example, location may be determined using 
RFID as above for patients and by Wireless proximity to a 
Bluetooth node for physicians carrying Bluetooth enabled 
devices (see, e.g., U.S. Ser. No. 09/784,975 (Attorney 
Docket No. YOR920010040US1), ?led on Feb. 16, 2001, 
and entitled “Systems and Methods Wherein a Base Device 
Facilitates a Determination of a Location Associated With an 

Occurrence of an Event”). 

[0033] Another feature of the invention relates to the use 
of logical locations. As an example, hospital location infor 
mation can be mapped from speci?c coordinates onto logical 
locations, such as room numbers or room functions. For 
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example, “operating room” may be mapped to multiple 
coordinates representing multiple rooms. This alloWs entries 
containing the logical location to be more meaningful to 
users of the system, both in the speci?cation of an event of 
interest and in later data entry or validation by individual 
users. 

[0034] Another key feature of the invention is the ability 
to associate events in different points of the process that may 
be in different locations generated by different users or 
systems, so that it is possible to correlate them later on and 
identify missing information. For example, When an order is 
being placed for a lab test, an event is being generated and 
can be correlated With the event generated When the lab 
results are issued. 

[0035] Referring initially to FIG. 1, a block diagram 
illustrates an existing user data entry system that employs 
explicit data validation. As shoWn, user entry system 100 
receives explicit input from, for example, users or business 
processes through a variety of devices such as mobile 
computers 105, desktop computers 110, personal digital 
assistant or cellular phone devices 115 and backend systems 
120. This explicit input is stored in a data store 130, Which 
could be a database, ?at ?le, or other data storage subsystem. 

[0036] Once available, the explicit input stored in 130 can 
be processed by a reconciliation engine 150 according to one 
or more business rules stored in data store 140, such as meal 
and hotel limits or requirements to use the loWest price 
airfare. It is to be appreciated that the business rules may be 
entered and/or created via computer system 145, While 
results of the reconciliation engine 150 may be provided to 
computer system 160. 

[0037] The reconciliation engine 150 may verify that users 
have met the business rules. If so, the system may approve 
the explicit data. OtherWise, the system may take any of a 
number of actions With the explicit data together With the 
business rule that the explicit data violates. These actions 
include presenting the relevant data to the user Who entered 
the explicit data for further veri?cation or to a different user 
(e.g., a manager or auditor) for independent veri?cation. 

[0038] The system depicted in FIG. 1 suffers from a 
number of problems. One such problem is that the system 
can require unnecessary veri?cation. Another is that the 
system cannot detect complex violations that could be 
detected With the addition of context information. In accor 
dance With FIG. 2, an embodiment of a user data entry 
system according to the invention, Which addresses these 
and other problems, is described. 

[0039] Referring noW to FIG. 2, a block diagram illus 
trates a user data entry system, according to an embodiment 
of the present invention. User data entry system 200 uses 
explicit entry provided by, for example, users or business 
processes through a variety of devices such as mobile 
computers 205, desktop computers 210, personal digital 
assistant or cellular phone devices 215 and backend systems 
220. In addition, the explicit data provided by these sources 
is stored in an explicit entry data store 230. Further, business 
logic speci?cations (i.e., business rules) are stored in data 
store 240. The data store 240 could be a database system, a 
?at ?le, or any of a variety of other data stores. Computer 
system 245 may be used to enter and/or create business 
rules. 
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[0040] System 200 also has a reconciliation engine 250. 
Once anomalies are identi?ed, they are presented to a user 
in one or more forms, such as an error message or a query 

or a request for con?rmation. Such results may be provided 
to computer system 260. The reconciliation engine 250 uses 
the explicit data stored in the explicit entry data store 230 
together With the business logic speci?cations stored in the 
business rules store 240. HoWever, unlike reconciliation 
engine 150 (FIG. 1), reconciliation engine 250 also uses 
context information, stored in a context log 275, and patterns 
based on that context, stored in a patterns database 290. 

[0041] The context information is obtained via a variety of 
sources, such as 271, 272, 273, 276, and 277. These sources 
may be connected sources (denoted With solid lines), such as 
272, 273, and 276, or occasionally connected sources 
(denoted With dashed lines), such as 271 and 277, that 
collect context during periods of disconnection and report 
that collected context once connectivity has been reestab 
lished. For example, a FDA in a hospital may collect data 
entered by a physician or collected from the environment 
(e.g., an RFID reader). The FDA Would operate discon 
nected from the netWork While in the hospital, but Would 
reconnect to the netWork once the physician reached an 
environment Where Wireless communications are safe or 
Where the device may be physically connected via a desktop 
or a Wired netWork connection. Context may arrive to the 
system via a context service 270 and be forWarded to a data 
store (e.g., the context log 275). Alternatively, context may 
arrive to the system directly via the context log 275. Regard 
less of hoW context arrives, reconciliation engine 250 uses 
this context in a user data entry validation methodology 
illustrated in accordance With FIG. 3 and described beloW. 

[0042] Further, patterns of context data are observed in the 
context log 275 by a pattern miner 280. Once observed, the 
pattern miner 280 stores the pattern in a pattern database 290 
for use by reconciliation engine 250. Data and pattern 
mining tools are Well knoWn in the art, and used to shield 
users from unWieldy bodies of data by analyZing the data, 
summariZing it, or draWing conclusions from the data that 
the user can understand. For example, one knoWn computer 
softWare data mining product is IBM Corporation’s “Intel 
ligent Miner” Which is operable in several computing envi 
ronments including AIX, AS/400, OS/390, WindoWs NT, 
and WindoWs 2000, and Solaris. The IBM Intelligent Miner 
is an enterprise data mining tool, designed for client/server 
con?gurations and optimiZed to mine very large data sets, 
such as gigabyte data sets. The IBM Intelligent Miner 
includes a plurality of data mining techniques or tools, used 
to analyZe large databases and provides visualiZation tools 
used to vieW and interpret the different mining results. 
Examples of other data mining techniques that may be 
employed are disclosed in US. Ser. No. 10/198,283 (Attor 
ney Docket No. YOR920010625US1, ?led on Jul. 18, 2002, 
and entitled “Method and Apparatus for Providing Flexible 
and Scalable Context Service.” 

[0043] Referring noW to FIG. 3, a How diagram illustrates 
a user data entry validation methodology, according to an 
embodiment of the present invention. To further illustrate 
this reconciliation methodology 300, a hospital charging 
example is considered. An event of interest may be a 
patient’s proximity to an MRI, x-ray, or primary physician. 

[0044] Methodology 300 begins at step 310 Wherein a 
speci?cation of context associated With an event of interest 
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is received. In one illustrative embodiment, the speci?cation 
is made by selecting at least one context source from 
available context sources (e.g., via menus or pull doWns), 
specifying a range of values for the context source, and 
specifying the relationship betWeen these sources. The 
ranges may be numerical (e.g., temperature betWeen 98.6 
and 100 degrees), or may themselves be a collection of 
possible states (e.g., in one of several operating rooms). 

[0045] The relationships may be logical (e.g., AND, OR, 
XOR) or may be composed of these logical relationships 
(e.g., ContextAin range XAND Context B in range Y, When 
Context C is “delayed during of?ce hours”). Further these 
relationships may be described by other terms (e.g., proxi 
mate, equal to Z). Note that context sources may be com 
posed to provide more complex context (e.g., busy, rather 
than on-the-phone, or in-a- meeting, or in-the-operating 
room, or With-a-patient). 

[0046] Other embodiments may include modifying a 
speci?cation template to create a neW speci?cation, provid 
ing an indication of existing templates, accessing a template 
from a supplier of templates (e.g., from a Web source). In 
our example, the context sources are patient location and 
physician location. We assume that MRI and x-ray locations 
are knoWn and constant. If they are mobile devices, then 
their location is also a context source. 

[0047] It is to be appreciated that the context being speci 
?ed depends on the data entry environment. HoWever, some 
general examples of speci?ed context may include a loca 
tion, a time at location, a proximity to a location, a proximity 
to a person, a proximity to a device, a proximity to a person 
satisfying a condition, a proximity to a location during a 
speci?ed time interval, an application invocation, a duration 
of an application invocation, a duration of an application 
focus on a particular subject, an application invocation 
during a speci?ed time interval, a user input, a duration of 
a user input session, a proximity to multiple persons and a 
location, data from an electronic calendar or scheduling 
program, a Work assignment, and/or a Work?oW stage. It is 
to be further appreciated that proximity may be determined 
in accordance With an identi?cation device (e.g., device ID, 
RFID) and may also be determined in accordance With an 
event type and/or a service identi?er 

[0048] Further, it is to be appreciated that events of interest 
may be speci?ed in a manner similar to or different from the 
manner in Which context is speci?ed. 

[0049] Methodology 300 continues in step 320, Which 
operationaliZes the speci?cation. In step 320, context is 
received and associated With the events of interest. Context 
may be received from entities and devices such as, but not 
limited to: sensors (connected Wirelessly or Wired) that may 
be associated With a person or not associated With a person; 
a calendar program, location technology such as a global 
positioning system (GPS); a Wireless access point; a RFID 
tag; an active badge; information technology (IT) compo 
nents Which may include themselves calendars and reserva 
tion schedules. Context may be received in real-time, near 
real-time, or batch mode (e.g., accumulate context data and 
transfer accumulated context data at a later time). 

[0050] Thus, it is to be appreciated that, in general, context 
may be received through a computer program, a ?le transfer, 
a batch mode, a communications netWork (e.g., Ethernet 
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802.11, Bluetooth, cellular Wide area network (WAN), Inter 
net, etc.), a communications-enabled device (e.g., RFID 
tag), and a polling mechanism. Context may be received 
from a single source or from more than one source. Context 

may also be received from user entry and/or a video. Again, 
it is to be understood that the type of context and hoW it is 
received depends on the data entry environment. 

[0051] Further, in step 320, context received is then exam 
ined in conjunction With the speci?cation of step 320. In our 
example, patient location is examined in conjunction With 
knoWn locations of MRI and x-rays, and With dynamic 
locations of physicians. When the context or composed 
context matches the speci?cation, an indication of the match 
is provided. In an illustrative embodiment, the indication 
includes reference to time of day, location, and/or other 
available data. 

[0052] Further, in one illustrative embodiment, step 320 
employs context logs Which contain historical context. For 
example, location context may be collected by a device such 
as a GPS-enabled PDA. The log of such location context 
may be periodically transmitted to be used in step 320. 
Alternately, location context may be collected by a third 
party such as a cellular carrier and made available on a 
demand or on a periodic basis. An example of one applica 
tion employing such historical logs can be found in valida 
tion of charges associated With client visits. Historical 
location context associated With an employee may be com 
pared to historical location context associated With a client, 
and charges for customer calls validated against determina 
tion of proximity of the employee to the client. 

[0053] In step 330, methodology 300 associates context 
received and examined in step 320 With user entries repre 
senting events of interest associated With the speci?cation of 
310. In our example, patient charges entered by an admin 
istrator or hospital IT process or program are associated With 
the context stream of step 320. Charges may be associated 
With one or more elements of context, composed context or 
analyZed context. Charges may be associated With none. 
Context may be associated With one or more charges, or With 
none. Furthermore, the step of associating context may be 
responsive to a time of day, a time of event of interest, a 
location of event of interest, a location of entity, a source of 
context, and/or an entity associated With context. 

[0054] In step 340, methodology 300 evaluates the user 
entries in light of the context. Con?dence in user entries may 
be increased, decreased or untouched by the information 
provided by the context. Such evaluation may be done via 
algorithm, table or data look up, previous speci?cation, 
manually via user examination (e.g., shoW the user the 
relevant context streams and request con?rmation). In our 
example, a charge for x-ray should be associated With a 
proximity of the patient to the x-ray on that date. If no 
proximity had been recorded, doubt is cast on the charge. If 
proximity Was recorded and no charge Was present, doubt is 
cast on the lack of charge. In one embodiment, user entries 
must be validated to be considered valid. 

[0055] Thus, in general, evaluating user entries responsive 
to context may include a determination of validity, a deter 
mination of a likelihood of validity, a determination of a 
missing entry, and a determination of a missing element of 
an entry. Further, a de?ned Work?oW of correlated events 
may exist and the associated context uses the position in the 
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Work?oW for determination. For example, a Work?oW may 
be de?ned for ful?lling a service contract Which includes 
authoriZation, purchase of materials, and inspections. Pur 
chase of materials, associated With location based context, 
Which occurs at the Wrong point of the Work?oW, may be 
precluded from association With the contract. In another 
example, medical procedures may be required to take place 
in a speci?c order. This Work?oW can be used in conjunction 
With context to identify missed charges. 

[0056] In step 350, methodology 300 provides an indica 
tion of the evaluation performed in step 340. Such evalua 
tion may be incremental, may occur once upon completion, 
and may be done locally or remotely. Results of the evalu 
ation may be provided to the user that made the entry or to 
a third party. The indication may be, by Way of example, a 
data message, an audible message, a visual message, an error 
message, an error log, a validation log, a con?dence level. 
Methodology 300 ends at block 360. 

[0057] Referring noW to FIG. 4, a block diagram illus 
trates a computer system in accordance With Which one or 
more components/steps of a user data entry system (e.g., 
components/steps described in the context of FIGS. 2 and 
3) may be implemented, according to an embodiment of the 
present invention. For example, the illustrative architecture 
of FIG. 4 may be used in implementing any and all of the 
components of data stores 230, 240, 275 and 290, recon 
ciliation engine 250, context service 270, and pattern miner 
280 (as shoWn in FIG. 2). Also, the illustrative architecture 
of FIG. 4 may also be used in implementing any and all of 
the computing devices 205, 210, 215, 220, 245 and 260 (as 
shoWn in FIG. 2). 

[0058] Further, it is to be understood that the individual 
components/steps may be implemented on one such com 
puter system, or more preferably, on more than one such 
computer system. In the case of an implementation on a 
distributed system, the individual computer systems and/or 
devices may be connected via a suitable netWork (e.g., the 
Internet or World Wide Web). HoWever, the system may be 
realiZed via private or local netWorks. The invention is not 
limited to any particular netWork. 

[0059] As shoWn, the computer system 400 may be imple 
mented in accordance With a processor 410, a memory 420, 
I/O devices 430, and a netWork interface 440, coupled via a 
computer bus 450 or alternate connection arrangement. 

[0060] It is to be appreciated that the term “processor” as 
used herein is intended to include any processing device, 
such as, for example, one that includes a CPU (central 
processing unit) and/or other processing circuitry. It is also 
to be understood that the term “processor” may refer to more 
than one processing device and that various elements asso 
ciated With a processing device may be shared by other 
processing devices. 

[0061] The term “memory” as used herein is intended to 
include memory associated With a processor or CPU, such 
as, for example, RAM, ROM, a ?xed memory device (e.g., 
hard drive), a removable memory device (e.g., diskette), 
?ash memory, etc. 

[0062] In addition, the phrase “input/output devices” or 
“I/O devices” as used herein is intended to include, for 
example, one or more input devices (e.g., keyboard, mouse, 
etc.) for entering data to the processing unit, and/or one or 
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more output devices (e. g., speaker, display, etc.) for present 
ing results associated With the processing unit. 

[0063] Still further, the phrase “network interface” as used 
herein is intended to include, for example, one or more 
transceivers to permit the computer system to communicate 
With another computer system via an appropriate commu 
nications protocol. 

[0064] Accordingly, softWare components including 
instructions or code for performing the methodologies 
described herein may be stored in one or more of the 
associated memory devices (e.g., ROM, ?xed or removable 
memory) and, When ready to be utiliZed, loaded in part or in 
Whole (e.g., into RAM) and executed by a CPU. 

[0065] It is to be further appreciated that the present 
invention also includes techniques for providing user data 
entry services. 

[0066] By Way of example, a service provider agrees (e.g., 
via a service level agreement or some informal agreement or 
arrangement) With a service customer or client to provide 
user data entry services. That is, by Way of one example 
only, the service provider may host the customer’s Web site 
and associated applications (e.g., medical billing applica 
tion, e-commerce application, etc.). Then, in accordance 
With terms of the contract betWeen the service provider and 
the service customer, the service provider provides user data 
entry services Which may include one or more of the 
methodologies of the invention described herein. By Way of 
example, this may include automatically validating user data 
entries based on a context stream so as to provide one or 

more bene?ts to the service customer. The service provider 
may also provide one or more of the context sources used in 
the validations. For example, the service provider may 
provide location context, or electronic calendar services. 

[0067] Although illustrative embodiments of the present 
invention have been described herein With reference to the 
accompanying draWings, it is to be understood that the 
invention is not limited to those precise embodiments, and 
that various other changes and modi?cations may be made 
by one skilled in the art Without departing from the scope or 
spirit of the invention. 

What is claimed is: 
1. A method of processing one or more user entries 

associated With one or more events of interest, comprising 
the steps of: 

obtaining context associated With the one or more events 

of interest; 

associating at least a portion of the obtained context With 
one or more user entries representing events of interest; 

evaluating at least a portion of the one or more user entries 
responsive to at least a portion of the context; and 

providing an indication of the one or more events of 
interest responsive to the evaluation. 

2. The method of claim 1, further comprising the step of 
obtaining a speci?cation of context associated With one or 
more events of interest. 

3. The method of claim 1, further comprising the step of 
specifying the one or more events of interest. 

4. The method of claim 2, Wherein the step of obtaining 
a speci?cation of context comprises obtaining at least one of 
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a location, a time at location, a proximity to a location, a 
proximity to a person, a proximity to a device, a proximity 
to a person satisfying a condition, a proximity to a location 
during a speci?ed time interval, an application invocation, a 
duration of an application invocation, a duration of an 
application focus on a particular subject, an application 
invocation during a speci?ed time interval, a user input, a 
duration of a user input session, a proximity to multiple 
persons and a location, a calendar, a Work assignment, and 
a Work?oW stage. 

5. The method of claim 4, Wherein obtaining a location 
comprises obtaining a physical location. 

6. The method of claim 5, further comprising the step of 
mapping a physical location onto a logical location. 

7. The method of claim 4, Wherein at least one of the 
proximities is determined in accordance With an identi?ca 
tion device. 

8. The method of claim 1, Wherein context is obtained 
through at least one of a computer program, a ?le transfer, 
a batch mode, a communications netWork, a communica 
tions-enabled device, and a polling mechanism. 

9. The method of claim 1, Wherein context is obtained 
from one or more sources. 

10. The method of claim 1, Wherein context is obtained 
from at least one of a calendar, a global positioning system, 
user entry, a video, a sensor associated With a person, a 
sensor not associated With a person, and a proximity to a 
Wireless access point. 

11. The method of claim 1, wherein the step of associating 
context is responsive to at least one of a time of day, a time 
of event of interest, a location of event of interest, a location 
of entity, a source of context, and an entity associated With 
context. 

12. The method of claim 1, Wherein evaluating the one or 
more user entries responsive to context comprises at least 
one of a determination of validity, a determination of a 
likelihood of validity, a determination of a missing entry, and 
a determination of a missing element of an entry. 

13. The method of claim 12, Wherein a Work?oW exists 
and at least one of the determinations comprises determining 
at least one Work?oW stage, the at least one Work?oW stage 
being associated With at least one context. 

14. The method of claim 1, Wherein providing an indica 
tion comprises at least one of providing a log, an error 
message, a Warning, a default entry, an amended entry, a neW 
entry, a deleted entry, a Work?oW, an e-mail, and a noti? 
cation. 

15. The method of claim 1, Wherein the evaluating step 
comprises the step of, responsive to at least tWo sources of 
context, creating a composed source of context. 

16. The method of claim 15, Wherein the composed source 
is created through a calculation. 

17. Amethod of validating one or more expenses based on 
context data, comprising the steps of: 

obtaining context data in the form of a location history for 
at least one user; 

responsive to user entry of one or more expenses incurred, 
determining a location associated With an expense; 

reconciling the user location history With the location 
associated With the expense; 

providing an indication of the reconciliation. 
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18. The method of claim 17, further comprising the step 
of obtaining location history for at least one device. 

19. Amethod of validating a charge based on context data, 
comprising the steps of: 

obtaining context data in the form of a charge history for 
at least one client; and 

comparing one or more current charges for the client to 
one or more previous charges for the client. 

20. The method of claim 19, further comprising the step 
of comparing the one or more current charges for the client 
to previous, similar charges for other clients. 

21. Amethod of validating a charge based on context data, 
comprising the steps of: 

obtaining context data in the form of a charge history for 
at least one employee; 

comparing a current charge for a client of the employee to 
one or more previous charges originating from the 
employee for the client; and 

comparing the current charge for the client of the 
employee to the previous charges originating from the 
employee for all clients. 

22. Apparatus for processing one or more user entries 
associated With one or more events of interest, comprising: 

a memory; and 

at least one processor coupled to the memory and opera 
tive to: obtain context associated With the one or 
more events of interest; (ii) associate at least a portion 
of the obtained context With one or more user entries 

representing events of interest; (iii) evaluate at least a 
portion of the one or more user entries responsive to at 

Aug. 25, 2005 

least a portion of the context; and (iv) provide an 
indication of the one or more events of interest respon 
sive to the evaluation. 

23. An article of manufacture processing one or more user 
entries associated With one or more events of interest, 
comprising a machine readable medium containing one or 
more programs Which When executed implement the steps 
of: 

obtaining context associated With the one or more events 

of interest; 

associating at least a portion of the obtained context With 
one or more user entries representing events of interest; 

evaluating at least a portion of the one or more user entries 
responsive to at least a portion of the context; and 

providing an indication of the one or more events of 
interest responsive to the evaluation. 

24. A method of providing a service for validating one or 
more user entries associated With one or more events of 

interest, comprising the steps of: 

a service provider providing a service to a customer Which 
comprises obtaining context associated With the one or 
more events of interest, associating at least a portion of 
the obtained context With one or more user entries 

representing events of interest, evaluating at least a 
portion of the one or more user entries responsive to at 
least a portion of the context, and providing an indi 
cation of the one or more events of interest responsive 
to the evaluation. 


