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(57) ABSTRACT 

A method and a system for managing a data object so as to 
comply With predetermined conditions for usage of the data 
object. To control the usage of the data object, a set of 
control data, de?ning uses of the data object, Which comply 
With the predetermined conditions, is created for the data 
object. The data object is concatenated With the user set of 
control data, encrypted and transferred to the user. When the 
user Wants to use the data object, a special user program 
checks Whether the usage complies With the control data. If 
so, the usage is enabled. Otherwise it is disabled. 
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Fig 1 
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METHOD AND SYSTEM FOR MANAGING A DATA 
OBJECT SO AS TO COMPLY WITH 

PREDETERMINED CONDITIONS FOR USAGE 

RELATED APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 09/321,386 ?led May 27, 1999, Which 
in turn claimed priority to US. patent application Ser. No. 
09/164,606 ?led Oct. 1, 1998, Which in turn claimed priority 
to US. patent application Ser. No. 08/594,811, ?led on Jan. 
31, 1996, now US. Pat. No. 5,845,281, Which in turn 
claimed priority to the SWedish Application No. 9500355-4, 
?led on Feb. 1, 1995, the contents of Which are incorporated 
by reference herein for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates to data processing 
and more particularly to a method and a system for man 
aging data objects so as to comply With predetermined 
conditions for usage. 

[0003] Description of Related Technology 

[0004] Much has been Written recently regarding the 
puZZle of universal connectivity. A typical vision of the data 
highWay has long distance high speed data carriers inter 
connecting regional netWorks Which provide telecommuni 
cations services and a Wide range of interactive on-line 
services to consumers. Many of the pieces are already in 
place, others are in development or testing. In fact, even 
though the data highWay is under construction it is currently 
open to limited traf?c. On-line services are springing up 
daily and video on demand services are currently being 
tested. 

[0005] The potential to bene?t society is immense. The 
scope of information available to consumers Will become 
truly global as the traditional barriers to entry for distribu 
tion of, and access to, information are loWered dramatically. 
This means that more diverse and specialiZed information 
Will be made available just as conveniently as generic 
sources from major vendors used to be. The end result is that 
organiZations and individuals Will be empoWered in Ways 
heretofore only imagined. 

[0006] HoWever, a fully functioning data highWay Will 
only be as valuable as the actual services Which it provides. 
Services envisioned for the data highWay that involve the 
delivery of data objects (eg books, ?lms, video, neWs, 
music, softWare, games, etc.) Will be and are currently 
limited by the availability of such objects. Library and 
educational services are similarly affected. Before oWners 
Will alloW their data objects to be offered they must be 
assured of royalty payments and protection from piracy. 

[0007] Encryption is a key component of any solution to 
provide copy protection. But encryption alone is not enough. 
During transmission and storage the data objects Will be 
protected by encryption, but as soon as anyone is given the 
key to decipher the content he Will have unlimited control 
over it. Since the digital domain permits data objects to be 
reproduced in unlimited quantities With no loss of quality, 
each object Will need to be protected from unlimited use and 
unauthoriZed reproduction and resale. 

[0008] The protection problem must not be solved by a 
separate solution for each particular data format, because 
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then the progress Will indeed be sloW. It is important to 
consider the effect of standardiZation on an industry. Con 
sider hoW the VHS, the CD and the DAT formats, and the 
IBM PC compatibility standards have encouraged groWth in 
their respective industries. HoWever, if there is to be any 
type of standardiZation, the standard must provide universal 
adaptability to the needs of both data providers and data 
users. 

[0009] The data object oWner may Want to have permanent 
secure control over hoW, When, Where, and by Whom his 
property is used. Furthermore, he may Want to de?ne 
different rules of engagement for different types of users and 
different types of security depending on the value of par 
ticular objects. The rules de?ned by him shall govern the 
automated operations enabled by data services and netWork 
ing. The oWner may also Want to sell composite objects With 
different rules governing each constituent object. Thus, it is 
necessary to be able to implement variable and extensible 
control. 

[0010] The user on his part Wants to be able to search for 
and purchase data objects in a convenient manner. If desired, 
the user should be able to combine or edit purchased objects 
(i.e. for creating a presentation). Furthermore, the user may 
Want to protect his children from inappropriate material. A 
complete solution must enable these needs as Well. 

[0011] What is needed is a universally adaptable system 
and method for managing the eXchange and usage of data 
objects While protecting the interests of data object oWners 
and users. 

[0012] A method for enforcing payment of royalties When 
copying softcopy books is described in the European patent 
application EP 0 277 800. This method protects a formatted 
teXt stream of a structured document Which includes a 
royalty payment element having a special tag. When the 
formatted teXt stream is inputted in the user’s data processor, 
the teXt stream is searched to identify the royalty payment 
element and a ?ag is stored in the memory of the data 
processor. When the user for instance requests to print the 
document, the data processor requests authoriZation for this 
operation from a second data processor. The second data 
processor charges the user the amount indicated in the 
royalty payment element and then transmits the authoriZa 
tion to the ?rst data processor. 

[0013] One serious limitation of this method is that it can 
only be applied to structured documents. The description of 
the above-mentioned European patent application de?nes a 
structured document as: a document prepared in accordance 
With an SGML compliant type de?nition. In other Words it 
can not be applied to documents Which are not SGML 
compliant and it cannot be applied to any other types of data 
objects. 
[0014] Furthermore, this method does not provide for 
variable and extensible control. Anyone can purchase a 
softcopy book on a CD, a ?oppy disc or the like, and the 
same royalty amount is indicated in the royalty payment 
element of all softcopy books of the same title. 

[0015] Thus, the method described in EP 0 277 800 does 
not satisfy the above-mentioned requirements for univer 
sally adaptable protection of data objects. 

SUMMARY OF THE INVENTION 

[0016] Certain aspects of the present invention includes a 
method and a data processing system for managing a data 
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object in a manner that is independent of the format and the 
structure thereof, so as to comply With predetermined con 
ditions for usage control and royalty payment. 

[0017] More particularly, a data object provider, e.g., the 
oWner of a data object or his agent (broker), stores the data 
object in a memory device, e. g. a bulk storage device, Where 
it is accessible by means of the data provider’s data proces 
sor. The data object can consist of digital data, analog data 
or a combination or hybrid of analog and digital data. 

[0018] A general set of control data, Which is based on the 
predetermined conditions for usage of the data object, is 
created and stored in the same memory device as the data 
object or another memory device Where it is accessible by 
the data provider’s data processor. The predetermined con 
ditions for usage may be de?ned by the data object oWner, 
by the broker or by anyone else. They may differ, betWeen 
different data objects. 

[0019] The general set of control data comprises at least 
one or more usage control elements, Which de?ne usages of 
the data object Which comply With the predetermined con 
ditions. These usages may encompass for instance the kind 
of user, a time limit for usage, a geographical area for usage, 
alloWed operations, such as making a hard copy of the data 
object or vieWing it, and/or claim to royalty payment. The 
general set of control data may comprise other kinds of 
control elements besides the usage control element. In a 
preferred embodiment, the general set of control data com 
prises a security control element Which de?nes a security 
procedure Which has to be carried out before usage of the 
data object. It also comprises an identi?er, Which uniquely 
identi?es the general set of control data. 

[0020] The general set of control data is concatenated With 
a copy of the data object. Thus, the control data does not 
reside in the data object, but outside it, Which makes the 
control data independent of the format of and the kind of 
data object and Which alloWs for usage control indepen 
dently of the data object format. 

[0021] At least the usage control element(s) and the data 
object are encrypted, so that the user is unable to use the data 
object Without a user program Which performs the usage 
control and Which decrypts the data object. Alternatively, the 
Whole set of control data and the copy of the data object may 
be encrypted. 

[0022] A user may request authoriZation for usage of a 
data object residing at a data provider’s processor via a data 
netWork or in any other appropriate Way. The authoriZation 
may or may not require payment. When a request for 
authoriZation for usage is received, a user set of control data 
is created by the data provider’s processor. The user set of 
control data comprises the general set of control data or a 
subset thereof including at least one of said usage control 
elements Which is relevant for the actual user. It typically 
also includes a neW identi?er Which uniquely identi?es this 
set of control data. If relevant, the user set of control data 
also comprises an indication of the number of usages 
authoriZed. If more than one kind of usage is authoriZed, the 
number of each kind of usage may be speci?ed. Finally, the 
user set of control data is concatenated With a copy of the 
data object, and at least the usage control elements and the 
copy of the data object are encrypted to create a secure data 
package ready for transfer to the user. 
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[0023] Before the data package is transferred to the user, 
it should be con?rmed that the request for authoriZation for 
usage has been granted. The check is preferably carried out 
before the user set of control data is created. HoWever, it can 
also be carried out in parallel With or after the creation of the 
user control data. In the latter case, the number of usages 
requested by the user is tentatively authoriZed and included 
in the user set, but if the request is refused the user set is 
canceled or changed. 

[0024] The data package may be transferred to the user by 
electronic means or stored on bulk storage media and 
transferred to the user by mail or by any suitable transpor 
tation means. 

[0025] Once the data object has been packaged in the 
above-described manner, it can only be accessed by a user 
program Which has built-in usage control and means for 
decrypting the data package. The user program Will only 
permit usages de?ned as acceptable in the control data. 
Moreover, if the control data comprises a security control 
element, the security procedure prescribed therein has to be 
complied With. In one embodiment, the usage control may 
be performed as folloWs. If the user decides to use a data 
object, the user program checks the control data to see if this 
action is authoriZed. More particularly, it checks that the 
number of authoriZed usages of this kind is one or more. If 
so, the action is enabled and the number of authoriZed 
usages decremented by one. OtherWise, the action is inter 
rupted by the user program and the user may or may not be 
given the opportunity to purchase the right to complete the 
action. 

[0026] After the usage, the user program repackages the 
data object in the same manner as it Was packaged before. 

[0027] When a data object is redistributed by a user or a 
broker, neW control elements are added in the control data to 
re?ect the relation betWeen the old user/broker and the neW 
user/broker. In this Way, an audit trail for the data object may 
be created. 

[0028] According to another aspect of the invention at 
least tWo data packages are stored on a user’s data processor, 
Which eXamines the usage control elements of the data 
packages in order to ?nd a match. If a match is found, the 
user’s data processor carries out an action Which is speci?ed 
in the user set of control data. This method can be used for 
selling and buying data objects. 

BRIEF DESCRIPTION OF DRAWINGS 

[0029] FIG. 1 is a How diagram shoWing the general data 
How according to the invention. 

[0030] FIG. 2 is a system block diagram of a data object 
provider’s data processor. 

[0031] FIG. 3 is a block diagram shoWing the different 
modules of a data packaging program according to the 
invention. 

[0032] FIG. 4 is a data How diagram of a data packaging 
process. 

[0033] 

[0034] 

FIG. 5 is an eXample of a header ?le. 

FIG. 6 is an eXample of a usage data ?le. 
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[0035] FIG. 7 is a data How diagram of loading an object 
to the data object provider’s data processor. 

[0036] FIGS. 8a and 8b are examples of control data for 
a data object on the data object provider’s data processor and 
for an object ready to be transferred to a user, respectively. 

[0037] FIG. 9 is a data How diagram of data packaging on 
the data object provider’s data processor. 

[0038] FIG. 10 is a How diagram of a data packaging 
procedure. 
[0039] FIG. 11 is a memory image of a data object and its 
control data. 

[0040] FIG. 12a is a memory image of the concatenated 
control data and data object. 

[0041] FIG. 12b is a memory image of the concatenated 
and encrypted control data and data object. 

[0042] FIG. 13 is a system block diagram of a user’s data 
processor. 

[0043] FIG. 14 is a block diagram shoWing the different 
modules of a user program according to the invention. 

[0044] FIG. 15 is a How diagram of using a data object on 
the user’s data processor. 

[0045] FIG. 16 is a How diagram of hoW the user program 
operates in a speci?c application eXample. 

[0046] FIG. 17 is an example of various data package 
structures for composite objects. 

DESCRIPTION OF CERTAIN EMBODIMENTS 
OF THE INVENTION 

[0047] Certain embodiments of the 
described in this section. 

[0048] General OvervieW 

[0049] FIG. 1 is a How diagram shoWing the general data 
How according to the invention. The How diagram is divided 
into a data object provider part 1 and a user part 2. 

[0050] In the data object provider part 1, a data object 24 
is created by an author. The data object 24 may be stored in 
a data base management system (DBMS) 22. The data object 
can consist of digital data, analog data or a combination or 
hybrid of analog and digital data. The primary difference 
betWeen analog data objects and digital data objects is the 
means for storage, transfer and usage. 

[0051] The author also determines the conditions 42 for 
the usage of the data object 24 by a user. The data object 24 
and the usage conditions 42 are input to a data packaging 
program 19, Which creates a secure data package 40 of the 
data object and of control data Which are based on the input 
usage conditions 42. Once packaged in this Way, the data 
object can only be accessed by a user program 35. 

invention are 

[0052] The data object may be packaged together With a 
general set of control data, Which is the same for all users of 
the data object. This may be the case When the data object 
is sent to a retailer or a bulletin board, Wherefrom a user may 
obtain it. The data object may also be packaged as a 
consequence of a request from a user for usage of the data 
object. In that case, the package may include control data 
Which is speci?cally adapted to that user. This control data 
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is called a user set of control data. It may for eXample 
comprise the number of usages purchased by the user. 
Typically, the user set of control data Will be created on the 
basis of the general set of control data and include at least 
a subset thereof. Auser set of control data need not alWays 
be adapted for a speci?c user. All sets of control data Which 
are created on the basis of a general set of control data Will 
be called a user set of control data. Thus, a set of control data 
can be a general set in one phase and a user set in another 
phase. 

[0053] The above-mentioned data packaging can be car 
ried out by the author himself by means of the data pack 
aging program 19. As an alternative, the author may send his 
data object to a broker, Who inputs the data object and the 
usage conditions determined by the author to the data 
packaging program 19 in order to create a secure package 
40. The author may also sell his data object to the broker. In 
that case, the broker probably Wants to apply his oWn usage 
conditions to the data packaging program. The author may 
also provide the data object in a secure package to the 
broker, Who repackages the data object and adds further 
control data Which is relevant to his business activities. 
Various combinations of the above alternatives are also 
conceivable. 

[0054] In the user part 2 of the How diagram, the secure 
package 40 is received by a user, Who must use the user 
program 35 in order to unpackage the secure package 40 and 
obtain the data object in a ?nal form 80 for usage. After 
usage, the data object is repackaged into the secure package 
40. 

[0055] The different parts of the system and the different 
steps of the method according to the invention Will noW be 
described in more detail. 

[0056] The Data Provider’s Data Processor 

[0057] FIG. 2 is a system block diagram of a data object 
provider’s data processor. As mentioned above, the data 
object provider may be an author of a data object, an oWner 
of a data object, a broker of a data object or anyone else Who 
Wants to distribute a data object, While retaining the control 
of its usage. The data processor is a general or special 
purpose processor, preferably With netWork capabilities. It 
comprises a CPU 10, a memory 11 and a netWork adapter 12, 
Which are interconnected by a bus 13. As shoWn in FIG. 2, 
other conventional means, such as a display 14, a keyboard 
15, a printer 16, a bulk storage device 17, and a ROM 18, 
may also be connected to the bus 13. The memory 11 stores 
netWork and telecommunications programs 21 and an oper 
ating system (OS) 23. All the above-mentioned elements are 
Well-knoWn to the skilled person and commercially avail 
able. For the purpose of the present invention, the memory 
11 also stores a data packaging program 19 and, preferably, 
a database 20 intended for control data. Depending upon the 
current operation, one or more data objects 24 can be stored 
in the memory 11 as shoWn or in the bulk storage 17. The 
data provider’s data processor is considered secure. 

[0058] The Data Packaging Program 

[0059] The data packaging program 19 is used for creating 
control data for controlling the usage of a data object and for 
packaging the data object and the control data into a secure 
package. 
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[0060] As shown in FIG. 3, it comprises a program 
control module 301, a user interface module 302, a pack 
aging module 303, a control data creation module 304, an 
encryption module 305, one or more format modules 306, 
and one or more security modules 307. 

[0061] The control module 301 controls the execution of 
the other modules. The user interface module 302 handles 
interaction With the data object provider. The packaging 
module 303 packages the control data and the data object. It 
uses the control data creation module 304, the format 
modules 306, the security modules 307 and the encryption 
module 305 as Will be described more in detail beloW. 

[0062] The format modules 306 comprise program code, 
Which is required to handle the data objects in their native 
format. They can ful?ll functions such as data compression 
and data conversion. They can be implemented by any 
appropriate, commercially available program, such as by 
means of a routine from the PKWARE Inc. Data Compres 
sion Library for WindoWs and the Image Alchemy package 
from Handmade SoftWare Incorporated, respectively. They 
can also be implemented by custom designed programs. 

[0063] The security modules 307 comprise program code 
required to implement security, such as more sophisticated 
encryption than What is provided by the encryption module 
305, authoriZation algorithms, access control and usage 
control, above and beyond the basic security inherent in the 
data package. 

[0064] The data packaging program 19 can contain many 
different types of both format and security modules. The 
program control module 301 applies the format and security 
modules Which are requested by the data provider. 

[0065] The encryption module 305 may be any appropri 
ate, commercially available module, such as “FileCrypt” 
Visual Basic subprogram found in Crescent SoftWare’s 
QuickPak Professional for WindoWs—FILECRPT.BAS, or 
a custom designed encryption program. 

[0066] The control data creation module 304 creates the 
control data for controlling the usage of the data object. An 
example of a control data structure Will be described more 
in detail beloW. 

[0067] The Control Data 

[0068] The control data can be stored in a header ?le and 
a usage data ?le. In a preferred embodiment, the header ?le 
comprises ?elds to store an object identi?er, Which uniquely 
identi?es the control data and/or its associated data object, 
a title, a format code, and a security code. The format code 
may represent the format or position of ?elds in the usage 
data ?le. Alternatively, the format code may designate one or 
more format modules to be used by the data packaging 
program or the user program. The security code may rep 
resent the encryption method used by the encryption module 
305 or any security module to be used by the data packaging 
program and the user program. The header ?le ?elds Will be 
referred to as header elements. 

[0069] The usage data ?le comprises at least one ?eld for 
storing data Which controls usage of the data object. One or 
more usage data ?elds Which represent one condition for the 
usage of the data object Will be referred to as a usage 
element. In a preferred embodiment, each usage element is 
de?ned by an identi?er ?eld, eg a serial number, a siZe 
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?eld, Which speci?es the siZe of the usage element in bytes 
or in any other appropriate Way, and a data ?eld. 

[0070] The header elements and the usage elements are 
control elements Which control all operations relating to the 
usage of the object. The number of control elements is 
unlimited. The data provider may de?ne any number of 
control elements to represent his predetermined conditions 
of usage of the data object. The only restriction is that the 
data packaging program 19 and the user program 35 must 
have compatible program code to handle all the control 
elements. This program code resides in the packaging mod 
ule and the usage manager module, to be described beloW. 

[0071] Control elements can contain data, script or pro 
gram code Which is executed by the user program 35 to 
control usage of the related data object. Script and program 
code can contain conditional statements and the like Which 
are processed With the relevant object and system param 
eters on the user’s data processor. It Would also be possible 
to use a control element to specify a speci?c proprietary user 
program Which can only be obtained from a particular 
broker. 

[0072] It is evident that the control data structure 
described above is but one example. The control data 
structure may be de?ned in many different Ways With 
different control elements. For example, the partitioning of 
the control data in header data and usage data is not 
mandatory. Furthermore, the control elements mentioned 
above are but examples. The control data format In ay b e 
unique, e.g. different for different data providers, or de?ned 
according to a standard. 

[0073] The Operation of the Data Packaging Program 

[0074] The operation of a ?rst embodiment of the data 
packaging program Will noW be described With reference to 
the block diagram of FIG. 3 and the How diagram of FIG. 
4. 

[0075] First a data provider creates a data object and saves 
it to a ?le, step 401. When the data packaging program is 
started, step 402, the user interface module 302 prompts the 
data object provider to input, step 403, the header informa 
tion consisting of eg an object identi?er, a title of the data 
object, a format code specifying any format module to be 
used for converting the format of the data object, and a 
security code specifying any security module to be used for 
adding further security to the data object. Furthermore, the 
user interface module 302 prompts the data object provider 
to input usage information, eg his conditions for the usage 
of the data object. The usage information may comprise the 
kind of user Who is authoriZed to use the data object, the 
price for different usages of the object etc. The header 
information and the usage information, Which may be 
entered in the form of predetermined codes, is then passed 
to the control module 301, Which calls the packaging module 
303 and passes the information to it. 

[0076] The packaging module 303 calls the control data 
creation module 304, Which ?rst creates a header ?le, then 
creates header data on the basis of the header information 
entered by the data object provider and ?nally stores the 
header data, step 404-405. Then a usage data ?le is created, 
usage data created on the basis of the usage information 
entered by the data provider, and ?nally the usage data is 
stored in the usage data ?le, step 406-407. 
















