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(57) ABSTRACT 

A method for partitioning a memory mass storage device is 
disclosed. The partition task is performed by the controller 
Within the memory mass storage device. Firstly, the con 
troller partitions the logical space of the memory storage 
device into multiple areas, each area belonging to a particu 
lar drive. Secondly, the controller partitions the logical space 
of the memory storage device into a public area and a 
security area, both areas belonging to the same drive. 
Finally, the controller partitions the logical space of the 
memory storage device into multiple areas, Which include 

1, 2002. public areas and security areas and belong to multiple drives. 
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METHOD FOR PARTITIONING MEMORY MASS 
STORAGE DEVICE 

FIELD OF THE INVENTION 

[0001] The present invention relates to mass storage 
device, and particularly to a method for partitioning a 
memory mass storage device. 

BACKGROUND OF THE INVENTION 

[0002] Although hard disk drives are Widely used in 
current computer system, there are still a variety of de? 
ciencies regarding such rotating, magnetic mass storage 
devices, like an inherent latency during accessing the hard 
disk drives, high poWer consumption, being unable to With 
stand the physical shock, and having a large Weight for 
portable computer devices. 

[0003] A non-volatile memory mass storage device, like a 
?ash memory disk drive, is a nice choice for replacing a hard 
disk. Each memory mass storage device alWays comprises 
tWo portions; one is a controller part, and the other is a 
memory module. The semiconductor technology alloWs 
such a memory storage device to Withstand many of the 
kinds of physical shock and reduce poWer consumption or 
Weight. These ?ash memory storage devices are also Widely 
used and accepted for all the current computer devices, like 
desktop PC, laptop, PDA, DSC, and so on. Each of current 
mass storage devices, no matter hard disk drives or memory 
storage devices, is alWays con?gured as a mass storage drive 
by the host. This drive could be partitioned into a plurality 
of “logical” drives by the host. For eXample, the host just 
eXecutes a “partition program” and then the partition infor 
mation is Written into the drive. When neXt time poWer-on, 
such a drive partitioned by the host Will be recogniZed as 
multiple ‘logical’ drive. 

[0004] From the host point of vieW, a drive is composed of 
a plurality of logical blocks, and the partition information is 
generally located on the ?rst block, logical block address 
0(LBA 0). If the ?rst block is defective or infected by the 
computer virus, all the logical drives indicated by the 
partition information may not be detected by the host. It is 
a risk for a drive partitioned into multiple logical drives by 
the host. 

[0005] Furthermore, because the host can easily free 
access all the data, some important ?les, like system ?les, 
may be deleted by careless end users. Another aspects of this 
case, the right of data access is too open to meet the private, 
security requirements. It is another risk or inconvenience. 

[0006] Accordingly, the object of the present invention is 
to provide a method for partitioning a memory storage 
device into multiple drives. Such a method is performed by 
the controller, instead of the host. Each of said multiple 
drives is exactly a drive for the host, but not a logical drive. 
If the host eXecutes a “partition program” to partition each 
drive and then a copy of partition information Will be Written 
into the ?rst block of each drive. Thereby, it reduces the 
possibility of partition information defect or computer virus 
infection. Moreover, a drive could be subdivided into a 
variety of areas; some are freely accessed by any end users 
and the others can be accessed just for the speci?c users 
passing the passWord identi?cation. Thereby, the function of 
data protection or security could be implemented. The 
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various objects and advantages of the present invention Will 
be more readily understood from the folloWing detailed 
description When read in conjunction With the appended 
draWing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] FIG. 1 shoWs a computer system With a memory 
storage device. 

[0008] FIG. 2 shoWs a conventional method for the usage 
of a logical space and con?guration of a memory storage 
device 

[0009] FIG. 3 shoWs a conventional structure of disk 
partition performed by the host. 

[0010] FIG. 4 shoWs that the controller partitions a logical 
space of a memory storage device into tWo drives. 

[0011] FIG. 5 shoWs the data structure of the information 
block according to the present invention. 

[0012] FIG. 6 shoWs that the controller partitions a logical 
space of a mass storage device into a public area and a 
security area, both areas belonging to the same drive. 

[0013] FIG. 7 shoWs that the security area Will be 
accessed by the host after passing the passWord identi?ca 
tion. 

[0014] FIG. 8 shoWs the data structure of information 
block according to the present invention. 

[0015] FIG. 9 shoWs that the controller partitions a logical 
space of a memory storage device into tWo drives, each of 
Which includes a public area and a security area. The public 
area of each drive can be free accessed by the host. 

[0016] FIG. 10 shoWs that the security area of ?rst drive 
Will be accessed by the host after passing the passWord 
identi?cation. 

[0017] FIG. 11 shoWs the data structure of the information 
block according to the present invention. 

[0018] FIG. 12 shoWs the state How for a memory storage 
device With or Without the memory module. 

[0019] FIG. 13 shoWs the state change for sWitching the 
public area and the security area. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0020] A memory storage device generally comprises tWo 
portions; one is the controller and the other is the memory 
module. As shoWn in FIG. 1, the architecture of a memory 
storage device 106 consists of a controller 102, and a 
memory module 104. The controller 102 is coupled to host 
end 100 by host interface 108 and coupled to the memory 
module 104 by memory interface 110. The task of the 
controller 102 is to communicate With host end 100 and 
manage the memory module 104. The memory module 104 
includes at least one memory chip, like ?ash memory, 
PROM, ROM, or EEPROM for storing data therein. 

Logical to Physical Mapping 

[0021] As shoWn in FIG. 2, a memory storage device is 
con?gured as a drive 204 by the host. From the host point 
of vieW, such a drive 204 includes a plurality of logical 
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blocks, each of Which can be addressed by the host; namely, 
the host can access all the logical space 200 including logical 
block 0, logical block 1, and logical block M-1. A memory 
chip generally is divided into a plurality of storage units, like 
blocks. As FIG. 2, the physical space 202 of the memory 
module includes physical block 0, physical block 1, . . . , and 

physical block N-1. The logical space 200 used by the host 
is alWays less than the physical space 202, because some of 
the physical blocks may be defective or used by the con 
troller for managing the memory module. One task of the 
controller is to create the logical space 200 for host access. 
Indeed, the host can not directly address the physical space 
202 so that the controller must maintain the mapping rela 
tions betWeen the logical blocks and the physical blocks. 
Such a mapping information is alWays called as a mapping 
table and can be stored in the speci?c physical blocks or 
loaded into the SRAM Within the controller. If a host asks for 
reading a particular logical block, the controller Will look up 
the mapping table for identifying Which physical block to be 
accessed, transfer data from the physical block to itself, and 
then transfer data from itself to the host. 

[0022] Partition performed by the host 

[0023] In the prior art as shoWn in FIG. 2, a controller 
generally allocates all the logical space 200 to the drive 204 
so that the siZe of the drive 204 used by the host is equal to 
that of the logical space 200. In order to managing a variety 
of ?les, the host Would partition the drive 204 into multiple 
logical drives before using these logical drives for storing 
data. As FIG. 3, a storage device, like a hard disk or a 
memory storage device, is partitioned into 4 logical drives 
by the host. The partition structure is compatible With 
DOS® and the partition information, called partition table 
301, is stored at the beginning area of the logical space, 
logical block address 0(LBAO). The beginning area is called 
master boot record (MBR) also, in addition to partition table 
301, some information for host booting Was stored therein. 

[0024] The contents of partition table 301 point out Where 
each partition is located. Apartition is as a logical drive so 
that the host can fully use 4 logical drives after partitioning 
the logical space provided by the controller. This partition 
Way performed by the host results in a variety of de?cien 
cies. For eXample, if the partition table 301 of MBR is 
defective or infected by the computer virus, all the logical 
drives may not be detected anymore. Besides, the partition 
structure performed by the host is a open standard, so that 
any user using the host can easily free access all the ?les in 
any logical drives. Some important ?les, like system ?les, 
may be deleted by careless end users; some private, con? 
dential documents, like your ?nancial information, may be 
found by any intended users. There are no security or data 
protection functions for such a partition Way performed by 
the host. 

[0025] Partition performed by the controller 

[0026] In our present invention, the controller Within the 
memory storage device has partitioned the logical space 200 
into multiple areas before the host uses the memory storage 
device, as shoWn in FIG. 4. Each area is allocated to each 
drive for use With the host. As FIG. 4, the logical space 200 
is partitioned into tWo areas by the controller, the area0404 
allocated to drive 400 and the area1406 allocated to drive 
402. The partition information is stored in a particular 
physical block, called information block 408. As FIG. 5, it 

Aug. 11, 2005 

shoWs the data structure of the information block according 
to the present invention. The memory chip information 500 
records hoW many memory chips there are Within the 
memory storage device and their siZes. The number of drives 
502 is the total drives that can be used by the host. In this 
case, this value is 2. The partition information of each drive 
504 includes drive0505 and drive1509. With reference to 
FIG. 4 also, the drive 0505 in FIG. 5 includes area0 starting 
address 506, length 508, and attribute 510. The starting 
address 506 and the length 508 determine the range of 
area0404. The attribute 510 speci?es the area0404 access 
mode for the host, like read-only or full access mode. The 
drive1509 includes area1 starting address 512, length 514, 
and attribute 516. The function is like the foregoing descrip 
tions. The starting address 512 and the length 514 determine 
the range of area1406. The attribute 516 speci?es the 
area1406 access mode for the host, like read-only or full 
access mode. Once the memory storage device is plugged 
into the slot attached in the host, the controller Will read the 
information block into the SRAM Within the controller after 
initial poWer-on. In order to correctly con?gure this memory 
storage device, the host Will ask for some basic information 
about the memory storage device, like the number of drives 
for the memory storage device and the siZe of each drive. 
According the information block data loaded into the 
SRAM, the controller Will respond to host requests. As a 
result, the area0404 is allocated to the drive 400 con?gured 
by the host and the area1406 is allocated to the drive 402 
con?gured by the host. Comparing With the prior art in FIG. 
2, in the present invention, the controller partitions the total 
logical space of the memory storage device into multiple 
areas, Which belong to multiple drives respectively. These 
multiple drives are all independent drives, instead of the 
logical drives created by the host. When the host eXecutes a 
“partition program” to partition each independent drive for 
creating at least one logical drive, and then a copy of 
partition information Will be Written into the ?rst block of 
each independent drive; thus, each independent drive has its 
oWn partition information. Thereby, it reduces the possibility 
of partition information defect or computer virus infection. 

[0027] A security drive 

[0028] Using the same concept of the logical space parti 
tion performed by the controller, the memory storage device 
can increase the security function. In another preferred 
embodiment of the invention as FIG. 6, the controller 
partitions the logical space 200 into tWo areas, area0602 and 
area1604. To be easily understood, the area0602 is called a 
public area Which can be free accessed by the host, or any 
end users the area1604 is called a security area Which can be 
accessed by the host or the speci?c end user only after 
passing the identi?cation of the passWord for controlling the 
access right of the area1604. These tWo areas belong to the 
same drive 600 used by the host, but the host only can access 
each of them once. 

[0029] As FIG. 8, it is the data structure of the information 
block for such a partition. The memory chip information 800 
records hoW many memory chips there are Within the 
memory storage device and their siZes. The number of drives 
802 is the total drives that can be used by the host. In this 
case , this value is 1. The partition information of each drive 
804 includes only drive0. With reference to FIG. 6 also, the 
drive 0805 in FIG. 8 includes public area0 starting address 
& length 806, security area1 starting address & length 808, 
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password 810, and attribute 812. The 806 and 808 determine 
the ranges of public area0602 and security area1604. The 
password 810 is for controlling the access right of the 
security area1604. The attribute 812 speci?es each area 
access mode for the host, like read-only or full access mode. 

[0030] Once the memory storage device is plugged into 
the slot attached in the host, the controller Will read the 
information block into the SRAM Within the controller after 
initial poWer-on. According the information block data 
loaded into the SRAM, the controller Will respond to host 
requests for con?guring the memory storage device. In this 
case, the number of drives is 1 and the siZe of the drive 600 
is as that of the public area0602. Accordingly, the public 
area0602 of the drive 600 can be free accessed by the host, 
but the security area1604 can not be seen by the host or any 
end user after the initial con?guration. 

[0031] A security management program is used for man 
aging the security functions. If a speci?c end user Wants to 
access the security area1604 of the drive 600, the said 
security management softWare is eXecuted ?rst then, the 
speci?c end user enters a passWord to the eXecuted program. 
Finally, this security management program enables the host 
to send a passWord to the memory storage device for 
accessing the security area1604. The said security manage 
ment program can be stored in any public area of the 
memory storage device and becomes a portable tool for 
using the security function. 

[0032] After received the passWord from the host, the 
controller compares the host input passWord With the pass 
Word 810 loaded into the SRAM of the controller. As shoWn 
in FIG. 7, if the host passes the passWord identi?cation,.the 
security area1604 of the drive 600 can be accessed by the 
host or the speci?c end user. For those end users using this 
security function, some important ?les could be stored in the 
security area1604 to prevent a careless or an intended user 
from deleting or copying these private data. 

[0033] Multiple drives With the security function. 

[0034] In another preferred embodiment of the invention, 
the combinations of previous tWo skills make it possible to 
partition a memory storage device into multiple drives, each 
With the security function. As FIG. 9, at ?rst, the controller 
partitions the logical space 200 into tWo drives and then 
partitioned each drive into a public area and a security area. 
FIG. 11 shoWs the data structure of information block for 
such a partition. The memory chip information 1100 records 
hoW many memory chips there are Within the memory 
storage device and their siZes. The number of drives 1102 is 
the total drives that can be used by the host. In this case , this 
value is 2. The partition information of each drive 1104 
includes drive01105 and drive11111. The drive01105 
includes public area0 starting address & length 1106, secu 
rity areal starting address & length 1108, passWord 1110, 
and attribute 1112. The 1106 and 1108 respectively deter 
mine the ranges of public area0906 and security area1908 
Within drive 902 in FIG. 9. The passWord 1110 is for 
controlling the access right of the security area1908. The 
attribute 812 speci?es the each area access mode for the 
host, like read-only or full access mode. The drive11111 
includes public area2 starting address & length 1114, secu 
rity area3 starting address & length 1116, passWord 1118, 
and attribute 1120. The 1114 and 1116 respectively deter 
mine the ranges of public area2910 and security area3912 
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Within drive 904 in FIG. 9. The passWord 1118 is for 
controlling the access right of the security area3912. The 
attribute 1120 speci?es the each area access mode for the 
host, like read-only or full access mode. 

[0035] Once the memory storage device is plugged into 
the slot attached in the host, the controller Will read the 
information block into the SRAM Within the controller after 
initial poWer-on. According the information block data 
loaded into the SRAM, the controller Will respond to host 
requests for con?guring the memory storage device. In this 
case, the number of drives is 2, the siZe of the drive 902 is 
the same as that of the public area0906, and the siZe of the 
drive 904 is the same as that of the public area2910. 
Accordingly, the public area0906 of the drive 902 and the 
public area2910 of the drive 904 can be free accessed by the 
host, but the security area1908 of the drive 902 and the 
security area3912 of the drive 904 can not be seen by the 
host or any end user after the initial con?guration. 

[0036] If a speci?c end user Wants to access the security 
area1908 of the drive 902, the said security management 
program is eXecuted ?rst, then, the speci?c end user enters 
a passWord to the eXecuted program. Finally, this security 
management program enables the host to send a passWord to 
the memory storage device for accessing the security 
area1908. After received the passWord from the host, the 
controller compares the host input passWord With the pass 
Word 1110 loaded into the SRAM of the controller. As 
shoWn in FIG. 10, if the host passes the passWord identi? 
cation, the security area1908 of the drive 902 can be 
accessed by the host or the speci?c end user. Such a partition 
not only reduces the possibility of MBR defect or computer 
virus infection, but also realiZes the security function for a 
memory mass storage device. 

[0037] HoWever, in the present invention, the siZes of the 
security area or the public area are adjustable. As required, 
the siZe of the public area can be set as Zero and then only 
the security area exists for a particular drive. 

[0038] Removable memory module 

[0039] In our invention, the memory storage device par 
titioned into multiple security drives, can be substantially 
divided into tWo portions one is called a adapter With a 
controller inside and the other is a removable memory 
module including a plurality of memory chips. Such a 
architecture is bene?cial to the end users. If a end user Wants 

to upgrade the capacity of the Whole memory storage device, 
just removes the original memory module and then inserts a 
neW, large-siZe memory module. Certainly, the information 
block data must be stored in the neW memory module before 
insertion. 

[0040] FIG. 12 shoWs the controller state How for a 
memory storage device With or Without the memory module. 
In step 1202, the controller checks Whether any memory 
module eXists. If yes, go to step 1024 to read the information 
block into the SRAM of the controller and then determine 
each drive state, like drive 1 state 1206, . . . , and drive n state 

1208. FIG. 13 is the continued ?oW chart of FIG. 12 and 
describes the operations for sWitching the public area and 
the security area. The drive m state 1300 represents any 
drive state. The default state for each drive is in public state 
1304 that means the public area can be free accessed by the 
host command input 1302 after initial poWer-on. If the host 
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inputs a password for accessing the security area of a 
particular drive m, the public state 1304 of drive m Will be 
transferred into the security state 1308 after the host passes 
the password identi?cation. When drive m is in the security 
state, it means the security area can be accessed by host 
command input 1310. Moreover, if the host inputs a lock 
command 1312, the security state Will return to the public 
state. 

[0041] If there is no memory module plugged in, the 
controller Will go into the state A 1210. During the state A 
1210, the controller alWays responds a no media message 
When the host asks for data access by the host command 
input 1212. Once the memory module is plugged into the 
adapter, state A 1210 Will go into the step 1204. Accordingly, 
the controller Will read the information block and realiZe the 
security functions as stated above. 

[0042] Other than ?ash memories, above said embodiment 
is suitable for a variety of memories, such as ?ash memories, 
ROMs, PROMs, EPROMs, EEPROMs, and hard disks 
Without departure from the scope and spirit of the present 
invention. 

[0043] The present invention is thus described, it Will be 
obvious that the same may be varied in many Ways. Such 
variations are not to be regarded as a departure from the 
spirit and scope of the present invention, and all such 
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modi?cations as Would be obvious to one skilled in the art 
are intended to be included Within the scope of the folloWing 
claims. 

1-17. (canceled) 
18. A removable memory storage device, comprising: 

at least tWo drives; 

a controller, partitioning each of the drives, Wherein at 
least one of the drives is partitioned into a public area 
and a security area, Wherein the security area includes 
an access 

Wherein When the removable memory storage device is 
electrically connected to be accessed by the host, the 
host eXecutes a security management program to 
request an input passWord from a user and the control 
ler check the input passWord With the access passWord 
to see Whether a match occurs, 

Wherein When the match occurs, the host can con?gure 
and access the security area of the speci?c drive. 

19. The removable memory storage device of claim 18, 
Wherein the security management program is stored in the 
public area. 


