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SECURE KEY AUTHENTICATION AND LADDER 
SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS/INCORPORATION BY 

REFERENCE 

[0001] [Not Applicable] 

FIELD OF THE INVENTION 

[0002] Certain embodiments of the invention relate to 
conditional access and copy protection systems. More spe 
ci?cally, certain embodiments of the invention relate to a 
method and system for secure key authentication and key 
ladder. 

BACKGROUND OF THE INVENTION 

[0003] The implementation of fee-based video broadcast 
ing requires a conventional conditional access (CA) system 
to prevent non-subscribers and unauthorized users from 
receiving signal broadcasts. A complete CA system usually 
includes three main functions: a scrambling/descrambling 
function, an entitlement control function, and an entitlement 
management function. 

[0004] The scrambling/descrambling function is designed 
to make the program incomprehensible for unauthoriZed 
receivers. Scrambling can be applied commonly or sepa 
rately to the different elementary stream components of a 
program. For example, the video, audio and data stream 
components of a TV program may be scrambled in order to 
make these streams unintelligible. Scrambling may be 
achieved by applying various scrambling algorithms to the 
stream components. The scrambling algorithm usually uti 
liZes a secret key, called a control Word. Once the signal is 
received, the descrambling can be achieved by any receiver 
that holds the secret key, or the control Word, used by the 
scrambling algorithm prior to transmission. Scrambling and 
descrambling operations, in general, do not cause any 
impairment on the quality of the signals. The commonly 
used algorithms for scrambling digital data in CA systems 
are symmetric key ciphers. The control Word used by the 
scrambling algorithm is a secret parameter knoWn only by 
the scrambler and the authoriZed descramblers. In order to 
preserve the integrity of the encryption process, the control 
Word has to be changed frequently in order to avoid any 
exhaustive searches by an unauthoriZed user Which is 
intended to discover the control Word. 

[0005] The rights and associated keys needed to 
descramble a program are called entitlements. The entitle 
ment control function provides the conditions required to 
access a scrambled program together With the encrypted 
secret parameters enabling the signal descrambling process 
for the authoriZed receivers. This data is broadcasted as 
conditional access messages, called entitlement control mes 
sages (ECMs). The ECMs carry an encrypted form of the 
control Words, or a means to recover the control Words, 
together With access parameters, such as an identi?cation of 
the service and of the conditions required for accessing this 
service. Upon receipt of an ECM, the receiver transmits the 
encrypted control Word and the access characteristics to the 
security device, for example, a smart card. After it has been 
con?rmed that a user is authoriZed to Watch the speci?c 
program, the security device checks the origin and integrity 

Aug. 4, 2005 

of the control Word and the access parameters before 
decrypting the control Word and sending it to the descram 
bler. 

[0006] The entitlement management function is associated 
With distributing the entitlements to the receivers. There are 
several kinds of entitlements matching the different means to 
“buy” a video program. These entitlements are also broad 
casted as conditional access messages, called entitlement 
management messages (EMMs). The EMMs are used to 
convey entitlements or keys to users, or to invalidate or 
delete entitlements or keys. The entitlement control func 
tions and the entitlement management functions require the 
use of secret keys and cryptographic algorithms. For 
example, most modern conditional access systems utiliZe a 
smart card to store secret keys and to run cryptographic 
algorithms safely. 

[0007] Most CA systems scramble and/or randomiZe 
transmitted data bits so that unauthoriZed decoders cannot 
decode the transmitted data bits. AuthoriZed decoders are 
delivered a key that initialiZes the circuit that inverts the data 
bit randomiZation. As used herein, the term scrambling may 
be associated With the pseudo-random inversion of data bits 
based on a key that is valid for a short period of time. In 
addition to scrambling, a key may also be transformed into 
an encrypted key in order to protect it from any unauthoriZed 
users. From a cryptographic point of vieW, this transforma 
tion of the key to an encrypted key is the only part of the 
system that protects the data from a highly motivated pirate 
or a hacker. As a result, the scrambling portion of the process 
alone, in the absence of an key encryption, can be easily 
defeated. A CA system is usually associated With a system 
that implements key encryption and distribution of the 
encrypted key. The general requirements that a CA system 
With scrambling and encryption functionality must meet for 
digital video delivery are as folloWs: protection against 
signal piracy, ef?cient scrambling, ?exibility, variety of 
supported formats, and ease of implementation. 

[0008] With regard to robust protection against signal 
piracy, it must be dif?cult for a third party to perform 
unauthoriZed reception. In addition, the scrambled signal 
content must not be understandable. Ef?cient scrambling of 
all kinds of signals, as in multimedia broadcasts for 
example, must be possible and quality must not deteriorate 
(perceptibly) When these signals are being restored (quality 
signal restoration). A CA system is also ?exible as it can be 
exercised on an elementary stream-by-stream basis, includ 
ing the ability to selectively scramble bit streams in a 
program, if it is desired. Further, various business formats, 
such as multi-channel services and billing schemes, may be 
supported With loW operating costs, and a private encryption 
system may be used, for example, by each program provider 
that is part of the CA system. A CA system With scrambling 
and encryption functionality may be implemented in stan 
dard consumer instruments, Which also ensures cost effec 
tive receivers. 

[0009] With either a conditional access system or a copy 
protection system, private (secure) keys are nearly alWays 
used for scrambling and descrambiing high-value content or 
for protecting highly sensitive transactions. In a CA system, 
the content scrambling key must be protected. To ensure 
proper functionality, the CA system should perform scram 
bling according to the properties of the data for transmission. 
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In addition, the CA system should change the key regularly 
to maintain the security of the scrambling system, and 
transmit the key information to the receiver in a secure 
manner using a hierarchical encryption system. Thirdly, for 
the purpose of operating fee-based broadcasting service, 
reception should be controlled according to the details of 
each user’s subscription. 

[0010] Such CA system can be achieved in various Ways 
depending on types of services, required functions, and 
security. FIG. 1 is a block diagram illustrating a conditional 
access system utiliZing a conventional key ladder system. 
The con?guration of the CA system 100 in FIG. 1 has been 
recommended by International Telecommunications Union 
Radiocommunication Sector (ITU-R). Referring to FIG. 1, 
there is shoWn a block diagram of an exemplary conditional 
access system 100, Which may include a scrambler 102, a 
descrambler 108, encryptors 104 and 106, decryptors 110 
and 112, a sWitch 115, and a vieWing enable/disable circuit 
114. On the transmit side of the diagram, TX, the com 
pressed audio/video signal 116 may be scrambled by the 
scrambler 102, utiliZing a scrambling key Ks 118, in order 
to obtain a scrambled broadcast signal 128. Program 
attribute information 120 may be encrypted by the encryptor 
104, utiliZing a Work key KW 122, to obtain the entitlement 
control messages 130. Program subscription information 
124 may be encrypted by the encryptor 106, utiliZing a 
master key 126, to obtain the entitlement management 
messages 132. 

[0011] During signal scrambling in the CA system 100, the 
scrambling key Ks 118 determines the scrambling pattern. It 
is common to change the scrambling key at ?xed intervals 
of time, such as every feW seconds, to maintain a secure 
system. The scrambling key 118 must, therefore, be con 
tinuously transmitted to the subscriber’s receiver. This is 
achieved in the CA system 100 by encrypting the scrambling 
key 118 by the encryptor 104 and transmitting it Within the 
entitlement control messages 130. The ECM 130 may also 
include the program attribute information 120. The program 
attribute information 120 may be utiliZed, for example, for 
determining Whether a subscriber is entitled to vieW a 
program on the basis of his or her subscription. To prevent 
the ECM 130, Which includes the scrambling key 118, from 
being understood by a third party, the ECM 130 is encrypted 
by the encryptor 104 before transmission, by utiliZing the 
Work key KW 122. The Work key 122 may be updated on a 
monthly or yearly basis. The Work key 122 is sent to the 
receiver through the entitlement management messages 132, 
together With the subscription information 124. The sub 
scription information 124 may also contain any subscription 
updates for the speci?c subscriber. 

[0012] Besides broadcast Wave, the EMM 132 may be 
transmitted out-of-band utiliZing other media like the Inter 
net, telephone lines, a signaling netWork, or a smart card. 
Prior to transmission, the EMM 132 is encrypted by a master 
key Km 126. Amaster key is unique to each receiver and its 
security must be commonly managed among different 
broadcast operators that use the same type of receiver. This 
can normally be accomplished by setting up an organiZation 
for uniform key management. For example, in the CA 
system 100 illustrated in FIG. 1, the content scrambling key 
118 is protected by the Work key 122, Which is in turn 
protected by the master key 126. This key protection “chain” 
is, sometimes, referred to as a key ladder. 
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[0013] On the receive side of the diagram, RX, the same 
key ladder is utiliZed in order to decrypt the necessary secure 
keys and scrambled broadcast audio/video signals 128. The 
master key 126 may be utiliZed With the decryptor 112 in 
order to decrypt the EMM 132 and the Work key 122. As a 
result, the Work key 122 is obtained as one of the outputs 
from the decryptor 112. The decrypted Work key 122 may 
then be utiliZed by the decryptor 110 in order to decrypt the 
ECM 130 and the scrambling key 118. As a result, the 
scrambling key 118 is obtained as one of the outputs from 
the decryptor 110. The decrypted scrambling key 118 may 
then be utiliZed by the descrambler 108 in order to 
descramble the scrambled broadcast signal 128 and obtain 
the compressed audio/video output 140. 

[0014] Access to the compressed audio/video output 140 
by a user is determined in accordance With the user’s 
subscription information 124 and the program attribute 
information 120. The decryptor 112 decrypts the EMM 132 
to obtain decrypted subscription information 125. The 
decryptor 110 decrypts the ECM 130 to obtain decrypted 
program attribute information 120. The vieWing enable/ 
disable module 114 receives the decrypted subscription 
information 125 and the decrypted program attribute infor 
mation and may then determine Whether or not a user is 
entitled to receive the compressed audio/video output 140. If 
the user is entitled to receive the compressed audio/video 
output 140 (for example, the user has a valid subscription for 
a given programming channel), then the vieWing enable/ 
disable module 114 issues a control signal 134 activating the 
sWitch 115. Once the sWitch 115 is activated, this alloWs for 
the decrypted scrambling key 118 to be entered into the 
descrambler 108, Which in turn alloWs for the descrambling 
of the compressed audio/video output 140. 

[0015] FIG. 2 is a block diagram illustrating secure key 
unWrapping in a conventional key ladder system. Referring 
to FIG. 2, the key ladder system 200 may comprise a one 
time programmable (OTP) memory 202, a secure key gen 
erating module 204 and a key unWrapping module 206. The 
key unWrapping module 206 may comprise scramblers 208, 
210, 212 and 214. Each of the scramblers 208, 210, 212 and 
214 may utiliZe a symmetric encryption algorithm, for 
example a Data Encryption Standard (DES), a 3DES, or an 
Advanced Encryption Standard (AES) type of algorithm, in 
order to descramble an encrypted key input. The OTP 
memory 202 in the key ladder system 200 may be adapted 
to store a root key, for example a key such as the master key 
126 in FIG. 1. The root key stored in the OTP memory 202 
may be further protected by the secure key generating 
module 204. The secure key generating module 204 may 
comprise suitable logic, circuitry and/or code that may be 
adapted to scramble, or otherWise further enhance the secu 
rity of the root key stored in the OTP memory 202. 

[0016] The key unWrapping module 206 may be adapted 
to “unWrap”, or descramble, various application keys, for 
example, application key 1, 228, and application key 2, 230. 
In order to achieve this, the key unWrapping module 206 
may utiliZe several encrypted keys, for example, encrypted 
key 1, 216, encrypted key 2, 218, encrypted key 3, 220, and 
encrypted key 4, 222. Once the root key stored in the OTP 
memory 202 is scrambled by the secure key generating 
module 204, the scrambled root key 205 may be utiliZed by 
the scrambler 208 in order to decrypt the encrypted key 1, 
216, and obtain a decrypted key 224. The decrypted key 224 
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may comprise, for example, a Work key. The decrypted key 
224 may be utilized by the scrambler 210 in order to decrypt 
encrypted key 2, 218, and obtain the decrypted key 226. The 
decrypted key 226 may comprise, for example, a scrambling 
key. 

[0017] The decrypted key 226 may be utiliZed by the 
scrambler 212 in order to decrypt encrypted key 3, 220, and 
obtain the decrypted application key 1, 228. Similarly, the 
decrypted application key 228 may be utiliZed by the 
scrambler 214 in order to decrypt encrypted key 4, 222, and 
obtain the decrypted application key 2, 230. Decrypted 
application keys 228 and 230 may be further utiliZed for 
various functions, for example, for copy protection of broad 
cast signals. The key ladder in the key unwrapping module 
206 may be adapted to have varying levels of protection by 
increasing the number of the encrypted keys and the corre 
sponding scramblers, and by utiliZing each previously 
decrypted application key in a subsequent decryption of a 
folloWing encrypted key. The key ladder may be utiliZed to 
“unWrap” a master key, a Work key and a scrambling key. 
The master key, Work key and scrambling key may then be 
utiliZed to decrypt one or more application keys. 

[0018] Even though the key unWrapping module 206 may 
provide increasing level of protection by increasing the 
number of scramblers and encrypted keys, it may be dif?cult 
to determine Whether or not the received encrypted keys in 
the key ladder system 200 of FIG. 2 have been manipulated 
by unauthorized parties. 

[0019] When encrypted data is transmitted over an inse 
cure channel, the transmitting and/or the receiving party 
may need the ability to monitor such communication and 
obtain veri?cation of the identity of the other party, and of 
the integrity and origin of the encrypted data that Was 
transmitted. Referring noW to FIG. 3, there is illustrated a 
How diagram of a method 300 for conventional digital 
signature generation and veri?cation process utiliZing public 
key encryption. A transmitting entity may create a signature 
on a message 301 prior to transmission of the message. 

[0020] In general, a signature s of a message m may be 
computed, for example, by applying an algorithm repre 
sented by the relationship s=SA(m), Where S A is a signing 
function for the message m. Prior to creating the signature, 
the outgoing message 301 may be compressed by a com 
pression algorithm 303. The compression algorithm 303 
may be, for example, a secure hash algorithm. A digital 
signature algorithm 307 may then be applied to the com 
pressed message or message digest 305. The digital signa 
ture algorithm may utiliZe a private key 309 in order to 
generate the digital signature 311. After generating the 
signature s, the pair (s;m) may be transmitted. The digital 
signature 311 may then be transmitted together With the 
message digest 305. 

[0021] A receiving entity may then receive the digital 
signature 311 and the message digest 305 in a form of a 
received message 313. The receiving entity may then apply 
the same decompression algorithm used by the transmitting 
entity on the message 301. For example, a secure hash 
algorithm 315 may be applied in order to decompress the 
received message 313 and obtain the message digest 317. In 
order for the receiving entity to verify that the digital 
signature 311 on the received message 313 Was created by 
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the transmitting entity and not by a third outside party, a 
veri?cation algorithm 319 may be applied to the message 
digest 317. 

[0022] In general, to verify that a signature s on a message 
m Was created by a transmitting entity A, a receiving entity 
B, referenced to as a veri?er, may obtain the veri?cation 
function V A of A and may compute a result u from applying 
the veri?cation function, Where the result u may be repre 
sented by the relationship u=VA(m, s). The signature s may 
be authenticated as created by A if u=true, and the signature 
may be rejected as unauthoriZed if u=false. 

[0023] Similarly, the veri?cation algorithm 319 may uti 
liZe a public key 321 together With the message digest 317 
in order to authenticate the digital signature 311. If the result 
of the veri?cation operation 323 is true, the digital signature 
311 is authenticated, and if the result 323 is false, the digital 
signature 311 may be rejected as unauthoriZed. 

[0024] There are several properties that may be required of 
the signing and veri?cation functions, 307 and 319, respec 
tively. The digital signature 311 is a valid signature of the 
message digest 305 if and only if the veri?cation function 
319 returns a true result. In addition, the signing function 
307 and the veri?cation function 319 are selected so that it 
is computationally infeasible for any entity, other than the 
transmitting and the receiving entities, to ?nd, for any 
incoming message digest, a digital signature such that the 
veri?cation function returns a true result. 

[0025] FIG. 4 is a block diagram illustrating a conven 
tional secure system for signature veri?cation utiliZing pub 
lic key encryption. The conventional secure system 400 may 
comprise a transmitting entity A 402 and a receiving entity 
B 404. Entity A402 may “sign” the message m 414 by ?rst 
applying an encryption algorithm 406 to the message m, 
yielding signature s 416. The encryption algorithm 406 may 
comprise an asymmetric encryption algorithm EeA (s), such 
as a public key encryption algorithm, in order to encrypt, or 
sign, the message m. The transmitting entity A402 may then 
encrypt the signature s 416 by applying an encryption 
algorithm 408 to the signature s, yielding encrypted signed 
message c 421. The encryption algorithm 408 may comprise 
a symmetric encryption algorithm of the receiving entity B, 
EeB (s), in order to encrypt the signature s 416. The encrypted 
signed message c 421 may then be transmitted over an 
unsecured public channel 422, Where it may be exposed to 
attacks by an attacker 424. 

[0026] After the receiving entity B 404 receives the 
encrypted signed message c 421, a decryption algorithm 410 
may be applied to the encrypted signed message c 421 to 
obtain the decrypted signature s 418. The decryption algo 
rithm 410 may comprise a symmetric encryption algorithm 
of the receiving entity B, DdB (c), in order to decrypt the 
encrypted signed message c 421 to obtain the decrypted 
signature s 418. The signature s 418 may then be further 
decrypted, or veri?ed, by the decryption algorithm 412 to 
obtain the decrypted message m 420. The decryption algo 
rithm 412 may comprise an asymmetric encryption algo 
rithm DdA (m), in order to verify the signature s 418 and 
obtain the decrypted and veri?ed message m 420. If the 
resulting message m 420 is an intelligible message, it may 
be concluded that the message m 420 must have been 
initiated by the transmitting entity A 402, since no one else 
could have knoWn A’s secret decryption key e A to form the 
signature s 416. 
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[0027] Further limitations and disadvantages of conven 
tional and traditional approaches Will become apparent to 
one of skill in the art, through comparison of such systems 
With some aspects of the present invention as set forth in the 
remainder of the present application With reference to the 
drawings. 

BRIEF SUMMARY OF THE INVENTION 

[0028] Certain aspects of the invention may be found in a 
method and system for secure key authentication and key 
ladder. The method for secure key authentication may 
include generating a digital signature of a secure key in order 
to obtain a digitally signed secure key and transmitting the 
digitally signed secure key from a ?rst location to a second 
location. The digital signature may be generated by utiliZing 
an asymmetric encryption algorithm and/or a symmetric 
encryption algorithm. The digitally signed secure key may 
be encrypted prior to transmission. The secure key may be 
a master key, a Work key and/or a scrambling key. The 
digitally signed secure key may be received at the second 
location and the digitally signed secure key may be 
decrypted to obtain a decrypted digitally signed secure key. 
If the secure key comprises a master key, a decrypted 
digitally signed master key may be utiliZed for decrypting an 
encrypted digitally signed Work key. If the secure key 
comprises a Work key, a decrypted digitally signed Work key 
may be utiliZed for decrypting an encrypted digitally signed 
scrambling key. The authenticity of the digital signature of 
the digitally signed secure key may be veri?ed by utilizing 
an asymmetric decryption algorithm and/or a symmetric 
decryption algorithm. The veri?cation feature may be a 
user-selectable feature. 

[0029] Another embodiment of the invention provides a 
machine-readable storage, having stored thereon a computer 
program having at least one code section for secure key 
authentication, the at least one code section executable by a 
machine for causing the machine to perform the steps as 
described above. 

[0030] In another embodiment of the invention, a system 
for secure key authentication and key ladder may be pro 
vided. The system may include at least one processor for 
generating a digital signature of a secure key in order to 
obtain a digitally signed secure key; and transmitting the 
digitally signed secure key by the at least one processor from 
a ?rst location to a second location. The digital signature 
may be generated by utiliZing an asymmetric encryption 
algorithm and/or a symmetric encryption algorithm. The 
digitally signed secure key may be encrypted by the at least 
one processor prior to transmission. The secure key may be 
one of a master key, a Work key and a scrambling key. The 
at least one processor may receive the digitally signed secure 
key at the second location and the digitally signed secure key 
may be decrypted by the at least one processor in order to 
obtain a decrypted digitally signed secure key. If the secure 
key comprises a master key, a decrypted digitally signed 
master key may be utiliZed for decrypting an encrypted 
digitally signed Work key. If the secure key comprises a 
Work key, a decrypted digitally signed Work key may be 
utiliZed for decrypting an encrypted digitally signed scram 
bling key. The authenticity of the digital signature of the 
digitally signed secure key may be veri?ed by utiliZing an 
asymmetric decryption algorithm and/or a symmetric 
decryption algorithm. The at least one processor may deter 
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mine Whether to verify authenticity of the digital signature. 
The at least one processor may comprise one of a host 
processor, a microprocessor, and a microcontroller. 

[0031] In yet another embodiment of the invention, a 
system for secure key authentication and key ladder may 
include a transmitter. The transmitter may comprise a gen 
erator that generates a digital signature of a secure key in 
order to obtain a digitally signed secure key, and the 
transmitter transmits the digitally signed secure key. The 
generator may generate the digital signature by utiliZing an 
asymmetric encryption algorithm and/or a symmetric 
encryption algorithm. The digitally signed secure key may 
be encrypted by an encryptor prior to transmission, in order 
to obtain an encrypted digitally signed key. The secure key 
may be a master key, a Work key and/or a scrambling key. 
The digitally signed secure key may be received by a 
receiver. The receiver may comprise a decryptor that 
decrypts the digitally signed secure key to obtain a 
decrypted digitally signed secure key. The decryptor may 
utiliZe a digitally signed master key to decrypt an encrypted 
digitally signed Work key. The decryptor may also utiliZe a 
digitally signed Work key to decrypt an encrypted digitally 
scrambling key. The receiver may comprise a veri?er that 
veri?es the authenticity of the digital signature of the 
digitally signed secure key. The veri?er may utiliZe an 
asymmetric decryption algorithm and/or a symmetric 
decryption algorithm. The veri?er may determine Whether to 
verify authenticity of the digital signature. 

[0032] These and other advantages, aspects and novel 
features of the present invention, as Well as details of an 
illustrated embodiment thereof, Will be more fully under 
stood from the folloWing description and draWings. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF 
THE DRAWINGS 

[0033] FIG. 1 is a block diagram illustrating conditional 
access system utiliZing a conventional key ladder system. 

[0034] FIG. 2 is a block diagram illustrating secure key 
unWrapping in a conventional key ladder system. 

[0035] FIG. 3 is a How diagram illustrating a method for 
conventional digital signature generation and veri?cation 
process utiliZing public key encryption. 

[0036] FIG. 4 is a block diagram illustrating conventional 
secure system for signature veri?cation utiliZing public key 
encryption. 
[0037] FIG. 5 is a block diagram illustrating secure key 
unWrapping and signature veri?cation system, in accordance 
With an embodiment of the present invention. 

[0038] FIG. 6A is a block diagram of an eXemplary 
system for secure key generation, secure key signing and 
secure key encryption, in accordance With an embodiment of 
the present invention. 

[0039] FIG. 6B is a block diagram of an eXemplary 
system for secure key decryption and secure key signature 
veri?cation, in accordance With an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0040] Certain aspects of the invention may be found in a 
method and system for secure key authentication and key 
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ladder. The method for secure key authentication may 
include generating a digital signature of a secure key in order 
to obtain a digitally signed secure key; and transmitting the 
digitally signed secure key from a ?rst location to a second 
location. The digital signature may be generated by utiliZing 
an asymmetric encryption algorithm and/or a symmetric 
encryption algorithm. The digitally signed secure key may 
be encrypted prior to transmission. The secure key may be 
one of a master key, a Work key and a scrambling key. The 
digitally signed secure key may be received at the second 
location and the digitally signed secure key may be 
decrypted to obtain a decrypted digitally signed secure key. 
If the secure key comprises a master key, a decrypted 
digitally signed master key may be utiliZed for decrypting an 
encrypted digitally signed Work key. If the secure key 
comprises a Work key, a decrypted digitally signed Work key 
may be utiliZed for decrypting an encrypted digitally signed 
scrambling key. Some additional aspects of the invention 
may include verifying the authenticity of the digital signa 
ture of the digitally signed secure key. The authenticity of 
the digital signature may be veri?ed by utiliZing an asym 
metric decryption algorithm and/or a symmetric decryption 
algorithm. The veri?cation feature may be a user-selectable 
feature. 

[0041] FIG. 5 shoWs a block diagram illustrating a secure 
key unWrapping and signature veri?cation system, in accor 
dance With an embodiment of the present invention. Refer 
ring to FIG. 5, the key ladder system 500 may comprise a 
one time programmable (OTP) memory 502, a secure key 
generating module 504 and a key unWrapping and signature 
veri?cation module 506. The key unWrapping and signature 
veri?cation module 506 may be adapted to “unwrap”, or 
descramble, various application keys, for eXample, applica 
tion key 1, 528, and application key 2, 530. In order to 
achieve this, the key unWrapping and signature veri?cation 
module 506 may utiliZe several encrypted and signed keys, 
for eXample, encrypted and signed key 1, 516, encrypted and 
signed key 2, 518, encrypted and signed key 3, 520, and 
encrypted and signed key 4, 522. In accordance With an 
aspect of the present invention, the encrypted and signed 
keys 516, 518, 520 and 522 may have been initially signed 
by a transmitting entity utiliZing an asymmetric encryption 
algorithm, such as a public key algorithm, for eXample a 
Rivest-Shamir-Adleman (RSA), a Digital Signature Algo 
rithm (DSA), or an Elliptic Curve Cryptography (ECC) type 
of algorithm. The signed keys may then have been encrypted 
utiliZing a symmetric encryption algorithm, such as a DES, 
a 3DES, or an AES type of algorithm. 

[0042] The key unWrapping and signature veri?cation 
module 506 may comprise scrambler and signature veri?ers 
508, 510, 512 and 514. Each of the scrambler and signature 
veri?ers 508, 510, 512 and 514 may comprise suitable logic, 
circuitry and/or code that may be adapted to utiliZe a 
symmetric encryption algorithm, for eXample a DES, a 
3DES, or an AES type of algorithm, in order to descramble 
an encrypted signed key input. Each of the scrambler and 
signature veri?ers 508, 510, 512 and 514 may also be 
adapted to utiliZe a public key algorithm, for eXample an 
RSA, a DSA, or an EC type of algorithm, in order to verify 
a decrypted signed key. 

[0043] The OTP memory 502 in the key ladder system 500 
may be adapted to store a root key, for eXample a master key. 
The root key stored in the OTP memory 502 may be further 
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protected by the secure key generating module 504. The 
secure key generating module 504 may comprise suitable 
logic, circuitry and/or code that may be adapted to scramble, 
or otherWise further enhance the security of the root key 
stored in the OTP memory 502. 

[0044] Once the root key stored in the OTP memory 502 
is scrambled by the secure key generating module 504, the 
scrambled root key 505 may be utiliZed by the scrambler and 
signature veri?er 508 in order to decrypt, and verify the 
signature of, the encrypted and signed key 1, 516. In this 
Way, the generated decrypted key 524 is veri?ed. The 
decrypted and veri?ed key 524 may comprise, for eXample, 
a Work key. The decrypted and veri?ed key 524 may be 
utiliZed by the scrambler 510 in order to decrypt, and verify 
the signature of, encrypted and signed key 2, 518, and to 
obtain the decrypted and veri?ed key 526. The decrypted 
and veri?ed key 526 may comprise, for eXample, a scram 
bling key. 
[0045] The decrypted and veri?ed key 526 may be utiliZed 
by the scrambler 512 in order to decrypt, and verify the 
signature of, encrypted and signed key 3, 220, and to obtain 
the decrypted and veri?ed application key 1, 528. Similarly, 
the decrypted and veri?ed application key 528 may be 
utiliZed by the scrambler 514 in order to decrypt, and verify 
the signature of, encrypted and signed key 4, 522, and to 
obtain the decrypted and veri?ed application key 2, 530. 
Decrypted and veri?ed application keys 528 and 530 may be 
further utiliZed for various functions, for eXample, for copy 
protection of broadcast signals. In accordance With an aspect 
of the present invention, the key ladder in the key unWrap 
ping and signature veri?cation module 506 may be adapted 
to have varying levels of protection by increasing the 
number of the encrypted and signed keys and the corre 
sponding scramblers, and by utiliZing each previously 
decrypted and veri?ed application key in a subsequent 
decryption of a folloWing encrypted and signed key. The key 
ladder may be utiliZed to “unWrap” a signed and encrypted 
master key, a signed and encrypted Work key and a signed 
and encrypted scrambling key. The master key, Work key 
and scrambling key may then be utiliZed to decrypt one or 
more application keys. 

[0046] FIG. 6A illustrates a block diagram of an eXem 
plary system for secure key generation, secure key signing 
and secure key encryption, in accordance With an embodi 
ment of the present invention. Referring to FIG. 6A, the 
eXemplary system 600 may comprise a key table 602, a 
transmit server database 612, a key signing module 614, an 
input register 616, a secure master key generating module 
604, a selector 606, an encryptor 608, and intermediate 
destination registers 610. 

[0047] The transmit server database 612 may comprise 
suitable logic, circuitry and/or code that may be adapted to 
generate a plurality of secure keys, for eXample, master 
decryption keys 618. Master decryption keys 618 may 
comprise a master key K1‘620 and master key K2‘622. In 
accordance With an aspect of the present invention, the 
master decryption keys 618 may be utiliZed in the encryp 
tion and decryption of one or more secure keys, for eXample, 
a Work key and/or a scrambling key. 

[0048] Once master decryption keys 618 are generated by 
the transmit server database 612, the master decryption keys 
618 may be stored in a key table 602. Each of the master 
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decryption keys 620 and 622 may comprise an even number 
of bits. For example, master decryption keys 620 and 622 
may each occupy tWo M-bit cells in the key table 602. The 
key table 602 may be part of a random access memory 
(RAM), such as a DRAM or SRAM, for example. The key 
table 602 may also be adapted to store a plurality of master 
decryption keys. 

[0049] Once the master decryption keys are stored in the 
key table 602, the master decryption keys 618 may be sent 
to the secure master key generating module 604. The secure 
master key generating module 604 may comprise suitable 
logic, circuitry and/or code that may be adapted to further 
enhance the security of master decryption keys K1‘620 and 
K2‘622. In accordance With an aspect of the present inven 
tion, the secure master key generating module 604 may 
comprise an encryptor or a scrambler. The secure master key 
generating module 604 may enhance the security of master 
decryption keys K1‘620 and K2‘622, and may generate a 
secure master decryption key K1624 and a secure master 
decryption key K2626. 

[0050] The transmit server database 612 may also generate 
a plurality of secure keys 636, Which may be communicated 
from the transmit server database 612 to the key signing 
module 614. The key signing module 614 may comprise 
suitable logic, circuitry and/or code that may be adapted to 
“sign” the secure keys 636 and generate signed secure keys 
638. In accordance With an aspect of the present invention, 
the key signing module may utiliZe a symmetric encryption 
algorithm and/or an asymmetric encryption algorithm to 
generate the signed secure keys 638. The signed secure keys 
616 may then be stored in an input register 616, prior to 
being communicated to the encryptor 608. 

[0051] The selector 606 may comprise suitable logic, 
circuitry and/or code that may be adapted to select from one 
or more inputs and generate one or more outputs. In accor 
dance With an aspect of the present invention, the selector 
606 may be a 2:1 selector and may generate three outputs 
from any tWo received inputs. For example, the secure 
master decryption keys 624 and 626 may be utiliZed by the 
selector 606 as inputs to generate an output With the secure 
master decryption key 624 selected tWice and the secure 
master decryption key 626 selected once. 

[0052] The encryptor 608 may comprise suitable logic, 
circuitry and/or code that may be adapted to encrypt any of 
the signed secure keys 638. In accordance With an aspect of 
the present invention, the encryptor 608 may comprise a 
3DES-Encrypt-Decrypt-Encrypt (EDE) or Decrypt-En 
crypt-Decrypt (DED) encryption engine. The encryptor 608 
may utiliZe the secure master decryption key output from the 
selector 606 and encrypt the signed secure keys 638 to 
obtain encrypted and signed keys 632. 

[0053] The encrypted and signed keys 632 may be copied 
to intermediate destination registers 610 and may be subse 
quently utiliZed by the selector 606 and the encryptor 608 for 
encryption of subsequent signed secure keys 638. For 
example, the secure master decryption keys 624 and 626 
may be utiliZed by the selector 606 and the encryptor 608 
only once, for the encryption of a ?rst pair of signed secure 
keys received by the encryptor 608. The resulting encrypted 
and signed secure keys 628 and 630 may be stored in 
intermediate destination registers 610 prior to their utiliZa 
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tion by the selector 606 and the encryptor 608 for the 
encryption of a second, subsequent pair of signed secure 
keys. 
[0054] As the key generation, signing and encryption 
system 600 generates encrypted and signed keys 632, the 
secure key ladder protection increases since the number of 
generated encrypted and signed keys 632 increases. As the 
encrypted and signed keys 632 are generated, they may be 
transmitted from an output location 634. 

[0055] Referring noW to FIG. 6B, there is illustrated a 
block diagram of an exemplary system for secure key 
decryption and secure key signature veri?cation in accor 
dance With an embodiment of the present invention. The 
exemplary system for secure key decryption and secure key 
signature veri?cation 650 may comprise a one-time pro 
grammable non-volatile memory (OTP NVM) 652, a secure 
master key generating module 654, a CPU 653, an input 
register 672, a selector 656, a decryptor 658, an input 
register 660, a signature veri?cation module 662, an inter 
mediate destination register 664, a sWitch 668 and ?nal 
destination registers 670. 
[0056] The OTP NVM 652 may comprise a random access 
memory (RAM), such as a DRAM or SRAM, for example. 
The OTP NVM 652 may be adapted to store, for example, 
read-only data 674, keys 676, and an enable bit 678. The 
keys 676 may comprise master decryption keys 681 and 680. 
The master decryption keys 681 and 680 may each occupy, 
for example, an even number of bits in the OTP NVM 652. 
More speci?cally, the master decryption keys 680 and 681 
may each occupy tWo M-bit cells in the OTP NVM 652. The 
read-only data 674 of the OTP NVM 652 may comprise chip 
identi?cation information and other read-only information 
that may be accessed by the CPU 653. The CPU 653 may be, 
for example, a microprocessor, a microcontroller or other 
type of processor. 

[0057] The master decryption keys 680 and 681 may be 
sent to the secure master key generating module 654. The 
secure master key generating module 654 may comprise 
suitable logic, circuitry and/or code that may be adapted to 
further enhance the security of the master decryption keys 
680 and 681. In accordance With an aspect of the present 
invention, the secure master key generating module 654 may 
comprise an encryptor, or a scrambler, that may receive 
master decryption keys 682 as input. Master decryption keys 
682 may comprise master decryption key 680 and master 
decryption key 681. The secure master key generating 
module 654 may enhance the security of master decryption 
key 680 and master decryption key 681 and may generate a 
secure master decryption key K1683 and secure master 
decryption key K2684. 
[0058] The selector 656 may comprise suitable logic cir 
cuitry and/or code that may be adapted to select from one or 
more inputs and generate one or more outputs. In accordance 
With an aspect of the present invention, the selector 656 may 
be a 2:1 selector and may generate three outputs from any 
tWo received inputs. For example, the secure master decryp 
tion keys K1 and K2, 683 and 684 respectively, may be 
utiliZed by the selector 656 as inputs to generate an output. 
For example, the secure master decryption key 683 may be 
selected tWice and the secure master decryption selected 
once. 

[0059] The secure key decryption and secure key signature 
veri?cation system 650 may be adapted to receive encrypted 
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and signed keys 646. The encrypted and signed keys 646 
may be generated, for example, by a secure key generation, 
secure key signing and secure key encryption system, such 
as the system illustrated on FIG. 6A. Once received by the 
secure key decryption and secure key veri?cation system 
650, the encrypted and signed keys 646 may be stored in an 
input register 672. The encrypted and signed keys 646 may 
then be transmitted to the decryptor 658. In accordance With 
an aspect of the present invention, the encrypted and signed 
keys 646 may comprise multiples of 64-bits, and may 
include at least one of an encrypted key, a key destination 
and/or a key signature. 

[0060] The decryptor 658 may comprise suitable logic, 
circuitry and/or code that may be adapted to decrypt any of 
the encrypted and signed keys 646. In accordance With an 
aspect of the present invention, the encryptor 658 may 
comprise a 3DES-Encrypt-Decrypt-Encrypt (EDE) and/or 
Decrypt-Encrypt-Decrypt (DED) decryption engine. The 
decryptor 658 may utiliZe the secure master decryption keys 
K1 and K2, 683 and 684 respectively, generated as an output 
of the selector 656. The decryptor 658 generates as output 
unWrapped decrypted keys 688 and signature bytes 690. 

[0061] The unWrapped decrypted keys 688 may be com 
municated to the intermediate destination registers 664, and 
may subsequently be utiliZed by the selector 656 and the 
decryptor 658 for decryption of subsequent encrypted and 
signed keys 646. For example, the secure master decryption 
key K1683 and the secure master decryption key K2684 
may be utiliZed by the selector 656 and the decryptor 658 
only once, for the decryption of a ?rst pair of encrypted and 
signed keys 646 that may be received by the decryptor 658. 
The resulting unWrapped decrypted keys K1686 and K2685 
may be stored in the intermediate destination registers 664. 
The unWrapped decrypted keys 685 and 686 may then be 
utiliZed by the selector 656 and decryptor 658 for the 
decryption of a second subsequent pair of encrypted and 
signed keys 646 that may be received by the decryptor 658. 
This loop process may continue until all encrypted and 
signed keys of the received key ladder are unWrapped and 
decrypted. 

[0062] After decryption of the encrypted and signed keys 
646 by the decryptor 658, the signature bytes 690 of each of 
the encrypted and signed keys are generated as output from 
the decryptor 658. The signature bytes 690 may then be 
entered into the signature veri?cation module 652. The 
signature veri?cation module 652 may comprise suitable 
logic, circuitry and/or code but may be adapted to verify the 
authenticity of the signature bytes 690. In accordance With 
an aspect of the present invention, the signature veri?cation 
module 662 may utiliZe an asymmetric encryption algo 
rithm, such as a public key encryption algorithm, in order to 
verify the received signature bytes 690. A veri?cation key 
687 may be loaded by the CPU 653. Averi?cation key 687 
may comprise for example, a public key that may be utiliZed 
to verify the signature 690. The veri?cation key 687 may be 
initially stored in an input register 660. The signature 
veri?cation module 662 may utiliZe the veri?cation key 
(public key) 687 in order to verify the received signature 
690. As a result, an enabled/disabled signal 691 may be 
generated by the signature veri?cation module 662. The 
enabled/disabled signal 691 may then be communicated to 
the sWitch 668. 
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[0063] The sWitch 668 may receive the unWrapped 
decrypted key 688 and may alloW, or reject, a further 
transmission of the unlocked decrypted keys 688 through the 
?nal destination registers 670. If the command 691 com 
prises an enable command, the unWrapped decrypted key 
688 may be transmitted to the ?nal destination registers 670 
for any further processing. If the command 691 comprises a 
disable command, then the unWrapped decrypted keys 688 
may not be transmitted to the ?nal destination registers 670. 
A disable command 691 may be generated, for example, if 
the signature veri?cation module 690 ascertains that the 
signature 690 is not veri?ed. The signature 690 may be 
unveri?able if, for example, the encrypted and signed keys 
646 had been manipulated by an attacker during their 
transmission to the secure key decryption and secure key 
veri?cation system 650. Veri?cation of the signature 690 by 
the signature veri?cation module 662 may be enabled or 
disabled With the help of the enable bit 678. The bit 678 may 
comprise a multi-stage programming (MSP) bit. For 
example, an enable bit 678 may be set to a predetermined 
value so that the signature veri?cation module 662 is acti 
vated and the signature 690 may be veri?ed. 

[0064] Accordingly, the present invention may be realiZed 
in hardWare, softWare, or a combination of hardWare and 
softWare. The present invention may be realiZed in a cen 
traliZed fashion in at least one computer system, or in a 
distributed fashion Where different elements are spread 
across several interconnected computer systems. Any kind 
of computer system or other apparatus adapted for carrying 
out the methods described herein is suited. A typical com 
bination of hardWare and softWare may be a general-purpose 
computer system With a computer program that, When being 
loaded and executed, controls the computer system such that 
it carries out the methods described herein. 

[0065] The present invention may also be embedded in a 
computer program product, Which comprises all the features 
enabling the implementation of the methods described 
herein, and Which When loaded in a computer system is able 
to carry out these methods. Computer program in the present 
context means any expression, in any language, code or 
notation, of a set of instructions intended to cause a system 
having an information processing capability to perform a 
particular function either directly or after either or both of 
the folloWing: a) conversion to another language, code or 
notation; b) reproduction in a different material form. 

[0066] While the present invention has been described 
With reference to certain embodiments, it Will be understood 
by those skilled in the art that various changes may be made 
and equivalents may be substituted Without departing from 
the scope of the present invention. In addition, many modi 
?cations may be made to adapt a particular situation or 
material to the teachings of the present invention Without 
departing from its scope. Therefore, it is intended that the 
present invention not be limited to the particular embodi 
ment disclosed, but that the present invention Will include all 
embodiments falling Within the scope of the appended 
claims. 

What is claimed is: 
1. A method for secure key authentication, the method 

comprising: 
generating at a ?rst location a digital signature of a secure 

key to obtain a digitally signed secure key; and 
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transmitting the digitally signed secure key from the ?rst 
location. 

2. The method according to claim 1, further comprising 
generating the digital signature from at least one of an 
asymmetric encryption algorithm and a symmetric encryp 
tion algorithm. 

3. The method according to claim 1, further comprising 
encrypting the digitally signed secure key prior to transmis 
sion to obtain an encrypted digitally signed key. 

4. The method according to claim 3, Wherein the secure 
key comprises at least one of a master key, a Work key and 
a scrambling key. 

5. The method according to claim 4, further comprising: 

receiving the digitally signed secure key at a second 
location; and 

decrypting the digitally signed secure key to obtain a 
decrypted digitally signed secure key. 

6. The method according to claim 5, Wherein if the secure 
key comprises a Work key then a decrypted digitally signed 
master key at the second location is utiliZed for decrypting 
an encrypted digitally signed Work key. 

7. The method according to claim 5, Wherein if the secure 
key comprises a scrambling key then a decrypted digitally 
signed Work key at the second location is utiliZed for 
decrypting an encrypted digitally signed scrambling key. 

8. The method according to claim 5, further comprising 
verifying authenticity of the digital signature of the digitally 
signed secure key. 

9. The method according to claim 8, further comprising 
verifying the authenticity of the digital signature utiliZing at 
least one of an asymmetric decryption algorithm and a 
symmetric decryption algorithm. 

10. The method according to claim 8, further comprising 
determining Whether to verify authenticity of the digital 
signature. 

11. A machine-readable storage having stored thereon, a 
computer program having at least one code section for 
secure key authentication, the at least one code section being 
executable by a machine for causing the machine to perform 
steps comprising: 

generating at a ?rst location a digital signature of a secure 
key to obtain a digitally signed secure key; and 

transmitting the digitally signed secure key from the ?rst 
location. 

12. The machine-readable storage according to claim 11, 
further comprising code for generating the digital signature 
from at least one of an asymmetric encryption algorithm and 
a symmetric encryption algorithm. 

13. The machine-readable storage according to claim 11, 
further comprising code for encrypting the digitally signed 
secure key prior to transmission to obtain an encrypted 
digitally signed key. 

14. The machine-readable storage according to claim 13, 
Wherein the secure key comprises at least one of a master 
key, a Work key and a scrambling key. 

15. The machine-readable storage according to claim 14, 
further comprising: 

code for receiving the digitally signed secure key at a 
second location; and 

code for decrypting the digitally signed secure key to 
obtain a decrypted digitally signed secure key. 
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16. The machine-readable storage according to claim 15, 
Wherein if the secure key comprises a Work key then a 
decrypted digitally signed master key at the second location 
is utiliZed for decrypting an encrypted digitally signed Work 
key. 

17. The machine-readable storage according to claim 15, 
Wherein if the secure key comprises a scrambling key then 
a decrypted digitally signed Work key at the second location 
is utiliZed for decrypting an encrypted digitally signed 
scrambling key. 

18. The machine-readable storage according to claim 15, 
further comprising code for verifying authenticity of the 
digital signature of the digitally signed secure key. 

19. The machine-readable storage according to claim 18, 
further comprising code for verifying the authenticity of the 
digital signature utiliZing at least one of an asymmetric 
decryption algorithm and a symmetric decryption algorithm. 

20. The machine-readable storage according to claim 18, 
further comprising code for determining Whether to verify 
authenticity of the digital signature. 

21. A system for secure key authentication, the system 
comprising: 

at least one processor for generating at a ?rst location a 
digital signature of a secure key to obtain a digitally 
signed secure key; and 

the at least one processor transmitting the digitally signed 
secure key from the ?rst location. 

22. The system according to claim 21, the at least one 
processor generating the digital signature from at least one 
of an asymmetric encryption algorithm and a symmetric 
encryption algorithm. 

23. The system according to claim 21, the at least one 
processor encrypting the digitally signed secure key prior to 
transmission to obtain an encrypted digitally signed key. 

24. The system according to claim 23, Wherein the secure 
key comprises at least one of a master key, a Work key and 
a scrambling key. 

25. The system according to claim 24, the at least one 
processor: 

receiving the digitally signed secure key at a second 
location; and 

decrypting the digitally signed secure key to obtain a 
decrypted digitally signed secure key. 

26. The system according to claim 25, Wherein a 
decrypted digitally signed master key at the second location 
is utiliZed for decrypting an encrypted digitally signed Work 
key. 

27. The system according to claim 25, Wherein a 
decrypted digitally signed Work key at the second location is 
utiliZed for decrypting an encrypted digitally signed scram 
bling key. 

28. The system according to claim 25, the at least one 
processor verifying authenticity of the digital signature of 
the digitally signed secure key. 

29. The system according to claim 28, the at least one 
processor verifying the authenticity of the digital signature 
utiliZing at least one of an asymmetric decryption algorithm 
and a symmetric decryption algorithm. 

30. The system according to claim 28, the at least one 
processor determining Whether to verify authenticity of the 
digital signature. 
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31. The system according to claim 21, wherein the at least 
one processor comprises at least one of a host processor, a 
microprocessor, and a microcontroller. 

32. A system for secure key authentication, the system 
comprising: 

a transmitter; 

the transmitter comprises a generator that generates a 
digital signature of a secure key to obtain a digitally 
signed secure key; and 

the transmitter transmits the digitally signed secure key. 

33. The system according to claim 32, Wherein the gen 
erator generates the digital signature from at least one of an 
asymmetric encryption algorithm and a symmetric encryp 
tion algorithm. 

34. The system according to claim 32, further comprising 
an encryptor that encrypts the digitally signed secure key 
prior to transmission to obtain an encrypted digitally signed 
key. 

35. The system according to claim 34, Wherein the secure 
key comprises at least one of a master key, a Work key and 
a scrambling key. 
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36. The system according to claim 35, further comprising: 
a receiver that receives the digitally signed secure key; 

and 

the receiver comprising a decryptor that decrypts the 
digitally signed secure key to obtain a decrypted digi 
tally signed secure key. 

37. The system according to claim 36, Wherein the 
receiver comprises a decryptor that utiliZes a digitally signed 
master key to decrypt an encrypted digitally signed Work 
key. 

38. The system according to claim 36, Wherein the 
decryptor utiliZes a decrypted digitally signed Work key to 
decrypt an encrypted digitally signed scrambling key. 

39. The system according to claim 36, the receiver com 
prises a veri?er that veri?es authenticity of the digital 
signature of the digitally signed secure key. 

40. The system according to claim 39, Wherein the veri?er 
utiliZes at least one of an asymmetric decryption algorithm 
and a symmetric decryption algorithm. 

41. The system according to claim 39, Wherein the veri?er 
determines Whether to verify authenticity of the digital 
signature. 


