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TECHNIQUES FOR DYNAMICALLY 
ESTABLISHING AND MANAGING TRUST 

RELATIONSHIPS 

RELATED APPLICATIONS 

[0001] The present invention is related to co-pending and 
commonly assigned US. application Ser. No. ?led 
on Jan. 27, 2004, entitled: “Techniques for Dynamically 
Establishing and Managing Authentication and Trust Rela 
tionships,” the disclosure of Which is incorporated by ref 
erence herein. 

FIELD OF THE INVENTION 

[0002] The invention relates generally to netWork security, 
and more speci?cally to techniques for dynamically estab 
lishing and managing trust relationships. 

BACKGROUND OF THE INVENTION 

[0003] Individuals are increasingly engaging in electronic 
communications With other individuals, electronic services, 
and resources over the Internet. In many cases, these com 
munications need to be secured and trusted, such that the 
parties can assure one another as to the true identity of the 
participants engaging in the communications. This is so, 
because the communications that occur during these trans 
actions can unWittingly expose con?dential data about the 
participants. HoWever, there is a tradeoff betWeen improving 
security and ?exibility/management, such that security is 
adequate enough but any technique used is not too rigid, too 
cumbersome, and too dif?cult to establish and manage. 

[0004] One conventional technique that permits a trusted 
relationship betWeen tWo or more parties is to maintain and 
manage a separate trusted data store in each of the local 
processing environments of the parties. Each trusted data 
store includes identi?ers for the remaining parties and 
includes a unique public key certi?cate for each of the 
remaining parties. The public key certi?cates are used to 
encrypt communications directed to the remaining parties, 
When the communications are occurring over non-secure 
communication lines or With non-secure protocols. The 
problem With this approach is that it is too dif?cult to 
manage and too cumbersome, because several disparate 
trusted data stores must be kept in synchroniZation With one 
another and because sometimes a particular party may use a 
different computing device or move an existing computing 
device (e.g., laptop, personal digital assistant, cell phone, 
etc.) from its typical netWork service provider (e.g., Internet 
Service Provider (ISP), or other Service Providers (SP)). 

[0005] When a party becomes mobile, he/she divorces 
himself/herself from a particular processing device or SP 
environment. Correspondingly, a needed trusted data store 
may not be available to the party and/or a private key 
associated With a party’s public-private key pair may not be 
available for that party to access. Thus, this technique does 
not provide a continuously and reliable level of service to the 
parties involved. 

[0006] Another technique is to establish dedicated and 
secured transmission lines betWeen trusted parties. With this 
technique, the parties are physically tied to their existing 
processing devices and SP environments, since any devia 
tion Will not make the secure transmissions lines available 
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for pre-de?ned and trusted relationships. This technique 
may offer the highest degree of security, but it is also the 
most rigid, the most in?exible, and much too costly for the 
vast majority of individuals that access the Internet on a 
casual or personal basis. 

[0007] Still other techniques are geared toWards commer 
cial SPs, in these arrangements SPs pay to have a static and 
strongly rooted public key administered from a third-party 
service (e.g., Verisign), any needed public key for a particu 
lar participating SP can be acquired from the third-party. The 
problem With this technique is that a typical end-user or 
small entity may not be able to afford the services of the 
third-party. Furthermore, any participating SP is still rigidly 
tied to a static public key. This means that should an Internet 
Protocol (IP) address for a participating SP change, then the 
third-party may need to be synchroniZed With a neW public 
key. Moreover, this is useful only When all parties to the 
relationship are subscribers to the third-party service, since 
all parties in a trusted relationship need to communicate 
their respective and valid public keys to the remaining 
parties. Thus, these techniques are still too costly, too rigid, 
and designed to assist and bene?t only SPs, not a causal 
Internet end-user. 

[0008] Thus, improved techniques for dynamically estab 
lishing and managing trust relationships are needed. 

SUMMARY OF THE INVENTION 

[0009] In various embodiments of the invention, tech 
niques are presented for dynamically establishing and man 
aging trust relationships. Principals can request community 
lists from a trusted identity service. The community lists 
identify permissible other principals With Whom a particular 
requesting principal can establish and manage trust relation 
ships. 
[0010] The community list is also associated With a trust 
speci?cation that identi?es policies and access rights ini 
tially de?ned for the principals included Within the commu 
nity list. A requesting principal can subdivide the commu 
nity list into sets of particular principals and modify its 
version of the trust speci?cation to include more limiting 
policies or access rights for the sets of particular principals. 
In this Way, a requesting principal can dynamically establish 
overlay netWorks from his/her community list having poli 
cies and access rights desired by the requesting principal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a ?oWchart representing a method for 
dynamically establishing trusted relationships; 

[0012] FIG. 2 is a ?oWchart representing a method for 
dynamically managing trusted relationships; 

[0013] FIG. 3 is a diagram of a trusted relationship 
management system; and 

[0014] FIG. 4 is a diagram representing a trusted relation 
ship data structure. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0015] In various embodiments of the invention, the term 
“principal” is used. A principal is an electronic representa 
tion of an entity. An entity can be a resource, a user, an agent, 
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an application, a system, a service, a group, a department, an 
object, etc. An entity consumes information, provides infor 
mation, provides a service to other entities over a netWork, 
or performs any combination of these operations. 

[0016] In one embodiment, the term principal is consistent 
With hoW that term is generally understood in the security 
arts. For example, the term principal can be used in the 
context of Security Assertion Markup Language (SAML) 
Which is an extension of the Extensible Markup Language 
(XML). SAML is used for securely processing assertions 
about a user or application (e.g., principal). More recently, 
SAML has been extended With technology referred to as 
Liberty. Liberty is part of the Liberty Alliance Project (LAP) 
and is attributed to open interoperable standards for feder 
ated netWork identities. Thus, the term principal can also be 
used in the context of Liberty technologies. 

[0017] A SAML encoded statement includes an assertion, 
a protocol, and a binding. There are generally three types of 
assertions: an authentication assertion used to validate a 
principal’s electronic identity, an attribute assertion that 
includes speci?c attributes about the principal, an authori 
Zation assertion that identi?es What the principal is permitted 
to do (e.g., policies). The protocol de?nes hoW a SAML 
processing application Will ask for and receive the asser 
tions. The binding de?nes hoW SAML message exchanges 
are mapped to Simple Object Access Protocol (SOAP) 
exchanges, or other protocol exchanges. 

[0018] In general terms, SAML techniques improve secu 
rity betWeen business-to-business (B2B) electronic transac 
tions and business-to-customer (B2C) electronic transac 
tions. The techniques permit one principal to log in With a 
single transaction to a receiving principal and then use a 
variety of the receiving principal’s disparate services by 
providing the SAML statements When needed. SAML tech 
niques are not limited to inter-organiZation relationships 
(e.g., B2B or B2C); the techniques can be used Within a 
single organiZation (intra-organiZation). SAML techniques 
are supported With a variety of netWork protocols, such as 
Hypertext Transfer Protocol (HTTP), Simple Mail Transfer 
Protocol (SMTP), File Transfer Protocol (FTP), SOAP, 
BiZTalk, and Electronic Business XML (ebXML). The 
OrganiZation for the Advancement of Structured Informa 
tion Standards (OASIS) is the standards group for SAML. 
The techniques of Liberty are enhancements to the SAML 
techniques and may also be used in connection With various 
embodiments of this invention. 

[0019] HoWever, it is to be understood that SAML and 
Liberty techniques are not needed to perform the teachings 
of all embodiments of the invention. These techniques 
complement some embodiments of this invention. In this 
sense, the integration of SAML and Liberty techniques With 
some of the embodiments presented herein is intended to be 
part of certain aspects of this invention, but not all embodi 
ments of this invention are dependent on SAML or Liberty 
technology. 

[0020] In a similar manner there are various other existing 
authentication techniques that may be practiced in connec 
tion With some embodiments of this invention. But, once 
again these other authentication techniques are not necessary 
for realiZing the bene?ts of all embodiments of the inven 
tion. Some of these techniques include Public Key Infra 
structure (PKI) techniques including public-private key 
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pairs, digital certi?cates, biometric authentication, or use of 
conventional identi?cations and passWords. 

[0021] As used herein and beloW a “community list” is a 
data structure associated With a particular principal. The 
entries of the community list include identi?ers for other 
different principals Which Whom the particular principal may 
interact. Each identi?er is also associated With metadata, the 
metadata includes indications as to Whether a principal 
identi?ed by a particular identi?er must be in a trusted 
relationship, should be in a trusted relationship, may be in a 
trusted relationship, should not be in a trusted relationship, 
or must not be in a trusted relationship With the principal that 
is associated With a particular instance of the community list. 

[0022] In some embodiments, the indications are not 
needed and in these embodiments, the community list 
includes principal identi?ers Which can or may be in trusted 
relationships With the principal associated With a particular 
instance of the community list. If there is ambiguity as to 
Whether a particular principal identi?er is permitted to be in 
a trusted relationship, then the metadata can assist a princi 
pal associated With a particular instance of the community 
list in resolving this ambiguity by providing the conditions 
or events that are needed to resolve that ambiguity. For 
example, a particular principal may not be permitted to be in 
a trusted relationship With a principal associated With a 
particular instance of the community list if that particular 
principal is being accessed at a certain time of day, accessed 
on a certain calendar day, accessed on a certain day of the 
Week, accessed from a certain physical location, accessed 
from a certain type of processing device (e. g., laptop, phone, 
kiosk, personal digital assistant, etc.), and the like. 

[0023] In some embodiments, the metadata also includes 
key information, such as a public key certi?cate of a 
particular principal. This may be useful, When a principal 
associated With the community list needs to communicate 
With a different principal identi?ed in the community list via 
encrypted communication. The public key permits the com 
munications to be encrypted With the public key certi?cate, 
Which can only be decrypted by a principal having a 
corresponding private key associated With that public key. 

[0024] The community list is also associated With a global 
trust speci?cation that is produced by the identity service 
When the community list is generated for a requesting 
principal. The global trust speci?cation includes the policies 
and access rights of the principals identi?ed in the commu 
nity list and identi?es a limitation on What may or may not 
be done With interactions or relationships established With 
the various principals identi?ed in the community list. 

[0025] In one embodiment, the global trust speci?cation is 
a separate data structure that is acquired independent of the 
community list from the identity service. In another embodi 
ment, the community list includes a pointer to the trust 
speci?cation, such that some portions of its metadata (e.g., 
that pointer) permit a requesting principal to acquire a copy 
of the global trust speci?cation from the identity service. In 
still other embodiments, the global trust speci?cation is part 
of the community list data structure. 

[0026] A requesting principal can modify his/her version 
of the trust speci?cation and subdivide it into a plurality of 
sub-trust speci?cations as needed. HoWever, the requesting 
principal cannot exceed the hard limitations de?ned in the 
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initial global trust speci?cation. Moreover, a requesting 
principal can group the community list into sub-community 
lists and modify them by adding or removing principal 
identi?ers. In some embodiments, When a neW principal is 
added to the community list or sub-community list, the 
addition is requested via the identity service. In other 
instances, the original supplied community list Will include 
the neW principal that is being added and may require (via 
its metadata) that the requesting principal satisfy some initial 
conditions before any requested add operation can success 
fully process. 

[0027] Various embodiments of this invention can be 
implemented in eXisting netWork products and services. For 
eXample, in some embodiments, the techniques presented 
herein are implemented in Whole or in part in the iChain®, 
Border Manager®, and EXcelerator® products distributed 
by Novell, Inc., of Provo, Utah. 

[0028] Of course, the embodiments of the invention can be 
implemented in a variety of architectural platforms, systems, 
or applications. For eXample, portions of this invention can 
be implemented in Whole or in part in any distributed 
architecture platform, operating systems, proXy services, or 
broWser/client applications. Any particular architectural lay 
out or implementation presented herein is provided for 
purposes of illustration and comprehension only and is not 
intended to limit the various aspects of the invention. 

[0029] FIG. 1 is a ?oWchart representing one method 100 
for dynamically establishing trust relationships. The method 
100 is implemented as one or more applications or services 
Which reside in a computer-accessible medium and is acces 
sible over a netWork. In one embodiment, the method 100 is 
implemented as a service that interfaces With a client or 
principal service of an initially requesting principal. A client 
is a processing device that a principal is using to interact 
With the principal service. The principal service is an inter 
face application that interacts With the processing logic of 
the method 100 (herein after “identity service”). The identity 
service need not be in operation (e.g., it can be embedded on 
one or more removable computer readable media (e.g., CD, 
DVD, diskette, memory stick, etc.) and distributed), but 
When the identity service is operational it performs the 
folloWing techniques for dynamically establishing trust rela 
tionships for a requesting principal. 

[0030] Initially, a requesting principal makes contact With 
the identity service and requests a community list. The 
requesting principal is in a trusted relationship Where the 
requesting principal and the identity service have authenti 
cated to one another When the contact is initially made or 
When the requesting principal authenticated With a knoWn 
identity service. Alternatively, When the contact is made the 
identity service uses the appropriate policy to authenticate 
the requesting principal and establish a trusted relationship 
With the requesting principal. The remaining embodiments 
of the invention presupposes that the principals are in trusted 
relationships With the identity service, or Will otherWise 
engage in interactions according to policies in order to 
properly authenticate to one another and establish trusted 
relationships With one another. 

[0031] The community list identi?es permissible or non 
permissible trusted relationships that the requesting princi 
pal may or may not engage in. Additionally, that community 
list may include conditions associated With permitting par 
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ticular principals to engage in trusted relationships With the 
requesting principal. That is, some principals identi?ed in 
the community list are not automatically permitted to be in 
a trusted relationship With the requesting principal, but are 
permitted to be in such a relationship if certain conditions 
are satis?ed. 

[0032] In some embodiments, the requesting principal 
does not in fact make a request for the community list, rather 
the community list is pushed to the requesting principal 
based on some prede?ned condition or event detected by the 
identity service, or based on the request of an authoriZed 
different principal. Thus, a requesting principal can acquire 
the community list for management from a pull model 
(directly requested from the identity service) or from a push 
model (not requested but foisted on the requesting principal 
by the identity service). 

[0033] When the identity service determines that a com 
munity list is needed for a requesting principal, the identity 
service acquires or assembles the needed community list at 
110. One Way to do this is to acquire a global contract or 
global policy associated With the requesting principal and 
determines ?rstly if the requesting principal is authoriZed to 
receive a community list. Secondly, if the requesting prin 
cipal is authoriZed to receive the community list, the identity 
service inspects the global contract to determine Where to 
acquire or hoW to assemble the community list. In some 
embodiments, a global contract de?nes speci?c trusted or 
identity stores associated With the requesting principal that 
contain the identities of needed principals and any condi 
tions associated With those principals that Would or Would 
not permit a trusted relationship With the requesting princi 
pals. 

[0034] In another embodiment, the identity service main 
tains a community list for the requesting principal in a 
locally accessible and secure data store. This community list 
is synchroniZed and managed by the identity service, such 
that When changes are detected in one or more of a request 
ing principal’s trusted or identity stores, the community list 
is updated and vice-versa. 

[0035] The acquired community list is made active in the 
memory and/or storage accessible to the identity service and 
dynamically maintained in a trust con?guration associated 
With the requesting principal. The identity service is capable 
of simultaneously servicing, acquiring, and maintaining 
multiple instances of a community list for multiple different 
and unique requesting principals. 

[0036] The identity service also con?gures a trust speci 
?cation for the community list. As previously described, the 
trust speci?cation can be part of the community list or a 
separate and distinct data structure from the community list. 
The trust speci?cation includes the policies and access rights 
associated With the principals identi?ed in the community 
list. This trust speci?cation serves as a threshold limitation 
on the requesting principal, Which means the hard limita 
tions de?ned in the trust speci?cation can not be eXpanded 
by the requesting principal When the requesting principal 
receives a copy of the trust speci?cation. HoWever, the 
requesting principal can add more restrictive limitations to 
its version or sub versions of the received trust speci?cation. 

[0037] At 130, the community list and the trust speci?ca 
tion are transmitted to the requesting principal. The request 
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ing principal may noW directly manage its oWn relationships 
With the principals identi?ed in the community list subject to 
the threshold limitations de?ned in the trust speci?cation. 
This means the requesting principal can form its oWn 
overlay netWorks With the identi?ed principals for purposes 
of establishing dynamic peer-to-peer netWorks. Each of 
these overlay netWorks can include policies and access 
rights de?ned or modi?ed by the requesting principal, 
assuming policies and access rights do not exceed the initial 
threshold limitations of the initially generated trust speci? 
cation. 

[0038] It should also be noted that each principal identi?ed 
in the community list can in fact be associated With a group, 
Where that group includes multiple entries and each entry 
associated With a different principal. This relationship can be 
recursive, such that an entry of a group can in fact be another 
group. In a like manner, a principal identi?ed in the com 
munity list can in fact be another community list. Again, this 
relationship can be recursive, such that an embedded com 
munity list can include other community lists. 

[0039] During the dynamic management of the commu 
nity list Which Was generated for the requesting principal at 
120, a variety of events can optionally occur that may 
require interaction from the identity service. For example, at 
121, the identity service may be con?gured to dynamically 
push detected changes occurring in the community list to the 
requesting principal. If this con?guration is desired, the 
identity service at 121 Will detect a change (the change may 
be initiated by a different principal other than the requesting 
principal), update its trust con?guration and any maintained 
community list, and notify the requesting principal of the 
change. 
[0040] In another embodiment, the requesting principal 
may issue a refresh request at 122. A refresh request informs 
the identity service that the requesting principal desires the 
identity service to check for and deliver an updated com 
munity list to the requesting principal. Accordingly, at 122, 
the identity service receives the refresh request, determines 
if changes have occurred, updates its trust con?guration 
accordingly, and noti?es the requesting principal of any 
changes that resulted from the refresh request. 

[0041] In still another instance, at 123, the identity service 
may be con?gured to associate a time-to-live constraint 
When the community list is initially acquired and sent to the 
requesting principal. In this instance, the time-to-live con 
straint informs the requesting principal When it is desirable 
or mandated that a refresh request be issued. Thus, When the 
time-to-live constraint is satis?ed, the requesting principal 
may elect to issue a refresh request or may be forced, based 
on its con?guration, to issue a refresh request. When such a 
refresh request is issued, the identity service performs the 
processing identi?ed at 122. 

[0042] In many embodiments, the community list and the 
trust speci?cation are freely manipulated and managed by 
the requesting principal. These changes need not be com 
municated to the identity service and in many instances, 
Where they are permissible according to the originally issued 
trust speci?cation; these changes may not be communicated 
to the identity service. HoWever, in some situations, changes 
made by the requesting principal to the community list may 
be communicated to the identity service, such as When the 
requesting principal desires some changes to be made per 

Aug. 4, 2005 

manent or be made temporary for some con?gurable period 
of time (e.g., active session) or for some con?gurable period 
during Which an event is not raised that may terminate the 
changes (e.g., requesting principal is using a different pro 
cessing device, accessing the identity service from a differ 
ent physical location, etc.). 
[0043] Thus, in these latter situations, at 124, the identity 
service receives additions or deletion requests and any 
associated conditions or policies from a requesting principal 
Which affects the community list and trust con?guration 
being dynamically maintained by the identity service. If an 
add operation is received, the identity service inspects a 
contract or global policy associated With the requesting 
principal and determines if such an add operation is permis 
sible, if it is, a neW principal is added to the identity services 
trust con?guration being maintained by the identity service. 
Conversely, if a delete operation is received, the identity 
service performs the same checks and if permitted performs 
a delete operation on a particular principal from the trust 
con?guration being maintained by the identity service. In 
some cases, if desirable, and if the requesting principal’s 
contract and global policy permit, the changes received from 
the requesting principal can be made permanent. In these 
cases, at 125, the identity service Will contact and update the 
appropriate trust or identity stores associated With the 
requesting principal in order to effectuate the needed 
changes. 
[0044] In another embodiment, the identity service can be 
con?gured to detect When a particular community list issued 
to a requesting principal is to be revoked based on some 
de?ned event (e.g., administrator determines the requesting 
principal is to have no access to or management of com 
munity lists). Here, at 131, the identity service detects the 
event and revokes the community list and its use from the 
requesting principal. 
[0045] In some embodiments it may be that the identity 
service can acts as a trusted intermediate betWeen the 
requesting principal and a third-party principal (e.g., Veri 
sign), Where that third-party principal houses a strongly 
rooted public-private key pair for the requesting principal. 
As an eXample illustration of this embodiment, consider that 
the requesting principal is accessing the identity service via 
a different processing device such that the requesting prin 
cipal’s strongly rooted public-private key pair is not avail 
able and the requesting principal desires to interacted in a 
trusted relationship With a second principal. The second 
principal may not be capable of interfacing With the identity 
service, but the third-party principal is in a trusted relation 
ship With the identity service and the requesting principal is 
in a trusted relationship With the identity service as Well. 

[0046] In this eXample, the requesting principal desires to 
interact in a trusted relationship With the second principal, 
but the only Way to achieve that is to acquire the strongly 
rooted public-private key pair. The requesting principal may 
have a Well-knoWn certi?cate from the third-party principal 
Which it can use to authenticate With the third-party service, 
but because the requesting principal lacks the strongly 
rooted public-private key pair (speci?cally the private key) 
it Will not be able to decrypt messages received from the 
third-party principal in order to make that information 
useful. 

[0047] The requesting principal can use the teachings of 
this invention to acquire the strongly rooted public-private 
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key pair in the following manner. The requesting principal 
authenticates and enters into a trusted relationship With the 
identity service and acquires its community list. The com 
munity list identi?es the second principal; the requesting 
principal uses the dynamic public-private key pair created 
When the ?rst principal authenticated With the identity 
service and uses the public key contained in the Well-knoWn 
certi?cate of the third-party principal to encrypt this certi? 
cate. The encrypted certi?cate is transmitted to the identity 
service; the identity service signs it and forWards it to the 
third-party principal. The third-party principal validates the 
identity service’s signature as a trusted service, decrypts the 
initial encryption With the private key associated With the 
Well-knoWn certi?cate, and determines that the contents are 
a certi?cate that identi?es the requesting principal Whose 
trust is established because of the trust betWeen the third 
party principal and the identity service. 

[0048] Next, the third-party principal, using information 
in the requesting principal’s certi?cate, obtains the strongly 
rooted key pair associated With the requesting principal, 
encrypts this strongly rooted key pair With the public key of 
the requesting principal contained in the certi?cate, signs it 
With the third-party private key associated With the Well 
knoWn certi?cate, and sends it to the identity service. The 
identity service cannot decrypt the data since the dynami 
cally generated private key of the requesting principal is 
needed to do that, Which has remained in the possession of 
the requesting principal. The data is then sent back to the 
requesting principal, Where the requesting principal uses its 
dynamically generated private key to decrypt the data and 
acquire its strongly rooted key pair. NoW, the requesting 
principal can freely interact in a trusted relationship directly 
With the third-party principal or With the second principal 
Which may not be capable of interacting With the identity 
service but can utiliZe credentials created via the strongly 
rooted key pair. This can happen because the requesting 
principal noW has its strongly rooted public-private key pair. 
This all happened dynamically and through the use of the 
community list and the identity service. 

[0049] The embodiments of FIG. 1 demonstrate hoW a 
community list can be acquired and dynamically managed. 
Portions of the management are delegated to a requesting 
principal that receives the community list, subject to thresh 
old limitations de?ned in an initially issued trust con?gu 
ration. The requesting principal can access, modify, divide, 
and manage the community list and the trust speci?cation in 
order to dynamically create and interact With one or more 
principals or sets of principals in manners desired by the 
requesting principal. 
[0050] FIG. 2 is a ?oWchart of one method 200 for 
dynamically managing trust relationships. The processing of 
the method 200 is implemented in a principal service 
accessible to and processed by a principal for purposes of 
acquiring and managing a community list. Method 100 
describes the processing associated With an identity service, 
conversely method 200 describes the processing that a 
requesting principal uses via a principal service to interact 
With the identity service of FIG. 1 and to dynamically 
manage trust relationships by evaluating and manipulating a 
community list and a trust speci?cation associated there 
With. 

[0051] At 210, the principal service receives a community 
list from an identity service. The community list includes 

Aug. 4, 2005 

one or more principals With Which trusted relationships can 
be established. In some cases, the community list identi?es 
some principals that are not permissible to be in a trust 
relationship With a particular principal, Who is associated 
With and interfacing With the principal service. In some 
cases, the community list identi?es some principals that 
require the satisfaction of certain conditions or events before 
these principals can be in trusted relationships With a par 
ticular principal associated With the principal service. 

[0052] At 220, one or more trust speci?cations are 
acquired from the identity service. The trust speci?cations 
de?ne the policies and access rights associated With particu 
lar principals identi?ed in the community list. Moreover, the 
trust speci?cations include limitations or threshold policies 
and access rights Which may not be exceeded by the prin 
cipal service. HoWever, the principal service manages copies 
of the trust speci?cation in its local computing environment 
and is free to subdivide the trust speci?cations and add more 
limiting policies and/or access rights to the trust speci?ca 
tions. 

[0053] At 230, the principal service dynamically manages 
interactions With the principals identi?ed in the community 
list according to the trust speci?cations. In some cases, the 
principal service may request that a neW principal be added 
to the community list, in these instances the identity of the 
neW principal may already be pre-eXisting in the community 
list but require that certain preconditions be met by the 
principal service before the neW principal can be of?cially in 
a position to enter into a trusted relationship With a particular 
principal that is interfacing With the principal service. In 
other cases, at 231, the principal service contacts the identity 
service and request that the neW principal be permissibly 
added to the community list. The identity service inspects 
the appropriate contract and global policy of the principal 
associated With the principal service and determines Whether 
the neW principal can be added to the community list. If 
conditions are met and permissible, then the identity service 
adds the neW principal to the community list and informs the 
principal service that the add operation Was successful. 

[0054] In another embodiment, at 232, the principal ser 
vice may elect to remove selective principals from its locally 
managed community lists. In these situations, assuming the 
trust speci?cation does not prohibit any such removal 
request, the principal service removes the selective princi 
pals from its community lists. In one embodiment, the 
principal service may request that the selective removal 
occur Within the community list being managed by the 
identity service or may request that the removal occur on a 
permanent or semi-permanent basis. Assuming a contract or 
global policy permits the principal service to request such a 
change, the change Will occur and be processed by the 
identity service. 

[0055] In other embodiments, principals can be logically 
represented as objects having attributes and methods asso 
ciated With that object. The objects are natively stored and 
remain persistent in identity stores. When community lists 
are created having principals, the embedded principals are 
represented as derived instances of the parent principal 
object, Which is natively housed in the data store. Attributes 
of the derived instance can include methods to synchroniZe 
changes occurring in the derived instances and the parent 
principal object automatically. Alternatively, other methods 
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can be set to intentionally not synchronize the derived 
instances With the parent. Private methods associated With 
attributes can issue calls to the appropriate locations in the 
data store to ?nd and make changes, conversely changes 
made in the data store can be sent via pointers to the 
corresponding locations in the derived instances. Methods 
associated With attributes could be con?gured to periodically 
synchroniZe or synchroniZe upon the detection of particular 
pre-de?ned events. 

[0056] In various embodiments, at 233, the principals 
identi?ed in the community list are also associated With 
other metadata, such as public key certi?cates. At 234, the 
public key certi?cates permit the principal service to encrypt 
communications occurring betWeen speci?c principals using 
their corresponding public key certi?cates. Moreover, if a 
public key certi?cate changes based on a particular one of 
the principals the changed and neW public key certi?cate can 
be dynamically detected and pushed from the identity ser 
vice to the principal service. 

[0057] In a like manner, a particular principal that is 
interacting With the principal service can have the identity 
service communicate any neW public key certi?cate to 
members of its community list, in advance of interacting 
With those members. Of course in this case the trust speci 
?cation Will be heavily dependent upon the contract used to 
authenticate the principal, because this Will affect the com 
munity lists that are including or excluding the principal. 
Alternatively, if a particular principal’s public key certi?cate 
is not communicated before communications are made With 
needing members of the community list, then those mem 
bers can contact the identity service, Whereupon the identity 
service provides the needed public key certi?cate to those 
members, or alternatively, the identity service requests that 
the particular principal deliver the public key certi?cate to 
the identity service for delivery to those members. Avariety 
of interactions and different scenarios can be used in Which 
public key certi?cates are managed, dynamically generated, 
modi?ed, and properly communicated betWeen the particu 
lar principal interfacing With the principal service and the 
members of the community list, some of these interactions 
may involve using the identity service as a trusted interme 
diary. 
[0058] At 235, the principal service can subdivide the 
community lists, establish subdivided trust speci?cations, 
and manage each subdivided list and its corresponding 
subdivided trust speci?cations With interactions occurring 
betWeen the particular principal associated With the principal 
service and the principals associated With the subdivided 
community lists. In other Words, the principal service is free 
to establish and manage its oWn trusted overlaid netWorks 
Which are created and modi?ed by the principal service 
based on the originally acquired community list and origi 
nally acquired trust speci?cations. 

[0059] The embodiments of FIG. 2 demonstrate a princi 
pal service that interacts With a particular principal for 
purposes of acquiring, managing, and modifying community 
lists in order to create trusted overlaid trusted netWorks and 
manage interactions and relationships occurring Within 
those overlaid trusted netWorks. 

[0060] FIG. 3 is a diagram of a trusted relationship 
management system 300. The trusted relationship manage 
ment system 300 is implemented in a computer readable and 
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accessible medium. In one embodiment, some portions of 
the trusted relationship management system 300 implement 
the techniques described above With respect to method 100 
and FIG. 1 (identity service interactions) and other portions 
of the trusted relationship management system 300 imple 
ment the techniques described above With respect to method 
200 and FIG. 2 (principal service interactions). The trusted 
relationship management system 300 is accessible over a 
netWork. 

[0061] The trusted relationship management system 300 
includes a ?rst principal service 301, a plurality of second 
principal services 302, and an identity service 303. Each of 
the principal services 301 and 302 perform processing 
similar to What has been discussed above With respect to the 
method 200 of FIG. 2. Moreover, the identity service 303 
interacts With each of the principal services 301 and 302 
using processing similar to What has been discussed above 
With respect to the method 300 of FIG. 3. 

[0062] During operation of the trusted relationship man 
agement system 300, the ?rst principal service 301 makes a 
request (pull) for or receives Without making a request 
(push) a community list associated With a ?rst principal that 
is interacting With the ?rst principal service 301. The com 
munity list includes a plurality of second principal identi?ers 
associated With second principals that interact With the ?rst 
principal service 301 and the identity service 303 through 
second principal services 302. The second principal identi 
?ers are also associated With metadata, that metadata can 
include conditions or requirements associated With permit 
ting or not permitting a number of the second principals to 
enter into trusted relationships With the ?rst principal. Addi 
tionally, in some embodiments, the metadata includes public 
key certi?cates associated With the second principals. The 
public key certi?cates are used during secure communica 
tions and identity establishment betWeen the ?rst principal 
and the second principals. 

[0063] Additionally, the community list is associated With 
an initially provided trust speci?cation, Which is generated, 
assembled, and sent by the identity service 303 to the ?rst 
principal service 301. The trust speci?cation indicates poli 
cies and access rights associated With communications and 
interactions Which can occur betWeen the ?rst principal and 
the second principals. Furthermore, the trust speci?cation 
sets threshold limitations Which cannot be eXceeded by 
operations of the ?rst principal service 301. That is, the trust 
speci?cation sets boundaries for modi?cations Which the 
?rst principal service 301 can make on the policies and the 
access rights associated With the second principals. 

[0064] In some embodiments, the identity service 303 can 
detect When changes occur With a master version of com 
munity list of the ?rst principal, the master version of the 
community list is maintained by the identity service 303 as 
part of its trust con?guration. When changes are detected, 
the identity service 303 can automatically notify the ?rst 
principal service 301 or Wait until the principal service 301 
issues a refresh request for an updated community list. 
Changes can be associated With entries of the second prin 
cipals in the community list or associated With metadata in 
the community lists for particular second principals. 

[0065] In one embodiment the identity service 303 can 
also be used as an intermediary betWeen the ?rst principal 
service 301 and a select one of the second principal services 
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302. This can be useful When the ?rst principal dynamically 
generates a neW public-private key pair, such as When the 
?rst principal service 301 establishes a session With the 
identity service 303 via a neW physical processing device or 
neW SP, such that a previous public-private key pair is no 
longer usable for the ?rst principal service’s 301 present 
session. Here, the community list provides the ?rst principal 
service 301 the needed metadata having needed public key 
certi?cates for second principals, but the second principals 
Will not have a neWly and dynamically generated public key 
of the ?rst principal. 

[0066] In these situations, as Was discussed above, the 
identity service 303 can securely sign the dynamically 
generated public key of the ?rst principal and push it to the 
needing second principals via the second principal services 
302, since it is signed by the identity service 303, the second 
principal services 302 can trust it and use it to replace 
metadata of their community lists. Alternatively, the identity 
service 303 can Wait for a request from a needing second 
principal service 302 indicating that metadata (e.g., public 
key certi?cate) of the ?rst principal appears to be out-of 
date, since it cannot decrypt a message received from a ?rst 
principal service 301. In this case, the identity service 303 is 
either already updated With the neW public key certi?cate of 
the ?rst principal or queries the ?rst principal service 301 for 
the neW public key certi?cate. 

[0067] The ?rst principal service 301 and the second 
principal services 302 are free to subdivide and manage their 
oWn individual community lists and associated trust speci 
?cations. These modi?cations represent individual overlay 
netWorks Which the principal services 301 and 302 manage 
as custom de?ned trusted netWorks having custom de?ned 
policies and access rights associated With the principals of 
those netWorks. Additionally, a single principal identi?ed in 
a custom list can be a group associated With multiple 
different principals or can be another embedded custom list. 

[0068] In some cases, the principal services 301 and 302 
may Want some locally occurring changes to their respective 
locally managed community lists to be made permanent or 
semi-permanent (e.g., permanent until some event occurs). 
Assuming, such changes are permitted by contracts or global 
policies of the requesting principals, the identity service 303 
Will make the changes in the manners requested. 

[0069] Another mode of operation is When the ?rst prin 
cipal service 301 Wants a local policy set up so that speci?c 
changes are made each time the community list is modi?ed, 
changed, or synchroniZed (from the identity service 303), if 
such a local policy is permitted by the global policy of 
contract. For example, never include the principal Steve, in 
the principal Lloyd’s overlay netWork of principals identi 
?ed by the group name friends. Thus, each time a synchro 
niZation operation puts Steve in Lloyd’s friend group; the 
local policy removes it or prevents it from taking hold 
locally in the community list. 

[0070] The trusted relationship management system 300 
permits principals to use principal services 302 and 303 to 
interact With an identity service 303 for purposes of acquir 
ing and locally managing community lists and trust speci 
?cations. In some cases, the identity service 303 can 
dynamically act as an intermediary to facilitate some rela 
tionships or make some synchroniZation to community lists 
as needed or desired. 
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[0071] FIG. 4 is a trusted relationship data structure 400. 
The trusted relationship data structure 400 is implemented in 
a computer readable medium. The trusted relationship data 
structure 400 is consumed and transmitted over a netWork. 
In one embodiment, the trusted relationship data structure 
400 is the community list described and manipulated above 
by the methods 100 and 200, and the system 300 of FIGS. 
1, 2, and 3, respectively. The trusted relationship data 
structure 400 need not reside contiguously in memory or 
storage. That is, the trusted relationship data structure 400 
can be logically, physically, or virtually assembled from a 
variety of memory or storage locations. In some embodi 
ments, instances of the trusted relationship data structure 
400 can be housed in data stores and managed globally by 
an identity service and housed in other data stores and 
managed locally by principal services. The trusted relation 
ship data structure 400 can be any type of data structure, 
such as a list, a table, a tree, an indeX, a data store record, 
a custom-de?ned object, etc. 

[0072] The trusted relationship data structure 400 includes 
a plurality of second principal identi?ers 401 and 402, 
metadata 401A and 402A, and a trust speci?cation 403. The 
second principal identi?ers 401 and 402 uniquely identify 
second principals With Which a ?rst principal may or may 
not enter into a trusted relationship With. The trusted rela 
tionship data structure 400 is assembled, acquired, and 
associated With the ?rst principal by an identity service 410 
and sent to a principal service 420 of the ?rst principal. 

[0073] The metadata 401A and 402A includes public key 
certi?cates for a number of the second principals identi?ed 
by the second principal identi?ers 401 and 402. Addition 
ally, the metadata 401A and 402A may include data that 
indicates conditions under Which certain ones of the second 
principals can become trusted With the ?rst principal or can 
become not trusted by the ?rst principal. 

[0074] The trust speci?cation 403 is initially generated by 
the identity service 410 and provided With instances of the 
trusted relationship data structure 400. In some cases, the 
trust speci?cation 403 is separate and distinct from the 
trusted relationship data structure 400. In other cases, the 
trust speci?cation 403 is represented as a pointer Within the 
trusted relationship data structure 400 and permits the prin 
cipal service 420 to acquire the actual trust speci?cation data 
from the identity service 410. 

[0075] Once a populated instance of the trusted relation 
ship data structure 400 is acquired by a ?rst principal via the 
principal service 420 from the identity service 410, the ?rst 
principal uses the ?rst principal service 410 to subdivide, 
modify, and manage the instance of the trusted relationship 
data structure 400 in a local environment of the principal. In 
one embodiment, the identity service 410 transmits the 
initial instance of the trusted relationship data structure 400 
as encrypted data, Which is digitally singed by the identity 
service 410. 

[0076] The ?rst principal can interact With the principal 
service 420 to generate and manage trusted overlay net 
Works associated With groups of principals With Which the 
?rst principal interacts. The policies and access rights asso 
ciated With these overlay netWorks are dynamically de?ned, 
modi?ed, and managed by the ?rst principal via the principal 
service 420. In some cases, changes can be made a perma 
nent or semi-permanent part of a trust con?guration asso 
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ciated With the ?rst principal. In these instances, the changes 
are communicated to the identity service 410, Where con 
tracts and global policies associated With the ?rst principal 
are evaluated to ensure the changes are permissible, and if 
they are permissible, the identity service 410 updates the 
appropriate trust or identity stores With the changes. 

[0077] In some embodiments, the identity service 410 can 
inspect and monitor a global trust con?guration for the ?rst 
principal and dynamically send any changes that affect one 
or more of the entries of an instance of the trusted relation 
ship data structure 400 to the ?rst principal via the principal 
service 420. In other cases, the identity service 410 can 
periodically at con?gurable periods check for changes and 
notify the principal service 420 if changes are detected. In 
yet other situations, the identity service 410 only checks for 
changes When the principal service 420 makes a refresh 
request 420 to the identity service 410. 

[0078] In some embodiments, the identity service 410 can 
act as an intermediary betWeen principal services 420 When 
changes are detected and needed. The changes can be 
communicated betWeen different instances of the trusted 
relationship data structure 400, such as When dynamic 
public key certi?cates need to be communicated for trusted 
relationships to proceed properly. 

[0079] Although speci?c embodiments have been illus 
trated and described herein, those of ordinary skill in the art 
Will appreciate that any arrangement calculated to achieve 
the same purpose can be substituted for the speci?c embodi 
ments shoWn. This disclosure is intended to cover all adap 
tations or variations of various embodiments of the inven 
tion. It is to be understood that the above description has 
been made in an illustrative fashion only. Combinations of 
the above embodiments, and other embodiments not spe 
ci?cally described herein Will be apparent to one of ordinary 
skill in the art upon revieWing the above description. The 
scope of various embodiments of the invention includes any 
other applications in Which the above structures and meth 
ods are used. Therefore, the scope of various embodiments 
of the invention should be determined With reference to the 
appended claims, along With the full range of equivalents to 
Which such claims are entitled. 

[0080] It is emphasiZed that the Abstract is provided to 
comply With 37 C.F.R. § 1.72(b), Which requires an Abstract 
that Will alloW the reader to quickly ascertain the nature and 
gist of the technical disclosure. It is submitted With the 
understanding that it Will not be used to interpret or limit the 
scope or meaning of the claims. 

[0081] In the foregoing Detailed Description, various fea 
tures are grouped together in single embodiments for the 
purpose of description. This method of disclosure is not to 
be interpreted as re?ecting an intention that the claimed 
embodiments of the invention require more features than are 
expressly recited in each claim. Rather, as the folloWing 
claims re?ect, inventive subject matter lies in less than all 
features of a single disclosed embodiment. The folloWing 
claims are hereby incorporated into the Detailed Descrip 
tion, With each claim standing on its oWn as a separate 
preferred embodiment. 

What is claimed is: 
1. A method for dynamically establishing trust relation 

ships, comprising: 
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acquiring a community list for a requesting principal, 
Wherein the community list includes one or more 
different principals With Which the requesting principal 
can permissibly establish a trust relationship; 

dynamically maintaining the community list in a trust 
con?guration associated With the requesting principal; 
and 

transmitting the community list to the requesting princi 
pal. 

2. The method of claim 1 further comprising: 

detecting changes to the community list; 

updating the trust con?guration With the changes; and 

notifying the requesting principal of the changes. 
3. The method of claim 1 further comprising: 

receiving a refresh request from the requesting principal; 

determining if there are changes to the community list; 

updating the trust con?guration With the changes, if 
present; and 

notifying the requesting principal of the changes, if 
present. 

4. The method of claim 1 further comprising associating 
a time-to-live constraint With the transmitted community 
list, Wherein the time-to-live constraint informs the request 
ing principal When it is recommended that a refreshed 
version of the community list be requested. 

5. The method of claim 1 further comprising: 

removing a selective one of the one or more different 

principals from the community list producing a modi 
?ed community list upon notice from the requesting 
principal; and 

updating the trust con?guration With the modi?ed com 
munity list. 

6. The method of claim 1 further comprising: 

receiving an add request from the requesting principal to 
add a neW principal to the community list; 

verifying a contract and policy associated With the 
requesting principal permits the neW principal to be 
added in the community list; 

producing a modi?ed community list With the neW prin 
cipal added to the community list, if veri?ed; and 

updating the trust con?guration With the modi?ed com 
munity list, if veri?ed. 

7. The method of claim 6 further comprising: 

determining the add request is a permanent request from 
the requesting principal; and 

updating one or more stores With the neW principal, 
Wherein the one or more stores Were used to derive the 

trust con?guration. 
8. The method of claim 1 further comprising: 

detecting an event that revokes the requesting principal’s 
use of the community list; 

removing the trust con?guration; and 

revoking the community list from the requesting princi 
pal. 
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9. Amethod for dynamically managing trust relationships, 
comprising: 

receiving a community list from an identity service, 
Wherein the community list includes one or more 
principals With Which trusted relationships can be 
established; 

acquiring one or more trust speci?cations for the com 
munity list from the identity service; and 

dynamically managing interactions With the one or more 
principals according to the one or more trust speci? 
cations. 

10. The method of claim 9 further comprising removing 
a selective one of the principals from the community list. 

11. The method of claim 9 further comprising: 

requesting from the identity service the addition of a neW 
principal to the community list; and 

adding the neW principal if the identity service permits. 
12. The method of claim 9 further comprising: 

acquiring public key certi?cates from metadata of the 
community list for selective ones of the principals; and 

performing at least one of encrypting and signing com 
munications occurring during the interactions With the 
selective ones of the principals With the acquired public 
key certi?cates. 

13. The method of claim 9 further comprising: 

dividing the community list into one or more sub-com 
munity lists; 

establishing sub-trust speci?cations for each of the sub 
community lists; and 

managing the interactions With the one or more principals 
according to appropriate ones of the sub-trust speci? 
cations. 

14. The method of claim 13 Wherein the receiving further 
includes receiving the community list Where at least one of 
the principals in the community list is a group having 
multiple entries and each entry associated With an additional 
principal. 

15. The method of claim 13 Wherein the Wherein the 
receiving further includes receiving the community list 
Where at least one of the principals in the community list is 
a separate community list. 

16. A trusted relationship management system, compris 
mg: 

a ?rst principal service; 

a plurality of second principal services; and 

an identity service, Wherein the ?rst principal service 
receives a community list from the identity service that 
identi?es a plurality of second principals With Which a 
?rst principal can establish trusted relationships With 
via the ?rst principal service Which interacts With each 
of the second principal services, and Wherein interac 
tions occurring betWeen the ?rst principal and the 
second principals are de?ned by an initial trust speci 
?cation assembled by the identity service and initially 
delivered to the ?rst principal service. 
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17. The trusted relationship management system of claim 
16 Wherein the identity service associates a public key 
certi?cate With at least one of the second principals identi 
?ed in the community list. 

18. The trusted relationship management system of claim 
16 Wherein the identity service dynamically noti?es the ?rst 
principal service When a change is detected With entries or 
With metadata associated With the community list. 

19. The trusted relationship management system of claim 
16 Wherein the identity service accepts a dynamically gen 
erated public key certi?cate from the ?rst principal service 
associated With a dynamically generated public-private key 
pair for the ?rst principal and provides the dynamically 
generated public key certi?cate to select ones of the second 
principal services. 

20. The trusted relationship management system of claim 
16 Wherein the ?rst principal service uses a public key 
certi?cate and the associated private key, encrypts the cer 
ti?cate With the public key of the third principal from the 
third principal’s Well-knoWn certi?cate, and sends it to the 
identity service, the identity service sends it to the third 
principal, the third-principal validates the identity service is 
trusted, uses the private key associated With the Well-knoWn 
certi?cate of the third principal to decrypt the encrypted 
certi?cate, obtains a strongly rooted public-private key pair 
of the ?rst principal service and encrypts it With the public 
key of the ?rst principal service based on contents of the 
decrypted certi?cate, and sends the encrypted strongly 
rooted public-private key pair to the identity service, the 
identity service forWards that to the ?rst principal service, 
the ?rst principal service decrypts the encrypted strongly 
rooted public-private key pair With the private key associ 
ated With the certi?cate used in the third principal transac 
tion and uses the decrypted strongly rooted key pair to 
communicate With one or more of the second principals 
services. 

21. The trusted relationship management system of claim 
20 Wherein as information is passed betWeen at least one of 
the ?rst principal service and the identity service and the 
identity service and the third principal, that information is 
signed by a sending party and veri?ed by a receiving party. 

22. The trusted relationship management system of claim 
16 Wherein the identity service adds a neW second principal 
to the community list on the request of the ?rst principal 
service and after validating that a contract or a policy of the 
?rst principal permits the neW second principal to be added. 

23. The trusted relationship management system of claim 
16 Wherein the identity service provides an original trust 
speci?cation With the community list to the ?rst principal 
service and Wherein the ?rst principal service manages the 
original trust speci?cation and makes one or more changes 
to the original trust speci?cation, Wherein the one or more 
changes are more limiting than the original trust speci?ca 
tion. 

24. The trusted relationship management system of claim 
16 Wherein the ?rst principal service sub-divides the com 
munity list into one or more sub-community lists, Wherein 
each sub-community list represents an overlay netWork 
Which the ?rst principal can interact Within and Which the 
?rst principal service can dynamically manage. 

25. A trusted relationship data structure, residing on a 
computer readable medium, the data structure de?ning 
trusted relationships of a particular principal and compris 
mg: 
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second principal identi?ers; 

rnetadata associated With each of the second principal 
identi?ers; and 

a trust speci?cation de?ning policies and access rights for 
interactions occurring betWeen a ?rst principal and 
second principals associated With the second principal 
identi?ers. 

26. The trusted relationship data structure of claim 25 
Wherein a neW second principal identi?er is dynamically 
added as one of the second principal identi?ers along With 
neW rnetadata related to the neW second principal identi?er 
and a rnodi?ed trust speci?cation including neW policies and 
neW access rights for interactions occurring betWeen the ?rst 
principal and a neW second principal associated With the 
neW second principal identi?er. 

27. The trusted relationship data structure of claim 25 
Wherein the trusted relationship data structure is received 
from an identity service and managed locally by a principal 
service of the ?rst principal according to the limits de?ned 
in the trust speci?cation. 

28. The trusted relationship data structure of claim 27 
Wherein the trusted relationship data structure is subdivided 
into multiple trusted relationship data structures each indi 
vidual trusted relationship data structure including selected 
ones of the second principal identi?ers, selective portions of 
the rnetadata, and selective portions of the trust speci?ca 
tion. 

Aug. 4, 2005 

29. The trusted relationship data structure of claim 25 
Wherein the rnetadata includes public key certi?cates for the 
second principal identi?ers. 

30. The trusted relationship data structure of claim 25 
Wherein an identity service generates an initial instance of 
the trusted relationship data structure, encrypts the initial 
instance using a public key of the ?rst principal, signs the 
initial instance, and transmits the encrypted and signed 
initial instance to the ?rst principal. 

31. The trusted relationship data structure of claim 25 
Wherein at least one of the second principal identi?ers is 
associated With a group having a plurality of entries Where 
each entry is associated With a third principal. 

32. The trusted relationship data structure of claim 25 
Wherein a ?rst principal service manages the trusted rela 
tionship data structure for the interactions betWeen the ?rst 
principal and the second principals, and Wherein the ?rst 
principal service generates, rnodi?es, and manages one or 
more policies that the interactions conform to, Wherein the 
policies do not eXceed strictures of the trust speci?cation. 

33. The trusted relationship data structure of claim 25 
Wherein as portions of the data structure are communicated 
betWeen an identity service and the ?rst principal, the 
portions are encrypted and decrypted using public-private 
key pairs and signed by sending parties. 


