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METHOD AND SYSTEM FOR MANAGING A 
NETWORK HAVING AN HSRP GROUP 

RELATED APPLICATIONS 

[0001] This application claims priority from US. Provi 
sional Application No. 60/540,073 Which Was ?led in the 
US. Patent and Trademark Office on 30 Jan. 2004. US. 
Provisional Application No. 60/540,073 is hereby incorpo 
rated by reference. 

[0002] US. application Ser. No. 10/717,521 ?led in the 
US. Patent and Trademark Office on 21 Nov. 2003, is 
directed to monitoring a netWork using a back-up routing 
protocol. US. application Ser. No. 10/717,521 is hereby 
incorporated by reference. 

BACKGROUND INFORMATION 

[0003] One Way to achieve near-100 percent netWork 
uptime is to use Hot Standby Routing Protocol (HSRP), a 
proprietary protocol from Cisco that is described in IETF 
(Internet Engineering Task Force) document RFC (Request 
for Comments) 2281, dated March 1998. The term Backup 
Routing Protocol is used to refer to a class of backup routing 
protocols including HSRP. 

[0004] Cisco’s Hot Standby Routing Protocol (HSRP) is a 
protocol that is layered on top of the UDP (User Datagram 
Protocol) layer in the netWork stack. HSRP is implemented 
in Cisco routers or route sWitch modules (RSMs) to provide 
failover and/or load balancing for Layer 3 routing. In 
particular, HSRP can provide automatic router backup When 
it is con?gured on Cisco routers that run the Internet 
Protocol (IP) over Ethernet, Fiber Distributed Data Interface 
(FDDI), and Token Ring local-area netWorks (LANs). For 
IP, HSRP alloWs one router to automatically assume the 
function of a second router if the second router fails. HSRP 
is useful for example When the users on one subnet require 
continuous access to resources in the netWork. 

[0005] Cisco’s HSRP can provide a Way to keep commu 
nicating When a router becomes unavailable. HSRP alloWs 
tWo or more HSRP-con?gured routers to use the MAC 

(Medium Access Control) address and IP netWork address of 
a virtual router. The virtual router does not physically exist; 
instead, it represents the common target for routers that are 
con?gured to provide backup to each other. When HSRP is 
con?gured on a router, the router automatically selects one 
of the virtual MAC addresses from a range of addresses in 
the Cisco IOS softWare that is Within the range of Cisco’s 
MAC address block. Ethernet and FDDI LANs use one of 
the preassigned MAC addresses as a virtual MAC address. 
Token Ring LAN s use a functional address as a virtual MAC 
address. 

[0006] HSRP also Works When the hosts are con?gured for 
proxy ARP (Address Resolution Protocol). In the event an 
active HSRP router receives an ARP request for a host that 
is not on the local LAN, the router replies With the MAC 
address of the virtual router. If the active router becomes 
unavailable or its connection to the remote LAN goes doWn, 
the router that becomes the active router receives packets 
addressed to the virtual router and transfers them accord 
ingly. 

[0007] Multigroup HSRP (MHSRP) is an extension of 
HSRP that alloWs a single router interface to belong to more 
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than one Hot Standby group. MHSRP uses Cisco IOS 
SoftWare Release 10.3 or later and is supported on routers 
that have special hardWare that alloWs them to associate an 
Ethernet interface With multiple unicast Media Access Con 
trol (MAC) addresses. These routers are the AGS and AGS+ 
routers and any router in the Cisco 7000 series. The special 
hardWare alloWs a user to con?gure a single interface in an 
AGS, AGS+, or Cisco 7000 series router so that the router 
is the backup router for more than one Hot Standby group. 

[0008] In both HSRP and MHSRP, a tracking feature can 
be used to adjust the Hot Standby priority of a router based 
on Whether certain of the router’s interfaces are available. A 
“tracked interface” is a monitored interface betWeen a back 
end of a group and some port of a netWork, eg it is an 
interface that is not internal to the group. When a tracked 
interface becomes unavailable, the HSRP priority of the 
router is decreased, for example because unavailability of 
the interface makes the router less useful. Tracking can be 
used to automatically reduce the likelihood that a router that 
already has an unavailable key interface Will become the 
active router. To con?gure tracking, the “standby track” 
interface con?guration command can be used. 

[0009] HSRP or MHSRP can be used When con?guring 
load sharing. For example Where Routers A, B connect to a 
Local Area NetWork (LAN) 1.0.0.0 via Ethernet interfaces 0 
respectively having addresses 1.0.0.1 and 1.0.0.2, and each 
of the Routers A, B also connects via a different interface 
(for example, a serial interface) to an IP netWork or inter 
netWork. In this example, the Router A is con?gured as an 
Active router for a group 1 and as a Standby router for group 
2, and the Router B is con?gured as a Standby router for 
group 1 and as an Active router for group 2. Half of the 
Workstations on the LAN are con?gured for Router A, and 
half of the Workstations are con?gured for Router B. 
Together, the con?guration ?les for Routers A and B estab 
lish tWo Hot Standby groups. For group 1, Router A is the 
default active router, and Router B is the standby router. For 
group 2, Router B is the default active router, and Router A 
is the standby router. During normal operation, the tWo 
routers share the IP traf?c load. When either router becomes 
unavailable, the other router becomes active and assumes the 
packet-transfer functions of the router that is unavailable. 
Interface con?guration commands are used so that if a router 
goes doWn and then comes back up, preemption occurs and 
restores load sharing. 

[0010] HSRP can be used With Routed Protocols such as 
AppleTalk, Banyan VINES, Novell IPX, DECnet and XNS. 
For example, HSRP can be con?gured in netWorks that, in 
addition to IP, run AppleTalk, Banyan VINES, and Novell 
IPX. AppleTalk and Novell IPX continue to function When 
the standby router becomes the active router, but they take 
time to adapt to topology changes. 

[0011] In summary, HSRP and MHSRP use fault-tolerant 
routing of IP packets for netWorks in an effort to provide 
nonstop access by hosts on all segments to resources on all 
segments. To provide fault tolerance, HSRP and MHSRP use 
a routing protocol that converges rapidly, such as Enhanced 
Interior GateWay Routing Protocol (Enhanced IGRP). 

SUMMARY 

[0012] In an exemplary embodiment, a method for moni 
toring status of a Hot Standby Routing Protocol group of 
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routers includes, for each network interface of each router in 
the group, monitoring changes in a status of the netWork 
interface, and based on the monitored changes, determining 
a status of the group. 

[0013] In an exemplary embodiment, a method for moni 
toring status of a Hot Standby Routing Protocol group of 
routers, includes receiving an object identi?cation of a 
router interface Which has undergone a status change, 
receiving a Hot Standby Routing Protocol object in the event 
the router interface belongs to a Hot Standby Routing 
Protocol group, determining all other interfaces of routers in 
the Hot Standby Routing Protocol group, polling determined 
router interfaces to determine a status and Hot Standby 
Routing Protocol priority of each interface, and determining 
an active interface based on the polling. 

[0014] In an exemplary embodiment, a method for moni 
toring status of a Hot Standby Routing Protocol group of 
routers, includes detecting a state transition of an interface, 
determining Whether the interface belongs to a Hot Standby 
Routing Protocol group, based on the determining, identi 
fying all Hot Standby Routing Protocol interfaces for the 
Hot Standby Routing Group to Which the interface belongs, 
polling the identi?ed interfaces for status information, and 
determining Hot Standby Routing Protocol group status and 
active and standby interfaces based on the polling. 

[0015] An exemplary system for monitoring status of a 
Hot Standby Routing Protocol group of routers, includes a 
mechanism for monitoring changes in a status of each 
netWork interface of each router in the group and determin 
ing a status of the group based on the monitored changes, 
and a mechanism for displaying the determined status. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The accompanying draWings provide visual repre 
sentations Which Will be used to more fully describe the 
representative embodiments disclosed herein and can be 
used by those skilled in the art to better understand them and 
their inherent advantages. In these draWings, like reference 
numerals identify corresponding elements and 

[0017] FIG. 1 illustrates a ?rst exemplary method. 

[0018] FIG. 2 illustrates a second exemplary method. 

[0019] FIG. 3 illustrates a third exemplary method. 

[0020] FIG. 4 illustrates a ?rst router con?guration. 

[0021] FIG. 5 illustrates a second router con?guration. 

[0022] FIG. 6 illustrates a second router con?guration. 

[0023] FIGS. 7A-7C illustrates exemplary methods. 

[0024] FIG. 8 illustrates an exemplary implementation 
involving HeWlett Packard Company’s NetWork Node Man 
ager (NNM). 
[0025] FIG. 9 shoWs a ?rst exemplary vieW in a graphical 
user interface. 

[0026] FIG. 10 shoWs a second exemplary vieW in a 
graphical user interface. 

DETAILED DESCRIPTION 

[0027] FIG. 1 illustrates an exemplary method for moni 
toring status of a Hot Standby Routing Protocol group of 
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routers, Wherein in a ?rst block 102, for each netWork 
interface of each router in the group, changes in a status of 
the netWork interface are monitored. In a next step 104, a 
status of the group is determined based on the monitored 
changes. HSRP group status information can include, for 
example, 

[0028] FIG. 2 illustrates another exemplary method, 
Wherein in a ?rst block 202, for each netWork interface of 
each router in the group, changes in a status of the netWork 
interface are monitored. In a next step 204, a Hot Standby 
Routing Protocol priority of each of the netWork interfaces 
is determined. In a next step 206, a status of the group is 
determined based on the monitored changes and the deter 
mined priorities. 

[0029] FIG. 3 illustrates another exemplary method, 
Wherein in a ?rst block 302, an object id of a router interface 
Which has had a status change is received. In a next step 304, 
a determination is made, Whether the router interface 
belongs to a hot standby routing protocol (hsrp) group. If no, 
then control returns to block 302. If yes, then control 
proceeds to block 306, Wherein the HSRP object of the 
router interface is obtained. From block 306, control pro 
ceeds to block 308, Wherein all other interfaces of routers in 
the HSRP group are determined. From block 308, control 
proceeds to block 310, Wherein interfaces of routers in the 
HSRP group are polled to determine status & HSRP priority 
of each interface. From block 310, control proceeds to block 
312 Wherein status of the HSRP group is estimated based on 
the determined status and determined HSRP priority. From 
block 312, control proceeds to block 314, Wherein it is 
determined Which interface is the active interface and Which 
interfaces are standby interfaces. 

[0030] Exemplary methods shoWn in the ?gures can be 
implemented using, for example, an algorithm having tWo 
paths shoWn in FIG. 7C. FIGS. 7A, 7B shoW the paths 
separately, the paths can execute concurrently, and indepen 
dently or asynchronously. In a ?rst path, determination or 
calculation of the HSRP group status is triggered by an 
interface state transition, for example a signal indicating an 
interface state transition. In the second path, determination 
or calculation of the HSRP group status can be triggered by 
an HSRP state transition trap, that is for example received by 
a system or softWare program such as HeWlett Packard 
Company’s NetWork Node Manager (NNM), that is moni 
toring the netWork in question. The trap can be for example 
a Simple NetWork Management Protocol (SNMP) trap. 

[0031] In particular, in a ?rst block 702 shoWn in FIG. 7C, 
a determination is made Whether an interface state transition 
has occurred. An interface state transition can, for example, 
be perceived or announced by a signal reported to a moni 
toring mechanism such as NNM. The signal can indicate, for 
example, Whether an interface noW has a status of up, doWn, 
or unknoWn. If the determination in block 702 is no, then 
control proceeds to block 706. If the determination is yes, 
then control proceeds to block 704, Wherein a determination 
is made Whether the interface that changed state is a member 
of an HSRP group. This determination can be made, for 
example, by the monitoring mechanism referring to a table 
or listing of members of one or more HSRP groups that the 
monitoring mechanism monitors. 

[0032] If the determination in block 704 is yes, then 
control proceeds to block 708. If the determination in block 
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704 is no, then control proceeds from block 704 to block 
706, where a determination is made, whether an HSRP state 
transition trap has been received from a router. If the 
determination in block 706 is no, then control returns to 
block 702. If the determination in block 706 is yes, then 
control proceeds from block 706 to block 708. 

[0033] In block 708, a decision is made whether to com 
pute HSRP status. This decision can be made, for example, 
by determining whether another analysis is already in 
progress for the group in question. If another analysis is 
already in progress, then the decision can be to not (re 
)computer the HSRP status. For example, in an exemplary 
embodiment if an HSRP trap comes ?rst, the HSRP status 
calculation/determination process may begin. If during the 
course of this process an interface status change event arises 
or comes to light, for example from a polling process, then 
a decision at block 708 can be made to not (re-)compute 
HSRP status, since the computation is ongoing. In this 
situation, an alarm for the interface status change can be 
correlated under, or with, the HSRP group alarm. 

[0034] If the decision in block 708 is no, then control 
returns to block 702. If the decision in block 708 is yes, then 
control proceeds from block 708 to block 710 where all 
HSRP interfaces belonging to the HSRP group are obtained, 
and from block 710 control proceeds to block 712 where the 
interfaces belonging to the HSRP group (or at least the 
interfaces for which current information is not known or 
veri?ed) are polled. From block 712 control proceeds to 
block 714, where the HSRP status is calculated or deter 
mined anew, for example based on the information provided 
by the interfaces in response to the poll. The new active 
interface and standby interface(s) can also be determined at 
this stage, as shown in block 714. From block 714, control 
proceeds to block 716, wherein an HSRP group alarm is 
generated, and any symptom alarms that are present, are 
correlated. For example, alarm symptoms such as an HSRP 
trap alarm, and an interface state transition alarm. From 
block 716, control returns to block 702. 

[0035] If the determination in block 704 is no, then control 
proceeds to block 706 where a determination is made 
whether an HSRP state transition trap has been received, for 
example from a router. If the determination is no, then 
control returns block 702, but if the determination is yes then 
control proceeds to block 708, where a determination is 
made whether to compute or determine the HSRP group 
status. If the determination in block 708 is yes, then control 
proceeds to block 710, and the HSRP group status is 
discerned as described with respect to blocks 710-714. If the 
determination in block 708 is no, then control returns to 
block 702. 

[0036] FIG. 7A is similar to FIG. 7C, except that block 
706 is omitted, and a negative determination in block 704 
causes control to return to block 702. FIG. 7B is similar to 
FIG. 7C, except that blocks 702 and 704 are omitted, so that 
negative determinations in any of blocks 706, 707, and 708 
return control to block 706, and control returns from block 
716 to block 706. In addition, block 707 is added between 
blocks 706 and 708. If the determination in block 706 is yes, 
then control proceeds from block 706 to block 707, where a 
determination is made, whether the group indicated by the 
trap is being monitored. If yes, then control proceeds to 
block 708, if no then control returns from block 707 to block 
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706. Intermediate and/or ?nal results of the processes 
described in FIGS. 7A-7C, for example computed HSRP 
status, interface priority, (active, standby, etc.), information 
received from polling interfaces, generated HSRP group 
alarm(s) and results of correlating symptom alarms, can be 
displayed, for example via a screen of the computer 40, and 
can be recorded, archived, transmitted, and so forth. 

[0037] In an exemplary method, rules in the table below 
can be used to compute HSRP group or group object status, 
as well discern active and standby router interfaces. 

TABLE 1 

Active/Standby 
Status Interface Status HSRP Group Interface 
No. Condition Object Status Computation 

1 All interfaces Normal Interface with 
Normal highest priority for 

the group is the 
Active, interface 
with the next 
highest priority for 
the group is the 
Standby 

2 All interfaces Critical No Active or 
Critical Standby interfaces 

3 All interfaces Unknown Interface with 
Unknown highest priority for 

the group is the 
Active, interface 
with the next 
highest priority for 
the group is the 
Standby, but mark 
these indicates as 
“Uncertain” 

4 Interfaces in either Warning Among the 
Critical or Normal interfaces having 
status only, with at Normal status, the 
least one in each one having highest 
status category priority is Active, 

the one having 
next highest priority 
is Standby 

5 Interfaces in either Minor/Marginal Interface with 
Unknown or (There may or may highest priority for 
Normal status only, not be a problem the group is the 
with at least one in with the unknown Active, interface 
each status interfaces) with the next 
category highest priority for 

the group is the 
Standby, but mark 
these as 

“Uncertain” 
6 Interfaces in either Major Among the 

Critical or Unknown interfaces having 
status only, with at Unknown status, 
least one in each the one having 
status category highest priority is 

Active, the one 
having next highest 
priority is Standby, 
but mark these as 
“Uncertain 

7 At least one Warning Among the 
interface in each 
status category of 
Normal, Critical 
and Unknown 

interfaces having 
either Normal or 

Unknown status, 
the one having 
highest priority is 
Active, the one 
having next highest 
priority is Standby, 
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TABLE l-continued 

Active/Standby 
Status Interface Status HSRP Group Interface 
No. Condition Object Status Computation 

but mark these as 
“Uncertain 

[0038] FIGS. 4-6 illustrate different con?gurations and 
scenarios where the exemplary methods described herein 
can be applied. 

[0039] FIG. 4 illustrates a con?guration where two 
failover scenarios can occur. As shown in FIG. 4, the 
con?guration includes a ?rst router 4R1 having an interface 
4R1.B and an interface 4R1.A that is connected to an MS 
442 and an interface 4R2.A of a second router 4R2. The 
second router 4R2 has a second interface 4R2.B. The two 
routers belong to the same HSRP group 441. The HSRP 
enabled router interfaces 4R1.A, 4R2.A are in the same LAN 
(Local Area Network) segment, or are connected point-to 
point without any intervening devices between them (as 
shown in FIG. 4). There can be a network between the 
routers 4R1, 4R2 and the MS 442. 

[0040] The ?rst scenario begins with the interface 4R2.A 
as the Active interface, and the interface 4R1.A as the 
Standby interface. When 4R2.A fails, 4R1.A will become 
the Active, and there will be no Standby. In this event the 
network monitor generates (or causes generation of) a signal 
or alert that indicates the interface 4R2.A has gone down. 
The router 4R1 can also generate an HSRP State transition 
trap, for example to indicate that 4R1.A has transitioned 
from a Standby interface to an Active interface. 

[0041] In a second failover scenario with respect to FIG. 
4, initially the interface 4R2.A is the Active interface, 4R1.A 
is the Standby interface, and 4R2.A tracks 4R2.B. When 
4R2.B fails, 4R2.A lowers its own priority and forces 4R1.A 
to become the Active interface. In this event the network 
monitor generates (or causes generation of) a signal or alert 
that indicates the interface 4R2.B has gone down. The router 
4R1 can also generate an HSRP State transition trap, for 
example to indicate that 4R1.A has transitioned from a 
Standby interface to an Active interface. 

[0042] FIG. 5 illustrates another con?guration where two 
failover scenarios can occur. As shown in FIG. 5, the 
con?guration includes a ?rst router 5R1 having an interface 
5R1.B and an interface 5R1.A that is connected to a switch 
5S1 via a switch interface 5S1.A. Asecond interface 5R2 has 
an interface 5R2.B and an interface 5R2.A that is connected 
to the switch 5S1 via a switch interface 5S1.B. The switch 
5S1 is connected via an interface 5S1.C to an MS 542. The 
two routers 5R1, 5R2 belong to the same HSRP group 541. 
The HSRP enabled router interfaces 5R1.A, 5R2.A are in the 
broadcast domain, and are physically connected via the 
switch 5S1. There can be a network between the switch 5S1 
and the MS 542. 

[0043] In the ?rst scenario, initially 5R2.A is the Active 
interface and 5R1.A is the Standby interface. If either 5S1.B 
or 5R2.A fails, then HSRP failover will occur and 5R1.A 
will become the Active interface. In this event the network 
monitor generates (or causes generation of) a signal or alert 
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that indicates the status of the interface 5R2.A is unknown. 
The network monitor will also generate (or cause generation 
of) a signal or alert that indicates the interface 5S1.B has 
gone down. The router 5R1 can also generate an HSRP State 
transition trap, for example to indicate that 5R1.A has 
transitioned from a Standby state to an Active state. 

[0044] In the second scenario, initially 5R2.A is the Active 
interface and 5R1.A is the Standby interface. If 5S1.C fails, 
the HSRP will not be impacted or affected. However, the 
network monitor will generate (or cause generation of) a 
signal or alert indicating that the status of the interface 
5R2.A is unknown, and will also generate a signal or alert 
indicating that the interface 5S1.C has gone down. 

[0045] FIG. 6 illustrates another con?guration where a 
failover scenario can occur. As shown in FIG. 6, the 
con?guration includes a ?rst router 6R1 having an interface 
6R1.B and an interface 6R1.A that is connected to a switch 
6S1 via a switch interface 6S1.B. Asecond interface 6R2 has 
an interface 6R2.B and an interface 6R2.A that is connected 
to a switch 6S2 via a switch interface 6S2.B. The switch 6S1 
has an interface 6S1.A, and the switch 6S2 has an interface 
6S2A that connects to the interface 6S1.A to connect the two 
switches 6S1, 6S2. The switches 6S1 and 6S2 are also 
respectively equipped with interfaces 6S1.C and 6S2.C, that 
each provide two-way connections to an MS 642. The HSRP 
enabled router interfaces 6R1.A, 6R2.A are in the same 
broadcast domain, and are physically connected via the two 
switches 6S1, 6S2. There can be a network between the two 
switches 6S1, 6S2 and the MS 642. 

[0046] In the failover scenario, initially 6R2.A is the 
Active interface, and 6R1.A is the Standby interface. If 
6S1.A and/or 6S2.A fails, the HSRP will be negatively 
affected or impacted—both 6R1.A and 6R2.A may become 
active simultaneously. The network monitor will generate 
(or cause generation of) a signal or alert indicating that the 
interfaces 6S1.A and/or 6S2.A have gone down. 

[0047] In an exemplary implementation involving Hewlett 
Packard Company’s Network Node Manager (NNM), some 
new events can be created under the Status Alarms category 
in NNM, for informing a user about HSRP group status 
change conditions. Possible events can include for example: 

[0048] HSRPDown 

[0049] HSRPUnknown 

[0050] HSRPMaj or 

[0051] HSRPWarning 
[0052] HSRPNormal 

[0053] HSRPStateTransition 

[0054] HSRPTrackedStateTransition (Opportunistic) 

[0055] These events can be sent out by a Composer 
element or module of NNM, based on status changes 
reported by a loaded shared library. Exemplary details of 
HSRP group status computation are documented in Table 1. 

[0056] FIG. 8 illustrates an exemplary implementation 
involving Hewlett Packard Company’s Network Node Man 
ager (NNM), wherein a network provides HSRP SNMP 
traps to an OVTRAPD module, which in turn provides 
converted traps to a PMD with ECS/Composer module. The 
PMD with ECS/Composer module also receives/exchanges 
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HSRP topology read and status Write via a shared library, 
stored for example in an NNMET Topology RDBMS. The 
PMD With ECS/Composer module also receives interface 
status change events from a module OVTOPMD, and pro 
vides a) interface status to a module OVWDB, b) correlated 
NNM HSRP status change to an NNM Alarm BroWser 
module, and c) an IF Group status poll Demand to a module 
Netmon. The Netmon module communicates With the 
OVTOPMD module, Which in turn communicates Object 
updates to the OVWDB module. 

[0057] A graphical user interface can be provided, from 
Which a user can select a vieW that shoWs all the HSRP 
groups, as for eXample the vieW in FIG. 9 Which shoWs four 
HSRP groups. The user can also select one of the HSRP 
groups for a closer vieW, an eXample of Which is shoWn in 
FIG. 10. 

[0058] Some rules can be introduced or implemented in 
the Composer to support such functions, including rules to 
process OV_IF events and HSRP traps and to trigger the 
status monitoring of HSRP objects. The rules can also have 
or use a parameter to con?gure a Wait time for Netmon polls 
to ?nish. 

[0059] With respect to the shared library for ECS/Com 
poser to use When making HSRP topology or status related 
calls, the shared library can contain methods to compute 
HSRP object status changes, HSRP topology changes, and 
various utility routines. The ECS Composer circuit can use 
the library via a callout mechanism. The callout mechanism 
can be implemented in PMD via a dynamic loading mecha 
msm. 

[0060] BeloW are the approXimate descriptions of various 
interfaces (illustrated in the “C” programming language) 
that can be provided to support Composer to query topology 
details. The ?nal interfaces used by the Composer rules can 
have a normaliZed signature. 

[0061] A ?rst method “int inittopology(const int reinit)” 
can perform initialiZations such as connecting to NNM 
OVWDB and NNMET topology service, and can create 
local HSRP state data structures. 

[0062] int initTopology(const int reinit) 

[0063] Input 

[0064] reinit—This parameter indicates Whether 
there needs to be a reinit or not. The value of 1 
should be used When the shared library needs to be 
reinitialiZed When the NNMET topology is recre 
ated. 

[0065] Output 

[0066] None 

[0067] Return value 

[0068] 1 on Success and 0 on Failure. 

[0069] Another method “int isInterfaceLocal(const int 
interfaceNNMobjecId)” can determine if an interface is 
locally managed or remotely managed by a collection sta 
tion. 

[0070] int isInterfaceIJocal(const int interfaceN 
NMobjecId) 
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[0071] Input: 
[0072] InterfaceNNMobjectId: The NNMObjectId of 

the interface Output 

[0073] None 

[0074] Return value 

[0075] 1 if the ansWer is yes else 0 

[0076] Another method “int isHSRPInterface(const int 
interfaceNNMobjecId, char*virtuallPaddress)” determines 
if an interface supports HSRP. 

[0077] int isHSRPInterface(const int interfaceN 
NMobjecId, char*virtuallPaddress) 

[0078] Input 
[0079] interfaceNNMobjecId: The NNM object ID of 

the interface 

[0080] Output 
[0081] virtuallPaddress: Virtual IP address of the 
HSRP group to Which the interface belongs. NULL 
if the interface does not support HSRP. 

[0082] Return value: 

[0083] 1 if the ansWer is yes else 0 

[0084] Another method “int isHSRPGroupBeingPro 
cessed (const char*hsrpTrapSourceAddress)” determines 
Whether an HSRP group is being processed currently or not. 

[0085] int isHSRPGroupBeingProcessed 
char*hsrpTrapSourceAddress) 

[0086] 
[0087] hsrpTrapSourceAddress: The IP address that 
came With the HSRP trap (TBD from Where in the 
trap) 

[0088] Return value 

[0089] 1 if the ansWer is yes else 0 

[0090] Another method “int isHSRPGroupBeingPro 
cessed (const int interfaceNNMobjecId)” is the same 
method as “int isHSRPGroupBeingProcessed (const 
char*hsrpTrapSourceAddress)” above but With a different 
input parameter. 

(const 

Input 

[0091] int isHSRPGroupBeingProcessed (const int 
interfaceNNMobjecId) 

[0092] Input: 
[0093] interfaceNNMobjectId: The NNM object ID 

of the interface. 

[0094] Return value 

[0095] 1 if the ansWer is yes else 0 

[0096] Another 
“int* getHSRPGroupInterfaces(const 
char*hsrpTrapSourceAddress)” returns a list of interfaces 
belonging to an HSRP group. 

[0097] int*getHSRPGroupInterfaces(const 
char*hsrpTrapSourceAddress) 

method 
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[0098] 
[0099] hsrpTrapSourceAddress: The IP address con 

tained in the trap (TBD: Which varbind in the trap) 

[0100] Return value 

[0101] A list of NNM Object Ids of the interfaces in 
the group 

[0102] A method “int*getHSRPGroupInterfaces(const int 
interfaceNNMObjectId)” is the same as the method 
“int* getHSRPGroupInterfaces(const 
char*hsrpTrapSourceAddress)”above, but With a different 
input. 
[0103] int*getHSRPGroupInterfaces(const int interfaceN 
NMObjectId) 

[0104] Input 
[0105] interfaceNNMObjectID: The NNM object ID 

of the interface 

[0106] Return value 

[0107] A list of NNM Object Ids of the interfaces in 
the group 

[0108] A method 
“int*getOtherHSRPGroupInterfaces(const int interfaceN 
NMObjectId)” returns interfaces in a group other than the 
one passed in. 

Input 

[0109] int*getOtherHSRPGroupInterfaces(const int 
interfaceNNMObjectId) 

[0110] Input 
[0111] interfaceNNMObjectID—The NNM object 
ID of the interface 

[0112] Return value 

[0113] A list of NNM Object Ids of the interfaces in 
the group other than the one passed 

[0114] A method “void checkAndComputeHSRPStatus(. . 
. )” can compute the neW state of an HSRP container object, 
and compare it With the old state. It the old and neW state 
differ it Will report so, and also give the neW state. This 
method Will also compute the active and the standby inter 
faces for the group, and if there is a change, it Will report the 
change. If there is no HSRP status change, and only an 
HSRP state transition, then this method Will detect that, and 
report that as Well. Before this method returns to ECS, if 
there is any change in the group status or state, it Will update 
the NNMET topology database With the changed values 
using the NNMET topology API. 

[0115] void checkAndComputeHSRPStatus(const int 
interfaceNNMObjectId, int 

[0116] *statuschange, int*stateTransition, 
int*neWStatus, char*neWActiveAddress, int 

[0117] * neWActive ObjectId, 
char*neWStandbyAddress, 
int* neWStandbyObj ectId) 

[0118] Input 
[0119] interfaceNNMObjectId 

[0120] Output 
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[0121] statusChange: Indicates Whether the HSRP 
object status changed or not 

[0122] stateTransition: Indicates Whether a state tran 
sition occurred, i.e., any changes to the current 
active, standby interfaces 

[0123] neWStatus: The neW status of the HSRP object 
if there Was a change else NULL 

[0124] neWActiveAddress: The IP address of the neW 
active interface if any, NULL otherWise 

[0125] neWStandbyAddress: The IP address of the 
neW standby interface if any, NULL otherWise. Note 
that there may be a neW active but there may not be 
a neW standby. 

[0126] neWActiveObjectId: The NNM Object Id of 
the neW active address if any neWStandbyObjectId: 
The NNM Object Id of the neW standby address if 
any 

[0127] Return value 

[0128] None 

[0129] An equivalent API (Application Program Interface) 
With hsrpTrapSourceAddress can also be introduced so that 
Composer can compute HSRP object status from a trap 
address. 

[0130] Table 1 shoWs the rules for computing HSRP object 
status as Well for computing active and standby router 
interfaces. Composer can use these values and generate 
events With appropriate severity and data in them. 

[0131] Here is an example of event generation: if there 
Were mere state transition but no HSRP group status change, 
the HSRPStateTransition event Would be emitted With the 
neW active, standby interface details being populated in the 
event by the Composer. In eXemplary embodiments, the 
Composer can generate an event on every HSRP group 
status change. 

[0132] With respect to Netmon changes for interfaces 
group status polling, Netmon can support the demand poll 
mechanism via a NNM event interface. In an eXemplary 
embodiment, Netmon receives the OV_Force_Polling, and 
OV_Force_Status_Only_Polling events from applications 
that need Netmon to perform a demand poll. This mecha 
nism expects the requesting application to listen on a socket 
for the response from Netmon, and can also Work at the node 
level. AneW mechanism can be added in Netmon to support 
a demand status poll request for a group of interfaces. This 
enables ECS to ask Netmon to demand poll since ECS can 
easily send an event to other applications. This mechanism 
can be implemented via an NNM event interface. When 
Netmon receives such an event, Netmon can respond by 
scheduling status polls for interfaces With a timestamp of 
‘noW’ if the interfaces are not being polled already. Note that 
‘noW’ may not mean result in immediate performance if 
Netmon’s polling queue is backed up. The interfaces can be 
added to a pinglist in Netmon With a timestamp of ‘noW’. 
Only those interfaces that are managed Will be scheduled. 

[0133] Netmon changes for interfaces group polling can 
be achieved by introducing a neW internal OV event named 
“V_Force_If_Group_Status_Poll”. This event can carry 
NNM object identi?cations (IDs) of the interfaces to be 
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polled, as Well as all mandatory varbinds. Consider for 
example the following varbinds: 

[0134] Varbind number 5: The name of an HSRP 
group name. 

[0135] Varbind 6: A comma separated list of the 
NNM object IDs of all the interfaces that are to be 
status polled. 

[0136] For example, varbinds 5,6 in an event may look 
like: 

TABLE 2 

HSRPi15.2.132.1 100, 1007, 200 

[0137] This Will mean that interfaces in the HSRP group 
15.2.1321 are to be polled, and their NNM object Ids are 
1001, 1007, and 200. 

[0138] With respect to details of the interactions betWeen 
various components, note ?rst that the term “Composer” is 
used herein to mean a Composer circuit and not a Composer 
UI (User Interface). Assumptions include the folloWing: 

[0139] 1. Composer rules have been con?gured spe 
ci?cally for this correlation out of the box, and Will 
not be removed by the user. 

[0140] 2. A shared library With lots of dependencies 
on NNM and NNMET libraries Will be dynamically 
be loadable by Composer. This shared library Will 
have some C and some C++ code in it and Will be 
compiled using a supported C++ compiler for Net 
Complete II. 

[0141] 3. During one correlation Logical Unit of 
Work (LUW), Composer can call different routines 
in the shared library at different times. 

[0142] The interaction betWeen Composer and the shared 
library is referred to as “Composer asks callout”, and 
“callout responds With”. The shared library method that 
Composer can use for a particular request Will not be 
detailed here, those skilled in the art can infer it from the list 
of C interfaces mentioned above. 

[0143] A more detailed interaction design Will noW be 
described, ?rst With respect to HSRP Correlation/Status 
Change, and then With respect to NNMET Topology Reini 
tialiZation. 

[0144] In an HSRP Correlation/Status Change, action 
begins When a PMD is received, for example either an 
OV_IF_DoWn or OV_IF_Up, or an OV_IF_UnknoWn from 
OVTOPMD, or an HSRPStateChange trap is received from 
the netWork. PMD forWards the event to the Composer 
circuit, Which performs the folloWing: 

[0145] 
4 Be in [01 6] g’ 

If the event is an HSRPStateChange trap then 

[0147] Composer extracts the IP address of the trap 
source from the trap; 

[0148] Composer asks callout if the IP address needs 
to be processed further or not; 
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[0149] The callout responds With yes or no depending 
on Whether the IP address is locally managed or not 
(We Won’t process forWarded HSRP traps that are 
forWarded from a collection station), and also 
Whether there is a topology object in the NNMET 
topology for that address in the HSRP topology 
tables; 

[0150] Composer asks callout if processing is in 
progress for the group; 

[0151] If callout responds With yes, Composer holds 
the current event to be correlated later under the 
output event from the current processing that is 
going on; 

[0152] If callout responds With no, Composer asks 
callout for all the members of the HSRP group; 

[0153] The callout sets the ‘status computation in 
progress’ ?ag for the group in its address space; 

[0154] The callout responds With a list of NNMOb 
jectIDs; 

[0155] Composer sends the OV_Force_If_Group 
_Status_Poll event to Netmon ?lling in the event 
With the count of the interfaces and the actual 
interface NNM object IDs; 

[0156] Composer starts a ‘con?gured timer’ Which 
makes it Wait for Netmon to complete the polls, and 
set status in ovtopmd (this timer is started internally 
in the Composer via a generated event); 

[0157] Once the timer expires, Composer asks callout 
to check if HSRP status and the active, standby 
interfaces have changed; 

[0158] The callout a) computes the results depending 
on the changed conditions using the status calcula 
tion algorithm, and also the active standby calcula 
tion algorithms described above, b) clears the ‘status 
computation in progress’ ?ag for this HSRP group, 
and c) responds to Composer With the results; 

[0159] Composer applies the event generation algo 
rithm to generate appropriate events, and correlates 
the held events under the generated event. 

[0160] End 

[0161] 
[0162] Begin 
[0163] Composer checks the Capabilities ?eld in the 

event to see if it contains isHSRP; 

[0164] If no, then no further action is taken on this 
event for this HSRP correlation; 

[0165] If yes, then Composer asks callout if this 
interface is to be processed at all; 

If the event is an OV_IF_*type event then 

[0166] Callout responds With yes or no depending on 
Whether the interface is local or remote, and also 
Whether the interface belongs to any HSRP group at 
all; 

[0167] If the ansWer is no, no further action is taken 
by Composer for this correlation; 

[0168] If the ansWer is yes, then 








