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(57) ABSTRACT 

An enhanced identi?cation appliance, such as a Wristband, 
bracelet, patch, headband, neckband, ankleband, legband, 
card, sticker, or other Wearable appliance, may have a 
biometric sensor, chemical sensor, optical sensor, heat sen 
sor, pressure sensor, humidity sensor, electromagnetic sen 
sor, acoustic sensor, various opto-electronics and/or various 
security features such as tamper-evident and tamper-resis 
tant features. The sensors may obtain information about the 
Wearer such as a ?ngerprint, retina, iris, blood, DNA, genetic 
data, voice pattern, temperature and other characteristic. 
Security features include a fastener on the identi?cation 
appliance, Which indicates Whether the appliance has been 
attached to a Wearer and if so, enables circuit functions. If 
one tampers With the appliance, circuit functions may be 
disabled, certain data erased, and/or evidence of tampering 
made apparent. The appliance may monitor the location or 
determine the identity of passengers for an airplane, train, 
boat, bus, or other vehicle. Alternatively, the identi?cation 
band may contain a person’s immigration status. 
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ENHANCED IDENTIFICATION APPLIANCE 
HAVING A PLURALITY OR DATA SETS FOR 

AUTHENTICATION 

FIELD OF THE INVENTION 

[0001] The ?eld of the invention relates generally to 
identi?cation appliances such as Wristbands, and in particu 
lar to an identi?cation appliance With a biometric sensor, 
chemical sensor, optical sensor, heat sensor, pressure sensor, 
humidity sensor, electromagnetic sensor, acoustic sensor, 
various opto-electronics and/or various security features 
such as tamper-evident and tamper-resistant features. 

BACKGROUND OF THE INVENTION 

[0002] This disclosure contemplates an improved identi 
?cation Wristband, bracelet, patch, headband, necklace, 
card, sticker, or other Wearable appliance, Which for the sake 
of convenience, are collectively referred to as a “band” or as 
a “identi?cation appliance”. Identi?cation bands have 
become a convenient and effective Way of identifying people 
Without permanently marking them. A principle advantage 
of a band is that it is ultimately removable. Identi?cation 
bands typically consist of a ?exible Wrist strap having a 
length greater than its Width, and a closure or securement 
device for attaching and maintaining the band securely 
around the Wearer’s Wrist. Aportion of the band may be used 
for imprinting or otherWise attaching identi?cation or other 
information regarding the Wearer. Bar codes, radio fre 
quency identi?cation (RFID) devices and the like may also 
be used to store and transfer information associated With the 
band and the associated person or object. For eXample, 
RFID devices includes those Which operate in the frequency 
in the range 30 kilohertZ (kHZ) to 300 GigahertZ (GHZ). 
Various band constructions, attachments and other features 
including the storage of electronic data and RFID functions 
are described, for eXample, in Penuela US. Pat. No. 5,493, 
805, Mosher U.S. Pat. No. 5,457,906, Mosher US. Pat. No. 
5,973,600, Beigel U.S. Pat. No. 5,973,598, Beigel U.S. Pat. 
No. 6,181,287, Peterson US. Pat. No. 5,479,797, and Peter 
son US. Pat. No. 5,581,924. 

[0003] Bands are advantageous over other forms of ID 
cards containing data (such as credit cards, tickets or the 
like) since they can be attached to the Wearer physically 
securely. As a result, current uses of identi?cation bands 
include patient identi?cation in hospitals, clinics and other 
locations; access in amusement parks; temporary security 
measures, facility access control, and ticketing and entitle 
ment functions. While identi?cation bands have been used 
for these purposes, additional applications for identi?cation 
bands and the like are needed. 

[0004] One important use for identi?cation bands is 
patient identi?cation and location in hospitals, clinics and 
other locations. When used in conjunction With an appro 
priate reader, patient information can be collected electroni 
cally and used by the medical staff in performance of their 
duties. Another eXample is to track the location of personnel 
such as convicts in a prison. When identi?cation bands are 
used to designate Who has authority to enter a restricted area, 
Whether it be a concert hall or prison, the method of 
attachment of the identi?cation band must be secure. Iden 
ti?cation Wristbands typically consist of a ?eXible Wrist strap 
and a closure device for attaching and maintaining the 
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Wristband securely around the Wearer’s Wrist. Further, an 
important aspect of identi?cation bands, used for eXample in 
hospitals, jails, or haZardous Work areas, is the security of 
the information contained in or on the band. In order to 
prevent fraud or mis-identi?cation, it is desirable that the 
band and the associated information be securely and reliably 
maintained both physically and operationally. Although the 
prior art has attempted to make an identi?cation band more 
secure, there is a need for further improvements. 

[0005] Identi?cation bands provide information simply, 
for eXample, by a person visually reading printed informa 
tion on the band, scanning barcode information, or elec 
tronically reading identi?cation information transmitted by 
the identi?cation band. Thus, barcodes, RFID devices and 
the like are used to enhance the information storage and data 
transfer of information associated With the band and the 
associated person or object. There is a need to improve the 
type of information contained on an identi?cation band as 
Well as the manner in Which the information is maintained. 

[0006] Moreover, When an identi?cation band incorpo 
rates Wireless communications and data storage functions, 
opportunities for falsi?cation and fraudulent use are 
increased. Of concern are insuring tamper detection, tamper 
prevention, secure transmission of information, the integrity 
of the information, and the prevention of unauthoriZed 
transfer of the information to others. Improvements in each 
of these areas are needed. 

[0007] Information may be stored electronically in a tran 
sponder or RFID “tag” and that information is communi 
cated to a tag “reader.” Communication betWeen the RFID 
tag and reader is by the transmission and reception of 
electromagnetic (EM) Waves, and each must have an 
antenna to convert electrical signals to EM Waves and vice 
versa RFID systems can operate over a Wide range of 
frequencies, including the high-frequency through 
super-high-frequency (SHF) radio bands, roughly 3 Mega 
hertZ (MHZ) to 6 GigahertZ (GHZ), such as 5.88 GHZ, as 
Well as frequencies in the vicinity of 400 MHZ, 915 MHZ, 
2.45 GHZ in the ultra-high frequency (UHF) band and 13.5 
MHZ. Coupling betWeen the tag antenna and the reader 
antenna beloW about 50 MHZ is primarily by the magnetic 
component of the reactive near ?eld, in Which the tag 
antenna is con?gured as a coil in a resonant circuit. Above 
50 MHZ, the transmission mechanism is the electric ?eld in 
Which the tag antenna is con?gured as a radiating element. 

[0008] Because identi?cation appliances may communi 
cate With other devices, additional features and circuits may 
be desirable as Well. 

SUMMARY OF THE INVENTION 

[0009] An identi?cation appliance, such as a Wristband, 
bracelet, patch, headband, neckband, ankleband, armband, 
belt, card, sticker, or other Wearable appliance, is enhanced 
With a biometric sensor, chemical sensor, optical sensor, heat 
sensor, pressure sensor, humidity sensor, electromagnetic 
sensor, acoustic sensor, optical display, various opto-elec 
tronics and/or various security features such as tamper 
evident and tamper-resistant features, as described herein. 
Also described are readers and veri?ers for reading data 
from identi?cation appliances, as Well as applications for the 
identi?cation appliance in passenger ticketing, passenger 
baggage checking and claiming, and immigration status. 
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[0010] Other systems, methods, features and advantages 
of the invention Will be or Will become apparent to one With 
skill in the art upon examination of the following ?gures and 
detailed description. It is intended that all such additional 
systems, methods, features and advantages be included 
Within this description, be Within the scope of the invention, 
and be protected by the accompanying claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] The components in the ?gures are not necessarily 
to scale, emphasis instead being placed upon illustrating the 
principles of the invention. Moreover, in the ?gures, like 
reference numerals designate corresponding parts through 
out the different vieWs. HoWever, like parts do not alWays 
have like reference numerals. Moreover, all illustrations are 
intended to convey concepts, Where relative siZes, shapes 
and other detailed attributes may be illustrated schematically 
rather than literally or precisely. 

[0012] FIG. 1 illustrates an eXample of a prior art RFID 
Wristband or bracelet. 

[0013] FIG. 2 is a representative illustration of an 
eXample embodiment of an improved secure identi?cation 
band. 

[0014] FIG. 3 is a representative illustration of another 
eXample embodiment of an improved secure identi?cation 
band. 

[0015] FIG. 4 is a representative illustration of yet another 
eXample embodiment of an improved secure identi?cation 
band. 

[0016] FIG. 5 is a representative illustration of yet another 
eXample embodiment of an improved secure identi?cation 
band, Which contains ink that is released by tampering. 

[0017] FIG. 6 is a representative illustration of still 
another eXample embodiment of an improved secure iden 
ti?cation band, Which, When attached, creates an identifying 
pattern in both visible and electronic forms. 

[0018] FIG. 7 is a representative illustration of an 
eXample embodiment of an improved identi?cation band 
that stores biometric information. 

[0019] FIG. 8 is a representative illustration of another 
eXample embodiment of an improved identi?cation band, 
Which stores biometric and alphanumeric information. 

[0020] FIG. 9 is a representative illustration of an 
eXample embodiment of an improved identi?cation band, 
Which stores biometric and alphanumeric information and 
Whose circuit functions are activated When the band is 
attached or deactivated When the band is unfastened, torn, 
cut, or overly stretched. 

[0021] FIG. 10 is a representative illustration of an 
eXample method of using an improved identi?cation band 
for passenger ticketing and boarding. 

[0022] FIG. 11 is a representative illustration of an 
eXample method of using an improved identi?cation band 
for passenger baggage tagging and claiming. 

[0023] FIG. 12 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, Which has printed 
biometric data. 
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[0024] FIG. 13 is a representative illustration of another 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With printed biometric 
data. 

[0025] FIG. 14 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With a biometric sensor. 

[0026] FIG. 15 is a representative illustration of another 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, Which has a biometric 
sensor and a Wireless communication circuit. 

[0027] FIG. 16 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, Which has a biometric 
sensor, a Wireless communication circuit such as a RFID 

circuit, and an electronic memory or data storage device. 

[0028] FIG. 17 is a representative illustration of yet 
another eXample embodiment of an improved identi?cation 
appliance, such as an identi?cation band, With a biometric 
sensor and display. 

[0029] FIG. 18 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With photovoltaic cells. 

[0030] FIG. 19 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With embedded cir 
cuitry and a microstrip or patch antenna. 

[0031] FIG. 20 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, Which performs signal 
processing and computation and has an electronic data 
storage device or memory. 

[0032] FIG. 21 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With one or more 
chemical sensors. 

[0033] FIG. 22 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With an acoustic sensor. 

[0034] FIG. 23 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With electro-optical 
components. 

[0035] FIG. 24 is a representative illustration of yet 
another eXample embodiment of an improved identi?cation 
appliance, such as an identi?cation band, With an optical 
sensor. 

[0036] FIG. 25 is a representative illustration of an 
eXample embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With a ?exible keypad. 

[0037] FIGS. 26A and 26B are representative illustrations 
of an eXample method of embedding silicon and/or printed 
circuitry, or other components, in an identi?cation appliance 
such as an identi?cation band. 

[0038] FIGS. 27A and 27B are representative illustrations 
of an eXample method of implementing printed circuitry in 
an identi?cation appliance such as an identi?cation band. 
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[0039] FIG. 28 is a representative illustration of an 
example embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With a ?exible battery 
or poWer source. 

[0040] FIG. 29 is a representative illustration of another 
example embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, With a “button” style 
battery. 
[0041] FIG. 30 is a representative illustration of an 
example embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, Which is partially 
disposable. 
[0042] FIG. 31 is a representative illustration of another 
example embodiment of an improved identi?cation appli 
ance, such as an identi?cation band, Which is partially 
disposable. 
[0043] FIG. 32 is a representative illustration of an 
example embodiment of an improved identi?cation appli 
ance that is reusable. 

[0044] FIGS. 33A, 33B and 33C are representative illus 
trations of example embodiments of a biometric reader/ 
veri?er of identi?cation appliances. 

[0045] FIGS. 34A, 34B and 34C are representative illus 
trations of example applications of a biometric identi?cation 
appliance reader/veri?er. 

[0046] FIG. 35 is a representative illustration of an 
example embodiment of an improved secure identi?cation 
appliance, such as an identi?cation band, With electronic 
tamper detection. 

[0047] FIG. 36 is a representative illustration of an 
example embodiment of an improved secure identi?cation 
appliance, such as an identi?cation band, With electronic 
tamper detection using conductive or non-conductive glue. 

[0048] FIG. 37 is a representative illustration of an 
example embodiment of an airport security system that uses 
an improved secure identi?cation appliance, such as an 
identi?cation band. 

[0049] FIG. 38 is a representative illustration of another 
example embodiment of an airport security system that uses 
an improved secure identi?cation appliance, such as an 
identi?cation band. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0050] As used in this speci?cation, the meaning of “in,” 
Whether alone or in a compound such as “therein,” includes 
“in” and “on”; “radio frequency identi?cation” and “RFID” 
refer to identi?cation by radio frequency communication. 

[0051] FIG. 1 illustrates an example of a prior art RFID 
Wristband or bracelet 1. The substrate 2 is an elongated 
?exible strip or laminate of polymer or paper. The RFID 
circuit 3 comprises antenna circuitry, signal generator cir 
cuitry, programmable encoder circuitry and interconnection 
circuitry. A fastener to adjustably and securely attach the 
Wristband 1 comprises, on one end of the substrate 2, a snap 
fastener With parts 4 and 8, Which can close over the other 
end of substrate 2, through one of the adjusting holes 6 
therein, and snap together. Any of the embodiments 
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described in this disclosure may include a fastener, Which 
may be made adjustable, for example, by providing multiple 
mating or locking parts, a continuously variable length 
locking apparatus, or a unidirectional siZing locking appa 
ratus (i.e., a knoWn-type of fastener that alloWs a band to be 
made tighter, but not looser). The circuitry comprising the 
RFID circuit 3 can be, in various combinations, carried in 
the substrate 2, or formed by deposition on a layer in the 
substrate 2 of one or more of conductive paths, semicon 
ductor devices, or polymer materials, in accordance With 
US. Pat. No. 5,973,598. The fastener can also comprise an 
adhesive Wristband closure in accordance With Us. Pat. No. 
5,457,906, a closure mechanism in accordance With US. 
Pat. No. 5,479,797, a rivet, a staple, a crimp, or a heat 
created bond, Which securely attaches the ends of the 
Wristband to each other and closes the Wristband around the 
Wearer’s Wrist. 

[0052] FIG. 2 illustrates an example embodiment of an 
improved secure identi?cation band 90. As With any of the 
embodiments described in this disclosure, an identi?cation 
“band” may comprise a Wristband, bracelet, patch, head 
band, armband, legband, ankleband, ?ngerband, toe band, 
necklace, card, sticker, Waistband, belt, or other Wearable 
appliance. The identi?cation band may include data that is 
perceivable to humans, animals, or machines. For example, 
the emission of an aerosol chemical or scent may be easily 
detectable by an animal such as a dog. Humans are intended 
fall under the “animal” category. Further, the data may be 
alphanumeric data, optical character recognizable data (such 
as bar codes), images, photographs, magnetically readable 
data, and/or biometric data. Biometric data refers to data, 
Which can be used to identify a person such as the person’s 
?ngerprint, retina, blood, DNA, or voice data. In this par 
ticular example illustration, the identi?cation band 90 
includes a structure 91 that is suitable to be Worn by, 
attached to, or carried by a person. Preferably, the identi? 
cation band 90 is a Wristband and the structure 91 is an 
elongate, ?exible Wristband material. For example, the 
structure 91 may be an elongated ?exible strip or laminated 
combination of polymeric, paper, or organic substrate. As 
used in this speci?cation, “organic” includes polymeric. 
HoWever, the identi?cation band 90 need not be attached 
only to the Wrist of a person as it also can be attached to the 
ankle, neck, or other part of a person or animal, or to an 
object. The fastening of the band 90 closes a circuit 92 and 
enables circuit functions such as RFID functions. If desired, 
the opening of the fastener, opens or disables the circuit 92. 
The improved band 90 comprises a substrate structure 91, a 
circuit 92, a fastener With parts 93 and 94, adjusting holes 
95, and conductors 96 and 97, Which connect the circuit 92 
to each fastener part 93 and 94. The fastener preferably 
closes an electronic circuit, makes an electrical connection 
When fastened, or otherWise enables an electronic circuit by, 
for example, electrical or capacitive coupling. Alternatively, 
the fastener may be electrically conductive. Still alterna 
tively, the fastener may enable a circuit by inductive or 
magnetic coupling. As With any embodiment described in 
this disclosure, the circuit 92 preferably includes other 
circuits, such as antenna circuitry, communication circuitry, 
signal generator circuitry, programmable encoder circuitry 
and interconnection circuitry. Further and as With any 
embodiments in this disclosure, the circuit may perform a 
variety of functions including communication functions 
such as RFID. In one embodiment, a surface mount RFID 
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chip containing electronic circuits is mounted Within the 
identi?cation band and electrically connected to an antenna. 
Alternatively, the RFID chip may be formed by deposition 
on a layer or layers in the structure 91, or on both sides of 
a layer in the structure 91. The circuitry comprising the 
communication circuit can be, in various combinations, 
carried in the substrate 91, or formed by deposition on a 
layer in the substrate 91 of one or more of conductive paths, 
semiconductor devices, or polymer materials. Acircuit con 
sisting entirely of conductive, insulating and/or semicon 
ductive materials directly deposited on the substrate 91 may 
also be used. In fact, any of the circuits on the identi?cation 
band can be made either partially or totally from semicon 
ductors, conductors and insulators, and may be fabricated of 
inorganic or organic materials, as described in Us. Pat. No. 
5,973,598, the entire disclosure of Which is incorporated 
herein by reference for all purposes. An exemplary tech 
nique for forming an organic device, such as an organic 
semiconductor, is described in an article by Garnier et al. 
entitled “All-Polymer Field-Effect Transistor RealiZed by 
Printing Techniques” (Science, Vol. 265, 16 Sep. 1994), the 
entire article of Which is incorporated herein by reference for 
all purposes. In other Words, the identi?cation band may 
have electronic components made either partially or totally 
from semiconductors, conductors and insulators, Which may 
be inorganic or organic, and Which may be printed on the 
identi?cation band. US. Pat. No. 5,973,598 describes 
organic components, any of Which may be used in the 
improved identi?cation band. Further, a memory containing 
organic material is described in US. Patent Application No. 
2001000817107, titled “Integrated Circuit Provided With a 
Substrate and With a Memory, Transponder, and Method of 
Programming a Memory,” issued Nov. 29, 2001 to US. 
Philips Corp., the entirety of Which is incorporated herein by 
reference for all purposes. It is preferable for the compo 
nents of the identi?cation band 90 to be thin so it is 
comfortable to Wear. Additionally, it is preferable for the 
substrate 91 and the printed components to be ?exible. 

[0053] Further, as With any embodiment having a circuit, 
the circuit 92 of FIG. 2 may include a control logic or 
processing unit, Which may be a microprocessor, microcon 
troller, central processing unit (CPU), arithmetic logic unit 
(ALU), math coprocessor, ?oating point coprocessor, graph 
ics coprocessor, hardWare controller, programmable logic 
device programmed for use as a controller, or other control 
logic. The circuit may include any of the circuits described 
in this disclosure or knoWn to those of skill in the art of 
circuit design. As With any of the embodiments described in 
this disclosure, the circuit further may include an optional 
data storage device, such as a memory of any kind. The data 
storage device or memory may be fabricated out of inorganic 
materials, organic materials, or a combination of inorganic 
and organic materials. The identi?cation band 90, and any of 
the identi?cation bands described in this disclosure, may 
include an antenna such as a microstrip antenna described in 
co-pending US. patent application Ser. No. , titled 
“Microstrip Antenna for an Identi?cation Appliance,” ?led 
on Mar. 5, 2002, Whose entire disclosure is incorporated 
herein by reference for all purposes. 

[0054] When the fastener closes, the parts 93 and 94 of the 
fastener come into contact, Which closes the circuit 92 
through the conductors 96 and 97, thereby enabling circuit 
functions. The conductors 96 and 97 may each comprise tWo 
or more separate electrical conductors that are connected to 
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the circuit 92; the conductors further may comprise one or 
more of conductive Wire or ?ber, conductive foil, meltable 
conductor, or a printed conductor. In communication With 
the conductors is a fastener comprising one or more of a 

conductive adhesive, a conductive closure mechanism, a 
magnetic closure mechanism, a conductive rivet or staple, a 
crimped attachment, or a heat-created bond in proximity to 
the conductors, any of Which When applied electrically 
connects, enables an electrical connection betWeen, or alters 
the capacitance betWeen, the conductors, thereby closing 
one or more electrical circuits, Which may, for example, 
poWer the circuit 92, connect an antenna, tune the antenna, 
or change a logic state input to the circuit 92. 

[0055] Other fasteners that can be used in any of the 
embodiments described in this disclosure include applying 
to the overlapping portions of the substrate one or more of 
the steps of permanently deforming the substrate to bond 
together the overlapped portions, rupturing Walls of adhe 
sive-?lled microspaces in the substrate and optionally curing 
the adhesive by radio frequency, heat or ultraviolet expo 
sure, rupturing Walls of microspaces in the substrate sepa 
rately ?lled With adhesive and catalyst that mix and cure 
thereupon, or by melting together adjacent surface areas of 
the overlapped portions, Which When performed, securely 
attaches the ends of the Wristband to each other, thereby 
closing the Wristband around the Wearer’s Wrist. As With any 
embodiment described in this disclosure, the fastener may 
enable a circuit by, for example, electrical, inductive, capaci 
tative coupling. 

[0056] Yet another alternative is to attach the identi?cation 
band by a means similar to a belt buckle. For example, the 
buckle may be mounted to one end of the substrate 91 and 
Which When opened, alloWs free movement of the other end 
of the substrate though the buckle so that the band be 
adjustably ?tted to the Wearer. The buckle design also 
permits removal of the identi?cation band from the Wearer 
for reuse. The buckle may comprise an electrical conductor 
and circuit-activating means to activate the circuit 92 When 
the identi?cation band is fastened and to deactivate the 
circuit 92 When the identi?cation band is unfastened or 
removed. The buckle can made of an electrically conductive 
metal of a type that is knoWn to be suitable for buckles, 
including but not limited to an alloy of iron, copper or 
aluminum; the buckle can also be made of a polymer having 
an electrically conductive coating thereon. The circuit-acti 
vating means may comprise tWo separate electrical conduc 
tors in the substrate 91, each of Which separately connects to 
the circuit 92 and extends toWard the end of the substrate 
that does not have the buckle. When the buckle closes and 
clamps the substrate 91 betWeen the movable and ?xed 
portions of the buckle, a direct contact or a capacitive gap 
forms betWeen each conductor and the buckle conductor, or 
the buckle alternatively brings together associated conduc 
tive surfaces, thereby closing an electrical circuit, Which in 
turn activates the circuit 92. When the buckle is opened and 
the identi?cation band is removed, the direct contact or 
capacitive gap betWeen each conductor and the buckle 
conductor is broken, thereby opening the electrical circuit, 
Which in turn deactivates the circuit 92. 

[0057] The securement of the identi?cation band may be 
permanent for the usage life of the band, or may be tempo 
rary and defeatable by an authoriZed procedure. In the case 
of temporary securement, the identi?cation band may be 


























