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(57) ABSTRACT 

The present invention provides the ability to use an existing 
store-and-forWard massaging network such as an electronic 
mail system to replicate data betWeen computer sites. The 
replication provided by the present invention can be useful 
With software applications, such as Workgroup applications, 
to replicate data located on multiple sites. Workgroup rep 
lication data is sent to other sites via electronic mail (“e 
mail”) messages. The present invention provides reliability 
features to handle errors in electronic mail transmissions. 
For example, the present invention provides the ability to 
reassemble objects at a replication site such that an object 
and all of its dependencies exist prior to the object’s use at 
the site. Messages referred to as “ACK” messages are used 
to communicate a site’s state and to provide other control 
information. Each site maintains latency information to 
determine transmission failures. 
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METHOD AND APPARATUS FOR REPLICATING 
INFORMATION 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to information sharing and 
replication via a store-and-forWard massaging netWork. 

[0003] 2. Background Art 

[0004] In a business environment, computer users need to 
be able to communicate regarding aspects of the business. 
For example, a group of users may need to discuss a strategic 
planning document that is being prepared by the group. One 
member of the group may prepare a draft and send it to the 
other members. After revieWing the draft, one or more of the 
recipients may generate a reply. The reply may be, for 
eXample, a message regarding the document’s contents, or a 
neW document that contains modi?cations to the original 
document. The reply may be sent to the some or all of the 
group’s members. 

[0005] The group interaction described above is facilitated 
using softWare that is referred to as Workgroup softWare. A 
“Workgroup” is a number of people Who are associated on 
the basis of the product they produce or the service they 
provide. A “Workgroup” can be further de?ned as a number 
of people Who interact through common forums (i.e., a 
collection of shared documents) to enhance their ability to 
deliver products or services. Using Workgroup software, 
users can access the documents in their collection, or group, 
of documents. Further, the members of a Workgroup can 
electronically converse With one another on the subject of 
the document. For eXample, a Workgroup member may 
make a contribution to the discussion or conversation by 
sending a reply to a draft document. Another member can 
vieW the reply and send a reply to the reply. 

[0006] A Workgroup can be, for eXample, a team, depart 
ment, or an entire enterprise. AWorkgroup can be comprised 
of users that are located on the same LAN. A Workgroup 
located on the same LAN can share a single copy of the 
database located on a netWork ?le server. HoWever, a 
Workgroup may not be centrally located. Some members of 
a Workgroup may be remotely located (e.g. another city or 
state) or on another netWork, for eXample. Some method of 
communication betWeen LANs must be provided to eXtend 
a Workgroup to a remote site. Each site must maintain a copy 
of the database that is referred to as a replica. The sites must 
be able to communicate to synchroniZe information betWeen 
the sites. To synchroniZe information among the sites, infor 
mation must be replicated from one site to another. For 
eXample, a document created or modi?ed at one site must be 

replicated to the other site(s). Further, any changes or 
deletions must also be replicated to the other sites. Using 
replication, each replica (i.e., copy of the database) can be 
synchroniZed With the replicas at other site(s). 

[0007] Replication betWeen sites, therefore, requires inter 
site communication to synchroniZe information among the 
sites. One type of inter-site communication that has been 
used requires that the sites be directly connected via 
modems and telephone lines or via a netWork connection. 
Each site’s database must be in active, direct communication 
With each sites’ databases during replication. A “calling” 
schedule must be established betWeen the replication sites. 
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[0008] Therefore, to replicate objects, or documents, from 
one site to another using this technique, a site must establish 
active and direct communication With the other site. One site 
must call the other site to initiate a direct connection. When 
a connection is established betWeen tWo sites via the tele 
phone or via a LAN, one site must log into the other site’s 
Database Management System (DBMS). Once a direct con 
nection is established betWeen the tWo sites databases, an 
interactive comparison of the information at the tWo sites is 
performed to determine What objects need to be transmitted 
betWeen the sites. During the direct connect session, the 
objects are shipped from one site to the other site. Once the 
replication process is completed, the connection betWeen the 
tWo sites is terminated. This process is repeated for each 
combination of sites according to the “calling” schedule. 

[0009] This type of replication scheme requires that a 
“calling” schedule be developed betWeen the sites. Where, 
for eXample, there are three sites (i.e., site A, B, and C), a 
“calling” schedule must be developed to coordinate the 
direct connections linking all three sites. Each site must be 
in active communication With at least one other site, and 
indirectly With all other sites, to perform synchroniZation 
using this direct connection replication scheme. 

[0010] Thus, using this replication scheme, a site’s data 
base must be in active communication With another site’s 
database during replication. Further, it requires additional 
Work to coordinate and administer the “calling” schedule 
betWeen the replication sites. Therefore, it Would be bene? 
cial to have a replication scheme that does not require direct 
interaction betWeen site databases thereby eliminating the 
need for “calling” schedules. Further, it Would be bene?cial 
to have a replication scheme that uses a communication 
infrastructure that already eXists betWeen the sites. 

SUMMARY OF THE INVENTION 

[0011] The present invention provides the ability to use an 
eXisting store-and-forWard messaging netWork such as an 
electronic mail system to replicate data betWeen computer 
sites. The replication provided by the present invention can 
be used With softWare applications, such as Workgroup 
applications, to replicate data located on multiple sites. 
Workgroup replication data is sent to other sites via a 
messaging system such as an electronic mail (“e-mail”) 
system. The present invention provides reliability features to 
handle errors in electronic mail transmissions. For eXample, 
the present invention provides the ability to reassemble 
objects at a replication site such that an object and all of its 
dependencies eXist prior to the object’s use at the site. 
Messages referred to as “ACK” messages are used to 
communicate a site’s state and to provide other control 
information. Each site maintains latency information to 
determine transmission failures. 

[0012] The invention enables remote users to participate in 
forums across netWork and geographic boundaries copying, 
Workgroup information at multiple sites via an electronic 
store-and-forWard messaging netWork. Using a store-and 
forWard messaging netWork, there is no need for immediate 
transmission of a message to a remote site. Thus, the 
replication provided by the present invention can be done 
Without real-time connections betWeen replication sites. Site 
databases do not need to be directly connected to perform 
replication. Site databases may be indirectly connected, for 
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example, via e-mail. Since there is no need for direct 
connection betWeen databases, there is no need to develop a 
“calling schedule” betWeen site databases. Further, there is 
no need to provide dedicated communications hardWare, 
telephone lines, or other infrastructure beyond that Which is 
currently being used for e-mail. 

[0013] Using the present invention, a forum (i.e., a col 
lection of documents) can be replicated to a remote site for 
access by remote users authoriZed to access the forum (e.g., 
forum members) Without requiring that the tWo sites be 
directly and actively connected to the other site’s databases. 
A contribution to the forum (e.g., reply to a forum docu 
ment) by a remote user is replicated to other forum sites by 
creating an e-mail message. The e-mail message is 
addressed to the other forum sites. Once received at another 
site, the forum contribution is threaded into the discussion at 
that site. 

[0014] Each site eXecutes a replication agent, or replicator. 
Areplication agent copies and synchroniZes databases, com 
puter data, or collections of computer ?les on different 
computers. These computers can be at remote, Widely dis 
persed physical sites. A replication agent resides at each site. 
Each replication agent synchroniZes the data at its site With 
the data stored at the other site(s) so that identical copies of 
the data can be maintained at all of the sites. At each site, 
there is a central ?le server or shared hard disk that is also 
used to store Workgroup application ?les (e.g., the local copy 
of each replicated database, or replica). The replication 
agent is a batch or session-oriented softWare program that 
eXecutes at each site and has access to the local replica. A 
program knoWn as an agent manager initiates a replication 
agent session based on a schedule de?ned by a system 
administrator. 

[0015] Each site has a forum database, an electronic 
mailboX, and a side replicator database. A forum database 
contains information about each document in the forum. The 
electronic mailboX is used by a forum site to send and 
receive e-mail messages. The side replicator database main 
tains information about the objects knoWn to the local site 
and the states of the local and each remote site, or corre 
spondent. A forum further has at least one forum member 
that is designated as a forum moderator. The forum mod 
erator enforces the enrollment policy for the forum. The 
forum moderator has the ability to grant or deny member 
ship to those requesting membership to the forum. 

[0016] The replication agent for each site determines the 
state of the site. The replication agent corresponds With other 
sites by sending e-mail messages to the other sites. The 
replication agent sends a message to other sites that indicates 
the state of its site. The replication agent uses the informa 
tion received from another site to determine the objects that 
should be replicated betWeen the sites. For eXample, the 
replication agent uses another site’s information to deter 
mine Which objects need to be sent to that site and Which 
objects should be replicated to its oWn site. 

[0017] When an object is created, it is assigned in original 
unique identi?er (UID). The original UID includes an iden 
ti?er that identi?es the creation site or creating entity. In 
addition, the original UID contains a portion that uniquely 
identi?es the object. The UID further, contains information 
that is derived from the object’s actual content (a checksum). 
The purpose of all the information compromising the UID is 
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to ensure that each object has a UID that is unique among all 
objects that have ever eXisted anyWhere in the World (i.e., a 
unique “?ngerprint”). An object is UID is never reused by, 
for eXample, reassigning it to another object after the origi 
nal object has been deleted. Change to, or deletions of, 
eXisting objects are treated as neW objects for the purpose of 
replication. That is, each neW version of an object is con 
sidered to be a unique object and is given its oWn UID. The 
act of deleting an object constitutes its ?nal versions (Whose 
contents are empty). In this Way, events including changes, 
deletions and creations can be replicated using the same 
mechanism. 

[0018] Each object carries the UIDs of certain other 
objects in addition, to its oWn UID. These other UIDs 
identify other objects to Which it is related. For eXample, 
every object that has been changed or deleted carries the 
UID of its original version (the UID of the object from 
Which it evolved) in addition to its oWn UID. Therefore, all 
version of the same object can be identi?ed by virtue of 
carrying the same original version (in addition to their oWn, 
unique UIDs). In addition, information such as version 
numbers and dates can be maintained so that it is possible to 
sequence versions (e.g., from the oldest to the most recent 

version). 
[0019] Areplication agent (transmitting agent) sends a list 
of UIDs to another agent (receiving agent) via a message 
knoWn as an “ACK” message. The receiving agent compares 
the list of UIDs With its oWn list of UIDs to determine Which 
objects should be sent to the sending site. The objects that 
are identi?ed by the receiving agent are those objects that the 
receiving agent determines are unknoWn to the transmitting 
agent (i.e., the agent that sent the ACK message) or for 
Which the receiving agent has a more recent version than the 
one identi?ed in the transmitting agent’s ACK message. The 
receiving agent can perform this process for each of the sites 
from Which it has received state information. 

[0020] The replication agent identi?es the objects that are 
to be sent to all of the remote sites. Further, the replication 
agent determines Which sites are to receive Which objects. 
Once the objects and the sites to Which the objects should be 
sent have been identi?ed, the replication agent prepares 
e-mail messages that contain the objects. If the object is the 
?nal version of an object (i.e., its deletion) the e-mail 
message contains instructions for deleting the object. 

[0021] Before a replication agent can determine Which 
objects need to be sent to remote sites, the replication agent 
must determine the current state of the objects stored at the 
local site. To determine the current state of stored objects, 
the replication agent eXamines all of the local object stores. 
These object stores include the sits’s mailboX (or mailboxes, 
Where multiple e-mail systems are used) and its database (or 
databases Where multiple copies of the same database are 
maintained locally by one replicator). The replication agent 
searches the object stores and updates the site’s side repli 
cator database. 

[0022] The site’s mailboX contains objects sent by other 
replication agents from other sites. An object received from 
another site is removed from the mailboX and is eventually 
stored in the corresponding forum database at the receiving 
site along With its UID. It replaces any earlier version of the 
object already present in the database. If it is the ?nal version 
of the object, it causes the object to be deleted from the 
database. 
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[0023] Once the site’s mailbox has been searched, the 
replication agent begins to search the forum’s database(s) 
for objects that have been created, modi?ed or deleted since 
the last replicator session. A creation, modi?cation, or dele 
tion of an object is referred to as an event. The DBMS 
provides an associated ?ag that indicates Whether each 
existing object has had an associated event since the last 
session. The replication agent examines each existing 
object’s ?ag to determine Whether the object is neW or has 
been modi?ed. 

[0024] If an event has occurred for the object, the repli 
cation agent assigns a neW UID to represent the neW object 
version that resulted from this event. It Writes the neW UID 
back into the object in the database to make the association 
permanent. Finally, it adds the neW UID to the side replicator 
database. If, for some reason, the replication agent Was 
unsuccessful in Writing the neW UID into the object itself, 
the UID is discarded and forgotten. In a subsequent session, 
the replication agent can examine the ?ag, and make another 
attempt to assign a neW UID and record it in the object and 
the side replicator database. Since the UID is not recorded 
in the side replicator database or used for replication prior to 
its permanent ascription in the object in the database, the 
side replicator database can be reconstructed from the forum 
database. Further, no single version of an object Will be 
given more than one UID. The process of assigning a UID 
to an object is referred to as stamping. Once an object is 
stamped, the UID of that version of the object can never 
change. Any change to the content of an object is considered 
a neW version as Well as a neW object that is stamped With 
a neW UID. 

[0025] The replication agent examines all of the site’s 
object stores and updates the site’s Event Table, a compo 
nent of the site replicator database. Once all of the site’s 
object stores have been examined, the replication agent has 
an updated Event Table that represents the site’s current 
state. The replication agent can send the relevant portion of 
its Event Table to another site for comparison With the other 
site’s current state. 

[0026] To determine a site’s state relative to the state of the 
other site(s), the replication agent compares its Event Table 
With the Event Table information received from the other 
site(s) in ACK messages. Based on this comparison, the 
replication agent can identify Which objects should be 
replicated. E-mail messages that contain replication instruc 
tions and objects are created based on the information 
obtained from the comparison. The e-mail messages are then 
sent to the appropriate sites. Aprocess knoWn as multicast 
ing can be used to send one replication message to all of the 
necessary sites. Alternatively, a separate message can be sent 
to each of the sites. An e-mail message that contains 
information regarding a site’s current state (i.e., an ACK 
message) is sent to the sites that the replication agent has 
recently corresponded. The replication agent can also send 
an ACK message to a site from Whom it has not heard for a 
period of tines 

[0027] Electronic mail systems do not guarantee delivery 
of a message, or that messages Will be received in the right 
order. In Workgroup applications, one object may depend on 
another object (e.g., a reply object depends upon the object 
to Which it is a reply). Before a dependent object can be 
incorporated into the forum database, any object upon Which 
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it depends must be available to be placed in the forum, or 
already be in the forum database. The replication agent uses 
a process referred to as reassembly to resolve dependencies. 
If the replication agent can resolve all object’s dependencies, 
the object can be replicated into the site’s forum database. If 
the object’s dependencies cannot be resolved in the current 
replicator session, the object remains in the forum’s mailbox 
until the next replicator session. 

[0028] During the process of reassembly, an object is 
marked as “arrived” When it is ?rst processed by the site’s 
replication agent. If all of the object’s dependencies can be 
resolved, the object graduates to the “dependencies satis 
?ed” state. The only Way an object can be considered to be 
in the “dependencies satis?ed” state is if the object has 
“arrived” and all of the things upon Which the object 
depends are in the “dependencies satis?ed” state. If all of the 
objects in the mailbox are considered to be in the “depen 
dencies satis?ed” state, the reassembly process is complete. 
If some, but not all, of the objects have graduated to the 
“dependencies satis?ed” state, the process is repeated to 
determine Whether any of the objects that Were marked as 
“dependencies satis?ed” can resolve the dependencies asso 
ciated With those objects that are still in the “arrived” state. 
Any objects that are still considered “arrived” after the 
reassembly process remain in the site’s mailbox. An attempt 
is made to resolve the dependencies of any remaining object 
in a subsequent replicator session. 

[0029] When multiple versions of the same object are 
received at a site during replication, the object’s UIDs can 
be used to resolve con?icts. For example, a site may receive 
a message from a ?rst site to replicate an object modi?ca 
tion. The same site receives a second message to update the 
same object from another site. That is, the object has been 
modi?ed concurrently by different users at tWo different 
sites. The replication agent can use the version information 
contained in the objects sent by the tWo remote sites to 
determine What modi?cation is implemented. The algorithm 
guarantees that the outcome Will be the same at all sites by 
making the decision a function of the version information 
and the UIDs. 

[0030] The present invention implements techniques for 
controlling the How of messages in the e-mail systems. An 
e-mail system has a ?nite capacity to store “in-transit” 
messages. To reduce the burden on the e-mail system, the 
replication agents practice a How control discipline that 
limits the number of messages concurrently “in-transit” 
betWeen any tWo agents, in conjunction With the ACK 
messages. 

[0031] The present invention implements techniques for 
handling errors that may occur in e-mail transmissions. The 
present invention uses various techniques to minimiZe the 
effects that an error in transmission may cause. For example, 
replication agents must acknoWledge to one another that 
every replication e-mail message sent Was received Without 
error. If an e-mail message is not acknoWledged, it is 
automatically retransmitted. Further, the expected time to 
receive an acknoWledgment is maintained for different siZed 
messages for each site. Thus, the replication agent is con 
stantly learning about the typical performance of the e-mail 
netWork With respect to speci?c distinctions. Therefore, the 
replication agent does not mistake normal variations in 
performance With an error condition. Further, it does not 
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have to be manually tuned to maintain proper transmission 
behavior even When some sites receive their mail in minutes 
While others may not receive theirs for days, in the normal 
course of operation. 

[0032] When a persistent error condition is detected, the 
replication agent temporarily halts retransmission of indi 
vidual messages until it can con?rm that reliable commu 
nications are re-established. The replication agent automati 
cally terminates communications With the problem site. 
When the problem site comes back on-line, it begins com 
municating again, and the replication agents eXchange rep 
lication messages until the forums are once again synchro 
niZed. 

[0033] A replication agent automatically e-mails a mes 
sage to notify an administrator Whenever non-recoverable 
errors or problems requiring human intervention occur. The 
noti?cation includes a complete log ?le. Automatic noti? 
cations ensure that administrators learn of replication prob 
lems that require their attention When they occur. HoWever, 
administrators are not bothered by errors from Which the 
replicators can automatically recover. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0034] FIG. 1 provides an illustration of a general purpose 
computers for use With the present invention. 

[0035] FIG. 2A provides an illustration of a Workgroup 
application environment at a single site. 

[0036] FIG. 2B provides an illustration of replication 
using an electronic mail system as provided by the present 
invention. 

[0037] FIGS. 3A-3B illustrate a Workgroup environment 
including an original forum and a replicated forum. 

[0038] FIG. 4 provides an illustration of a process How for 
a replicator session. 

[0039] FIG. 5 provides in illustration of an InboundPro 
cessing process ?oW. 

[0040] FIGS. 6A-6B provide an illustration of an Out 
boundProcessing process ?oW. 

[0041] FIGS. 7A-7B provide an illustration of a Discov 
eryPhase process ?oW. 

[0042] FIGS. 8A-8B provide an illustration of a Process 
ReceivedACK process ?oW. 

[0043] FIGS. 9A-9B provide an eXample of a Targeting 
process ?oW. 

[0044] FIG. 10 provides an eXample of the information 
How among some of the data stores used to maintain 
replication information. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0045] A method and apparatus for information sharing 
and replication via a store-and forWard messaging netWork 
is described. In the folloWing description, numerous speci?c 
details are set forth in order to provide a more thorough 
description of the present invention. It Will be apparent, 
hoWever, to one skilled in the art, that the present invention 
may be practiced Without these speci?c details. In other 
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instances, Well-knoWn features have not been described in 
detail so as not to obscure the invention. 

[0046] The present invention can be implemented on a 
general purpose computer such as illustrated in FIG. 1. A 
keyboard 110 and mouse 111 are coupled to a bi-directional 
system bus 118. The keyboard and mouse are for introducing 
user input to the computer system and communicating that 
user input to CPU 113. The computer system of FIG. 1 also 
includes a video memory 114, main memory 115 and mass 
storage 112, all coupled to bi-directional system bus 118 
along With keyboard 110, mouse 111 and CPU 113. The 
mass storage 112 may include both ?Xed and removable 
media, such as magnetic, optical or magnetic optical storage 
systems or any other available mass storage technology. Bus 
118 may contain, for eXample, 32 address lines for address 
ing video memory 114 or main memory 115. The system bus 
118 also includes, for eXample, a 32-bit DATA bus for 
transferring DATA betWeen and among the components, 
such as CPU 113, main memory 115, video memory 114 and 
mass storage 112. Alternatively, multipleX DATA/address 
lines may be used instead of separate DATA and address 
lines. 

[0047] In the preferred embodiment of this invention, the 
CPU 113 is a 32-bit microprocessor manufactured by 
Motorola, such as the 680><0 processor or a microprocessor 
manufactured by Intel, such as the 80x86, or Pentium 
processor. HoWever, any other suitable microprocessor or 
microcomputer may be utiliZed. Main memory 115 is com 
prised of dynamic random access memory (DRAM). Video 
memory 114 is a dual-ported video random access memory. 
One port of the video memory 114 is coupled to video 
ampli?er 116. The video ampli?er 116 is used to drive the 
cathode ray tube (CRT) raster monitor 117. Video ampli?er 
116 is Well knoWn in the art and may be implemented by any 
suitable means. This circuitry converts piXel DATA stored in 
video memory 114 to a raster signal suitable for use by 
monitor 117. Monitor 117 is a type of monitor suitable for 
displaying graphic images. 
[0048] The computer system described above is for pur 
poses of eXample only. The present invention may be 
implemented in any type of computer system or program 
ming or processing environment. When a general purpose 
computer system such as the one described eXecutes the 
processes and processes ?oWs described herein, it becomes 
a special purpose computer that replicates information as 
described herein. 

[0049] In a Workgroup environment, a group of users 
share documents. A Workgroup application manages the 
information used to maintain a collection of documents (i.e., 
forum) and to alloW a group of users to share group 
information. Using a Workgroup application, users can add 
information to and ?nd information in the electronic dis 
cussion as Well as respond to the contributions of others, for 
eXample. FIG. 2A provides an illustration of a Workgroup 
application environment at a single site. 

[0050] Workgroup environment 208 includes Workstations 
202A-202C. Workstations 202A-202C are connected to 
local area netWork (LAN) 204 via taps 206A-206C, respec 
tively. Workstations 202A-202C are general purpose com 
puters of the type previously described, for eXample. Work 
stations 202A-202C are, for eXample, “Windows-based” 
Workstation or a Macintosh. Workstations 202A-202C can 
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execute a Workgroup application that allows a user to 
participate in a forum. Such a Workgroup application is, for 
example, Collabra Share Client by Collabra Software, Inc. 
of Mountain VieW, Calif. HoWever, the present invention can 
be used With other Workgroup applications softWare. 

[0051] In the preferred embodiment, the present invention 
uses a DOS-?le-compatible LAN operating system, such as 
NetWare or WindoWs for Workgroups. It runs on WindoWs 
3.1 and uses an electronic mail messaging facility. Other 
operating system softWare can be used With the present 
invention. 

[0052] Message Store 210 is connected to LAN 204 via 
tap 206D. Message store 210 contains a collections of ?les. 
Message store 210 is, for example, a server or a shared hard 
disk on LAN 204. Files can be stored, for example, on a 
DOS 3.1 compatible central ?le server or shared hard disk 
including Novell NetWare, Microsoft WindoWs NT 
Advanced Server, Microsoft LAN Manager, Banyan 
VINES, DEC PathWorks, or Microsoft WindoWs for Work 
groups. Message store 210 includes forum ?les, forum 
membership information, and administration ?les, for 
example. Each forum ?le stored in Message Store 210 
represents contributions to a forum. The ?les stored in 
Message Store 210 are accessible by members of the forum. 

[0053] The environment depicted in FIG. 2A provides a 
Workgroup Whose membership extends to a local area net 
Work (e.g., LAN 204). Using the present invention, the 
Workgroup can be extended to include other Workgroups or 
members at a remote site (e.g., other parts of the organiZa 
tion or external to the organiZation). The present invention 
uses existing electronic mail systems to transmit replication 
information to a remote site. 

[0054] FIG. 2B provides an illustration of replication 
using an electronic mail system as provided by the present 
invention. Using the present invention, group information is 
replicated betWeen sites. The present invention provides an 
automated connection betWeen the Workgroup application 
and electronic mailboxes. The automated connection uses 
electronic mail (“e-mail”) messaging to maintain complete 
duplicates of forums at sites connected via e-mail. 

[0055] Referring to FIG. 2B, Workgroup environment 208 
is as described above and depicted in FIG. 2A. Workgroup 
environment 208 comprises LAN 204 Which serves to 
interconnect Workstations 202A-202C and message store 
212. In addition, FIG. 2B includes Workgroup environment 
218. Workgroup environment 218 includes LAN 214 Which 
interconnects Workstations 212A-212C and message store 
222. 

[0056] Workstations 212A-212C are general purpose 
computers of the type previously described, for example. 
Workstations 212A-212C are, for example, “WindoWs 
based” Workstation or a Macintosh, for example. Worksta 
tions 212A-212C can execute a Workgroup application that 
alloWs a user to participate in a forum. As previously 
indicated, such Workgroup application is available from 
Collabra SoftWare, Inc. of Mountain VieW, Calif., for 
example. Other Workgroup applications softWare can also be 
used. 

[0057] Message Store 220 is connected to LAN 214 via 
tap 216D. Message store 220 is, for example, a server or a 
shared hard disk of the type described above. Message store 
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220 includes a replication of the forum ?les maintained in 
message store 210. As contributions are made to the forum 
in either Workgroup environment 208 or 218, they are 
replicated at the other site. 

[0058] For example, a user of Workstation 212B is a 
member of the forum replicated from message store 210 to 
message store 220. Using the Workgroup application soft 
Ware, the user vieWs a forum document stored on message 
store 220 (replicated from message store 210). The user 
modi?es the document in some manner. Using the replica 
tion capabilities of the present invention, the user’s contri 
bution is replicated from Workgroup environment 218 to 
Workgroup 208. Using the present invention, a remote user 
can participate in a local forum. 

[0059] As illustrated in FIG. 2B, message stores 210 and 
220 are interconnected via messaging netWork 232 and 
connections 230 and 234. Messaging netWork 232 is an 
existing system that executes independent of the present 
invention. The replication capabilities of the present inven 
tion use the functionality of messaging netWork 232 Without 
any modi?cations to messaging netWork 232. Messaging 
netWork 232 can be, for example, Microsoft Mail, cc:Mail, 
Lotus Notes, Novell GroupWise, IBM PROFs, DEC ALL 
IN-1, HP OpenMail, the Internet, and public mail services. 
The present invention can be used With mixed e-mail 
systems (e.g., MAPI and VIM LAN). In the preferred 
embodiment, the replication of the present invention occurs 
using an electronic mail system. Since the present invention 
does not require any modi?cations to the messaging net 
Work, virtually any store-and-forWard messaging netWork 
can be used With the present invention. 

[0060] As illustrated in FIG. 2B, message stores 210 and 
220 include an agent manager, mail agent, and a replication 
agent. An agent provides the ability to automatically update 
information for a particular forum at speci?ed time intervals. 
The time intervals are identi?ed by system administrators. 
The agent manager associates a forum and an agent and 
manages the activity betWeen the forum and agent. Using the 
agent manager, a system administrator can de?ne hoW often 
to run an agent, setup schedules for tasks and de?ne policies 
for log ?les. 

[0061] The mail agent provides the ability to access infor 
mation from a source outside the forum or Workgroup. For 
example, the mail agent provides the ability to obtain “neWs 
feed” (e.g., DoW Jones). The mail agent can be set up to 
automatically obtain information from an external source 
and feed the information to a forum via electronic mail. The 
mail agent can connect a remote user that only has the ability 
to send and receive electronic mail (i.e., does not have 
Workgroup application capabilities) to communicate With a 
forum. The remote user sends an e-mail message to the mail 
agent. The mail agent threads the message into the discus 
sion database. 

[0062] The mail agent and replication agent use a softWare 
library that provides the ability to talk to the electronic mail 
system. The softWare library provides a general interface to 
any mail system. It is an application program interface 
Whose functionality is be invoked via function calls that 
conform to an ANSI standard speci?cation (e.g., CMC) for 
talking to mail systems. The softWare library translates the 
format of a function call to the format of the underlying mail 
system. The softWare library is available from Collabra 
SoftWare, Inc. 
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[0063] Software that implements the functions of the agent 
manager and mail agent as described are available from 
Collabra Software, Inc. in Mountain VieW, Calif. Other 
softWare products that implement similar capabilities can 
also be used With the present invention Without departing 
from the scope of the present invention. 

[0064] Like the mail agent and the agent manager, the 
replication agent is stored in the ?le server or shared hard 
disk. Separate replication agents monitor the forums at 
separate installations (e.g., Workgroup environments 208 
and 218 in FIG. 2B) and maintain these forums as copies of 
each other. The replication agent enables users to participate 
in forums across netWork and geographic boundaries by 
copying forums at multiple sites via e-mail systems. Repli 
cation is done Without real-time connections betWeen rep 
licated forums. Using the existing infrastructure (e.g., e-mail 
system), changes that are made at one location are replicated 
to other sites. 

[0065] To initiate replication, a replication agent is initial 
iZed and scheduled for each forum (original and replica) 
Which is to be replicated. These replication agents act as 
server agents that talk to similar replication agents running 
at other sites. Agents contact each other via e-mail to 
doWnload the contents of a forum and exchange periodic 
updates. 

[0066] FIG. 3A illustrates a con?guration in Which a 
forum is replicated to another site. Site 302 is the original 
forum. Site 322 is a neW replication site that is to be a replica 
of the original forum at site 302. Sites 302 and 322 include 
a replication agent for managing forum replication (replica 
tors 308 and 328, respectively). Sites 302 and 322 also 
include agent managers 320 and 340, respectively. Agent 
managers 320 and 340 schedule sessions for the applicators 
308 and 328 as discussed previously. Both sites also include 
mail agents 321 and 341, respectively. 

[0067] The forum requires at least one moderator such as 
moderator 314. Moderator 314 has privileges to read, create, 
reply to and delete forum documents. Moderator privileges 
are given to at least one forum member. Moderator 314 can 
specify the access privileges of other forum members. 
Moderator 314 handles requests for membership to the 
forum. Moderator 314 revieWs a request for forum enroll 
ment, or membership, and explicitly grants or denies mem 
bership. Therefore, moderator 314 can enforce an enroll 
ment policy. 

[0068] A moderator’s membership is recorded in the 
forum itself in the form of a special document. This docu 
ment replicates like any other document. Thus, by virtue of 
replication, the moderator 314 at Site A also has moderator 
privileges at Site B, should he visit that site. The replication 
of membership mechanism applies to all forum users 
(“members”) Whether or not they are moderators. 

[0069] Each site has a forum database (304 and 324 for 
sites 302 and 322, respectively), an electronic mailbox (314 
and 336 for sites 302 and 322, respectively), and a side 
replicator database (306 and 326 for sites 302 and 322, 
respectively). Each site has a replicator (replicators 308 and 
328 for sites 302 and 322, respectively) that manages the 
automated connection betWeen the Workgroup and the mail 
box. Forum databases 304 and 324 contain each forum 
document. A document is a computer ?le in the forum that 
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other members of the forum can see and to Which they can 
reply. A document has a title, author and date. Forum 
databases 304 and 324 maintain a document’s title, author, 
date information and the document’s contents. Forum data 
bases 304 and 324 also maintain full text indices of the 
documents to identify the location of every Word in a 

document) 
[0070] A document can be part of a thread. A thread is a 
collections of documents that descend from an original 
document in a forum. A thread includes the original docu 
ment and any document that is a reply to the original or 
another reply. A parent document is the document that is 
next up from the current document in a thread hierarchy. In 
addition, documents can be grouped into categories of 
related documents. Forum databases 304 and 324 can further 
maintain a document’s thread, parent and category informa 
tion, for example. 
[0071] Forum databases 304 and 324 maintain data related 
to the information that is manipulated by forum members. 
Side replicator databases 306 and 326 maintain information 
related to the replication of forum information. For example, 
side replicator databases 306 and 326 maintain a list of 
correspondents, or other sites maintaining copies of the 
forum. Side replicator databases 306 and 326 includes 
knoWledge of the state of every knoWn correspondent. For 
example, the correspondent entry in side replicator database 
306 contains the site identi?er 318 for site B (i.e., “3021”). 
Other information related to site B can also be maintained in 
side replicator database 306. For example, site A’s Inbound 
Message Table and site B’s Outbound Message Table are 
maintained in the side replicator database 306. Site A’s 
Event Table is stored in side replicator database 306 as Well. 
Similarly, Site B’s side replicator database 326 maintains 
information related to site A such as site A’s site identi?er 
334 (i.e., “3001”), for example. 
[0072] Replication betWeen sites 302 and 322 is per 
formed using e-mail connection 370. Sites 302 and 322 have 
electronic mailboxes 316 and 326, respectively, for sending 
and receiving e-mail messages from a site’s e-mail system. 
An e-mail system is used to send forum documents that are 
to be replicated to another site. 

[0073] The e-mail system is further used to send replica 
tion control messages betWeen sites. These control messages 
are used to communicate the current state of a site, for 
example. Such control messages are called “ACK” mes 
sages. An “ACK” message is sent from one site to the next 
to communicate the sending site’s current state of replica 
tion. Referring to FIG. 3A, Site 322 sends “ACK” message 
372 to site 302 to initiate replication of the forum at site 302. 

[0074] Site 322 is, for example, a group of Workstations 
interconnected via a LAN as illustrated in FIG. 25. Site 322 
can also be a single Workstation having an electronic mail 
system, for example. Because site 322 is not a member of the 
forum initially, site 322 has an empty forum database 324 
and side replicator database 326. The “ACK” message sent 
to site 302 to gain membership to the forum contains a forum 
identi?er. A forum identi?er is the same at all sites. In 
addition to the forum identi?er, each site has a unique site 
identi?er. A technique that can be used by a neW site to 
obtain a forum identi?er is discussed in a subsequent sec 
tion. 

[0075] Each object for replication has an original unique 
identi?er (“UID”) that is created at the time that the object 
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is created. An object’s original UID does not change When 
the object is modi?ed. The original UID contains a site 
identi?er that identi?es the site at Which the object Was 
created. In addition to the original UID, an object has a self 
UID. An object may be modi?ed or deleted by some event. 
An object’s self UID is associated With the event that caused 
a change to the object. When an object is modi?ed, the 
original UID remains unchanged and the self UID is modi 
?ed. The neW self UID is a unique identi?cation. Either the 
original UID, the self UID, or both can be examined to 
determine Whether the object has been modi?ed. 

[0076] For example, if an object has a self UID that is not 
equal to its original UID, an event has modi?ed the object. 
Further, if a site has a self UID for an object that is different 
than another site’s self UID for the same object, the sites 
contain different versions of the object. The “ACK” message 
sent by site B contains a list of UIDs for each object stored 
at site D. In the preferred embodiment of the present 
invention, the list is a compressed list of UIDs. 

[0077] Referring to FIG. 3A, forum database 304 contains 
three entries. The ?rst entry contains tWo UIDs, “30010035” 
and “30010047”, for example. The ?rst UID (“30010035”) 
is an original UID for an object. The other UID 
(“30010047”) is the object’s self UID. In this example, the 
UIDs contain eight digits. The ?rst four digits of the original 
UID identi?es the site at Which the object Was created. The 
remaining four digits represent a unique number. The unique 
number is generated by incrementing a unique number 
counter by one each time a UID is assigned, for example. 
Other techniques such as a unique random number generator 
may also be used. The self UID indicates that the object has 
been modi?ed by an event. The ?rst four digits of the self 
UID identi?es the site at Which the event occurred to modify 
the object. The next four digits represent a unique number as 
previously described. By examining an object’s original and 
current UIDs it is possible to determine the site at Which the 
object Was created and last modi?ed. It should be noted that 
the format of the original and self UIDs provided here is for 
illustration purposes only. Other UID formats can be used 
Without departing from the scope of the present invention. 
Another example of a UID format is provided beloW. 

[0078] The next entry in the site A’s replicator database 
304 is “30010054” (i.e., site plus unique number) Which 
corresponds to a neW object created at site A. This neW 
object has not been modi?ed. Therefore, there is no self UID 
for the object. The last entry in site A’s replicator database 
304 (i.e., “30010065 30010082”) corresponds to an object 
that Was created at site A (thus creating the original UID 
“30010065”) and then deleted at site A (the delete event 
resulted in the “30010082” entry). 

[0079] E-mail messages 374, 376, and 378 are generated 
at site A for transmittal to site B. Message 374 replicates the 
object represented by the ?rst entry in forum database 304 
(i.e., “30010035 30010047”). Message 374 contains the 
original UID and self UID for the object. Further, message 
374 contains the object. Messages 374, 376, and 378 may 
also contain any instructions for replicating the correspond 
ing objects at site B. Message 376 replicates the object 
represented by the second entry in forum database 304 
(“30010054”). 
[0080] Message 378 corresponds to the object that Was 
deleted at site A (i.e., the third entry in replicator database 
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312). Message 378 sends instructions to delete this object. 
Because site B is a neW site, site B Will ignore the instruc 
tions to delete the object since the object does not exist. 
HoWever, site B add the objects’ UIDs to its side replicator 
database 324. Message 378 Would be sent to an existing site, 
hoWever, to delete the object at that site. Messages 374, 376, 
378 may also be sent to other sites With Which site A 
maintains correspondence. 

[0081] Site A’s messages are received in Site B’s mailbox 
or processing. Site B can process these messages to update 
the information at its site. FIG. 3B illustrates the contents of 
the forums at the original site (site 302 or site A) and the 
replicated site (site 322 or site B) after application of the 
messages received from site A. Side replicator database 306 
contains an entry for site B in its list of correspondents. Side 
replicator 326 has a similar entry for site A. Side replicator 
databases 306 and 326 further contain the state of their 
correspondents (e.g., Site A is Site B’s correspondent and 
vice versa). A correspondent’s state is determined using an 
index of UIDs of the objects currently located at the corre 
spondent. By processing the messages received from Site A, 
Site B’s forum database 324 becomes an exact replica of 
forum database 312 as long as Site A’s state does not change. 
Subsequent ACK messages can be sent by Site A to com 
municate a change in its state. Similarly, Site B can com 
municate changes in its state. 

[0082] Data FloW and Storage Examples 

[0083] FIG. 10 provides an example of the information 
How among some of the data stores used to maintain 
replication information. Incoming mail 1002A is transmitted 
to the local site from other, remote sites by remote replica 
tors. Incoming mail 1002A is received in the local sites 
mailbox 1004A (i.e., as incoming mail). An event 1002B 
(e.g., neW object or a change or deletion of an existing 
object) occurs as a result of operations performed by local 
users. Event 1002B is maintained in the local replica or local 
replica 1004B. Object store map 1006 maintains a map of 
object stores at the local site. TWo examples of object stores 
are mailbox 1004A and local replica 1004B. The object store 
map stores the location on the LAN of these object stores 
and other information needed to connect to them. 

[0084] Information received from mailbox 1004A, local 
replica 1004B and object store map 1006 are used to update 
state information 1008 for the local site, knoWn as the Event 
Table 1008. Event Table 1008 consists of UID Index 1010A 
and Inbound Message Table 1010B. UID Index 1010A 
contains a list of all of the objects knoW to the local site. 
Each object that is knoWn to the local site has entries in UID 
Index 1010A that identify the object’s original and self 
UIDs. In addition, these entries contain a pointer to each 
copy of the object stored at the local site. Further, UID index 
1010A provides versioning information such that the previ 
ous and subsequent versions of an object stored at the local 
site can be found. The Inbound Message Table 1010B 
maintains a subset of the information in the UID Index 
1010A that the local replicator Wishes to communicate to 
other sites. Each entry in UID Index 1010A and Inbound 
Message Table 1010B contains the state of the object (e.g., 
“arrived”) . 

[0085] Correspondent map 1012 maintains information 
for locating remote site state information 1014. Remote site 
state information 1014 is stored in outbound message tables 




















