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(57) ABSTRACT 

A method, system, transmitter, receiver and protocol are 
disclosed for communicating With Wireless receivers. The 
invention includes providing a controller having a discovery 
mode and an operating mode, in the discovery mode the 
controller is capable of registering Wireless devices, in the 
operating mode the controller is capable of receiving trans 
missions from a Wireless device that has been registered. A 
Wireless transmitter is provided Which is capable of com 
municating Wirelessly With the controller. The Wireless 
device has an actuator for initiating at least one transmission 
of registration data. When the controller is placed into the 
discovery mode, and the actuator of the Wireless device is 
actuated to Wirelessly transmit the registration data from the 
Wireless device to the controller, Whereby the Wireless 
device is registered With the controller. The Wireless data 
contains data that alloWs the controller to interface With the 
Wireless device. 
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METHOD AND SYSTEM FOR COMMUNICATING 
WITH A WIRELESS DEVICE 

BACKGROUND OF THE INVENTION 

[0001] The invention relates to systems and methods for 
communicating With Wireless devices. 

[0002] Many systems today use Wireless devices to trans 
mit information. Television remote controls transmit infor 
mation to a television via infrared signals. Cellular phones 
use radio frequencies to send and receive information. 
Wireless systems for monitoring inmates in a location 
employ the tight coupling of a transmitter on an inmate to 
the center point receiver in order to alert a “break out” 
condition When the inmate Wanders outside the alloWed 
radius of the receiver. In order for any transmitter in such 
systems to communicate With it’s corresponding receiver, 
that receiver needs to knoW intimate knoWledge about the 
types of transmitters attempting the communication, the 
protocols those transmitters are using, and speci?c instance 
information about the particular transmitters. 

[0003] In a ?rst example, television remotes are made for 
and are hard Wired for a particular television or class of 
televisions that those remote controls control. The knoWl 
edge in this system about the types of remote control 
transmitters that the receiver television expects is intimately 
bundled together since the television remote comes in the 
same package as the television. There is also an implicit 
understanding that the receiver television Will understand 
the remote control transmitter bundled With that television. 
The knoWledge about the protocols used by the remote 
control to communicate With the television are hard-Wired 
into the remote as speci?c infrared signals that are sent When 
certain buttons are pressed. The television knoWs What to 
expect because it is hard-Wired to receive and process a 
speci?c set of signals. As such, only a remote made for that 
particular television or class of televisions is able to com 
municate With that television and is able to be used to control 
that television—With the caveat that learning remotes, uni 
versal remotes, and the like, can mimic the particular remote 
in question. In such a system, registration is not necessary as 
the hard-Wired nature of the transmitter and receiver pro 
grammed at the factory serve as the only registration nec 
essary. Such a level of simplicity is desirable in certain 
systems, but the ?exibility and lack of transmitter unique 
ness in such a system is undesirable. 

[0004] As a second example, a cellular telephone operates 
in a very different manner. Cellular telephones Work on the 
principle that each speci?c instance of a telephone handset 
is different, and the exact identi?cation of particular 
instances of a cellular telephone is critical. A cellular pro 
vider only Wants individuals registered With their services 
and in good standing to use their netWorks. Not every 
cellular telephone is able to or should be alloWed to use the 
netWork. The electronic subscriber number, or ESN, is used 
at registration time to identify cellular phones Within the 
system. In fact, typically, a user must call the service 
provider and verbally provide the ESN in order to be 
alloWed access to services on that service provider’s net 
Work. Each time a call is placed, the ESN serves as the 
authentication token to gain access to the netWork. The ESN 
is stored on the service provider’s system and compared 
against the one sent by the phone When a call is made or 
When heartbeat event occurs. 
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[0005] The particular protocol used can then be pro 
grammed into the phone at registration time or may have 
already been programmed into the phone earlier. Such a 
system creates an oWnership and privilege relationship 
betWeen the phone and the service provider Which can be 
crucial since increasingly large numbers of individuals make 
use of Wireless devices in close proximity to one another. As 
such, it is important to prevent spurious devices from 
gaining access to a user’s local domain. The identi?cation of 
a Wireless transmitter With it’s associated receiver through 
registration, as in cellular phone registration, is the solution. 
HoWever, such a process can be cumbersome enough for one 
phone and is especially burdensome When a user needs to 
register ten, or even one hundred, phones. 

[0006] In a third example, The Wireless inmate tracking 
devices are a hybrid of the above tWo concepts. Like cell 
phones, these devices can use an authentication scheme 
similar to the ESN scheme employed by cell phones. These 
Wireless monitoring systems transmit a packet of informa 
tion at a designated time interval in order to note the 
existence of the inmate. If an appropriate packet is received 
Within the time interval speci?ed, then the inmate is deemed 
to be in the acceptable radius While the absence of a 
regularly scheduled packet signi?es the possible escape of 
such an inmate. To avoid the possibility that a person could 
use a similar device to mimic their tracking device, and, 
thus, escape under the guise of perceived existence, an 
authentication token can be used that is similar to an ESN. 
The af?nity gained by such an ESN-like scheme captures the 
unique relationship necessary to correctly identify and dis 
tinguish the presence of the inmate Within the alloWable 
radius. The registration for such devices, hoWever, are often 
hardWired by the manufacturer, the manufacturer burning in 
the identi?cation information on both the transmitter and the 
receiver and shipping both transmitter and receiver bundled 
together. Such devices possess the ease of use inherent to 
television remote controls Which do not require unique 
identi?ers, but they still suffer from the requirement that 
identifying information must be hard-coded by the manu 
facturer. 

[0007] Thus, there exists a need to have a system in Which 
the registration of the transmitter devices is ?exible and 
suf?ciently easy to perform by a user, Which can be per 
formed repetitively Without becoming burdensome. In addi 
tion, there exists a need for the system Which, at the same 
time, guarantees the uniqueness of the transmitter devices 
and alloWs access restrictions necessary for users to effec 
tively manage their local domain of devices. It is therefore 
an object of the present invention to provide improved 
systems and methods for registering and authenticating 
Wireless devices. 

[0008] Another problem that frequently arises in many 
Wireless receiver/transmitter systems is the problem of clock 
drift betWeen the controller 28 (the receiver) and the Wire 
less control devices 210 (the transmitter). This is especially 
the case Where inexpensive asynchronous transmitters and/ 
or receivers are utiliZed that have inexpensive RC oscillators 
or the like that serve as the clock. Typically, these RC 
oscillators are unstable clocks and require periodic resyn 
chroniZation to be useful. What’s more, the slight variation 
in the current draWn from batteries, Which many of these 
Wireless control devices use, frequently cause the oscillators 
to run at slightly skeWed rates as compared one to another. 



US 2005/0164678 A1 

As such, these inexpensive receivers and transmitters Which 
have unstable clocks are prone to drifting out of synchro 
niZation over time, causing errors in the data that often 
cannot be recovered from. 

[0009] Because a data bit exists as either a high voltage 
signal or a loW voltage signal, for encoding a 1 or a 0, and 
because that voltage is changed every regular time interval, 
clock drift can quickly cause the transmitter and the receiver 
to think that one is sending one bit While the other is reading 
another bit. In a transmitter/receiver system With a one 
second clock drift after ?ve seconds and a one second time 
interval serving as the regular WindoW in Which a bit is 
encoded, after ?ve seconds a receiver Would be out of sync 
by an entire bit after 5 bits, causing the receiver to think that 
it is reading either the sixth or the fourth bit after the ?rst ?ve 
seconds. It is clear that such a data read Would be erroneous. 

[0010] One solution is to employ the use of highly syn 
chroniZed crystals to keep a regular time in the transmitter 
and the receiver. For several reasons, this is undesirable 
generally. For fairly “inexpensive” devices, such as a light 
sWitch or a smoke detector, the grade of synchroniZed 
crystals needed to keep the clock drift problem at bay can 
result in a signi?cant cost of the manufacturing of such 
“inexpensive” devices going to the cost of the crystals. 
Moreover, the data pins on a microprocessor in “inexpen 
sive” devices are often in short supply as product manufac 
turers squeeZe more functionality out of these “inexpensive” 
devices. A crystal can take up more than one pin While more 
traditional systems, perhaps using the clock inherent in 
battery-based clocks, take up only one pin on the micropro 
cessor. 

[0011] Therefore it is another object of the present inven 
tion to ?nd a scheme Which alloWs devices employing 
“inexpensive” oscillators to be used in a Way Which Will 
alloW arbitrarily long multi-byte transmissions in the face of 
clock drift. 

SUMMARY OF THE INVENTION 

[0012] This and other objects of the invention are accom 
plished in accordance With the principles of the present 
invention by providing a method, system, transmitter, 
receiver and protocol are disclosed for communicating With 
Wireless receivers. The invention includes providing a con 
troller having a discovery mode and an operating mode, in 
the discovery mode the controller is capable of registering 
Wireless devices, in the operating mode the controller is 
capable of receiving transmissions from a Wireless device 
that has been registered. A Wireless transmitter is provided 
Which is capable of communicating Wirelessly With the 
controller. The Wireless device has an actuator for initiating 
at least one transmission of registration data. When the 
controller is placed into the discovery mode, and the actuator 
of the Wireless device is actuated to Wirelessly transmit the 
registration data from the Wireless device to the controller, 
Whereby the Wireless device is registered With the controller. 
The Wireless data contains data that alloWs the controller to 
interface With the Wireless device. 

[0013] The data that alloWs the controller to operate the 
Wireless device may include parameters, device descriptors, 
and rules associated With the operation of the Wireless 
device. 
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[0014] In one form of the invention the Wireless device 
comprises an RF transmitter capable of receiving RF trans 
missions from the Wireless device. The Wireless device may 
further comprises an IR transmitter capable of receiving IR 
transmissions from the Wireless device. In the discovery 
mode of the controller, the Wireless device may transmit the 
registration data via the IR transmitter to the controller. 

[0015] The actuator of the Wireless device may comprise 
a mechanical control, an electrical control, a softWare con 
trol, a physical control, a tactile control, or an audible 
control. 

[0016] The Wireless device may be a Wireless sensor 
having a sensor front end for receiving event data. The 
Wireless sensor may include a non-volatile storage device 
for storing a serial number associated With the sensor device. 
The non-volatile storage device further stores functional 
parameters for the sensor front end and the functional 
parameters for the sensor device may be transmitted along 
With the registration data. 

[0017] In one form of the invention, the controller returns 
to the operational mode automatically after at least one 
Wireless device has been successfully registered. In another 
form of the invention, the controller returns to the opera 
tional mode automatically after a preselected time interval. 
In yet a further form, the controller includes an actuator for 
sWitching betWeen the operational mode and the discovery 
mode. The actuator of the controller may comprises a 
mechanical control, an electrical control, a softWare control, 
a physical control, a tactile control, or an audible control. 

[0018] The at least one transmission of registration data 
may comprise a ?rst signature byte for identifying that the 
at least one transmission is a registration transmission. The 
at least one transmission of registration data may also 
comprise a plurality of sequential transmissions. One of the 
registration data transmissions may comprise a ?rst signa 
ture transmission for identifying that the subsequent trans 
missions are registration transmissions. One of the registra 
tion transmissions may comprises a serial number for 
identifying the Wireless device. The serial number may be a 
unique serial number. 

[0019] One of the registration transmissions may include 
a second signature transmission. the second signature byte 
may be identical to the ?rst signature transmission. 

[0020] At least one of the registration transmissions may 
include a circular redundancy check transmission. At least 
one circular redundancy check transmission may include a 
plurality of circular redundancy check transmissions. 

[0021] In one form of the invention, the at least one 
transmission of registration data includes at least nine trans 
missions comprising a ?rst signature transmission, a ?rst 
serial number transmission, a ?rst data transmission, a 
second serial number transmission, a third serial number 
transmission, a second data transmission, a second signature 
transmission, a ?rst circular redundancy check transmission, 
and a second circular redundancy check transmission. 

[0022] In one form of the invention, the data transmission 
includes a synchroniZation pulse. The synchroniZation pulse 
may be located at the start of each data transmission. The 
synchroniZation pulse may comprise at least one ON bit and 
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at least one OFF bit or tWo ON bits and one OFF bit. The 
controller may resynchroniZe at the trailing edge of the ?nal 
ON bit. 

[0023] A protocol for registering and authenticating Wire 
less device is provided Which includes a multi-byte trans 
mission of data having at least one signature byte, at least 
one data byte, at least one serial number byte, and at least 
one circular redundancy check byte. Each byte of the 
multi-byte transmission comprises at least one synchroniZa 
tion bit. The at least one signature byte may comprise a ?rst 
signature byte and a second signature byte. The at least one 
circular redundancy check byte may include a ?rst circular 
redundancy check byte and a second circular redundancy 
check byte. The at least one serial number byte may com 
prise a plurality of serial number bytes and/or a plurality of 
data bytes. In one form of the protocol, the multi-byte 
transmission of data comprises a ?rst signature byte, a ?rst 
serial number byte, a ?rst data byte, a second serial number 
byte, a third serial number byte, a second data byte, a second 
signature byte, a ?rst circular redundancy check byte, and a 
second circular redundancy check byte. 

[0024] The synchroniZation bit may be located at the start 
of the transmission, and may comprise at least one ON bit 
and at least one OFF bit or tWo ON bits and one OFF bit. The 
protocol can be a one-Way protocol or a multi-Way protocol. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] For a more complete understanding of this inven 
tion, reference should noW be made to the embodiment 
illustrated in greater detail in the accompanying draWing and 
described beloW. In the draWings: 

[0026] FIG. 1 is a block diagram of an illustrative system 
for communicating With a Wireless device in accordance 
With a ?rst embodiment of the present invention. 

[0027] FIG. 2 is a block diagram of a controller for use in 
the invention of FIG. 1. 

[0028] FIG. 3 is a block diagram of a Wireless device for 
use in the invention of FIG. 1. 

[0029] FIG. 4 is a block diagram of the TEST/Registration 
transmission of the invention of FIG. 1. 

[0030] FIG. 5 is a timing diagram of a transmission sent 
by a Wireless device of the invention of FIG. 1. 

[0031] FIG. 6 is a block diagram of an illustrative system 
for communicating With a Wireless device in accordance 
With a second embodiment of the present invention. 

[0032] FIG. 7 is a block diagram for the steps involved in 
carrying out a registration process of the invention of FIG. 
6. 

[0033] FIG. 8 is a block diagram of an attempted regis 
tration by a malicious user in accordance With the second 
embodiment. 

[0034] FIG. 9 is a block diagram of an illustrative system 
for communicating With a Wireless devices in accordance 
With a third embodiment of the present invention. 

[0035] FIG. 10s a block diagram of some of the compo 
nents of the illustrative system for communicating With a 
Wireless device of FIG. 9 in accordance With the third 
embodiment of the present invention. 
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[0036] FIG. 11 is a block diagram of some of the com 
ponents of the illustrative system for communicating With a 
Wireless device of FIG. 9 in accordance With the third 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0037] In FIG. 1 there is shoWn a Wireless receiver/ 
transmitter system in accordance With the present invention. 
The receiver/transmitter system 110 includes a controller 28 
and one or more Wireless control devices 210, such as 

sensors, appliances, VCRs, microWave ovens, and thermo 
stats. The controller 28 is capable of interfacing With various 
Wired devices 32, such as a camera 34, a microphone 33, and 
a motion sensor 35, and is capable of receiving data trans 
missions from the Wireless control devices 210. 

[0038] A schematic diagram of the controller 28 is 
depicted in FIG. 2. The controller 28 includes a main 
microprocessor 112 for controlling a primary Wireless 
receiver, such as an RF receiver 114, and a sWitcher circuit 
124. The RF receiver 114 includes an RF antenna 116 for 
receiving RF signals transmitted by the Wireless control 
devices 210. Typically, the RF receiver 114 may have its 
oWn processor or may use the resources of the main micro 
processor 112. It should be understood that any suitable 
receiver capable of receiving Wireless communications, such 
as an RF or a microWave receiver is Within the scope of the 
present invention. 

[0039] The Controller may also include a registration 
channel receiver, such as an IR receiver 120, that is capable 
of excluding registration of unintended or unauthoriZed 
transmitters and inadvertent registration of transmitters With 
unintended or unauthoriZed receivers. For example, IR com 
munications require line-of-sight proximity betWeen the 
transmitter and receiver and are capable of excluding out or 
range communications. So for example, a user trying to 
register a Wireless camera device having an IR transmitter 
must typically be in the same room With the receiver 
controller in order to effect the transmission of data ther 
ebetWeen and Would typically not be able to communicate 
With a receiver controller that is located doWn the street or 
at a neighbor’s house. Similarly, encrypted communications 
are also able to exclude unauthoriZed communications With 
out access to the encryption key. For example, a transmitter 
may require a smartcard having an encryption key that is 
knoWn to a particular receiver in order to communicate With 
that receiver, transmitters Without this smartcard Would not 
be able to communicate With the reciver. Of course, any 
suitable secure channel receiver could be substituted for the 
IR receiver 120 depicted in the illustrated embodiment. 

[0040] The infrared receiver 120 includes an infrared 
signal receiver 126, such as an LED, for receiving infrared 
signals emitted from the Wireless control devices 210. The 
infrared receiver 120 typically uses the resources of the main 
microprocessor 112, but it may include its oWn micropro 
cessor. 

[0041] The sWitcher circuit 124 is in tWo-Way communi 
cation With the main microprocessor 112. The sWitcher 
circuit 124 functions to sWitch betWeen various video, audio, 
and/or data inputs from Wired control devices 32 connected 
thereto and functions to connect the sWitched inputs to an 
output port 143. The sWitcher circuit 124 includes a ?rst 
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input port 135 having a ?rst video input 126, a ?rst audio 
input 128 and a ?rst data input 130. The video output 180 of 
the camera 34 may be connected to the ?rst video input 126, 
the audio output 182 of the microphone 33 may be con 
nected to the ?rst audio input 128, and the data output 184 
of the motion sensor 35 may be connected to the ?rst data 
input 130. Of course, the ?rst input port 135 can interface 
With any device having video, audio, and/or data outputs. 

[0042] The sWitcher circuit 124 also includes a second 
input port 137 having a second video input 132, a second 
audio input 134, and a second data input 136 for commu 
nicating With a second control device 32 having video, 
audio, and/or data outputs. The sWitcher circuit 124 can also 
include any number of additional input ports for interfacing 
With and sWitching betWeen additional control devices hav 
ing video, audio, and/or data outputs 32. In the embodiment 
shoWn in FIG. 2, tWo additional sets of input ports 139 and 
141 are depicted. 

[0043] The input ports may receive video, audio, and data 
inputs in any combination, such as a audio/video source 
attached to the audio and video ports of the ?rst input port, 
a microphone attached to the audio input of the second port, 
a video-only source attached to the video input third port, 
and a data source attached to the data input of fourth port. 
The number of ports is merely illustrative, and it is contem 
plated that there can be any number of sWitched input ports. 

[0044] The sWitcher circuit 124 also includes an output 
port 143 having a video output 140, audio output 142, and 
data output 144. The sWitcher circuit functions to sWitch 
betWeen any video, audio, and/or data input of any of the 
input ports With the respective video, audio, and/or data 
output of the output port 143. 

[0045] Also included is a communication link 138 con 
necting the sWitcher circuit With the main microprocessor 
112 for passing signals therebetWeen. The video 140, audio 
142, and data 144 outputs of the sWitcher circuit 124 are in 
communication With a client interface 150, such as a USB 
interface set. The client interface 150 is in communication 
With the client access device 22 such as a personal computer 
(PC). In operation, the sWitcher circuit 124 sWitches 
betWeen any of the video, audio, and data outputs of any of 
the device sources 32 connected thereto and the video, 
audio, and data feeds of the sWitcher output 143 for com 
municating the signals to the client access device 22. In 
addition, RF and IR signals received by the RF receiver 116 
and IR receiver 120, respectively, may be routed by the main 
processor 112 to the client access device 22. 

[0046] The controller 28 includes a controller actuator 122 
for sWitching betWeen a DISCOVERY mode and an opera 
tional mode of the controller 28. The actuator can be any 
suitable device that is capable of sWitching betWeen modes 
of the controller, such as a mechanical button or control, a 
softWare control, an electrical control, a physical control, a 
tactile control, an audible control, or the like. The opera 
tional modes of the controller are described in greater detail 
beloW. 

[0047] A typical Wireless control device 210 is depicted in 
FIG. 3. It is contemplated that the Wireless control device 
may be any type of device such as an appliance, clock, or 
any device that is capable of transmitting data. In addition, 
the Wireless control device may be a sensor type device 
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having a sensor front end for receiving sensor data. The 
device depicted in the preferred embodiment is depicted as 
a sensor-type device since such a device encompasses other 
simpler Wireless transmitters. The Wireless control device 
210 may include a main microprocessor 212. The Wireless 
control device 210 may also include a sensor front end 214 
in communication With the main processor 212. The sensor 
front end 214 functions to capture events and convert the 
event data received to a form, typically a digital form, that 
the microprocessor 212 understands. It should be understood 
that non-sensor devices do not include sensor front ends and 
merely function to transmit data. It is contemplated that a 
device, such as a motion detecting camera, may have a 
sensor front end, and, as such, can perform all the tasks of 
a sensor front end Wireless control device as Well as the tasks 
of a non-sensor front end Wireless control device. 

[0048] The Wireless control device 210 further includes a 
non-volatile storage device 216 such as an EEPROM, ROM, 
or the like. This non-volatile storage device 216 may store 
a unique serial number for the device; particular functional 
parameters of the control device; such as those for the sensor 
front end 214, for use by the microprocessor 212; and 
encryption data. 

[0049] A primary channel transmitter, such as an RF 
transmitter circuit 220, is provided for transmitting radio 
frequency signals. The RF transmitter circuit 220 includes 
an RF transmitter 222 for transmitting the RF signals. The 
Wireless control device 210 may also include a registration 
channel transmitter, such as an infrared transmitter circuit 
224 having an IR emitter 226 for emitting IR signals. 
Typically, the registration channel is used for securely 
transmitting registration information to the controller 28. If 
a registration channel transmitter or receiver is not provided 
in the system, the primary channel is typically used to 
transmit registration data. 

[0050] The Wireless control device 210 may also include 
an encryption or security module or circuit 228 that includes 
a set of commands, programs, and/or algorithms Which 
manipulate the data transmitted by the Wireless control 
device to secure the transmitted data, by encryption, using 
code substitutions for signal “Words,” XOR’ing the trans 
mitted data, or any other suitable method for making the 
transmitted data more secure. The functionality of the 
encryption module 228 may be incorporated into the non 
volatile storage device as discussed beloW. 

[0051] The Wireless control device 210 may also include 
a Wireless control device actuator 230 for sending a prese 
lected or generated transmission of data to the Wireless 
control device. The actuator 230 may be any suitable sWitch 
type device such as a button, sWitch, lever, or other mechani 
cal, electrical, softWare, or the like controller. In the embodi 
ment depicted in FIG. 3, the actuator is illustrated as a 
mechanical button. 

[0052] In another embodiment of the present invention, an 
actuation of the Wireless control device 210 is not required. 
In this embodiment a heartbeat transmission for maintaining 
or synchroniZing the state of the device may serve as the 
registration transmission of the registration data. An 
eXample of such a system is depicted in connection With the 
third preferred embodiment illustrated in FIGS. 9-11. As 
discussed earlier, in addition to sending out registration 
information and event transmissions, a Wireless control 
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device 210 also sends out regular heartbeat transmissions. 
These heartbeat transmissions may contain the same infor 
mation as the registration transmissions Which are typically 
sent out When the Wireless control device actuator 230 is 
actuated. The order and number of the bytes for these 
heartbeat transmissions may be the same as the order and 
number of bytes of a typical registration transmission. If the 
controller 28 is in DISCOVERY mode When a heartbeat 
transmission is transmitted by the Wireless control device 
210, the Wireless device 210 may be registered With the 
controller 28 as it Would if a registration transmission Was 
transmitted by the actuation of the actuator 230. Such a 
heartbeat registration is asynchronous and does not rely on 
human intervention. Upon the registration of a Wireless 
device by the occurrence of a heartbeat registration, the 
controller 28 Would return to the operational mode. In this 
embodiment, placing the controller 28 in DISCOVERY 
mode is the only human intervention required. 

[0053] In the illustrated embodiment of the present inven 
tion, the Wireless transmitter 210 can include various types 
of devices and sensors such as a door contact sensor, a Water 

level sensor, and acoustic sensor, a POWER ON sensor, a 
temperature sensor, a smoke sensor, a carbon monoxide 
sensor, a radon sensor, heat sensor, and the like. Each of 
these sensors is Well-knoWn in the art and functions to sense 
different types of events as is Well-knoWn to those skilled in 
the art. For example, the POWER ON sensor may have a 
sensor front end that is capable of detecting a 60 HZ AC 
current of an electrical device. Similarly, a Water sensor 
typically has a front end Which is able to detect an imped 
ance When in contact With a liquid medium. 

[0054] In normal operation, the Wireless control device 
210 functions to transmit RF signals via the RF transmitter 
circuit 220 to be received by the RF receiver antenna 116 of 
the controller 28. Typically, the sensor front end 214 
receives events Which are converted into electrical or digital 
signals and passed to the processor 212 Where they are 
processed and passed to the RF transmitter circuit 220 for 
transmission. For non-sensor devices, data is merely passed 
to the transmitter circuit for transmission. In addition, if the 
Wireless control device 210 is provided With an infrared 
transmitter circuit 224 and is Within the line of sight of the 
IR infrared receiver of the controller 28, infrared transmis 
sions may be transferred betWeen the Wireless control device 
210 and the controller 28 as described in greater detail 
beloW. 

[0055] One aspect of the present invention is concerned 
With the ability to automatically detect a Wireless control 
device and register that device With the receiver/controller 
28. To effect the auto-detection, the present invention con 
templates placing the controller 28 into a DISCOVERY 
mode by activating the controller actuator 122 or by other 
Wise placing the controller 28 in a DISCOVERY mode. In 
the preferred embodiment, this is done by making selections 
in the softWare interface of the client access device 22 to 
send an electrical transmission to the controller 28 to listen 
for the Wireless control devices. It should be understood that 
there are many other suitable Ways for placing the controller 
28 into DISCOVERY mode, such as by actuating a mechani 
cal or electrical button or sWitch located on the controller or 

some other associated device, by having the transmission of 
the Wireless control device place the controller 28 in DIS 
COVERY MODE, by providing a voice recognition module 
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for recogniZing a command for placing the controller 28 in 
DISCOVERY mode spoken by the user, or the like. The 
controller 28 may exit DISCOVERY mode by any suitable 
Way, such as by activating the actuator 122 again, by 
automatically exiting the DISCOVERY mode upon reaching 
a preselected time interval, upon a successful registration 
event, or the like. 

[0056] Once the controller 28 is in the DISCOVERY 
mode, the user actuates the Wireless control device actuator 
230 to send the preselected transmission Which preferably, 
and not by Way of limitation, includes a series of data 
transmissions to the receiver describing authentication infor 
mation, device type information, device state, and error 
checking information, as described in greater detail beloW. 
Once the receiver detects an end of transmission from the 
Wireless control device, the control device is successfully 
registered by the system. Once registration is successful, the 
Wireless receiver may exit DISCOVERY mode either auto 
matically or by actuation by the user and return back to its 
normal operational mode. 

[0057] In one form of the invention, the controller 28 
needs to knoW that such a class of device desiring registra 
tion exists, requires registration, needs to knoW hoW to 
handle them for future reference in order to complete a 
successful registration. For example, in order to register a 
temperature sensor in the current implementation, the tem 
perature sensor device type is encoded as a portion of the 
three byte serial number discussed beloW. This device type 
is received by the microcontroller 112 via the RF antenna 
116 or the IR receiver 120. The device type is then passed 
to the client access device 22 and a proper entry is made in 
the softWare to associate the serial number from the Wireless 
control device 210 just registered With the device type sent 
as part of that registration transmission. 

[0058] In another form of the invention, the particular 
Wireless device and its particular functionalities can be 
unknoWn to the receiver at the outset and all registration data 
and data needed to operate the device can be transmitted 
during the registration process. To demonstrate this, the 
controller 28 begins in discovery mode. The registration 
may be effected by actuating the Wireless control device 
actuator 230 on Wireless control device 210. The transmis 
sion is sent from a Wireless control device 210 to controller 
28 using RF or IR signals. The device type information 
located in the serial number byte or bytes, as described 
beloW, contains the device type for an “unknoWn” device. 
This indicates to the controller 28 that information in the 
subsequently transmitted data bytes Will contain a descrip 
tion of the device, including all the rules necessary to 
process the information from that device. These data bytes 
may, in one embodiment, include rules as java code seg 
ments, methods, and procedures in a preselected format. 
Other methods of transferring rules include byte code, 
alternative structured programming languages, text, XML, 
and the like. Upon receiving these rules, the controller 28, 
executes a set of methods to store and install the rules 
associated With the particular serial number of the Wireless 
control device 210 being registered. Once the end-of-trans 
mission is detected, the Wireless control device can begin 
operating in operational mode and the controller 28 Will 
contain the rules necessary to interpret the information from 
the Wireless control device 210 in order to take proper action 
on that data. 
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[0059] In another embodiment, parameters that specify 
What type of device is being registered may be sent. A 
controller may receive a transmission Which speci?es certain 
parameters that describe a device. The controller may be 
programmed to expect certain keyWords and to take par 
ticular actions based on the values of those parameters. For 
example, if the controller receives the keyWord “rangemax” 
and a value 100 and a keyWord “rangemin” With the value 
0, it could be programmed to automatically assume that this 
is a device With a range element (like a slider). In addition, 
another parameter might be “button state 1” With a value of 
“poWer on” and a second “button state 2” With a value of 
“poWer off”. In this case, the intelligence for managing the 
device exists in the device itself, and the controller serves 
simply to forWard the data back and forth betWeen the client 
access device in the device’s particular transfer medium. In 
the previous example, an entire java code object, in this case 
a device driver, could be uploaded by the device to the 
controller as part of registration. This device driver may 
simply subclass the super class device driver and may be 
required to contain certain methods that the controller can 
execute in order to pass information to and from the object. 
The object may then be responsible for managing the export 
of its virtual interface, scheduling updates, interpreting 
transmissions from the device, or any other activities needed 
in order to manage and run the device. 

[0060] In the DISCOVERY mode of the controller 28, the 
controller 28 is placed in a state in Which it is programmed 
to listen for transmissions from the Wireless control devices 
Which desire to be registered. In DISCOVERY mode, all 
transmissions Which are not registration transmissions may, 
but not by Way of limitation, be ignored during the process, 
alloWing the receiver to speci?cally listen for particular 
registration transmissions from the Wireless control devices 
and to ?lter out any erroneous transmissions. For example, 
a special signature byte, a special code in the data ?eld, or 
the like can be used to identify the transmission as a 
registration transmission. In such a case, the controller, in 
discovery mode, is able to ignore all transmissions that do 
not have the signature byte or special registration code. 

[0061] When the actuator on a Wireless control device is 
activated, the Wireless control device is forced to send a 
preselected or generated transmission containing relevant 
registration information to the controller to alloW the con 
troller to properly register that device When the controller is 
in DISCOVERY mode. In one suitable embodiment of the 
present invention, When the controller is not in DISCOV 
ERY mode, the preselected transmission may be used as a 
TEST-type transmission to determine Whether the controller 
28 is capable of receiving transmissions from the Wireless 
control device under current conditions in order to test for 
out of range, impeding obstacles, excessive ambient noise, 
and the like. 

[0062] The registration transmission can be accomplished 
by transmitting the registration signals via the RF transmitter 
or the IR transmitter. Transmitting via the IR transmitter 
ensures that a particular controller Will only receive regis 
tration transmission from Wireless control devices that are 
Within the line of sight of the controller. This is a security 
feature that alloWs the controller 28 to receive only trans 
missions from Wireless control devices in a relatively close 
range and Which prevents inadvertent and/or intentional 
registration of Wireless devices by other nearby users. 
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[0063] When the Wireless control devices 210 are in the 
operational mode, they are capable of transmitting events, 
such as a change of state of a door sensor (from open to 
closed), a scheduled heartbeat, or a maintenance signal. The 
purpose of the heartbeat or maintenance signal may be a 
periodic or scheduled transmission that updates the control 
ler 28 as to the status of the controlled Wireless device 210. 

[0064] For one embodiment of the present invention, 
When the Wireless control device actuator 230 of the Wireless 
control device 210 is activated by the user, the Wireless 
control device 210 transmits a preselected or generated 
transmission or series of transmissions. When the controller 
28 has been placed in DISCOVERY mode by activation of 
the actuator 122, the series of transmissions may, in one 
embodiment, serve as an announcement or registration of 
the controlled Wireless device 210 in the Wireless domain. 
Conversely, When the controller 28 is in its operational 
mode, the test data transmission may serve, in one embodi 
ment, to ensure that the Wireless control device 210 is in 
range of the controller 28 and/or Whether conditions are 
conducive to transmitting and receiving RF signals, i.e., 
there is not too much RF interference or other Wireless 
interference and noise. 

[0065] The structure of the test or registration transmission 
comprises a series of transmissions that include authentica 
tion information, device type data, device state data, and 
error checking information. In the preferred embodiment, 
each transmission of data is a byte, or eight bits, in length. 

[0066] As best seen in FIG. 4, the preferred structure of 
the test or registration transmission 250 comprises a series of 
nine bytes of data. The ?rst byte 252 is the ?rst of tWo 
signature bytes that is used to denote the beginning of the 
registration sequence. The second byte 254 comprises the 
?rst of three serial number bytes that contain the type of the 
device and to provide any sort of type information necessary 
to process later data bytes. The serial number and device 
type data are typically stored in the non-volatile memory 
216 of the Wireless device. In addition, the ?rst serial 
number byte 254 may be used to set the controller 28 into a 
mode Where it can correctly categoriZe the controlled Wire 
less device 210. For example, information relating to the 
Wireless device, device type, Where it Was purchased, its age, 
and the like may be encoded into the serial number infor 
mation Which is passed and used by controller 28. 

[0067] The third byte 256 comprises the ?rst of tWo data 
bytes that may contain any sort of information that needs to 
be transmitted. For purposes of the present invention, the 
?rst data payload byte may contain on/off information and 
any other discreet state information associated With the 
controlled Wireless device 210, such as the number of colors 
that a lamp may contain or the set of values to expect for a 
temperature sensor. Thus, the data contained in the ?rst data 
payload can be combined With additional information con 
tained in the next data bytes to fully describe the state of the 
device. For example, the ?rst data payload byte can include 
a pan and tilt code signifying Whether the update is a pan or 
a tilt update for a movable camera and the second data 
payload may contain speci?c pan and tilt values. The fourth 
byte 258 is the second of three serial number bytes, and the 
?fth byte 259 is the third of the three serial number bytes. 
The ?rst, second and third serial bytes together serve as the 
authentication and identi?cation codes for the Wireless con 
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trol device. Once the Wireless device has been successfully 
registered, the controller 28 may only accept transmissions 
from devices bearing this serial number, some other already 
registered serial number, or other devices that are being 
registered While the controller is in DISCOVERY mode. 

[0068] The sixth byte 260 contains the second of tWo data 
bytes and may include any additional device speci?c infor 
mation or the like that might be needed during the trans 
mission. 

[0069] The seventh byte 262 comprises the second of tWo 
signature bytes. In one form of the invention, this second 
signature byte 262 is identical to the ?rst signature byte 252 
and is used as a data integrity check as discussed in greater 
detail beloW. In another invention, the ?rst signature byte 
can signify Which protocol is used. In this case, the second 
signature byte can be a different value, and, When paired 
With the ?rst signature byte, is understood by the controller 
as the total identi?er expected by the protocol. Of course, 
other schemes for the signature bytes are knoWn and Within 
the scope of the present invention. 

[0070] The eighth 264 and ninth 266 bytes comprise a ?rst 
circular redundancy check (CRC) and a second circular 
redundancy check (CRC) that are used to guarantee that the 
data is intact. Typically, the CRC bytes 264 and 266 are used 
in a checksum algorithm, as is Well-knoWn in the art. 

[0071] Because it is so dif?cult to accurately and reliably 
transmit data in a Wireless environment under typically 
noisy conditions, four out of the nine bytes transmitted are 
present to guarantee the integrity of the transmitted data. As 
each byte of the transmission is transmitted by the Wireless 
control device 210, it is received and processed by the 
controller 28. By processing each byte of the data as it is 
received, as opposed to Waiting until the last byte of data has 
been received and then transmitting the entire transmission 
of data, the system is able to quickly identify and discard 
corrupt data or noise. Thus, it is possible to ensure With a 
high degree of certainty, the reception of accurate transmis 
s1ons. 

[0072] For example, the second signature byte 262, as 
received by the controller 28, must correspond to the byte 
expected by the practical use as described above, for the 
entire transmission 250 to be accepted. Of course, the CRC’s 
could take other Well knoWn forms, such as a combined 16 
bit CRC, that are Within the scope of the present invention. 
If the signature bytes are not received as expected and/or the 
CRC bytes do not correspond to the CRC bytes expected, the 
entire transmission is ignored and discarded. 

[0073] Similarly, in one form of the invention, the ?rst 
CRC byte and the second CRC byte are identical, as 
received by the controller 28, for the transmission to be 
accepted. Because there is a high rate of errors triggered by 
many random devices transmitting random RF signals, the 
presence of tWo data integrity checks in the redundant 
signature bytes 252, 262 and CRC bytes 264 and 266 ensure 
With a high rate of certainty that accurate data has been 
received by the controller 28 and not corrupted data or other 
noise. The fact that CRC’s are built into the algorithm means 
that the data and serial number bytes are checked for internal 
integrity While at the same time providing an additional tWo 
bytes of noise cancellation. 

[0074] Once the entire nine byte transmission 250 has 
been received by the controller 28 and veri?ed as being 
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accurate, the controller 28 knoWs that it has detected a 
successful registration and is able to successfully authenti 
cate and process the data received from the Wireless device. 
The serial numbers serve as an authentication token and 
prevent interference from nearby controllers 28 and Wireless 
devices in the user’s space; spurious transmissions Will be 
ignored because the serial numbers of these spurious devices 
are not registered With a particular controller 28. The DIS 
COVERY mode of the controller 28 may automatically time 
out or otherWise automatically end, Whereupon the control 
ler 28 returns to its normal operational mode. Alternatively, 
the controller 28 may be manually sWitched by the user to 
its normal operational mode by activating the actuator 122. 

[0075] The embodiment discussed illustrates a nine byte 
transmission scheme. It should be understood that the num 
ber of transmissions or the transmission length may contain 
any number of identi?cation or signature bytes, data bytes, 
CRC bytes, or other checksum techniques for ensuring 
internal data integrity. The data bytes may contain any type 
of data besides sensor data, such as algorithms, hardWare 
descriptions, encrypted data, video, audio, number of 
expected bytes, and the like. 

[0076] Also, it should be understood that the protocol of 
the present invention Works as a one-Way protocol, i.e., no 
response, acknoWledgment or other transmission is required 
from the controller 28. It should also be understood that the 
protocol Works for up to N-Way communications, Where N 
is greater than or equal to 1. By N-Ways, it is contemplated 
that a Wireless control device may in fact register With 
multiple controllers 28 simultaneously at different times. 

[0077] In another embodiment of the present invention, a 
unique token may be transmitted along With the device 
registration transmission. The unique token is veri?ed to be 
acceptable by any suitable registration or veri?cation entity, 
such as the server 14 illustrated in the third preferred 
embodiment, Whereupon the Wireless control device 210 is 
successfully registered. 

[0078] Not by Way of limitation, the unique token may be 
encoded in the three serial number bytes 254, 258, 259 
Which are transmitted to the controller 28 during a registra 
tion transmission. The controller 28 Would send the unique 
token to the server 14 (FIG. 9), perhaps by Way of the client 
access device 22. The controller 22 Would receive back a 
response from the server notifying the controller Whether 
that token Was accepted by the server. Such a method is 
useful to detect Whether the Wireless control device has been 
previously registered in the system 110. If a proper user 
successfully registered the Wireless control device previ 
ously, then the unique token Would already be present on the 
server. If a second malicious user attempted to register the 
same Wireless control device With the system 110, the server 
Would refuse the attempted registration due to the previous 
registration by the proper user. 

[0079] As best seen in FIG. 5, the present invention solves 
the clock drift problem by inserting a synchroniZation pulse 
290 at the beginning of each byte of data 292 transmitted by 
the Wireless control device 210. In the preferred embodi 
ment, the synchroniZation pulse 290 is three bits in length 
and comprises tWo ON bits folloWed by an OFF bit. The 
receiver recogniZes this pattern as being a synchroniZation 
pulse and resynchroniZes its clock at the trailing edge of the 
second ON bit. 
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[0080] Depending upon such factors as the bit rate, the 
stability of the clock, the tolerance of the system, and the 
like, the transmitter and receiver may stay in synchroniZa 
tion for a number of data bits transferred. For example, for 
a bit rate of 2400 bits/sec. (4 MHZ), a tolerance of 110 MHZ, 
and a clock, the receiver transmitter system 110 is able to 
stay reliably in synchroniZation for at least 8 bits of trans 
mitted data, Which is suf?cient to transmit one byte of data. 
It has been found that as long as the clock drift is less than 
1/2 of one bit by the conclusion of an eight bit transmission 
that the problem of clock drift is eliminated. Of course it 
should be understood that other combinations of factors 
could be used to accomplish the task of maintaining the 
synchroniZation of a relatively unstable clock over a selected 
data transmission WindoW. 

[0081] In a second embodiment of the present invention 
depicted in FIGS. 6 and 7, We demonstrate hoW to securely 
and authentically communicate betWeen Wireless control 
devices and a controller and shoW hoW registration of 
Wireless control devices takes place in order for this to 
happen. In this embodiment, a ?rst proper controller 2500 
and a second malicious controller 2505 are depicted. In this 
eXample, a Wireless control device 2504 ?rst registers With 
the proper controller, and subsequently, a malicious user 
attempts to spy on the Wireless control device 2504 regis 
tered With the proper controller 2500. The malicious user 
does this by Way of attempting to register the Wireless 
control device 2504 With the malicious controller 2505, thus, 
hoping to capture all events and data from the Wireless 
control device 2504 during operation. This embodiment 
contemplates detecting and notifying the user of such a 
security breach and as a Way of shoWing the system 
described in connection With the ?rst embodiment in a 
practical scenario. 

[0082] As shoWn in FIGS. 6 and 7, in step 2000, the 
proper controller 2500 is placed in to DISCOVERY mode by 
the proper user by actuating the proper controller actuator 
2502. In DISCOVERY mode, the proper controller 2500 is 
in a mode Where it is listening for IR and/or RF registration 
information from one or more Wireless control devices that 
the proper user Wishes to register. In step 2002, the Wireless 
control device 2504, an outdoor motion detecting camera, is 
placed in IR line of sight 2509 With respect to the proper 
controller 2500. The Wireless control device actuator 2506 
located on the Wireless controlled camera 2504, embodied as 
a push button, is actuated by the proper user. In step 2004, 
the Wireless controlled camera 2504 transmits registration 
information 2508 via IR and RF signals to the proper 
controller 2500. This registration information is in the form 
of tWo packets of identical data, one via IR and one via RF, 
containing, in order, 

[0083] 

[0084] 

[0085] 

[0086] 

[0087] 

[0088] 
2507 

a) a ?rst signature byte. 

b) a ?rst serial number byte. 

c) a ?rst data byte 

d) a second serial number byte 

e) a second data byte 

f) a randomly generated encryption key byte 

[0089] g) tWo bytes of CRC. 
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[0090] The eXact order of the bytes and number of each 
type of byte is presented as an illustrative eXample and is not 
intended to limit the scope of the invention. 

[0091] In step 2006, the proper Wireless controller 2500 
receives the RF registration packet via the RF antenna 2510. 
In step 2006, the proper controller 2500 attempts to deter 
mine Whether a Wireless control device With the transmitted 
serial number 2505 has previously been registered. Since 
this is the ?rst time that this registration is taking place, the 
proper controller 2500, With the assistance of client access 
device 2512, determines that such a serial number does not 
eXist. Thus, the registration packet 2508 is ignored on the RF 
side. On the IR side, hoWever, the proper controller 2500 
receives the registration packet via the IR receiver 2514. The 
proper controller 2500 parses the registration packet and 
attempts to determine Whether a Wireless control device 
having the transmitted serial number 2505 has been previ 
ously registered. Upon determining that such a serial num 
ber has not been registered, the proper controller 2500 
registers the Wireless control device 2504 by cataloging the 
relevant data along With the transmitted serial number 2505 
and the encryption byte 2507. Any future transmissions from 
the Wireless controlled camera 2504 Will contain encrypted 
data bytes Which are encrypted using the encryption byte 
2507, until the Wireless controlled actuator 2506 is pushed 
again. By using the IR registration method to register the 
Wireless devices the ?rst time, i.e., ignoring all transmissions 
from any unregistered Wireless control devices 2520, includ 
ing registrations transmitted via RF signals, the present 
system greatly limits the problem of accidently registering 
the Wireless controlled camera 2504 along With other unreg 
istered controllers 2520 located Within RF range. Moreover, 
requiring registration via IR to take place ?rst, prevents 
unintended Wireless control devices from unintentionally 
registering With local controller 2500. 

[0092] In step 2008, the Wireless controlled camera 2504 
is moved out of IR line of sight to a location 2516 that 
remains Within RF range. In order to test the system to 
determine that the proper controller 2500 is able to accu 
rately receive transmissions from the registered Wireless 
controlled camera 2504, the user actuates the Wireless con 
trolled camera actuator 2506. A registration/test packet 2518 
is sent from the Wireless controlled camera 2504 to the 
proper controller 2500 via RF signals. In fact, Wireless 
controlled camera 2504 has also sent an IR transmission, but 
because Wireless controlled camera 2504 is out of IR line of 
sight of the proper controller 2500, this mode of transmis 
sion Will not be picked up by the controller. The registration/ 
test packet 2518 includes 

[0093] a) a ?rst signature byte. 

[0094] b) a ?rst serial number byte. 

[0095] c) a ?rst data byte 

[0096] d) a second serial number byte 

[0097] e) a second data byte 

f) a randomly generated encryption key byte 

[0099] g) tWo bytes of CRC. 

[0100] At this point, the neW encryption byte 2522 Will be 
used to encrypt all future transmission data bytes from 














