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(57) ABSTRACT 

A standard reporting schema to represent applications and 
other information on a computer in a hierarchical manner, 
such as via an XML (extensible markup language) ?le. An 
agent or engine is provided to inventory a computer for 
installed applications or services and to output a report, or 
log ?le, conforming to the schema standard. A calculation 
may be performed on a subset of attributes stored in the log 
?le for an application or a service so as generate a signature 
representing the subset. The signature may be stored With 
the log ?le, and may be accessed quickly in a database to 
determine Whether or not the application is a particular 
application, or, if more particular resources are de?ned, to 
determine more speci?c information, such as Whether the 
application is a particular version or run of the application. 
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AGENT FOR COLLECTING INFORMATION 
ABOUT INSTALLED PROGRAMS ON A 

COMPUTER SYSTEM 

REFERENCE TO RELATED APPLICATION 

[0001] This application is a continuation application of 
US. application Ser. No. 10/644,264, ?led Aug. 20, 2003, 
and incorporated herein by reference in its entirety. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The present invention generally relates to comput 
ers, and more speci?cally to collecting information about 
applications on a computer. 

BACKGROUND OF THE INVENTION 

[0003] The identi?cation of softWare applications on a 
computer is often desirable to communicate the status of the 
applications on the computer. For example, in a netWork 
environment, an administrator may desire to knoW the 
identi?cation of softWare applications on a particular 
machine, or on multiple machines Within the netWork. The 
information Wanted by the administrator may include, as 
examples, application compatibility, vendor information, 
version information, or the like. Assembling such informa 
tion by hand is often not a viable option, because the volume 
of the information may be prohibitive, and some informa 
tion, such as version information, may constantly change 
due to updates or other changes on individual computers 
Within the netWork. Moreover, if the information is gathered 
by an individual and entered into a database, the information 
may be prone to errors, and a search of the information may 
not result in all matches for the particular item for Which the 
search is being conducted. 

SUMMARY OF THE INVENTION 

[0004] The folloWing presents a simpli?ed summary of 
some embodiments of the invention in order to provide a 
basic understanding of the invention. This summary is not an 
extensive overvieW of the invention. It is not intended to 
identify key/critical elements of the invention or to delineate 
the scope of the invention. Its sole purpose is to present some 
embodiments of the invention in a simpli?ed form as a 
prelude to the more detailed description that is presented 
later. 

[0005] In accordance With one embodiment, the present 
invention provides a standard reporting schema to represent 
applications and other information on a computer in a 
hierarchical manner, such as via an XML (extensible markup 
language) ?le. The schema may include, for example, such 
items as system information, information about services 
and/or applications on the computer, and/or application 
compatibility information. 

[0006] In accordance With another embodiment, an agent 
or engine is provided to inventory a computer for installed 
applications or services and to output a report, or log ?le, 
conforming to the schema standard. The agent is a relatively 
lightWeight executable Which may be run on many or all of 
the computers in the netWork so as to provide a log ?le for 
each of the computers. The log ?le for each of the computers 
may be maintained in a central location. The database of log 
?les may be searched or otherWise accessed by an admin 
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istrator or another user desiring status (e.g., compatibility, 
vendor information, or the like) of applications or services 
on the netWork. 

[0007] In accordance With another embodiment, a calcu 
lation may be performed on a subset of attributes stored in 
the log ?le for an application or a service so as generate a 
signature representing the subset. The signature may be 
stored With the log ?le, and may be accessed quickly in a 
database to determine Whether or not the application is a 
particular application, or, if more particular resources are 
de?ned, to determine more speci?c information, such as 
Whether the application is a particular version or run of the 
application. 
[0008] Other features of the invention Will become appar 
ent from the folloWing detailed description When taken in 
conjunction With the draWings, in Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram shoWing several com 
puters communicating With one another over a netWork 
usable to implement an embodiment of the invention; 

[0010] FIG. 2 is a block diagram displaying an example of 
a basic con?guration for a computer on Which all or parts of 
the invention described herein may be implemented; 

[0011] FIG. 3 is a block diagram displaying a represen 
tation of an agent installed on the computer of FIG. 2 in 
accordance With an embodiment of the present invention; 

[0012] FIG. 4 is a block representation of an example of 
a log ?le in accordance With an embodiment of the inven 
tion; 
[0013] FIG. 5 is a How chart generally shoWing steps for 
a collection process performed by the agent of FIG. 3 in 
accordance With an embodiment of the invention; 

[0014] FIG. 6 is a How diagram generally representing 
steps that may be used by the agent of FIG. 3 to enumerate 
executables in accordance With an embodiment of the inven 

tion; 
[0015] FIG. 7 is a How chart generally shoWing steps for 
determining Whether an executable should be added to 
installed programs list in accordance With an embodiment of 
the present invention; 

[0016] FIG. 8 is a How diagram generally representing 
steps for gathering information about an executable in 
accordance With an embodiment of the invention; 

[0017] FIG. 9 is a How diagram generally representing 
steps for gathering information about compatibility in accor 
dance With an embodiment of the invention; 

[0018] FIG. 10 shoWs a How diagram generally represent 
ing steps for generating a signature for an executable in 
accordance With an embodiment of the invention; and 

[0019] FIG. 11 shoWs a How diagram generally represent 
ing steps for producing a combined signature ?le in accor 
dance With an embodiment of the invention. 

DETAILED DESCRIPTION 

[0020] In the folloWing description, various embodiments 
of the present invention Will be described. For purposes of 
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explanation, speci?c con?gurations and details are set forth 
in order to provide a thorough understanding of the embodi 
ments. HoWever, it Will also be apparent to one skilled in the 
art that the present invention may be practiced Without the 
speci?c details. Furthermore, Well-knoWn features may be 
omitted or simpli?ed in order not to obscure the embodiment 
being described. 

[0021] Prior to proceeding With a description of the vari 
ous embodiments of the invention, a description of a com 
puter and a netWorking environment in Which the various 
embodiments of the invention may be practiced Will noW be 
provided. Although it is not required, the present invention 
may be implemented by programs that are executed by a 
computer. Generally, such programs include routines, 
objects, components, data structures and the like that per 
form particular tasks or implement particular abstract data 
types. The term “program” as used herein may connote a 
single program module or multiple program modules acting 
in concert. The terms “computer” and “computer system” as 
used herein includes any device that electronically executes 
one or more programs, such as personal computers (PCs), 
hand-held devices, multi-processor systems, microproces 
sor-based programmable consumer electronics, netWork 
PCs, minicomputers, mainframe computers, consumer 
appliances having a microprocessor or microcontroller, rout 
ers, gateWays, hubs and the like. The invention may also be 
employed in distributed computing environments, Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, programs may be located in both 
local and remote memory storage devices. 

[0022] An example of a netWorked environment in Which 
the invention may be used Will noW be described With 
reference to FIG. 1. The example netWork of FIG. 1 
includes several computers 10 communicating With one 
another over a netWork 11, represented by a cloud. The 
netWork 11 may include many Well-knoWn components, 
such as routers, gateWays, hubs, etc. and alloWs the com 
puters 10 to communicate via Wired and/or Wireless media. 
When interacting With one another over the netWork 11, one 
or more of the computers 10 may act as clients, servers or 
peers With respect to other computers 10. Accordingly, the 
various embodiments of the invention may be practiced on 
clients, servers, peers or combinations thereof, even though 
speci?c examples contained herein do not refer to all of 
these types of computers. 

[0023] In the netWork 11 shoWn in FIG. 1, one of the 
computers 10 serves as a netWork administrator for the 
netWork 11, and is designated generally by the reference 
numeral 12. The netWork administrator computer 12 is a 
computer through Which an administrator of the netWork 11 
may access the computers 10 on the netWork 11, and may be, 
for example, a server or a client in the netWork 11. 

[0024] Referring to FIG. 2, an example of a basic con 
?guration for a computer 10 on Which all or parts of the 
invention described herein may be implemented is shoWn. In 
its most basic con?guration, the computer 10 typically 
includes at least one processing unit 14 and memory 16. The 
processing unit 14 executes instructions to carry out tasks in 
accordance With various embodiments of the invention. In 
carrying out such tasks, the processing unit 14 may transmit 
electronic signals to other parts of the computer 10 and to 
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devices outside of the computer 10 to cause some result. 
Depending on the exact con?guration and type of the 
computer 10, the memory 16 may be volatile (such as 
RAM), non-volatile (such as ROM or ?ash memory) or 
some combination of the tWo. This most basic con?guration 
is illustrated in FIG. 2 by dashed line 18. 

[0025] The computer 10 may have additional features 
and/or functionality. For example, the computer 10 may also 
include additional storage (removable storage 20 and/or 
non-removable storage 22) including, but not limited to, 
magnetic or optical disks or tape. Computer storage media 
includes volatile and non-volatile, removable and non-re 
movable media implemented in any method or technology 
for storage of information, including computer-executable 
instructions, data structures, program modules, or other data. 
Computer storage media includes, but is not limited to, 
RAM, ROM, EEPROM, ?ash memory, CD-ROM, digital 
versatile disk (DVD) or other optical storage, magnetic 
cassettes, magnetic tape, magnetic disk storage or other 
magnetic storage devices, or any other medium Which can be 
used to stored the desired information and Which can be 
accessed by the computer 10. Any such computer storage 
media may be part of computer 10. 

[0026] The computer 10 preferably also contains commu 
nications connection(s) 24 that alloW the device to commu 
nicate With other devices. A communication connection 
(e.g., one of the communication connections 24) is an 
example of a communication medium. Communication 
media typically embody computer readable instructions, 
data structures, program modules or other data in a modu 
lated data signal such as a carrier Wave or other transport 
mechanism and include any information delivery media. By 
Way of example, and not limitation, the term “communica 
tion media” includes Wired media such as a Wired netWork 
or direct-Wired connection, and Wireless media such as 
acoustic, RF, infrared and other Wireless media. The term 
“computer-readable medium” as used herein includes both 
computer storage media and communication media. 

[0027] The computer 10 may also have input devices 26 
such as a keyboard, mouse, pen, voice input device, touch 
input device, etc. Output devices 28 such as a display 30, 
speakers, a printer, etc. may also be included. All these 
devices are Well knoWn in the art and need not be discussed 
at length here. 

[0028] Referring noW to FIG. 3, in accordance With an 
embodiment of the invention, an agent 40 is provided that is 
capable of ?nding, and collecting information from, one or 
more applications 421, 422, . . . 42N and/or one or more 

services 441, 442, . . . 44M on a computer (e.g., the computer 
10). To this end, the agent 40 interacts With an operating 
system 46 of the computer 10, the applications 421, 422, . . 
. 42N and/or one or more services 441, 442, . . . 44M, and 

other components as needed, as further described beloW. 

[0029] In accordance With an embodiment of the inven 
tion, the information regarding the applications 421, 422, . . 
. 42N and/or the services 441, 442, . . . 44M is extracted and 
placed in a log ?le 50, Which may, for example, be an 
extensible markup language (XML) ?le. One or more of 
these log ?les 50 may be then forWarded to a database 51 
(FIG. 1) or several databases, Which may, for example, be 
accessed by the netWork administrator computer 12, or by 
one or more other computers 10 on the netWork that may 
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have an interest in accessing the information in the log ?le 
50. The information in the log ?le may also be utilized by the 
computer 10 upon Which the agent 40 is collecting infor 
mation. 

[0030] In accordance With one embodiment, the agent 40 
is a tool or executable that may be loaded onto a single 
computer 10 so as to extract a log ?le 50 from that single 
computer, or may be distributed to a number of computers 
10 so that a corresponding log ?le 50 may be provided for 
each of the computers 10. The agent 40 may be, as examples, 
distributed through a logon script, by running from a ?oppy 
disk, a Website, a parent application, a netWork share, or may 
be run in conjunction With a softWare management system. 

[0031] To aid in ?nding, and collecting information from, 
the applications 421, 422, . . . 42N and/or the services 441, 
442, . . . 44M, the agent 40 includes an installed programs 
enumeration component 47, an executable enumeration 
component 48, and an information grabber component 49. 
The function of each of these components is described 
beloW. 

[0032] A block representation of an example of a log ?le 
50 in accordance With an embodiment of the invention is 
shoWn in FIG. 4. The log ?le 50 in the example includes 
system information 52, services information 54, applications 
information 56, and compatibility information 58. Each of 
these items is further described beloW, but some description 
is given here for the bene?t of the reader. 

[0033] The system information 52 is generally informa 
tion that is speci?c to the computer 10 upon Which the agent 
40 is running its operation and may include, for example, 
operating system information, hardWare information, drive 
information, processor information, and the like. In addition, 
the system information 52 may include information such as 
Whether the computer is a particular type of server, such as 
a Web server or email server, or netWork information, such 
as a department, the domain of the computer, an IP address 
of the computer, or a machine name for the computer. 
Additional system information 52 may include such items as 
an asset tag, a serial number, a vender for the computer, or 
other information. 

[0034] The services information 54 generally includes a 
list of services on the computer 10, and information about 
services that are running on the computer. The information 
may include such information as the name, display name, 
and type of service, for example. 

[0035] The application information 56 in accordance With 
an embodiment of the invention includes a list of the 
applications 42 on the computer 10, and information about 
each of the applications 42, such as version information, 
name information, folder or location information, checksum, 
company name, description, linker version, link date, copy 
right information, and so forth. In addition, information 
about each of the executables that are linked to each appli 
cation 42 is preferably included in the application informa 
tion 56. 

[0036] The compatibility information 58 includes infor 
mation about knoWn compatibility issues. The knoWn com 
patibility issues may include, for example, application help 
information for particular applications 42 having knoWn 
issues of incompatibility, information about patches avail 
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able for applications, or other information that may be useful 
for an application to run in particular environments. 

[0037] In accordance With an embodiment of the inven 
tion, the log ?le 50 is maintained as an XML ?le. The 
hierarchical structure of XML, and its ease of use via tags, 
permits the log ?le 50 to be easily compressed, stored, 
transformed, displayed, assembled, accessed, and searched. 
HoWever, if desired, another format, such as a relational 
table or a text ?le, may be used to store the log ?le. HoWever, 
for ease of description, the log ?le 50 is described herein as 
being formed in XML. 

[0038] An example of a log ?le 50 is shoWn in FIG. 4. The 
log ?le 50 shoWn in FIG. 4 is a simpli?ed, high level 
representation of the schema of a log ?le in accordance With 
an embodiment of the invention. In the schema at FIG. 4, 
containers are de?ned for the system information 52, the 
services information 54, the application information 56, and 
compatibility information 58. Each of these containers 
includes various attribute sub-containers that may be used to 
store information retrieved by the agent 40. In accordance 
With an embodiment of the invention, sWitches or ?ags may 
be set on the agent 40 so that particular attributes of the 
schema may be selected for retrieval by the agent 40 in a 
collection process. For example, a collection process may 
de?ne that all system information 52 for a computer may be 
retrieved, and that only particular attributes of applications 
42 be retrieved. 

[0039] In accordance With an embodiment of the inven 
tion, as further described beloW, the agent 40 enumerates 
items on the computer to ?nd installed programs (e.g., 
services and applications). In the process of doing so and/or 
at a later time, the agent 40 retrieves information about the 
installed programs that are on the computer 10. In addition, 
associated executables of the installed programs are deter 
mined, and information about those associated executables 
is retrieved. Associated executables may be found, for 
example, by Walking an import table for an executable. 

[0040] In accordance With an embodiment of the inven 
tion, as further described beloW, to ?nd installed programs 
on the computer 10, the agent 40 utiliZes places, tools, or 
devices that a user utiliZes to access an application. For 
example, if the Windows@ Operating System is the operat 
ing system 46 of the computer 10, the agent 40 may utiliZe 
folders associated With Add/Remove Programs, the Start 
menu, and similar tools provided by the operating system or 
otherWise available on the computer to search for installed 
programs. As other examples, the user may use folders 
associated With links in the shell, the program menu, 
executables or links on the desktop, or items that have been 
indicated in the registry as RunOnce or Run. These folders 
may be accessed programmatically, for example. 

[0041] As described beloW, after the agent 40 has searched 
for executables and installed programs, the agent 40 
searches the folder in Which the executable Was found to ?nd 
other executable programs that may be associated With (i.e., 
statically linked to) the installed program. To do so, the 
agent determines if the item is de?ned by the agent 40 to be 
an executable. This de?nition may be made by sWitches 
available on the agent, and may be de?ned by ?le type, 
extension, or another suitable method. As an example, the 
?les may be the types having an extension of DLL, ICD, 
DAT, ICO, BIN, or SYS. If a ?le is determined to be 
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associated With an installed program, the agent then estab 
lishes Within the log ?le 50 a hierarchical list having a 
number of application and services containers, each of 
Which includes the installed program and the associated 
?les. Associated executables may also be found via Walking 
an import table for an executable. 

[0042] FIG. 5 is a How chart generally shoWing steps for 
the collection process performed by the agent 40 in accor 
dance With an embodiment of the invention. Beginning at 
step 500, the application gets system information 52. This 
system information 52, as described above, includes par 
ticular information about the computer 10 upon Which 
information is collected by the agent 40. The agent 40 may 
extract the system information 52, for example by calling 
application programming interfaces (APIs) that are provided 
on the operating system 46 for the computer 10, via registry 
or similar information stored With the operating system, via 
hardWare description that is stored in association With the 
operating system, or may be extracted via assembly code 
that may be Written and included With the agent 40. A 
programmer of ordinary skill With knoWledge of an operat 
ing system 46 for and/or structure of a computer may utiliZe 
features of the operating system and information stored With 
the operating system to Write code or otherWise provide 
access to the system information 52. Once the system 
information 52 is extracted, it is inserted into the log ?le 50 
at step 502. 

[0043] At step 504, the agent 40, for example via the 
executable enumerator component 48, enumerates the 
executables Within the de?ned set of shell folders on the 
computer 10. As an example, for a Windows@ Operating 
System, these folders may be associated With “Common 
Desktop,”“Desktop,”“Common Start Menu,”“Start Menu, 
”“Common Programs,”37 Programs,” or similar tools 
through Which a user typically accesses an installed program 
or application. The executables may be found by looking for 
a de?ned ?le type or extension, such as EXE. 

[0044] In accordance With an embodiment of the inven 
tion, operating system components are not added to the list 
of items to be added to the log ?le 50, because the agent 40 
preferably extracts executables other than those that are 
operating system components. By not gathering information 
on executables that are designated as system components, 
most of these operating system items Will be missed. In 
addition, if desired, items designated as protected or other 
Wise associated With the operating system Will be skipped. 

[0045] In any event, an example of a process that may be 
used for enumerating executables in the shell folders is 
described With FIG. 6 beloW. At step 506, service 
executables are enumerated, for example, for the Windows@ 
Operating System, the services may be enumerated using the 
SCM APIs and a list of service executables may be gener 
ated. Some, none, or all of these may have previously been 
added to the list via step 504. 

[0046] At step 506, the agent 40 determines the installed 
programs on the computer 10. Some or all of these installed 
programs may be the same as the executables found in step 
504. In accordance With an embodiment of the invention, the 
determination of installed programs may be made via ser 
vices or features on the computer 10 that provide lists or 
other information about installed programs. As an example, 
if the Windows@ Operating System is used, then each of the 
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applications 42 may include a Microsoft installer (MSI) 
component for each application 42 that includes information 
about the applications 42. A Microsoft installer product 
includes APIs Which the agent 40 may access to determine 
Whether the applications having the Microsoft installer fea 
ture are to be added to the list. An example of a method for 
determining the installed programs using MSI components 
is described together With FIG. 7, beloW. 

[0047] As another example, the Add/Remove Program list 
may be used to ?nd installed programs on the computer 10. 
If this feature is used, the uninstall registry path of each 
installed program may be used to ?gure out Which installed 
programs are installed and those installed programs may be 
added to the installed program list. 

[0048] At step 510, a list of installed programs (i.e., 
applications) is created With linked executables (i.e., asso 
ciated ?les). The linked executables may be found, for 
example, by Walking an import table for the executables for 
the installed programs. This list of installed programs and 
linked executables is entered into the log ?le 50. 

[0049] At step 512, the agent 40, for example via the 
information grabber 49, gets the information regarding the 
applications and services on the computer 10, including 
information about the associated executables. This informa 
tion is also added to the log ?le 50. An example of a method 
for getting the information is described together With FIG. 
8 beloW. 

[0050] At step 514, the agent 40 gets the compatibility 
information 58, for example also via the information grabber 
49. An example of the process that may be used to get the 
compatibility information is described together With FIG. 9. 

[0051] At step 516, the agent 40 creates signatures for the 
executables in the log ?le 50. An example of hoW the 
signatures may be created is described together With FIGS. 
10 and 11. 

[0052] FIG. 6 is a How diagram generally representing 
steps that may be used by the agent 40 to enumerate shell 
folder executables on the computer 10 in accordance With an 
embodiment of the invention. In the embodiment shoWn, the 
agent 40 enumerates the designated folders of the computer 
10 to ?nd executables on the computer. Another system may 
be used to ?nd the executables, depending upon the storage 
method used for the computer. 

[0053] In any event, for the example shoWn in FIG. 6, at 
step 602, the enumeration of the shell folders begins. At step 
604, a determination is made Whether a ?rst item checked 
Within the folders is a folder. If it is, then the folder is 
recursed at step 606, and the process returns to step 604. If 
the item is not a folder, then the process branches from step 
604 to step 608, Where a determination is made if the item 
is a link. If so, then the path and argument for the link are 
extracted in step 610, and any folders or items found may be 
used in the enumeration process. As such, the process 
returns to step 604, using the path and argument as the next 
item. If the item is not a link, the process branches from step 
608 to step 612, Where a determination is made if the item 
is a ?le that is de?ned by the agent 40 to be an installed 
program. This de?nition may be made by ?le type, exten 
sion, or another suitable method. 

[0054] If the item meets the de?nition of executable, then 
the item is added to the list in step 614. If not, then the agent 
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40 enumerates the next item at step 616, and the process 
branches back to step 604. The process continues until all 
items Within the shell folder have been enumerated, result 
ing in a list of ?les de?ned by the agent 40 as being 
executables. 

[0055] FIG. 7 is a How chart generally shoWing steps for 
determining Whether an application should be added to the 
list using information in Microsoft installer (MSI). MSI 
provides an API that permits access to this information. 
Beginning at step 700, each Microsoft installer item is 
enumerated. At step 702, the products associated With the 
component are enumerated. At step 704, a determination is 
made Whether the product is a system component, i.e., part 
of the operating system. If an item is a system component, 
i.e., associated With the operating system 46, the item is 
skipped, as described above, and the process loops back to 
step 700 Where the next component is enumerated. Alterna 
tively, the process may loop back to step 702 if all products 
of the component have not yet been enumerated. 

[0056] If the item is not a system component, the process 
branches to step 706, Where the agent 40 gets the path of the 
product. At step 708, a determination is made Whether the 
product is a binary ?le. If not, the process branches back to 
step 700. If so, then the process branches to step 710, Where 
a determination is made Whether the ?le is protected. If so, 
then the process branches back to step 700. If not, then step 
710 branches to step 712, Where the product is added to the 
installed program list. 

[0057] Further enumeration may be done, such as, for 
example, via the Add/Remove programs, Run or Runonce, 
as described above. After enumeration is done, a list results, 
the list having installed programs and executables. The 
import tables for the installed programs may be Walked, 
providing associated executables and mapping information 
to the corresponding installed program. The agent 40 may 
proceed With extracting information about the programs and 
the executables, as shoWn in FIG. 8, beloW. 

[0058] In accordance With an embodiment of the inven 
tion, information that is extracted regarding an executable 
may be obtained from one or many sources. If many sources 
are available, then the agent 40 chooses the best source for 
extracting information regarding the executable. In accor 
dance With an embodiment of the invention, the best source 
is the source Which has the most reliable and/or has available 
the most information about an application. As an example, 
the information stored With a MSI component is typically 
more reliable and more detailed than information that may 
otherWise be stored With an application. Thus, the agent 40 
utiliZes a better source for information that it extracts and 
puts into the log ?le 50. HoWever, if desired, the agent 40 
may also store information about the fact that the executable 
is found by more than one source, such as being found via 
a search of the folders listed above and via an enumeration 
of the MSI components. 

[0059] The act of extracting information may be con 
ducted after all the executables have been enumerated, or 
information about the executables may be extracted When 
the executables are enumerated. HoWever, for ease of 
description, the information extraction feature of the agent 
40 is described separately in this document. 

[0060] FIG. 8 is a How diagram generally representing 
steps for extracting information from an executable in 
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accordance With an embodiment of the invention. Beginning 
at step 800, the executable is enumerated. At step 802, a 
determination is made if the executable is an installed 
program, i.e., Whether the executable is in the installed 
program list as described above. If so, step 802 branches to 
step 804 Where the information for the installed program is 
retrieved in accordance With the ?lters set for the agent 40. 
The process then proceeds to step 806, Where a determina 
tion is made Whether the executable also found in another 
search, e. g., Was found in tWo searches, With the other search 
not providing as reliable of information. If so, then limited 
information is retrieved in step 808, such as only the source 
information for the ?le, that is, the fact that the ?le Was also 
found in the other search. This similar source information 
may also have been added in step 804, Where the source 
information, such as Add/Remove Program, may be added 
to the information. 

[0061] The process then proceeds to step 810, Where a 
determination is made Whether the item is in the system 
folder. If so, then process branches to step 812 Where ?rst 
limited information is retrieved, Which may be de?ned by 
different ?lters set for the agent 40. This ?rst limited 
information may be, for example, the checksum for the 
executable. If not, then step 810 branches to step 814 Where 
still other, second limited information may be retrieved, 
Which may also be set by the ?lters. This second limited 
information may be, for example, product name, source, and 
vendor. If the executable is not an installed program, then 
step 802 skips directly to step 810, Where the process 
proceeds as described above. 

[0062] The process of FIG. 8 results in the log ?le 50 
shoWn in FIG. 4. The log ?le 50 includes the system 
information 52 described above, the service information 54, 
also described above, and a number of applications 42 in 
application containers 601, 602, . . . . Each of the application 
containers may include associated thereWith a number of 
associated executables 62. Similarly, the services informa 
tion 54 may include a list of installed programs 63, and may 
additionally include associated executables (not shoWn). 
[0063] As described above, the agent 40 may also insert 
compatibility information 58 into the log ?le 50. To this end, 
a database 70 (FIG. 3) of compatibility information may be 
included With the agent 40 for the agent 40 to extract this 
information. Alternatively, a similar database may be 
included With the operating system 46, may otherWise be 
stored locally on the computer 10, or a similar database may 
be available remotely, e.g., via the netWork 11. 

[0064] Each of the executables found in the processes 
described above are checked against the compatibility data 
base 70, or databases, to determine Whether compatibility 
information is available for the executable. As described 
above, this compatibility database 70 may include informa 
tion such as Whether there is application help information or 
?xes or knoWn compatibility problems for the application 
42. In addition, the information regarding the application 42 
may then be stored in the compatibility information 58 
(FIG. 4). The process of ?nding the compatibility informa 
tion 58 may be done via a separate thread, and may be 
completed at the same time or before or shortly after that 
enumeration of each of the executables is completed. 

[0065] FIG. 9 shoWs a How chart generally representing 
steps for adding compatibility information 58 to the log ?le 
50 in accordance With an embodiment of the invention. 
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[0066] Beginning at step 900, the executables in the list 
are enumerated. At step 902, a determination is made 
Whether the executable is in the compatibility database 70. 
If so, step 902 branches to step 904 Where the information 
in the database 70 is added to the compatibility information 
58 and the log ?le 50. If not, step 902 branches back to step 
900, Where the next executable is enumerated. 

[0067] As described above, the information for each of the 
executables in the service information 54 or the application 
information 56 may include a number of different attributes 
for each of the executables. In accordance With an embodi 
ment of the invention, a subset (i.e., some or all) of these 
attributes may be utiliZed to form a signature or hash for the 
executable. As an example, one signature for an executable 
may utiliZe the folloWing subset of attributes: 

[0068] NAME (string) 

[0069] BIN_FILE_VERSION (qWord) 
[0070] BIN_PRODUCT_VERSION (qWord) 
[0071] PRODUCT_VERSION (string) 
[0072] FILE_DESCRIPTION (string) 
[0073] COMPANY _NAME (string) 

[0074] PRODUCT_NAME (string) 
[0075] FILE_VERSION (string) 
[007 6] ORIGINAL_FILENAME (string) 
[0077] INTERNAL_NAME (string) 
[0078] LEGAL_COPYRIGHT (string) 
[007 9] MODULE_TYPE (dWord) 
[0080] 16 BIT_DESCRIPTION (string) 

[0081] 16 BIT_MODULE_NAME (string) 

[0082] VER_LANGUAGE (dWord) 
[0083] These attributes represent, for example, a ver 

sion signature for an executable. An operation may be 
performed on these particular attributes so as to form 
the signature or hash, resulting in a number represent 
ing the attributes of the executable. In accordance With 
an embodiment of the invention, a cyclic redundancy 
check (CRC), such as a CRC 32, is one type of 
algorithm that may be applied to the information to 
generate the signature or hash. As is knoWn, a cyclic 
redundancy check is a number derived from a block of 
data, usually used in order to detect corruption or 
occlusion of all the data. To calculate the CRC, all the 
attributes that can be found for an executable are copied 
byte-Wise into a buffer, leaving off the NULL character 
at the end of strings. A CRC32 is then calculated for the 
entire buffer. 

[0084] If desired, a second signature ?le or even additional 
signature ?les may be stored With the information for a 
service executable or an application executable. As another 
example of attributes that may be used in the second 
attribute ?le, the folloWing attributes may be used: 

[0085] SIZE (dWord) 

[0086] CHECKSUM (dWord) 

[0087] PE_CHECKSUM (dWord) 
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[0088] LINKER_VERSION (dWord) 
[0089] LINK_DATE (dWord) 

[0090] The above attributes result in a more speci?c hash 
for an executable. This signature may be used, for example 
to determine exact matches to a knoWn version of an 
executable. 

[0091] One or both of the signature ?les above may be 
utiliZed by a person accessing the log ?le 50 to quickly 
determine Whether the application 42 matches a knoWn 
attribute set of an executable. In accordance With an embodi 
ment of the invention, the combined attributes as de?ned in 
one of the sets above or in another attribute set for all 
executables associated With one installed program may have 
a number derived from them, resulting in a combined 
signature or hash. This combined signature or hash may also 
be used to determine Whether a completed installed matches 
knoWn characteristics of an application 42 or a service. This 
information may be used, for example, to determine the 
exact version of an application 42, Whether knoWn ?xes 
have been installed for executables associated With the 
application 42, or for other purposes. The signature may be 
stored along With the information for the executable, as is 
shoWn by the reference numeral 64 in FIG. 9. The combined 
signatures may also be stored With the application 42, or 
may be stored in a separate location, such as a local or 
remote database, as convenient. 

[0092] FIG. 10 shoWs a How diagram generally represent 
ing steps for generating a signature for an executable in 
accordance With an embodiment of the invention. Beginning 
at step 1000, the attributes for the executable are retrieved. 
At step 1002, the algorithm is performed on the attributes, 
and at step 1004, the signature that is a result of the 
algorithm is stored With the executable. 

[0093] FIG. 11 shoWs a How diagram generally represent 
ing steps for producing a combined signature ?le in accor 
dance With an embodiment of the invention. Beginning at 
step 1100, the attributes for all executables associated With 
the application 42 are retrieved. At step 1102, the algorithm 
is performed on the attributes and at step 1104 the signature 
is stored With the application ?le information for the appli 
cation 42. 

[0094] UtiliZing the agent 40 of the present invention, a 
user or an administrator may generate the log ?le 50, Which 
permits the user to have readily available information 
regarding the application 42, including the signature ?le. A 
number of the log ?les 50 may be accumulated, for example 
in the database 51, and may be searched, accessed, or 
otherWise utiliZed by an administrator or a user that needs to 
knoW information about the applications 42 on the computer 
10. The log ?le 50 thus provides a convenient vehicle for 
storing information about applications 42 on a computer 10. 
If desired, the agent 40 may be run on an interval, or at 
startup, or at other desired times de?ned or requested by an 
administrator or a user. As such, the log ?le 50 may remain 
current so that the information in the log ?le 50 represents 
the actual information on the computer 10. 

[0095] Other variations are Within the spirit of the present 
invention. Thus, While the invention is susceptible to various 
modi?cations and alternative constructions, a certain illus 
trated embodiment thereof is shoWn in the draWings and has 
been described above in detail. It should be understood, 
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however, that there is no intention to limit the invention to 
the speci?c form or forms disclosed, but on the contrary, the 
intention is to cover all modi?cations, alternative construc 
tions, and equivalents falling Within the spirit and scope of 
the invention, as de?ned in the appended claims. 

[0096] The use of the terms “a” and “an” and “the” and 
similar referents in the context of describing the invention 
(especially in the context of the following claims) are to be 
construed to cover both the singular and the plural, unless 
otherWise indicated herein or clearly contradicted by con 
text. The terms “comprising,”“having,”“including,” and 
“containing” are to be construed as open-ended terms (i.e., 
meaning “including, but not limited to,”) unless otherWise 
noted. Recitation of ranges of values herein are merely 
intended to serve as a shorthand method of referring indi 
vidually to each separate value falling Within the range, 
unless otherWise indicated herein, and each separate value is 
incorporated into the speci?cation as if it Were individually 
recited herein. All methods described herein can be per 
formed in any suitable order unless otherWise indicated 
herein or otherWise clearly contradicted by context. The use 
of any and all examples, or exemplary language (e.g., “such 
as”) provided herein, is intended merely to better illuminate 
embodiments of the invention and does not pose a limitation 
on the scope of the invention unless otherWise claimed. No 
language in the speci?cation should be construed as indi 
cating any non-claimed element as essential to the practice 
of the invention. 

[0097] Preferred embodiments of this invention are 
described herein, including the best mode knoWn to the 
inventors for carrying out the invention. Variations of those 
preferred embodiments may become apparent to those of 
ordinary skill in the art upon reading the foregoing descrip 
tion. The inventors expect skilled artisans to employ such 
variations as appropriate, and the inventors intend for the 
invention to be practiced otherWise than as speci?cally 
described herein. Accordingly, this invention includes all 
modi?cations and equivalents of the subject matter recited in 
the claims appended hereto as permitted by applicable laW. 
Moreover, any combination of the above-described elements 
in all possible variations thereof is encompassed by the 
invention unless otherWise indicated herein or otherWise 
clearly contradicted by context. 

What is claimed is: 
1. A computer system, comprising: 

an agent, the agent comprising: 

an installed programs enumeration component con?g 
ured to enumerate softWare items on the computer to 
?nd installed programs; 

an executable enumeration component con?gured to 
enumerate softWare items on the computer to ?nd 
executables that are associated With installed pro 
grams found by the installed programs enumeration 
component; and 

an information grabber component con?gured to gather 
information on the computer about the installed 
programs found by the installed programs enumera 
tion component. 

2. The computer system of claim 1, Wherein the informa 
tion grabber component is further con?gured to gather 
information about the executables. 
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3. The computer system of claim 1, Wherein the installed 
programs enumeration component utiliZes places, tools, or 
devices that a user utiliZes to access a program, or a subset 

thereof, to ?nd installed programs on the computer. 

4. The computer system of claim 1, Wherein the agent 
searches a folder in Which an installed program is found to 
?nd other executables that may be associated With the 
installed program. 

5. The computer system of claim 4, Wherein, in the 
process of searching the folder, the agent determines, for 
items in the folder, Whether the items are de?ned by the 
agent to be an executable. 

6. The computer system of claim 5, Wherein the items are 
de?ned by the agent to be an executable by one of more of 
an evaluation of ?le type or an evaluation of an extension. 

7. The computer system of claim 1, Wherein the installed 
programs and executables are stored in a ?le by the agent. 

8. The computer system of claim 7, Wherein the ?le is an 
extensible markup language ?le. 

9. The computer system of claim 7, Wherein the ?le 
includes a hierarchical list having a number of installed 
programs containers, each installed programs container 
including an installed program and associated executables 
for the installed program. 

10. The computer system of claim 1, Wherein associated 
executables are found via Walking an import table for an 
installed program. 

11. A computer-implemented method, comprising: 

enumerating softWare items on a computer to ?nd 
installed programs; and 

for each installed program, storing information about the 
installed program in a ?le along With information about 
executables linked to the installed program. 

12. The method of claim 11, Wherein enumerating soft 
Ware items comprises enumerating executables in a shell 
folder on the computer. 

13. The method of claim 11, Wherein enumerating 
executables in a shell folder comprises: 

if a softWare item is a folder, recursing the folder; 

if the softWare item is a link, getting the path and 
argument for the link; and 

if the softWare item is a ?le, storing the information about 
the ?le. 

14. The method of claim 11, Wherein ?nding installed 
programs comprises utiliZing places, tools, or devices that a 
user utiliZes to access a program to ?nd installed programs 

on the computer. 

15. The method of claim 11, further comprising searching 
a folder in Which an installed program is found to ?nd 
executables that may be associated With the installed pro 
gram. 

16. The method of claim 11, Wherein the ?le is an 
extensible markup language ?le. 

17. The method of claim 11, Wherein the ?le includes a 
hierarchical list having a number of installed programs 
containers, each installed programs container including the 
installed program and the associated executables. 
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18. A computer-implemented method, comprising: 

utilizing places, tools, or devices that a user utilizes to 
access a program, or a subset thereof, to ?nd installed 
programs on a computer; and 

storing information about the installed programs in a ?le. 
19. The method of claim 18, Wherein the ?le is an 

extensible markup language ?le. 
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20. The method of claim 18, Wherein the ?le includes a 
hierarchical list having a number of installed programs 
containers, each installed programs container including the 
installed program and eXecutables associated With the 
installed program. 


