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(57) ABSTRACT 

In an access control system, accesses are controlled which 
are received from not only the same communication net 
work, but also either one or a plurality of other communi 
cation networks. In this access control system, a channel 
processor of a storage control system accepts a log-in 
request containing a target IP address from a target host 
apparatus, and compares this target IP address with the own 
IP address stored in an iSCSI port. Based upon a comparison 
result, the channel processor judges a network relative 
logical distance of a target network with respect to a 
communication network containing the storage control sys 
tem as to the target network containing a target host appa 
ratus. Then, the channel processor permits an access of a 
permission access type corresponding to the judged network 
relative logical distance with respect to a target upper grade 
apparatus. 
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ACCESS CONTROL APPARTUS AND ACCESS 
CONTROL METHOD 

CROSS-REFFERENCES TO RELATED 
APPLICATIONS 

[0001] This application relates to and claims priority from 
Japanese Patent Application No. 2003-396625, ?led on 
November 27, in 2003, the entire disclosure of Which is 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] The present invention is related to a technique for 
controlling an access Which is received via a communication 
netWork from an external apparatus, concretely speaking, for 
instance, directed to a storage control apparatus for control 
ling an access in accordance With the iSCSI protocol, 
received via the communication netWork. 

[0003] For instance, such a ?bre channel connection stor 
age control apparatus has already been knoWn from, for 
example, JP-A-10-333839, and this ?bre channel connection 
storage control apparatus controls accesses received form a 
plurality of upper grade apparatus via a ?bre channel. 

[0004] On the other hand, in IP-SAN (Internet Protocol 
Storage Area Network), it is knoWn that communication 
operations are carried out based upon such a communication 
protocol called as “iSCSI (symbol “SCSI” is abbreviated as 
“Small Computer System Interface)”. The communication 
techniques operated based upon the iSCSI protocol oWn one 
major aspect, namely, hoW to prevent illegal accesses in 
order to improve security. 

[0005] HoWever, the access control technique made based 
upon the ?bre channel, as described in above-described 
JP-A-10-333839, cannot be merely applied to the technique 
used to control the accesses based upon the iSCSI protocol. 
This reason is given as folloWs: That is, an access Which is 
received via a ?bre channel by a storage control apparatus 
must be equal to such an access Which is issued from an 
upper grade apparatus connected to the same communica 
tion netWork. HoWever, the ?rst-mentioned access is not 
such an access Which is issued from an unde?ned node 
connected to another communication netWork as explained 
in the access made based upon the iSCSI protocol. Con 
cretely speaking, in accordance With the iSCSI protocol, 
there are some cases that, for instance, a storage control 
apparatus connected to a certain LAN (Local Area NetWork) 
may accept an access issued from an unde?ned information 
processing terminal via both another LAN and the Internet 
to Which the last-mentioned LAN is connected. 

[0006] As previously explained, in the communication 
technique established based upon the iSCSI protocol, one 
major aspect thereof is conceivable. That is, high security 
may be provided by executing such a Way that hoW the 
access control operation is carried out. Also, this sort of 
major aspect may exist in such a system that accesses are 
accepted via either one or a plurality of other communica 
tion netWorks, but not via the same communication netWork, 
While this major aspect is not limited only to the above 
explained iSCSI protocol. 

SUMMARY OF THE INVENTION 

[0007] As a consequence, an object of the present inven 
tion is to control accesses Which are received via not only the 
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same communication netWork, but also either one or a 
plurality of other communication netWorks. Concretely 
speaking, the object of the present invention is to control, for 
instance, such accesses Which are received based upon the 
iSCSI protocol. 

[0008] Other objects of the present invention may become 
apparent from the beloW-mentioned descriptions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] For a better understanding of the present invention, 
reference is made of a detailed description to be read in 
conjunction With the accompanying draWings, in Which: 

[0010] FIG. 1 schematically indicates an entire arrange 
ment of an access control system according to an embodi 
ment of the present invention; 

[0011] FIG. 2 is a schematic block diagram for shoWing a 
hardWare structure of a storage control system 3 employed 
in the access control system of FIG. 1. 

[0012] FIG. 3 illustratively shoWs a structure of a data 
table group 51 stored in a shared memory 47 of the storage 
control system 3; 

[0013] FIG. 4 illustratively indicates another structure of 
the data table group 51 stored in the shared memory 47; 

[0014] FIG. 5 illustratively represents a protocol structure 
in a communication operation related to the iSCSI protocol; 

[0015] FIG. 6 illustratively indicates a structure of com 
mands Which are transmitted/received in the communication 
operation related to the iSCSI protocol; and 

[0016] FIG. 7 is a How chart for describing a process 
operation executed in the storage control system 3 as to 
access operation from a log-in request source host. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

[0017] A storage control apparatus, according to a ?rst 
aspect of the present invention, corresponds to such a 
storage control apparatus Which is connected via either one 
communication netWork or a plurality of communication 
netWorks to an upper grade apparatus, and is provided With 
either one piece or plural pieces of memories, a data storage 
apparatus (for instance, either physical storage device or 
logical storage device), and a channel adaptor. 

[0018] Either one piece or plural pieces of the above 
described memories (for example, nonvolatile memories) 
store thereinto plural sorts of permission access types. The 
permission access types correspond to plural sorts of target 
netWork attributes (for example, logical position, netWork 
sorts and the like) Which represent attributes of target 
communication netWorks to Which the upper grade appara 
tus is connected. 

[0019] The data storage apparatus stores thereinto Write 
data received from the upper grade apparatus and/or read 
data transmitted to the upper grade apparatus. 

[0020] The channel adaptor is provided With an iSCSI port 
and either one set or plural sets of processors. The iSCSI port 
accepts an access issued from the upper grade apparatus via 
either one or plural communication netWorks. The processor 
performs a process operation With respect to information 
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outputted from the iSCSI port. The channel adaptor accepts 
an access containing an IP address from the above-described 
target upper grade apparatus by Way of the iSCSI port, 
judges a sort of the above-described target communication 
netWork based upon the IP address, identi?es a permission 
access type corresponding to the judged target communica 
tion netWork With reference to information stored in either 
one or plural memories, and then permits an access of the 
identi?ed permission access type as to the data storage 
apparatus With respect to the target upper grade apparatus. 
Alternatively, a series of the above-explained process opera 
tions may be carried out by, for eXample, a protocol pro 
cessing unit employed in the iSCSI port and/or by the 
channel processor solely, or in cooperation With the protocol 
processing unit. 

[0021] In this case, an eXpression “communication net 
Work” implies a single communication netWork (for 
instance, either LAN or Internet) Which is segmented in 
either a physical manner or a logical manner. Since a 
plurality of communication netWorks are connected to each 
other via either one sort or plural sorts of preselected 
sWitching apparatus, a single communication netWork group 
can be constructed. Concretely speaking, for eXample, either 
one or plural appliances Which contain a storage control 
apparatus are connected to a ?rst sWitching unit (for 
eXample, sWitch), so that a ?rst communication netWork (for 
eXample, LAN) is constituted, to Which either one or plural 
appliances have been connected. Similarly, either one or a 
plurality of ?rst upper grade apparatus are connected to a 
second sWitching unit (for instance, sWitch), so that a second 
communication netWork (for eXample, LAN) is constituted, 
to Which either one or a plurality of ?rst upper grade 
apparatus have been connected. Then, the ?rst sWitching 
unit is connected via a predetermined sWitching apparatus 
(for instance, gateWay) to the second sWitching unit, so that 
a communication netWork group Which contains both the 
?rst communication netWork and the second communication 
netWork is arranged. 

[0022] Also, an “IP address” contained in an access issued 
from an upper grade apparatus may be equal to such an IP 
address oWned by an access-source upper grade apparatus, 
Which has been allocated in a target communication netWork 
to Which the access-source upper grade apparatus is con 
nected. Alternatively, this “IP address” may be equal to such 
a global IP address Which has been allocated to a predeter 
mined sWitching unit used to constitute a target communi 
cation netWork. 

[0023] Also, the data storage apparatus may alternatively 
correspond to either one or plural logical devices to Which, 
for eXample, either one or plural device identi?cation codes 
(for instance, beloW-mentioned logical unit numbers) have 
been allocated respectively. Alternatively, the storage con 
trol apparatus may be arranged by that one, or more pieces 
of iSCSI ports are provided With either one or plural channel 
adaptor, and With respect to these one, or more pieces of 
iSCSI ports, either one or more than tWo logical devices are 
allocated to Which an upper grade Which has accessed each 
of the iSCSI ports can access. Then, device identi?cation 
codes of either one or more than tWo logical devices Which 
have been allocated to the respective iSCSI ports may be 
alternatively stored in a local memory of each of the iSCSI 
ports, or another memory. As a result, for instance, in such 
a case that an access containing a device identi?cation code 
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is received by a certain iSCSI port of the channel adaptor, 
this channel adaptor judges as to Whether or not a device 
identi?cation code allocated to this iSCSI port is made 
coincident With the device identi?cation code contained in 
the access. When these device identi?cation codes are not 
made coincident With each other, the channel adaptor may 
not alternatively permit the access, Whereas When these 
device identi?cation codes are made coincident With each 
other, the channel adaptor may alternatively permit this 
access. 

[0024] In accordance With a ?rst preferred embodiment of 
this storage control apparatus, either one piece or plural 
pieces of the above-described memories store thereinto a 
plurality of upper grade apparatus identi?cation information 
corresponding to the plural upper grade apparatus respec 
tively. In the case that the channel adaptor receives from the 
target upper grade apparatus, such an access containing the 
IP address and the target upper grade apparatus identi?cation 
information, if this target upper grade apparatus identi?ca 
tion information has not been stored in either one piece or 
plural pieces of memories, then the channel adaptor does not 
permit the access With respect to the above-described upper 
grade apparatus. 

[0025] It should be noted that the above-explained upper 
grade apparatus identi?cation information corresponds to, 
for eXample, an iSCSI name, an MAC address, or a manu 
facturing serial number of an upper grade apparatus etc. 

[0026] In accordance With a second preferred embodiment 
of this storage control apparatus, either one piece or plural 
pieces of the memories store thereinto an IP address of the 
oWn apparatus Which has been allocated to either the above 
described iSCSI port or the above-explained storage control 
apparatus. The above-described target netWork attribute 
corresponds to such a netWork logical distance Which indi 
cates a logical distance betWeen the communication netWork 
of the oWn apparatus to Which the storage control apparatus 
is connected, and the above-explained target communication 
netWork. The plural sorts of access types correspond to the 
plural sorts of netWork logical distances, respectively. Fur 
thermore, each of the plural sorts of access types implies 
such an access type that the longer the netWork logical 
distance corresponding thereto becomes, the smaller the 
accessible action number of the target upper grade apparatus 
With respect to the data storage apparatus is decreased. The 
channel adaptor judges the above-described netWork logical 
distance based upon the IP address of the oWn apparatus and 
the IP address. 

[0027] In accordance With a third embodiment of this 
storage control apparatus, in the above-explained second 
embodiment, a permission access type corresponding to 
such a case that the above-described logical distance is small 
(for instance, may contain such a case that distance betWeen 
netWork logical distance and communication netWork of 
oWn apparatus) is such a type implying that both a read 
operation and a Write operation to the data storage apparatus 
are permitted With respect to the upper grade apparatus. 
Also, a permission access type corresponding to such a case 
that the netWork logical distance is medium is such a type 
implying that only a read operation Within the read operation 
and the Write operation to the data storage apparatus is 
permitted With respect to the upper grade apparatus. A 
permission access type corresponding to such a case that the 



US 2005/0160275 A1 

network logical distance is large is equal to such a type 
implying that none of the read operation and the Write 
operation to the data storage apparatus is permitted With 
respect to the upper grade apparatus. 

[0028] In this case, for example, the larger a total number 
of the sWitching apparatus for connecting the communica 
tion netWork of the oWn apparatus to the target communi 
cation netWork becomes, the longer the netWork logical 
distance may alternatively become. OtherWise, for instance, 
the netWork logical distance may be alternatively increased 
every time a predetermined sort of either logical sWitching 
devices or physical sWitching devices are interposed irre 
spective of such a condition that a total number of sWitching 
apparatus becomes large, or small. In other Words, for 
instance, a netWork logical distance betWeen a ?rst commu 
nication netWork and a second communication netWork may 
alternatively become different from each other, depending 
upon such a condition that hoW many and What sorts of 
logical, or physical sWitching devices are interposed 
betWeen the ?rst communication netWork and the second 
communication netWork. Also, for example, a netWork logi 
cal distance betWeen a ?rst communication netWork and a 
second communication netWork may alternatively become 
different from each other, depending upon such a condition 
that What sort of communication protocol is intervened 
betWeen the ?rst communication netWork and the second 
communication netWork. Concretely speaking, for example, 
When only one sort of communication protocol (as one 
example, only iSCSI protocol) is essentially interposed, the 
netWork logical distance may be small. When plural sorts of 
communication protocols (as one example, both iSCSI pro 
tocol and FC (Fibre Channel) protocol) are essentially 
present, the netWork logical distance may be alternatively 
large. 

[0029] An access control apparatus, according to a second 
aspect of the present invention, corresponds to such an 
access control apparatus Which is connected to an upper 
grade apparatus via either one or a plurality of communi 
cation netWorks. This access control apparatus is equipped 
With an access receiving means and an access control means. 

The access receiving means receives an access issued from 

a target upper grade apparatus (for example, access-source 
upper grade apparatus) via either one or a plurality of 
communication netWorks. The access control means identi 
?es a target netWork attribute related to a target communi 
cation netWork to Which the target upper grade apparatus is 
connected based upon information (for example, IP address) 
contained in the access issued from the target upper grade 
apparatus, then controls an access type Which is permitted 
With respect to the target upper grade apparatus based upon 
the identi?ed target netWork attribute. 

[0030] In accordance With a ?rst preferred embodiment of 
this access control apparatus, the access control apparatus is 
further provided With an access controlling information 
storage means (for example, either memory or hard disk) for 
storing thereinto plural sorts of permission access sorts 
Which correspond to plural sorts of target netWork positions/ 
types respectively, indicative of the logical positions and/or 
the types of the above-described target communication 
netWorks. The above-described access control means iden 
ti?es the target netWork positions/types based upon the 
information (for example, IP address) contained in the 
access issued from the target upper grade apparatus, and 
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identi?es permission access types corresponding to the 
identi?ed target netWork positions/types With reference to 
the information stored in the access controlling information 
storage means, and then permits the access corresponding to 
the identi?ed permission access type With respect to the 
target upper grade apparatus. 

[0031] As a target netWork position/type, for example, 
such a remote distance level, or an item for indicating a type 
itself such as a LAN and a SAN may be employed. The 
remote distance level indicates that hoW long the target 
netWork is logically separated from a communication net 
Work of the oWn apparatus in either a stepWise manner or a 
continuous manner. 

[0032] In a second preferred embodiment of this access 
control apparatus, in the above-described ?rst preferred 
embodiment, the above-described access control means 
receives the access containing the target IP address of the 
target upper grade apparatus from the target upper grade 
apparatus, and judges the target netWork position based upon 
the target IP address. 

[0033] In this case, for example, a “target IP address” may 
be equal to such an IP address oWned by an access-source 
upper grade apparatus, Which has been allocated in a target 
communication netWork to Which the access-source upper 
grade apparatus is connected. Alternatively, this “target IP 
address” may be equal to such a global IP address Which has 
been allocated to a predetermined sWitching unit used to 
constitute a target communication netWork. 

[0034] In a third preferred embodiment of this access 
control apparatus, in the above-described ?rst preferred 
embodiment, the above-described access control-purpose 
information storage apparatus further stores thereinto an IP 
address of the oWn apparatus Which has been allocated to the 
above-explained access control apparatus. The above-ex 
plained target netWork position is equal to a netWork logical 
distance Which indicates a logical distance betWeen the 
target communication netWork and the communication net 
Work of the oWn apparatus to Which the access control 
apparatus is connected. While the plural sorts of access types 
correspond to the plural sorts of netWork logical distances 
respectively, each of the plural sorts of access types corre 
sponds to such a type that implies that the larger the netWork 
logical distance corresponding thereto becomes, the smaller 
the accessible action number of the target upper grade 
apparatus is decreased. The access control means receives 
the access containing the target IP address of the target upper 
grade apparatus from the target upper grade apparatus, and 
judges the above-described netWork logical distance based 
upon both the IP address of the oWn apparatus and the target 
IP address. 

[0035] In a fourth preferred embodiment of this access 
control apparatus, the access control apparatus is further 
provided With an access controlling information storage 
apparatus Which stores thereinto a plurality of upper grade 
apparatus identi?cation information corresponding to a plu 
rality of upper grade apparatus, respectively. In the case that 
the access control means receives an access issued from the 

target upper grade apparatus, Which contains the target upper 
grade apparatus identi?cation information of the above 
described target upper grade apparatus, if this target upper 
grade apparatus identi?cation information is not stored in 
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the access control storage apparatus, then the access control 
means does not permit the access with respect to the target 
upper grade apparatus. 

[0036] In accordance with the storage control apparatus of 
the present invention, an access issued from a target upper 
grade apparatus is controlled based upon a position of the 
target communication network to which a target upper grade 
apparatus corresponding to an access source is connected. 
As a result, in the case that accesses are received via either 
one or plural communication networks, such an access 
control operation can be carried out based upon such a 
condition that an access source is such an upper grade 
apparatus which is connected to which communication 
network. 

[0037] In accordance with the access control apparatus of 
the present invention, this access control apparatus identi?es 
such a target network information equal to information 
related to a target communication network to which a target 
upper grade apparatus is connected based upon information 
contained in an access issued from the target upper grade 
apparatus. Then, the access control apparatus controls an 
access type permitted with respect to the target upper grade 
apparatus based upon the identi?ed target network informa 
tion. As a result, in the case that accesses are received via 
either one or plural communication networks, such an access 
control operation can be carried out based upon such a 
condition that an access source is such an upper grade 
apparatus which is connected to which communication 
network. 

[0038] Subsequently, as the case that the accesses are 
received via either one or plural communication networks, 
such a case that accesses issued based upon the iSCSI 
protocol are received will be exempli?ed, and an embodi 
ment of the present invention will be explained with refer 
ence to drawings. 

[0039] FIG. 1 schematically shows an entire arrangement 
of an access control system according to an embodiment of 
the present invention. 

[0040] In this access control system, a plurality of com 
munication networks are mutually connected to each other 
so as to constitute a single network group. The plurality of 
communication networks contain a communication network 
2, and either a communication network 4 or a communica 
tion network 6, which are relatively separated apart from this 
communication network 2 by a predetermined logical dis 
tance (will be referred to as “network relative logical dis 
tance” hereinafter). In the communication network 2, a 
storage control system 3 is contained. Concretely speaking, 
for instance, the plural communication networks contain a 
“small remote network”2, a “medium remote network”4, 
and a “large remote network”6. In the small remote network 
2, a network relative logical distance is Zero, or a small 
degree. In the medium remote network 4, a network relative 
logical distance is a medium degree. In the large remote 
network 6, a network relative logical distance is a large 
degree. 

[0041] In this connection, an expression “network relative 
logical distance is Zero, or small degree” implies the com 
munication network 2 itself where the storage control sys 
tem 3 is present, or implies such a switching device that a 
sort of physical, or logical intervening device interposed 
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between this communication network 2 and a connection 
destination network thereof is the same as a small remote 

net-sided switch 7 (will be discussed later). Alternatively, 
this expression implies that a total number of interposed 
switching devices is small (for example, one piece of 
interposed switching device). 
[0042] Also, another expression “network relative logical 
distance is medium degree” implies that, for instance, a 
predetermined sort of the above-explained interposed 
devices (for example, gateways) are present between the 
small remote network 2 and the connection destination 
network thereof (otherwise, total number of interposed 
switching devices is medium degree). 

[0043] Also, another expression “network relative logical 
distance is large degree” implies that, for example, instead 
of, or in addition to the above-described predetermined sort 
of intervening devices (for instance, gateways), another sort 
of the above-described intervening devices (for instance, 
?rewalls) are located between the small remote network 2 
and the connection destination network thereof (alterna 
tively, total number of interposed switching devices is 
large). 
[0044] The small remote network 2 is constituted by that 
either one or a plurality of node appliances are connected to 
a network constructing appliance (for example, hub) such as 
the small remote net-sided switch 7. To this small remote 
net-sided switch 7, either one or a plurality of host apparatus 
(will be referred to as “small remote net connecting host” 
hereinafter) 5, and a storage control system 3 are connected. 
This storage control system 3 receives an access issued from 
a host apparatus 5, another host apparatus 15, or another host 
apparatus 31. 

[0045] The small remote net connecting host 5 corre 
sponds to a computer machine such as a personal computer 
and a PDA (Personal Digital Assistants). The small remote 
net connecting host 5 is equipped with an iSCSI port 21 
which is used to perform a communication operation based 
upon the iSCSI protocol. Since this iSCSI port 21 is con 
nected to the small remote net-sided switch 7, the small 
remote net connecting host 5 can carry out the communi 
cation operation based upon the iSCSI protocol. A storage 
media (will be referred to as “port memory” hereinafter) 
such as a memory is provided with the iSCSI port 21. Both 
an IP address allocated to the small remote net connecting 
host 5 and a speci?c iSCSI name have been stored in this 
port memory. 

[0046] The storage control system 3 is provided with a 
storage apparatus 23 and a storage control unit 25. The 
storage apparatus 23 contains a plurality of physical disk 
groups (for example, hard disk group). The storage control 
unit 25 controls an access to the storage apparatus 23 issued 
from the host apparatus 5, 15, or 31. This storage control unit 
25 is equipped with a plurality of channel adaptor sets 37 
which control communication operations between the own 
channel adaptor sets 37 and the host apparatus 5, 15, or 31. 
An iSCSI port 38 is mounted on each of channel adaptors 
contained in the channel adaptor sets 37. Since this iSCSI 38 
is connected to the small remote net-sided switch 7, the 
storage control system 3 can carry out a communication 
operation based upon the iSCSI protocol. 

[0047] The medium remote network 4 is constructed by 
that either one or a plurality of node appliances are con 
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nected to a network construction-purpose appliance (for 
example, hub) such as a medium remote net-sided switch 9. 
Either one or a plurality of host apparatus (Will be referred 
to as “medium remote net connecting host” hereinafter) 15 
are connected to the medium remote net-sided sWitch 9. 

[0048] Similar to the small remote net connecting host 5, 
the medium remote net connecting host 15 corresponds to a 
computer machine such as a personal computer and a PDA 
(Personal Digital Assistants). The medium remote net con 
necting host 15 is also equipped With an iSCSI port 13. Since 
this iSCSI port 13 is connected to the medium remote 
net-sided sWitch 9, this medium remote net connecting host 
15 can carry out the communication operation based upon 
the iSCSI protocol. A port memory is provided With the 
iSCSI port 13. Both an IP address allocated to the medium 
remote net connecting host 15 and a speci?c iSCSI name 
have been stored in this port memory. 

[0049] The large remote netWork 6 is constructed by that 
either one or a plurality of node appliances are connected to 
the Internet 1 in a communicatable manner. Either one or a 

plurality of node appliances correspond to, for instance, a 
host apparatus (Will be referred to as “large remote net 
connecting host” hereinafter) 31. 

[0050] Similar to the small remote net connecting host 5, 
the large remote net connecting host 31 corresponds to a 
computer machine such as a personal computer and a PDA 
(personal Digital Assistants) . The large remote net connect 
ing host 31 is also equipped With an iSCSI port 33. Since this 
iSCSI port 33 is connected to the large remote net-sided 
sWitch 31, this large remote net connecting host 31 can carry 
out the communication operation based upon the iSCSI 
protocol. Aport memory is provided With the iSCSI port 33. 
Both an IP address allocated to the large remote net con 
necting host 33 and a speci?c iSCSI name have been stored 
in this port memory. 

[0051] The small remote net-sided sWitch 7 of the above 
described small remote netWork 2 is connected to the 
medium remote net-sided sWitch 9 of the medium remote 
netWork 4 via a gateWay 30 (for example, predetermined 
protocol converting machine for converting command made 
based upon iSCSI protocol and command made based upon 
FC protocol With each other). Also, the gateWay 30 is 
connected via a ?reWall 29 to the Internet 1. As a result, the 
small remote netWork 2 is connected to both the medium 
remote netWork 4 and the large medium remote netWork 6. 
Under this environment, the storage control system 3 can be 
communicated With any one of the net connecting hosts 5, 
15, and 31. 

[0052] FIG. 2 is a schematic block diagram for shoWing 
a hardWare structure of the storage control system 3. 

[0053] The storage control system 3 corresponds to, for 
instance, a RAID (Redundant Array of Independent Inex 
pensive Disks) system. As the storage apparatus 23, one, or 
more sets of physical disk groups 39 are provided Which 
have a plurality of disk type storage apparatus arranged in an 
array shape. Either one or a plurality of logical devices (Will 
be abbreviated as “LDEV” hereinafter) 35 corresponding to 
logical storage areas have been set to physical storage areas 
provided by these physical disk group 39. Identi?cation 
information of these LDEVs (Will be referred to as 
“LDEV#” hereinafter) has been allocated to the respective 
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LDEVs 35, and further, a logical unit number (Will be 
abbreviated as “LUN” hereinafter) has been applied to each 
of these LDEV#, While this LUN can designate the host 
apparatus 5, 15, or 31. 

[0054] Also, the storage control system 3 is equipped With 
either one or a plurality of channel adaptor sets 37, a cache 
memory 43, a shared memory 47, either one or a plurality of 
disk adaptor sets 41, and a sWitching control unit 45. 

[0055] Each of the channel adaptor sets 37 contains a 
plurality (typically tWo sets) of channel adaptors 37A and 
37B. These channel adaptors 37A and 37B oWn the essen 
tially same constructions. As a result, for instance, in such a 
case that the host apparatus 5, 15, or 31 cannot access via 
one channel adaptor 37A to a predetermined LDEV, this host 
apparatus 5, 15, or 31 accesses via the other channel adaptor 
37B to the same predetermined LDEV (this technical idea is 
essentially similar to disk adaptor sets 41). Since the channel 
adaptors 37A and 37B oWn the essentially same construc 
tions, the construction of the channel adaptor 37A Will noW 
be explained as a typical channel adaptor. 

[0056] The channel adaptor 37A is equipped With either 
one or a plurality (for example, tWo pieces) of iSCSI ports 
38 and 38, and is connected via this iSCSI port 38 to either 
one or a plurality of host apparatus 5, 15, and 31 under 
communicatable condition. The channel adaptor 37A may 
be constituted by a hardWare circuit, softWare, or a combi 
nation of the hardWare circuit and the softWare. The channel 
adaptor 37A performs a data communication operation 
betWeen this storage control system 3 and the host apparatus 
5, 15, or 31. The iSCSI port 38 is provided With an interface 
120, a buffer 121, a local memory 123, and a protocol 
processing unit 122. The interface 120 oWns a cable port 
Which is physically connected to the small remote net-sided 
sWitch 7. The buffer 121 corresponds to such a memory 
Which temporarily stores thereinto data transmitted/received 
betWeen the storage control system 3 and the host apparatus 
5, 15, or 31. The local memory 123 is, for example, a 
nonvolatile memory, and stores thereinto an IP address, an 
iSCSI name, and a LUN to Which this iSCSI port 38 can 
access. The protocol processing unit 122 connected via a 
predetermined internal bus (for example, PCI bus) to the 
channel processors 40 and 40 under communicatable con 
dition. This protocol processing unit 122 executes a protocol 
process operation in accordance With TCP/IP, IiCSI, and 
SCSI protocols (Will be explained later) based upon infor 
mation stored in both the buffer 121 and the local memory 
123. It should be understood that the function capable of 
executing the protocol processing operation in accordance 
With the above-described TCP/IP, iSCSI, and SCSI protocols 
may be provided With the channel processor 40 instead of 
the protocol processing unit 122. 

[0057] Also, one piece, or more pieces of microprocessors 
(Will be referred to as “channel processors” hereinafter) 40 
are also mounted on this channel adaptor 37A, and these 
microprocessors 40 are connected to the respective iSCSI 
ports 38 under communicatable condition. Furthermore, a 
microprocessor adaptor (Will be abbreviated as “MPA” 
hereinafter) 42, and a data transfer adaptor (Will be abbre 
viated as “DTA”) 44 are mounted on the channel adaptor 
37A. The microprocessor adaptor 42 is connected to the 
shared memory 47 under communicatable condition, 
Whereas the data transfer adaptor 44 is connected to the 
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cache memory 43 under communicatable condition. In such 
a case that the channel processor 40 transmits/receives 
control information (for example, message transmitted/re 
ceived betWeen processors) With respect to an external 
processor (concretely speaking, microprocessors provided 
in disk adaptors 41A and 41B, and are not shoWn in 
drawings), the control information is transmitted/received 
via the MPA 42. Both in the case that Write data is Written 
from the host apparatus 5, 15, or 31 into the LDEV 35, and 
also, in such a case that read data Which has been read from 
the LDEV 35 is outputted from the storage control system 3 
to the host apparatus 5, 15, or 31 both the Write data and the 
read data pass through the DTA 44. 

[0058] For example, each of the channel processors 40 
may execute a polling operation as to the control informa 
tion storage area 50 of the shared memory 47 so as to acquire 
the control information via the MPA 42; may read out the 
read data Which has been stored in the cache memory 43 so 
as to transmit this read data to the host apparatus 5, 15, or 
31; and may store such a data to be Written (namely, Write 
data) Which has been received from the host apparatus 5, 15, 
or 31 into the cache memory 43. 

[0059] The cache memory 43 corresponds to either a 
volatile memory or a nonvolatile memory. Into the cache 
memory 43, both Write data and read data are temporarily 
stored. The Write data is transferred from the channel 
adaptors 37A and 37B to the disk adaptors 41A and 41B of 
the disk adaptor set 41. The read data is transferred from the 
disk adaptors 41A and 41B to the channel adaptors 37A and 
37B. 

[0060] The shared memory 47 corresponds to a nonvola 
tile memory. The shared memory 47 is equipped With, for 
instance, the control information storage area 50 and the data 
table group 51. The above-described control information is 
stored in the control information storage area 50. 

[0061] Each of the disk adaptor set 41 is provided With 
respect to each of the physical disk groups 39. Each of the 
disk adaptors 41A and 41B is provided With either one or a 
plurality of microprocessors (not shoWn) . Since the process 
operation by this microprocessor is carried out, data is read, 
or Written With respect to the LDEV 35 having the LDEV# 
corresponding to the LUN Which is designated by the host 
apparatus, 5, 15, or 31. 

[0062] The sWitching control unit 45 maybe arranged, for 
example, as a high-speed bus such as an ultra high-speed 
crossbar sWitch Which executes a data transfer operation by 
Way of a high-speed sWitching operation. The sWitching 
control unit 45 is connected With the respective channel 
adaptors 37A and 37B, the respective disk adaptors 41A and 
41B, the shared memory 47, and the cache memory 43 under 
communicatable manner. Either data or commands are trans 

mitted/received via this sWitching control unit 45 among the 
respective channel adaptors 37A and 37B, the respective 
disk adaptors 41A and 41B, the shared memory 47, and the 
cache memory 43. 

[0063] The above-described process operations describe 
an outline of the storage control system 3 according to this 
embodiment. In response to an I/O request issued from the 
host apparatus 5, 15, or 31, that storage control system 3 
executes a process operation based upon a content of this I/O 
request. 
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[0064] Subsequently, an outline as to process How opera 
tions of an I/ O request executed in the storage control system 
3 Will be explained by exemplifying such a case that the host 
apparatus 5 issues this I/O request. In this outline explana 
tion, the process How operations are subdivided into such a 
case that the issued I/O request indicates a read request, and 
such a case that the issued I/O request represents a Write 
request. 

[0065] (1) In the case that the I/O request indicates the 
read request: 

[0066] The U0 request issued from the host apparatus 5 is 
stored into the buffer 121 of the iSCSI port 38. The channel 
processor 40 reads out this stored I/O request, and judges as 
to Whether or not data required to be read (namely, read data) 
in this I/O request is present in the cache memory 43. 

[0067] In the case that a judgement result becomes “YES”, 
namely the read data is present in the cache memory 43 
(namely, in case of “cache hit”), the channel processor 40 
acquires the read data from the cache memory 43 via the 
DTA 44, and then transmits this acquired read data to the 
host apparatus 5 via the iSCSI port 38. 

[0068] On the other hand, in such a case that the above 
described judgement result becomes “NO”, namely the read 
data is not present in the cache memory 43 (namely, in case 
of “cache mis”), the channel processor 40 stores such a 
control information into the shared memory 47 via the MPA 
42. This control information is used to instruct a micropro 
cessor (Will be referred to as “disk processor” hereinafter) of 
the disk adaptor 43A in such a manner that this disk 
processor once reads such a read data Within the predeter 
mined LDEV 35 in the cache memory 43. Since the disk 
processor reads this control information, the read data is read 
out from the predetermined LDEV 35 and is stored in the 
cache memory 43 by this disk processor. Thereafter, the 
channel processor 40 acquires this read data from the cache 
memory 43, and then transmits the acquired read data to the 
host apparatus 5. 

[0069] (2) In the case that the I/O request indicates the 
Write request: 

[0070] The U0 request containing Write data, Which is 
outputted from the host apparatus 5 is stored into the buffer 
121 of the iSCSI port 38. The channel processor 40 reads out 
this stored I/O request, and judges as to Whether or not data 
is located in a predetermined area (Will be referred to as 
“predetermined cache slot” hereinafter) of the cache 
memory 43. 

[0071] In the case that a judgement result becomes “YES”, 
namely the data is located in the predetermined cache slot of 
the cache memory 43 (namely, in case of “cache hit”), the 
channel processor 40 overWrites the Write data contained in 
the read I/O request With respect to the data stored in the 
predetermined cache slot. 

[0072] On the other hand, in such a case that the above 
described judgement result becomes “NO”, namely the data 
is not located in the predetermined cache slot (namely, in 
case of “cachemis”), the channel processor 40 instructs the 
drive control unit 107 to once read in the cache memory 43, 
such a data from the LDEV Which is speci?ed by the read 
I/O request. As a result, if data is read out from this data 
storage area to be stored into the predetermined cache slot by 
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the disk adaptor 107, then the channel processor 40 over 
Writes the Write data contained in the I/O request With 
respect to the data stored in the predetermined cache slot. 

[0073] As explained above, When the Write data has been 
Written into the cache memory 43, a completion noti?cation 
is returned from the storage control system 30 to the host 
apparatus 5 While it is regarded that this Write request has 
been ended. Generally speaking, at such a time instant When 
the Write data is Written in the cache memory 43, this data 
is not yet re?ected to the predetermined LDEV 35. There 
after, the Write data is read out from the cache memory 43 
so as to be Written into the predetermined LDEV by the disk 
processor. 

[0074] The above-described process operation implies the 
outline of the data read/Write process operations executed in 
the storage control system 3. 

[0075] A major unit as to the access control system 
according to this embodiment Will noW be described in 
detail. 

[0076] FIG. 3 and FIG. 4 illustratively shoW a construc 
tion of the data table group 51 Which is stored in the shared 
memory 47. 

[0077] As indicated in FIG. 3, the data table group 51 
contains a host connecting parameter entry table (Will be 
referred to an “HP table” hereinafter) 53, a host management 
table 57, a LUN ?rst management table 59, a LUN second 
management table 60. As shoWn in FIG. 4, this data table 
group 51 also contains an LDEV management table 61 and 
a permission access type setting rule table 63. 

[0078] As indicated in FIG. 3, the HP table 53 corre 
sponds to such a table Which is prepared for each of the host 
apparatus 5, 15, and 31. An HP table ID (identi?cation 
information) and various sorts of communication informa 
tion Which are required for a communication operation 
based upon the iSCSI protocol are registered in this HP table 
53. In these various sorts of communication information, for 
example, a host iSCSI name, an IP address, a TCP/IP option, 
an iSCSI option, a ?rst iSCSI parameter, and a second iSCSI 
parameter are registered. Among the above-described infor 
mation, the host iSCSI name, the IP address, the TCP/IP 
option, the iSCSI option and the ?rst iSCSI parameter 
correspond to such information Which is received from a 
host apparatus When this host apparatus issues a log-in 
request based upon the iSCSI protocol. The second iSCSI 
parameter corresponds to such information Which is deter 
mined When a netWork address is judged (Will be explained). 
As a consequence, the “host iSCSI name” corresponds to an 
iSCSI name Which is allocated to a host apparatus (con 
cretely speaking, iSCSI port of this host apparatus) of a 
log-in request source. The “IP address” corresponds to such 
an IP address Which is allocated to a host apparatus (con 
cretely speaking, iSCSI port of this host apparatus) of a 
log-in request source, or corresponds to such a global IP 
address Which is allocated to a sWitching device (for 
instance, gateWay) provided in a netWork to Which this host 
apparatus is connected. The “TCP/IP option” corresponds to 
such information Which contains, for example, TCP/IP pro 
tocol speci?c information, information as to Whether or not 
DHCP (Dynamic Host Con?guration Protocol) is used, 
and/or information as to Whether or not DNS (Domain Name 
System) is used. The “iSCSI option” corresponds to such 
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information Which contains iSCSI protocol speci?c infor 
mation, information as to Whether or not CHAP (Challenge 
Handshake Authentication Protocol) is used, and/or a time 
out value. The “?rst iSCSI parameter” corresponds to such 
information Which contains at least a total connection num 
ber, and iSCSI transfer length/transfer number. The “second 
iSCSI parameter” corresponds to such information Which 
contains a permission access type. There are plural sorts as 
to the permission access types. For instance, these permis 
sion access types involve “RW” Which implies that both a 
read operation and a Write operation are permitted; “RO” 
Which implies that only a read operation Within the read 
operation and the Write operation is permitted; and “RJT” 
(abbreviated Word of “reject”) Which implies that none of a 
read operation and a Write operation is permitted. 

[0079] Various sorts of information used to control 
accesses from host apparatus is stored in the host manage 
ment table 57. Concretely speaking, HP table IDs, IP 
addresses, and permission access types, Which correspond to 
the respective plural host iSCSI names, are in this host 
management table 57. Under initial condition, only the host 
iSCSI names have been registered in the host management 
table 57, and other information is brought into a blank 
condition. In such a case that an IP address received by the 
storage control system 3 When a log-in request is issued from 
the host apparatus 5, 15, or 31 to the storage control system 
3 corresponds to a global IP address, there are some cases 
that the same IP addresses are set to the host management 
table 57 With respect to tWo, or more sorts of iSCSI names. 

[0080] Such information that a designation of Which LUN 
is accepted from Which host apparatus 5, 15, or 31 is 
registered in the LUN ?rst management table 59. Concretely 
speaking, for example, one, or more sets of LUNs corre 
sponding to a plurality of iSCSI names (namely, a plurality 
of host apparatus) are registered in the LUN ?rst manage 
ment table 59. These LUNs may be previously prepared by 
a user under initially perfect condition. Alternatively, these 
LUNs may be edited by a user at proper timing. 

[0081] Such information that Which LUN corresponds to 
Which LDEV# is registered in the LUN second management 
table 60. Concretely speaking, for instance, the LDEV# 
corresponding to the plural sorts of LUNs respectively have 
been registered in the LUN second management table 60. 

[0082] As indicated in FIG. 4, information related to the 
respective LDEVs 35 is registered in the LDEV manage 
ment table 61. Concretely speaking, for instance, LDEV#, 
starting addresses, data storage siZes, and the like, Which 
correspond to the respective plural LDEVs 35, are registered 
in the LDEV management table 61. 

[0083] Such information that Which access type is alloWed 
With respect to a log-in request source host When Which IP 
address is received is registered in the permission access 
type setting rule table 63. Concretely speaking, for example, 
permission access types (for example, any one of “RW”, 
“R0”, and “RJT”) Which correspond to the plural sorts of 
net masks respectively have been registered in the permis 
sion access type setting rule table 63. 

[0084] It should be noted that a net mask is used in order 
to judge as to Whether or not a log-in request source host 
belongs to Which netWork based upon an IP address (Will be 
referred to as “target IP address” hereinafter) of a log-in 
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request side When a log-in request of a host apparatus is 
received, and another IP address (Will be referred to as “oWn 
IP address” hereinafter) Which has been stored in the iSCSI 
port 38 of the storage control system 3. 

[0085] For instance, as represented in this drawing, When 
an IP address contains four numerals Which are segmented 
by (period), a net mask “255.255.2550” implies that 3 
beginning (left side) numerals in both a target IP address and 
the oWn IP address are identical to each other, and a 1 last 
numeral is different from the ?rst-mentioned three numerals. 
In other Words, this net mask implies that a netWork relative 
logical distance is a small degree (for example, Zero). That 
is to say, for instance, With respect to the small remote net 
connecting host 5 belonging to the small remote netWork 2 
(see FIG. 1), “RW” is set as the permission access type. 

[0086] Also, a net mask “255.25500” implies that 2 
beginning numerals in both a target IP address and the oWn 
IP address are identical to each other, and 2 remaining 
numerals are different from the ?rst-mentioned tWo numer 
als. In other Words, this net mask implies that a netWork 
relative logical distance is a medium degree. That is to say, 
for instance, With respect to the medium remote net con 
necting host 15 belonging to the medium remote netWork 4 
(see FIG. 1), “RO” is set as the permission access type. 

[0087] Also, a net mask “255000” implies that ?rst 1 
numeral in both the target IP address and the oWn IP address 
is the same, and 3 remaining numerals are different from the 
?rst-mentioned numeral. Also, a net mask “0000.” implies 
that the same numerals are not completely present at the 
same places as to the target IP address and the oWn IP 
address. In other Words, these tWo net masks “255 000” and 
“0000” imply that netWork relative logical distances are 
large degrees. That is to say, With respect to the large remote 
net connecting host 31 belonging to the large remote net 
Work 6 (see FIG. 1), “RJT” is set as the permission access 
type. 

[0088] The above-described explanations are made as to 
the various sorts of tables contained in the data table group 
51. It should also be noted that at least one table contained 
in the data table group 51 may be stored in any place other 
than the shared memory 47, for example, the physical disk 
group 39, or the local memory (for example nonvolatile 
memory) 123 of the iSCSI port 38. 

[0089] FIG. 5 illustratively shoWs a protocol construction 
used in a communication operation related to iSCSI. FIG. 6 
represents structures of commands Which are transmitted/ 
received in this communication operation. 

[0090] As shoWn in FIG. 5, in order to perform a com 
munication operation based upon the IiSCSI protocol, the 
host apparatus 5 (15, or 31) is provided With a physical layer 
and data link layer 71, an IP protocol layer 72, a TCP 
protocol layer 73, an iSCSI protocol layer 74, a SCSI 
protocol layer 75, and also, a SCSI application layer 76, 
Which are sequentially ordered from a loWer grade layer to 
an upper grade layer. 

[0091] On the other hand, the storage control system 3 is 
provided With a physical layer and data link layer 81, IP 
protocol layer 82, a TCP protocol layer 83, an iSCSI 
protocol layer 84, a SCSI protocol layer 85, and also, a 
device server layer 86, Which are sequentially order from a 
loWer grade layer to an upper grade layer. 
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[0092] As exempli?ed in FIG. 6A, a command Which is 
outputted from the SCSI application layer 76 of the host 
apparatus 5 via the SCSI protocol layer 75 corresponds to a 
command frame containing both a command and data (oth 
erWise only command). Concretely speaking, this command 
frame is such a 6-byte command frame in Which either a 
Write operation code or a read operation code is contained in 
a head byte. Then, When this command frame is reached to 
the iSCSI protocol layer 74 and then is outputted from this 
iSCSI protocol layer 74 and from the data link layer/physical 
layer 71, this command frame becomes such an information 
frame as shoWn in FIG. 6B, namely becomes such an 
information frame that an SCSI command packet is enclosed 
by an iSCSIPDU unit, a TCP packet, an IP packet, and an 
Ethernet head packet. It should also be understood that 
symbol “PDU” is an abbreviated term of “Protocol Data 
Unit”, and this PDU contains a LUN Which is designated by 
a host apparatus With respect to the storage control system 
3, and a CDB (Command Descriptor Block). 

[0093] Under the protocol structure shoWn in FIG. 5, both 
the data link layer/physical layers 71 and 81; both the IP 
protocol layers 72 and 82; the TCP protocol layers 73 and 
83; the iSCSI protocol layers 74 and 84; both the SCSI 
protocol layers 75 and 85; both the SCSI application layer 76 
and the device server layer 86 are successively brought into 
session, so that an I/O request outputted from the host 
apparatus is received by the storage control system 3, and 
this storage control system 3 executes a process operation 
based upon this I/O request. 

[0094] For instance, under session condition betWeen the 
data link layer and physical layer 71 and 81, since an ARP 
(Address Resolution Protocol) request is issued and an ARP 
response to this ARP request is made, MAC (Media Access 
Control) addresses of communication parties are acquired 
With each other. Under session condition betWeen the IP 
protocol layers 72 and 82, since a “ping”, request is issued 
and a “ping” response to this “ping” request is made, such 
a con?rmation is carried out as to Whether or not a counter 

party (IP address) is present. Concretely speaking, for 
example, the “ping” request is transmitted from a netWork 
(Will be referred to as “target netWork” hereinafter) to Which 
a log-in request source host has been connected to the 
storage control system 3. Also, under session condition 
betWeen the TCP protocol layers 73 and 83, three packets for 
synchroniZing the sequence numbers With each other are 
transmitted/received. Also under session condition betWeen 
the iSCSI protocol layers 74 and 84, a connection of iSCSI 
is established by a log-in phase in Which a log-in request is 
issued, and a log-in response to this log-in request is made 
(for example, IP address, iSCSI name of log-in request 
source host, and TCP port number are transmitted from 
target netWork to storage control system 3). Under session 
condition betWeen the SCSI protocol layers 75 and 85, a 
SCSI command containing either a read request or a Write 
request is transmitted from the host apparatus to the storage 
control system 3. Under session condition betWeen the SCSI 
application layer 76 and the device server layer 86, Write 
data is transmitted from the host apparatus to the storage 
control system 3, or the read data is transmitted from the 
storage control system 3 to the host apparatus. 

[0095] In this embodiment, the storage control system 3 
controls an access (for example, either log-in request or 
access after this log-in) from a log-in request source host 
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based upon the information received from the target network 
in the above-described log-in phase. Referring noW to FIG. 
7, a description is made of process How operations for 
controlling an access from the log-in request source host, 
Which is executed in the storage control system 3. 

[0096] First, the protocol processing unit 122 of the iSCSI 
port 38 accepts a log-in request from a target netWork (step 
S1) This log-in request contains, for example, a TCP port 
number, an iSCSI name of a log-in request source host, and 
an IP address. This IP address corresponds to, for instance, 
an IP address of the log-in request source host, or a global 
IP address Which is allocated to a sWitching device (for 
example, gateWay) of the target netWork. All of the above 
described information may be alternatively such information 
Which has been entered by a user so as to be stored in a 
storage apparatus of a host apparatus, and then is read 
therefrom. Alternatively, all of the above-described infor 
mation may be such information Which has been acquired by 
the log-in request source host from a host management 
apparatus for managing one, or more sets of host apparatus 
belonging to the same netWork by DNS (Domain Name 
System). 
[0097] In the step S1, When the iSCSI port 38 accepts the 
log-in request, the protocol processing unit 122 of the iSCSI 
port 38 performs a protocol processing operation (for 
instance, opening process operation of packet) With respect 
to this log-in request, and then transfers information (for 
example, TCP port number, iSCSI name of log-in request 
source host, IP address etc.) Which has been obtained by this 
protocol process operation to a predetermined, or arbitrarily 
selected target channel processor 40. Also, the protocol 
processing unit 122 produces an HP table ID, and then 
transfers this HP table ID to the target channel processor 40. 

[0098] The target channel processor 40 prepares a neW HP 
table 53 (namely, neW HP table 53 corresponding to log-in 
request source host) Which oWns the HP table ID received 
from the protocol processing unit 122. Then, the target 
channel processor 40 Writes the above-described host iSCSI 
name, IP address, TCP/IP option, iSCSI option, and ?rst 
iSCSI parameter into the prepared HP table 53 based upon 
the information (for example, above-explained iSCSI name 
etc.) received from the protocol processing unit 122 (step 
S2). 
[0099] Next, the channel processor 40 judges as to 
Whether or not the host iSCSI name Written in the neW HP 
table 53 is made coincident With any one of the plural iSCSI 
names Which have been previously registered in the host 
management table 57 (step S3). 

[0100] In such a case that a negative result is obtained 
(“N” in step S3) as a result of the judgement in this step S3, 
the channel processor 40 subsequently issues no response 
With respect to the log-in request source host (step S8). In 
other Words, under the iSCSI protocol, the channel processor 
40 may return any one of tWo sorts of log-in responses via 
the protocol processing unit 122 as a log-in response to the 
log-in request, While the tWo sorts of log-in responses 
contain both “log-in permission” Which implies that a log-in 
is permitted, and “log-in refuse” Which implies that a log-in 
is not permitted. HoWever, in this embodiment, When the 
negative result is obtained in the step S3, the channel 
processor 40 never returns even such a “log-in refuse” (in 
this case, it is so designed that connection is cut due to time 
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out). As one modi?cation of this embodiment, While tWo 
sorts of response types, namely, “non response” and “return 
response of log-in refuse” are prepared as the response type 
as to the permission access type “RJT”, a response type may 
be alternatively selected based upon a type of a target 
netWork. In this modi?cation, for example, When a netWork 
relative logical distance is merely large, “log-in refuse” may 
be selected as the response type, Whereas When this netWork 
relative logical distance becomes further large, “non 
response” may be selected as the response type. 

[0101] On the other hand, in such a case that a positive 
result is obtained as a result of the judgement in the step S3 
(“Y” in step S3), the channel processor 40 ?lls an informa 
tion item column Within the host management table 57, 
Which corresponds to an iSCSI name (Will be referred to as 
“target iSCSI name” hereinafter) of the log-in request source 
host (step S4). 

[0102] Concretely speaking, for example, the channel pro 
cessor 40 Writes the HP table ID of the neW HP table 53 into 
an HP table ID column corresponding to the target iSCSI 
name. 

[0103] Also, the channel processor 40 Writes the target IP 
address received from the protocol processing unit 122 of 
the iSCSI port 38 into an IP address column corresponding 
to the target iSCSI name. 

[0104] Also, the channel processor 40 executes a netWork 
address judging operation in Which the target IP address is 
compared With the oWn IP address Which is stored by the 
iSCSI port 38 Which has received the log-in request by 
employing the permission access type setting rule table 63 
(in particular, plural sorts of net mask recorded in this 
permission access type setting rule table 63). Then, the 
channel processor 40 selects an arbitrary permission access 
type from a plurality of permission access types based upon 
a result of this comparing operation, and then Writes the 
selected permission access type into a permission access 
type column corresponding to the target iSCSI name. 

[0105] In the step S4, When the permission access type 
corresponds to both “R0” and “RW”, the channel processor 
40 noti?es a log-in permission via the protocol processing 
unit 122 to the log-in request source host (step S5). 

[0106] After the step S5, the channel processor 40 sets the 
above-explained selected permission access type as a second 
iSCSI parameter to the above-described neW HP table 53 
(step S6). Thereafter, the channel processor 40 acquires 
either one or a plurality of LUNs corresponding to the iSCSI 
name of the log-in request source from the LUN ?rst 
management table 59, and then noti?es the acquired one, or 
plural pieces of LUNs to the log-in request source host (step 
S7). As a result, the log-in phase is ended. Subsequently, the 
Ethernet frame (see FIG. 6B) Which contains the SCSI 
command may be received. 

[0107] It should also be noted that When the permission 
access type corresponds to “RJT” in the step S4, the channel 
processor 40 makes no response With respect to the log-in 
request source host (step S8). 

[0108] Since a series of the above-described process How 
operations are carried out, the permission access types Which 
have been set every host apparatus 5, 15, and 31 are 
registered to the host management table 57, and thus, the 
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log-in phase is ended. Thereafter, for example, an access 
control operation is carried out in accordance With the 
beloW-mentioned manner. 

[0109] First, the iSCSI port 38 receives an I/O request 
(Ethernet frame) containing an LUN from a host apparatus, 
and then this I/ O request is temporarily buffered in the buffer 
121 of the iSCSI port 38. 

[0110] In this case, the protocol processing unit 122 judges 
as to Whether or not the LUN contained in the I/O request 
Which has been stored in this buffer 121 is made coincident 
With the accessible LUN Which has been stored in the local 
memory 123, and When a negative judgement result is 
obtained, the protocol processing unit 122 executes a pre 
determined error process operation (for example, protocol 
processing unit 122 does not execute this I/O request by 
erasing I/O request). 

[0111] On the other hand, When a result of this judgement 
becomes positive, the protocol processing unit 122 noti?es 
this fact to the channel processor 40. The channel processor 
40 identi?es either an IP address contained in the I/O request 
Which has been stored in the buffer 121 or a permission 
access type corresponding to the iSCSI name from the host 
management table 57. Then, the channel processor 40 com 
pares the identi?ed permission access type With such an 
access type Which is indicated by the above-described I/O 
request in order to judge as to Whether or not the permission 
access type is adapted to the access type. 

[0112] In such a case that a result of this comparison 
becomes negative, the channel process 40 executes a pre 
determined error processing operation. Concretely speaking, 
for example, in the case that an I/O request is recogniZed as 
a Write request irrespective of such a condition that a 
permission access type corresponds to “R0” (for example, 
in such a case that “Write” is described in head byte of SCSI 
command shoWn in FIG. 6A), the channel processor 40 
responds an error (for example, reception of illegal com 
mand) to the I/O request transmission source host. Alterna 
tively, in such a case that the permission access type 
corresponds to “RO”, after the log-in phase is accomplished, 
the channel processor 40 may notify to the log-in request 
source host, such a fact that the channel processor 40 can 
execute a read command, but cannot execute a Write com 
mand, irrespective of such a condition as to Whether or not 
the channel processor 40 has received the I/O request. Also, 
for instance, in such a case that the permission access type 
corresponds to “RW”, after the log-in phase is accom 
plished, the channel processor 40 may notify to the log-in 
request source host, such a fact that the channel processor 40 
can execute both a read command and a Write command, 
irrespective of such a condition as to Whether or not the 
channel processor 40 has received the I/O request. 

[0113] On the other hand, When a result of the above 
described comparison becomes positive (for example, When 
permission access type corresponds to “RW”, such a recog 
nition is made that I/O request corresponds to either read 
request or Write request), the channel processor 40 acquires 
either one or a plurality of LUNs corresponding to the iSCSI 
name of the I/O request transmission source host from the 
LUN ?rst management table 59, and then judges as to 
Whether or not such an LUN Which is made coincident With 
the LUN contained in the I/O request is present in the 
acquired one, or the acquired plural LUNs. 
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[0114] When a result of this judgement becomes negative, 
the channel processor 40 executes a predetermined error 
processing operation, for instance, the channel processor 40 
instructs the I/O request issuing source host to designate a 
different LUN. 

[0115] On the other hand, When a result of this judgement 
becomes positive, the channel process 40 acquires LDEV# 
corresponding to the LUN contained in the I/O request from 
the LUN second management table 60, and instructs a 
predetermined disk processor to read, or Write data With 
respect to such an LDEV corresponding to the acquired 
LDEV#. As a result, the process operation is completed 
based upon the I/O request issued by the I/O request issuing 
source host. 

[0116] The above-described process operations are expla 
nations as to this embodiment. It should also be understood 
that in this embodiment, for instance, both the process 
operation explained With reference to FIG. 7, and the access 
control process operation executed after the permission 
access type has been set may be alternatively carried out by 
any structural element other than the channel processor 40, 
for example, by the protocol processing unit 122 of the 
iSCSI port 38. Alternatively, in this embodiment, for 
example, at least one of the IP address and the iSCSI name 
may be set speci?cally With respect to the storage control 
system 3, or may be set speci?cally With respect to each of 
the iSCSI ports 38. Further, in the log-in phase, instead of 
the iSCSI name, or in addition to the iSCSI name, another 
sort of host identi?cation information (for instance, MAC 
address) may be alternatively transmitted from the target 
netWork to the storage control system 3. 

[0117] As previously described, in accordance With the 
above-described embodiment, the permission address type is 
set as a result of the comparison betWeen the target IP 
address and the oWn IP address, namely, based upon the 
above-described netWork relative logical distance. In other 
Words, based upon such a condition that a communication 
netWork to Which a log-in request source host belongs is 
located at a Which place (namely, hoW long this place is 
logically separated from the communication netWork 2 
covering the storage control system 3), an address type is 
determined Which is executed by this log-in request source 
host. In other Words, the levels of the respective communi 
cation netWorks 2, 4, and 6 are classi?ed in response to the 
netWork relative logical distances of the respective commu 
nication netWorks 2, 4, and 6, While the communication 
netWork 2 containing the storage control system 3 is de?ned 
as the reference. Then, the permission access types are 
determined based upon the respective classi?ed levels. As a 
result, the access control operation can be carried out in the 
unit of the communication netWork. 

[0118] Also, in accordance With the above-explained 
embodiment, the storage control system 3 returns no 
response With respect to such an access operation made by 
a host apparatus belonging to a communication netWork 
from Which a illegal access may be possibly issued. As a 
consequence, since existence of the storage control system 
3 is not noti?ed With respect to this host apparatus, higher 
security can be secured. 

[0119] While the preferred embodiments of the present 
invention have been described in detail, this is made so as to 
merely exemplify the explanations of the present invention, 
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and therefore, the technical scope of the present invention is 
not limited only to these embodiments and the modi?cation. 
The present invention may be alternatively realiZed by Way 
of other embodiments. For example, the inventive idea of 
the present invention may be applied not only to the com 
munication environment based upon the iSCSI protocol, but 
also the various environments under Which an access is 
received via either one or a plurality of communication 
netWorks. Also, for instance, such a table is prepared and this 
table de?nes such a corresponding relationship that Which 
response is returned With respect to not only a read com 
mand and a Write command, but also other sorts of SCSI 
command codes (abstractly speaking, access type). In the 
case that a SCSI command is received after a log-in request 
is issued, a content of a response may be alternatively 
selected based upon this table and a SCSI command code of 
this received SCSI command. 

What is claimed is: 
1. An access control apparatus connected via either one or 

a plurality of communication netWorks to an upper grade 
apparatus, comprising: 

access accepting means for accepting an access issued 
from a target upper grade apparatus via said either one 
or plural communication networks; and 

access control means for identifying a target netWork 
attribute corresponding to an attribute related to a target 
communication netWork to Which said target upper 
grade apparatus is connected based upon information 
contained in said access issued from said target upper 
grade apparatus, and for controlling an access type 
Which is permitted to said target upper grade apparatus. 

2. An access control apparatus as claimed in claim 1 
Wherein: 

said access control apparatus is further comprised of: 

access controlling information storage means for storing 
thereinto plural sorts of permission access types Which 
correspond to plural sorts of target netWork positions/ 
sorts indicative of said logical positions and/or said 
types of the target communication networks; Wherein: 

said access control means identi?es said target netWork 
position/type based upon information contained in an 
access issued from said target upper grade apparatus; 
identi?es a permission access type corresponding to 
said identi?ed target netWork position/type With refer 
ence to the information stored in said access controlling 
information storage means; and permits such an access 
corresponding to said identi?ed permission access type 
With respect to said target upper grade apparatus. 

3. An access control apparatus as claimed in claim 2 
Wherein: 

said access control means accepts an access containing a 
target IP address from said target upper grade appara 
tus; and judges said target netWork position based upon 
said target IP address. 
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4. An access control apparatus as claimed in claim 2 
Wherein: 

said access controlling information storage apparatus fur 
ther stores thereinto the oWn IP address allocated to 
said access control apparatus; 

said target netWork position corresponds to a netWork 
logical distance indicative of a logical distance betWeen 
the oWn communication netWork to Which said access 
control apparatus is connected and said target commu 
nication netWork; 

said plural sorts of access types are de?ned in correspon 
dence With said plural sorts of netWork logical dis 
tances, and further, each of said plural sorts of access 
types becomes such a type Which implies that the larger 
said netWork logical distance corresponding to the 
access type becomes, the smaller an accessible action 
time With respect to said data storage apparatus of said 
target upper grade apparatus is decreased; and 

said access control means accepts an access containing a 
target IP address from said target upper grade appara 
tus, and judges said netWork logical distance based 
upon both said oWn IP address and said target IP 
address. 

5. An access control apparatus as claimed in claim 1 
Wherein: 

said access control apparatus is further comprised of: 

an access controlling information storage apparatus for 
storing thereinto a plurality of upper grade apparatus 
identi?cation information corresponding to a plurality 
of upper grade apparatus; 

in the case that said access control means accepts an 

access containing the target upper grade apparatus 
identi?cation information of said target upper grade 
apparatus from said target upper grade apparatus, if 
said target upper grade apparatus identi?cation infor 
mation has not been stored in said access controlling 
information storage apparatus, then said access control 
means does not permit an access With respect to said 
target upper grade apparatus. 

6. An access control method for controlling that an upper 
grade apparatus accesses via either one or a plurality of 
communication netWorks to a loWer grade apparatus, com 
prising: 

a step for identifying target netWork information equal to 
such an information related to a target communication 
netWork based upon predetermined information con 
tained in an access outputted from a target upper grade 
apparatus, said target upper grade apparatus being 
connected to said target communication netWork; and 

a step for controlling an access type Which is permitted 
With respect to said upper grade apparatus based upon 
said identi?ed target netWork information. 

* * * * * 


