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SECURITY MARKING AND SECURITY MARK 

REFERENCE TO RELATED APPLICATIONS 

[0001] This invention claims priority to US. Provisional 
Application No. 60/536,775 entitled Identity Card, ?led on 
Jan. 15, 2004. 

FIELD OF THE INVENTION 

[0002] The present invention relates to a security marking 
formed from a layer of conductive materials that is patterned 
so as to have identi?cation information captured therein. The 
conductive coating layer may be formed by printing, etch 
ing, or formulation. The conductive layer can be made from 
carbon nano tube conductive ink, conductive ?lms or con 
ductive inks formed from metals and oXides, but is not so 
limited. As Will be shoWn, the conductive coating layer may 
be applied to security cards, or directly to products to 
prevent counterfeiting. 

[0003] In preferred embodiments, the present invention 
relates to a security marking consisting of several layers of 
materials. For example, the present security marking may 
consist of a layer of conductive material sections With an 
overlying layer of protective material. The positioning of 
conductive materials in the conductive layer of the security 
marking carries, at a suitable point, information Which 
serves to identify the card holder or product, and may have 
additional security markings, such as biometric information 
or product identi?cation information. The conductive coat 
ing layer can be applied to a security card so that the 
conductive layer and can be formed to have either a single 
or series of resistors that make the identity tag virtually 
forgery resistant. 

BACKGROUND OF THE INVENTION 

[0004] Security cards are used as information carriers or 
data carriers for security markings, identity cards, check 
cards, credit cards, personal passes, passports, product iden 
ti?ers and other identi?cation carriers. Security cards must 
be secure against forgery. Also, it must be easy to check the 
authenticity of the security cards. Security markings are 
increasingly manufactured in the form of a fused laminate in 
Which a card core carrying the information is protected by 
other transparent ?lms. 

[0005] German Offenlegungsschrift No. 2,308,876 pro 
vides an identity card consisting of a relatively thick carrier 
?lm and a thin transparent ?lm, betWeen Which there is a 
special paper having internal features, such as Watermarks, 
banknote printings or the like, Which serve for protection 
against forgeries and cause differences in the thickness of the 
paper. The three layers are plasti?ed together in such a Way 
that the internal features are manually, mechanically and/or 
visually detectable through the transparent ?lm. Further 
markings Which serve to identify the card holder are pro 
vided at a suitable point on this knoWn security marking. For 
eXample, a photograph in the form of a ?lm transparency is 
inserted during plastifying betWeen the special paper and the 
carrier ?lm and is ?rmly bonded to the special paper. 
Furthermore, it is possible, at any desired point on the front 
or rear of the security marking, to laminate a strip of special 
paper, printed according to security technology, onto the 
outside of the plastic material, as a ?eld for later insertion of 
signatures or other handWritten entries. 
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[0006] Paper has the advantage that numerous latent secu 
rity markings, such as Watermarks, banknote printings, 
security ?laments and the like, can be contained therein, 
While, by contrast, the material Which is used for the 
manufacture of plastic cards and consists entirely of plastic 
does not contain any authenticity or security markings of 
this type. When it is laminated to paper cores, it is unfor 
tunately a disadvantage that these laminations can be opened 
up relatively easily and are thus accessible to manipulations 
and forgeries of any kind. 

[0007] German Auslegeschrift No. 2,163,943 discloses a 
personal security marking Which comprises a combination 
of a support layer, an electrically conductive layer, a barrier 
layer, a photoconductive layer With an organic photocon 
ductor, optionally a cover layer, a protective layer on the 
photoconductive layer or on the cover layer, a protective 
layer on the rear of the layer support and, optionally, a cover 
layer on the last-mentioned protective layer. In this personal 
security marking, a number of different materials are 
assembled to give a laminate Which, due to the lack of 
homogeneity of the individual layers, can be split up so that 
it is possible to carry out forgeries. 

[0008] US. Pat. No. 5,592,408 issued to Keskin, et al. 
describes an identi?cation card and access control device 
Which includes a header piece With stored memory and 
terminals for interfacing With an electronic port of a reader 
device, With encoded data programmed into the memory. An 
identi?cation card, identifying the holder, is attached to the 
electronic header piece and bears printed information relat 
ing to and identifying the intended holder. 

[0009] US. Pat. No. 6,744,367 issued to Forster, describes 
an identi?cation tag comprising a multilayer assembly incor 
porating, in sequence, a metal backing layer, a bulk struc 
tural layer, a pieZo-electric layer and an electrode layer. The 
electrode layer incorporates antennas structures for receiv 
ing interrogating radiation comprising a ?rst radiation com 
ponent at a relatively loWer frequency and a second radiation 
component at a relatively higher frequency. The electrode 
layer also incorporates a structure for modulating a second 
signal generated in response to receiving the second com 
ponent by a ?rst signal generated in response to receiving the 
?rst component to generate a modulated signal Which is 
re-emitted as re?ected radiation from the tag. The presence 
of the tag is determinable from modulation components 
present in the re?ected radiation, thereby distinguishing the 
tag from other objects capable of re?ecting radiation, but not 
modulating it. 

[0010] US. Pat. No. 6,572,015 issued to Norton, describes 
a system, apparatus and method for enabling the operation 
of a vehicle or other equipment by using a smart card for 
transmitting an authoriZation code to the vehicle or the other 
equipment. Without the authoriZation code from the smart 
card the vehicle or other equipment is inoperable. 

[0011] US. Pat. No. 6,753,830 issued to Gelbman, 
describes a ?exible electronic label. The electronic label 
provides for displaying information in connection With a 
mammal, non-mammal, an item or location. The label 
includes a display assembly having electronic ink disposed 
on a support, one or more antennas for sending or receiving 

signals corresponding to one of instructions, programs, data 
or selected indicia to be displayed by said display assembly, 
a storage element in circuit With the antenna for storing the 
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instructions, programs, data and indicia, and one or more 
processors for intelligently determining the indicia to be 
displayed by the display assembly, for controlling and 
coordinating operation of the label, and for generating 
output signals for instructing the display assembly to display 
the indicia. 

[0012] Us. Pat. No. 6,655,719 issued to Curiel, describes 
methods of creating tamper resistant informational articles, 
also related products are disclosed. In one embodiment, a 
lens has a preformed transparent hologram, metalliZed por 
tions are provided and may be altered through selective 
application of heat to predetermined parts thereof to create 
information Which may be ?xed or variable. Printing may be 
provided on the hologram before metalliZing. Abase portion 
underlies the metalliZed layer. In yet another embodiment of 
the invention, an opaque base portion has a hologram 
formed in the upper surface thereof With portions of the 
hologram being made readily visible by partial metalliZation 
covering only portions of the hologram With or Without 
information provided as by printing overlying or underlying 
portions of the metalliZed sector or both. A transparent 
overlying lens is secured in overlying relationship. Metal 
liZing may be such as to permit vieWing underlying holo 
gram portions or information or not. 

[0013] Us. Pat. No. 6,629,591 issued to GrisWold, et al. 
describes a token for use in a cashless transaction involving 
an electronic device that includes a token body having a coin 
shape. The token has a digital circuit embedded Within the 
token body and a memory embedded Within the token body 
that is coupled to the digital circuit. The token also includes 
an input/output interface embedded Within the token body 
that is coupled to the digital circuit and Which enables the 
digital circuit to communicate With the electronic device. 

[0014] Us. Pat. No. 5,631,039 issued to Knight, et al. 
describes a method of manufacture of a security thread 
suitable for use in security articles including security paper 
such as that used for banknotes. 

[0015] Us. Pat. No. 6,547,151 issued to Baldi, describes 
a currency note having an identi?cation and/or authentica 
tion element including an integrated circuit. The integrated 
circuit can store, securely in electronic form and accessible 
from outside, such information as: the value, serial number, 
issuer, and date of issuance. 

[0016] Us. Pat. No. 4,450,024 issued to Haghiri-Tehrani, 
et al. describes an identi?cation card equipped With an 
integrated circuit, in Which the circuit along With its con 
nection leads is arranged on a carrier element Which is 
embeddedly enclosed by the card on all sides by use of the 
hot lamination technique. 

[0017] Us. Pat. No. 4,298,217 issued to MoraW, et al. 
describes an identity card consisting of a plurality of layers, 
of Which the cover layers are highly transparent ?lms and the 
layers of the card core are ?lms of moderate to loW trans 
parency, as a result of added pigment. 

[0018] Us. Pat. No. 5,169,155 issued to Soules, et al. 
describes a conventional playing card that is invisibly coded 
so that it can only be read face doWn, by an electro-optic 
reading means. 

[0019] Us. Pat. No. 5,651,615 issued to Hurier describes 
a security device for identifying products that includes a 
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printing medium in Which luminescent agents are dispersed, 
having at least one opaque part disposed on at least one 
luminescent part of the medium. The opaque part is the same 
color as the luminescent part and has at least one contour of 
a different color. When illuminated by predetermined radia 
tion in the non-visible spectrum, the device shoWs an image 
different than that observed in ordinary light. 

[0020] US. Pat. No. 6,203,069 issued to OutWater, et al. 
describes a product authentication system and method 
employing a unique mark that is simple and cost-effective to 
apply and read, but provides several layers of protection, 
including anti-counterfeit and anti-diversion, against coun 
terfeiters. The unique mark includes a bar code that is 
printed in invisible ink comprising a UV or near-IR ink and 
an IR mark. The ?rst layer of protection is invisibility. The 
second layer of protection is the bar code itself. The third 
layer of protection is the presence of the IR mark in the 
unique mark. The fourth layer of protection is the IR 
emitting characteristics of the IR mark. 

[0021] US. Pat. No. 5,471,039 issued to IrWin, Jr., et al., 
describes a document having printed electronic circuits by 
using an electronic veri?cation machine that determines the 
electrical characteristics or signatures of the circuits printed 
on the document. The electronic veri?cation machine elec 
tronically couples With the circuit and applies an excitation 
signal such as an AC signal having a predetermined fre 
quency to the circuit. A detection circuit in the electronic 
veri?cation machine then generates a detection signal in 
response to the excitation signal Which represents the char 
acteristics of the circuit printed on the document. The 
electronic veri?cation machine can also be used to stigma 
tiZe the document by applying a signal to the electronic 
circuits having sufficient strength to alter the electronic 
circuit. 

[0022] US. Patent application 2001/0035822 applied for 
by Seidel describes an anti theft tack device incorporating a 
detectable element Which can be attached to the body 
component of an eXisting electronic article surveillance 
security tag to replace the tack-like connecting component 
of the security tag. 

[0023] US. Pat. No. 5,508,684 issued to Becker, describes 
a tag circuit system using resonant circuit technology in 
conjunction With an insulative substrate and conductive ink 
or metal conductor to permit the tag to be seWn into the 
clothing, protecting the circuit elements, yet providing a 
trace on a portion of the tag Which can be clipped from the 
main portion of the tag to change the operation of the tag. 

[0024] Various gaming applications using optically read 
able arrays and readers are knoWn such as US. Pat. No. 
6,460,848 issued to Soltys, et al. Method and apparatus for 
monitoring casinos and gaming, U.S. Pat. No. 6,517,435 
issued to Soltys, et al. Method and apparatus for monitoring 
casinos and gaming, U.S. Pat. No. 6,652,379 issued to 
Soltys, et al. Method, apparatus and article for verifying card 
games, such as blackjack, U.S. Pat. No. 4,782,221 issued to 
Brass, et al., Printed data strip including bit-encoded infor 
mation and scanner control. 

[0025] Biometric information such as a ?ngerprint can be 
reduced to a series of terminations or bifurcations (called 
“minutia”) corresponding to various locations on the ?nger 
print. U.S. Pat. No. 4,947,442 issued to Tanaka, et al. 
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describes a method and apparatus for matching ?ngerprints 
in Which the collation rate is improved by using both 
characteristic and non-characteristic minutia for the colla 
tion process. An image processing unit used in the apparatus 
cannot determine Whether the collation minutia searched are 
characteristic or non-characteristic since an Integrated Cir 
cuit (IC) card holds a list of collation minutia records, thus 
offering improved security. Further, random numbers may 
be utiliZed for accessing the collation minutia record list for 
further improved security. HoWever the need to have the 
data stored on a processing unit increases the cost and 
complexity. 

[0026] A standard accepted means of identifying an indi 
vidual is through their ?ngerprint or retinal image. Numer 
ous ?ngerprint algorithms and methods have been proposed 
and used in existing art such as US. Pat. No. 6,314,196 
issued to Yamaguchi, et al. Which achieves the reliability and 
simplicity in registering a ?ngerprint by indicating the 
quality of a ?ngerprint image by the number of pseudo 
minutiae. 

[0027] US. Pat. No. 4,783,823 issued to Tasaki, et al. 
describes a card and a card identifying apparatus. The card 
is imparted With predetermined characteristic information in 
the form of an embossment pattern, a character pattern, a 
?ngerprint pattern, a colored pattern or a combination of 
selected ones of these patterns, While information corre 
sponding to the predetermined characteristic information is 
stored in a memory incorporated in the card. Upon insertion 
of the card into the card identifying apparatus, the latter 
senses the characteristic information While reading out the 
corresponding information from the card for collation. 
When coincidence is found betWeen both sets of informa 
tion, it is decided that the card is genuine. HoWever the need 
to have the data stored on a processing unit increases the cost 
and complexity. 

[0028] US. Pat. No. 6,560,741 issued to Gerety, et al. 
attempts to eliminate the microprocessor based card and 
utiliZes a tWo-dimensional, high-density, damage-tolerant 
printed code suitable for encoding multiple biometrics and 
text for positive off-line identity veri?cation. The tWo 
dimensional, high-density, damage-tolerant printed code is 
suitable for printing on a conventionally siZed ISO card or 
other papers used in verifying identity. An ISO-siZed card or 
other identity paper bearing a tWo-dimensional, high-den 
sity, damage-tolerant printed code encoding multiple bio 
metrics, e.g., encoded image likeness and multiple ?nger 
print templates, may be used With an off-line integrated 
positive identity veri?cation apparatus that is capable of 
decoding the image and ?ngerprint samples taken from an 
individual Whose identity is sought to be veri?ed. HoWever, 
since the tWo dimensional code can be read by conventional 
means the tWo dimensional code can be readily forged 
because it does not have a built in verifying mechanism to 
alloW the reader to check for authenticity. 

[0029] US. Pat. No. 5,522,623, Soules, et al., describes an 
apparently conventional document such as an identi?cation 
(ID) card that is constructed as a laminate Within Which a 
code or other coding indicia such as a photograph, bar code 
or ?ngerprint is concealed from human vieW. The document 
is read by a conventional electro-optic reader means placed 
against a face of the card. The reader uses a beam of light in 
the Wavelength absorbed by the material With Which the 
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coded indicia is produced, but re?ected by the background 
against Which the coded indicia is “seen” by the beam. The 
card is preferably a laminate of at least an upper lamina and 
a loWer lamina, each made of a synthetic resin Which has a 
substantially White imprintable surface conventionally 
printed With the identi?cation of the oWner of the card With 
a pigment-free, non-aqueous ink Which is visible to the 
human eye but substantially transparent to Wavelengths 
outside the visible range. Typically, both the upper and loWer 
laminae, are opaque to visible light, but the face through 
Which the coded indicia is to be read by the reader, is 
transparent to the reader’s beam. The code is read because 
there is suf?cient contrast betWeen the transmitted and 
absorbed light in the Wavelength used by the reader. Each of 
the forgoing patents are hereby incorporated herein by 
reference in their entirety. 

[0030] Various gaming applications using optically read 
able arrays and readers are also seen in US. Pat. No. 
6,460,848 issued to Soltys, et al. entitled Method and 
Apparatus for Monitoring Casinos and Gaming; US. Pat. 
No. 6,517,435 issued to Soltys, et al. entitled Method and 
Apparatus for Monitoring Casinos and Gaming; US. Pat. 
No. 6,652,379 issued to Soltys, et al. entitled Method, 
Apparatus and Article for Verifying Card Games, Such as 
Blackjack; and US. Pat. No. 4,782,221 issued to Brass, et 
al., entitled Printed Data Strip Including Bit-Encoded Infor 
mation and Scanner Control. 

[0031] The prior art is replete With identi?cation and 
veri?cation systems; hoWever the need exists for a loW cost 
and simple security marking system Which can be used as an 
individual identi?cation system, gaming mark or a security 
mark for product identi?cation of forged or non licensed 
replicas. 

SUMMARY OF THE INVENTION 

[0032] The present invention provides an identity marking 
formed from a layer of conductive materials that is deposited 
or formed in a pattern so as to represent encoded identi? 
cation information. The marking can be applied to a security 
card, or to a product label. The pattern of conductive 
material sections in the identity marking represents the 
security information encoded therein. The security code in 
the conductive layer of the marking is read by a reader that 
measures or veri?es conductivity. 

[0033] It is an advantage of the present invention to 
provide an improved security marking system Which can be 
used as an individual identi?cation system, gaming mark or 
a security mark for identi?cation of forged or non licensed 
product replicas. 

[0034] In preferred embodiments, the present invention 
provides security marking comprising at least one layer of 
conductive material Which Withstands any attempt to forge 
the information encoded thereon and thus resists any 
attempted forgery of the information ?xed in the conductive 
layer of the security marking. 

[0035] In accordance With the present invention, an algo 
rithm Which registers a ?ngerprint by indicating the quality 
of a ?ngerprint image by pseudo minutia can be used With 
the present invention to capture the ?ngerprint information 
in the conductive material and using this image as an 
identi?cation system. 
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[0036] In accordance With the present invention, the layer 
of conductive material can comprise numerous materials, 
including, but not limited to, conductive inks, plastics and 
coatings. 
[0037] The present invention provides, a security marking 
having a single layer of conductive material containing at 
least one element of conductively readable identifying indi 
cia. This conductive layer can be made by applying a 
conductive ?lm to the surface of a security card or to a 
product “tag”. The conductive layer is formed from a ?lm 
that has a surface resistance in the range of less than about 
150,000 ohms/square, or more preferably about 25,000 
ohms/square. 
[0038] In preferred aspects, the layer of conductive mate 
rial can be formed from a variety of conductive ?lms, 
coatings or inks, including, but not limited to those 
described in US. patent application 2002/0143094 entitled 
Polymer Nanocomposites and Methods of Preparation, Con 
roy, Jeffrey L., et. al.; US. patent application 2002/0035170 
entitled Electromagnetic Shielding Composite Comprising 
Nano Tubes, GlatkoWski, Paul; et al; US. patent application 
2002/0180077 entitled Carbon Nano Tube Fiber-Reinforced 
Composite Structures for EM and Lightning Strike Protec 
tion, GlatkoWski, Paul; et al; US. patent application 2003/ 
0008123 entitled Nanocomposite Dielectrics, GlatkoWski, 
Paul; et al; US. patent application 2003/0164427 entitled 
ESD Coatings For Use With Spacecraft, GlatkoWski, Paul; 
et al; and US. patent application 2003/0122111 entitled 
Coatings Comprising Carbon Nano Tubes and Methods For 
Forming Same, GlatkoWski, Paul; et al; all included herein 
by reference. The dispersion that form the conductive mate 
rial can be further comprising a plasticiZer, softening agent, 
?ller, reinforcing agent, processing aid, stabiliZer, antioxi 
dant, dispersing agent, binder, a cross-linking agent, a col 
oring agent, a UV absorbent agent, or a charge adjusting 
agent. 

[0039] In preferred embodiments, the present conductive 
coating layer can also be made from single Wall or multi Wall 
carbon nano tubes that may preferably be siZed to be less 
than 3.5 nm and greater than 0.1 nm in outer dimension siZe. 
In optional embodiments, additional conductive dispersions 
such as Acheson Electrodag 427 or Antimony Tin Oxide 
(AT O) ink can be alloyed With either single Wall or multi 
Wall carbon nano tubes preferably siZed to be greater than 
3.5 nm and less than 15 nm in outer dimension siZe. In 
preferred embodiments, the carbon nano tubes can be mixed 
uniformly into the Acheson Electrodag 427 such that their 
percent by Weight is betWeen 0.5 to 10%. Alternately, they 
may be applied as a ?rst layer of a tWo part coating. 
Preferably the carbon nano tubes are added such that they 
make up 3% by Weight of the mixture. The nano tubes are 
preferably present in the ?lm from about 0.001 to about 10% 
based on Weight. The present nano tubes may be selected 
from the group consisting of single-Walled nano tubes 
(SWNTs), double-Walled nano tubes (DWNTs), multi 
Walled nano tubes (MWNTs), and mixtures thereof. Option 
ally, platinum nano particles can be added and mixed 
uniformly to the conductive coating layer such that their 
percent by Weight is betWeen 0.5 to 10%. Preferably the 
platinum nano siZe particles are added such that they make 
up 4% by Weight of the mixture. 

[0040] Additional traditional conductive ?lms such as 
conductive carbon based inks, silver inks, metal oxides 
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based inks Where the metal oxides are selected from tin 
indium mixed oxide (ITO), antimony-tin mixed oxide 
(ATO), ?uorine-doped tin oxide (FTO) or aluminum-doped 
Zinc oxide (FZO) and conductive plastics such as those 
produced by Bayer or SouthWall Technologies Altair M10 
can be used to form the conductive layer. The dispersion 
further comprising conductive organic materials, inorganic 
materials, or combinations or mixtures thereof. The conduc 
tive organic materials are selected from the group consisting 
of buckeyballs, carbon black, fullerenes, nano tubes With an 
outer diameter of greater than about 0.5 nm, and combina 
tions and mixtures thereof. Additionally conductive inor 
ganic materials used to form useful conductive ?lms can be 
selected from the group consisting of antimony tin oxide, 
iridium tin oxide, aluminum, antimony, beryllium, cad 
mium, chromium, cobalt, copper, doped metal oxides, iron, 
gold, lead, manganese, magnesium, mercury, metal oxides, 
nickel, platinum, silver, steel, titanium, Zinc, and combina 
tions and mixtures thereof. 

[0041] In preferred embodiments, the layer of conductive 
material sections is patterned so as to form resistors. The 
resistors can be formed either by modifying the conductive 
makeup of the regions of conductive material in the con 
ductive layer or the resistors can be formed by printing or 
etching of the conductive coating to form the resistance 
features on a security card or product tag. Additionally, these 
resistors can be formed by printing With conductive inks. 
Applicable printing methods include spray painting, dip 
coating, spin coating, knife coating, kiss coating, gravure 
coating, screen printing, ink jet printing, and pad printing or 
other printing means or by either chemical or mechanical 
means such as using a Versa Laser made by Universal Laser 
Systems of Phoenix, AriZ., to remove the conductive mate 
rial to form non conductive areas. Once the resistors are 
formed by the pattern of conductive materials in the con 
ductive layer, then the security information or identi?cation 
can be marked into or onto the conductive layer. In preferred 
embodiments, the code that is marked on or into the con 
ductive layer can represent biometric information for use 
With an identity card, gaming value or lottery ticket infor 
mation for gaming applications or product/manufacture 
information When used as a product identi?er. 

[0042] Another security issue that has not been effectively 
handled by existing marking technology is the grey market 
diversion and authentic licensed material. Grey market 
material is a problem in the high value consumer goods 
market Where manufacturers distribute the products at dif 
ferent price points to different markets due to various 
pressures such as price controls in a market. Authentic 
licensed material such as sports logo materials are regularly 
copied and the licensing fees not paid. A better Way of 
discretely identifying the product is needed to minimiZe 
these problems. 

[0043] An advantage of the present security marking is 
that it an be used in packaging applications such as tamper 
proof seals or package identi?cation to assist manufacturers 
to identify their products. Speci?cally, the conductive layer 
can be encoded With information such as lot, destination 
(country to be exported to), manufacturing date, or other 
useful information so that a manufacture or retailer can 

quickly determine if the product is “grey market” or authen 
tic. Advantageously, the security code or marking in the 
conductive layer is not readable to the consumer, hoWever, 
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such conductive layer is machine readable. Moreover, as the 
conductive layer may be transparent, it does not block visual 
indicia (eg; a photograph) therebeloW. In preferred embodi 
ments, the transparent conductive layer may include an ink 
like Acheson Electrodag 427 or conductive ?lms, coatings 
or inks such as described in US. patent application 2002/ 
0143094 entitled Polymer Nanocomposites and Methods of 
Preparation, Conroy, Jeffrey L.; et al.; US. patent applica 
tion 2002/0035170 entitled Electromagnetic Shielding Com 
posite Comprising Nano Tubes, GlatkoWski, Paul; et al; US. 
patent application 2002/0180077 entitled Carbon Nano Tube 
Fiber-Reinforced Composite Structures for EM and Light 
ning Strike Protection GlatkoWski, Paul; et al; US. patent 
application 2003/0008123 entitled Nanocomposite Dielec 
trics, GlatkoWski, Paul; et al; US. patent application 2003/ 
0164427 entitled ESD Coatings for Use With Spacecraft, 
GlatkoWski, Paul; et al; and US. patent application 2003/ 
0122111 entitled Coatings Comprising Carbon Nano Tubes 
and Methods for Forming Same, GlatkoWski, Paul; et al. 
Therefore, determining the authenticity or Whether the prod 
uct has been diverted from another market is easily accom 
plished by the present invention since the security marking 
in the conductive layer (i.e.: the pattern of conductive 
sections making up the conductive layer) can be read by a 
conductivity meter, yet is not optically visible to an observer 
With the naked eye due to the transparent nature of the 
conductive material. 

[0044] In optional embodiments of the present invention, 
the conductive inks or coatings can also be impregnated or 
printed onto a primary packaging material. The ink or 
coating could be formulated to provide a speci?c resistance 
so that the product could be easily identi?ed by resistive 
readings of the package. Speci?cally, a resistance reader can 
be used to identify the package. 

[0045] In an alternate embodiment, the encoding on the 
security marking is customiZed for gaming applications. For 
eXample, a similar coding method as used in the biometric 
coding application described above is used, but instead 
using a typical gaming card deck as the information Which 
is converted into a piXel code. In preferred embodiments, the 
system has redundant encryptions and this eliminates the 
possibility of forgery and requires the card reader to initiate 
start of game and end of game. Start of game is When the 
shoe or shuf?er is loaded and end of game is at the end of 
the playable cards or can be signaled by the dealer. The 
Wrapper for each deck has the card deck code on it and that 
is entered into the card reader to alloW it to validate the card 
deck. This provides a machine readable conductive system 
that is tamper resistant. Advantageously, such system need 
not be readable by optical means. 

[0046] In various embodiments, the invention can also be 
eXtended to identifying and controlling high value products. 
For example, the conductive layer can be used to store 
product, manufacturer, lot and manufacturing facility iden 
ti?ers such that a product can be veri?ed as authentic and or 
licensed. Such an intelligent tag With the anti forgery prop 
erties in the conductive layer Would help the manufacturer 
identify both diverted and grey market products. Optionally, 
the layer of conductive material can be applied to a tag or 
integrated into a logo by coating an embossing thread With 
the conductive material Which Will act as a conductive tag. 
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Optionally as Well, the conductivity of the tag can be 
controlled by the amount of conductive media that is in the 
ink. 

[0047] The reading of the encoded conductive material 
could be accomplished by a reader similar in design to US. 
Pat. No. 6,776,337, 6,435,408 or 5,471,039 all issued to 
IrWin, Jr., et al. Which provides a means for the determina 
tion of the authenticity and integrity of various types of 
documents such as lottery tickets accomplished by using an 
electronic veri?cation machine to compare data contained in 
electronic circuits printed on the document to document data 
printed on the document. The electronic circuits are printed 
on the document in conductive or semiconductive ink using, 
for example, the gravure printing process, and the presence 
and status of the circuits can be used to verify or authenticate 
the document. Data can be represented in the electronic 
circuits by the electrical signature of the circuit Which is 
measured by the electronic veri?cation machine. In the case 
of lottery tickets, a ticket can be validated by having the 
electronic veri?cation machine determine Which play spots 
have been removed from the ticket and comparing data on 
the ticket With the removed play spots to determine a play 
redemption value for the ticket. Document veri?cation or 
lottery ticket validation can also be accomplished by trans 
mitting signature data from the electronic circuits via the 
electronic veri?cation machine to a central computer for 
comparison With document data. 

[0048] In various embodiments, the conductive layer can 
be used With a traditional radio frequency identi?cation 
device (RFID). For eXample, a microprocessor or ASIC 
(application speci?c integrated circuit) can be embedded in 
the card and identi?cation information can be captured in the 
conductive material in communication With the micropro 
cessor or ASIC. The conductive material can be etched to 
form a reference resistor and a series of information resistors 
on the card. The reference resistor provides the RFID, and 
the reference resistor and the information resistors can be 
arranged such that the information contained in the conduc 
tive material is readable by testing the resistance of the 
applicable encoded line of information resistors. Optionally, 
the conductive material can also be formed such that an 
antenna for the RFID device is formed from the same 
conductive material as the each information line. 

[0049] Other objects, features and advantages of the 
invention Will become apparent from the folloWing detailed 
description of preferred embodiments, When considered in 
light of the attached ?gures of draWing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0050] FIG. 1 is a vieW of a security card according to the 
invention With diagrammatically indicated information and 
a security marking thereon. 

[0051] FIG. 1A is an illustration of a ?ngerprint shoWing 
?ngerprint minutia. 

[0052] FIG. 2 is an illustration comparing the security 
mark on the security card With biometric information of the 
individual. 

[0053] FIG. 3 is a How chart illustrating a process of 
Writing the security marking according to the invention. 

[0054] FIG. 4 is a How chart illustrating a process of 
reading and comparing the security marking according to the 
invention. 






















