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(57) ABSTRACT 

A method and systems for information security threat iden 
ti?cation, management, and analysis, including identifying 
and managing threats posed by senders of unsolicited 
e-mail, pirates, hackers, and virus-spreaders. Methods are 
provided for identifying and facilitating legal action against 
a sender of unsolicited e-mail. A secure evidence repository 
can be used for storing copies of and information regarding 
unsolicited e-mails in a forensically sound manner. A rela 

(21) Appl, No,: 10/754,806 tional knowledge database can be used for storing copies of 
and information regarding unsolicited e-mails such that the 

(22) Filed: Jan. 9, 2004 information can be queried, manipulated, or analyzed. 
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INFORMATION SECURITY THREAT 
IDENTIFICATION, ANALYSIS, AND 

MANAGEMENT 

COPYRIGHT NOTICE 

[0001] Aportion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?les or records, but otherWise reserves all copyright 
rights Whatsoever. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates in general to information 
security, and in particular to systems and methods for 
internet threat identi?cation, analysis, management, and 
prevention along With a system and method to monetiZe the 
same. 

[0003] The importance of information security threat iden 
ti?cation, analysis, management, and prevention has groWn 
dramatically in recent years and continues to expand. For 
example, With the increasing use of the Internet and elec 
tronic communication, such as e-mail, for business, per 
sonal, and entertainment purposes, ef?cient, safe, accurate, 
and reliable electronic communication is essential. Without 
such communications, tremendous economic and other dam 
age can result, and the utility of electronic communication is 
compromised. Effectively identifying, analyZing, and man 
aging threats to information security is therefore critical. 

[0004] Spam, piracy, hacking, and virus spreading, for 
example, represent important and groWing threats. Unsolic 
ited bulk e-mails, or “UBEs”, can cause serious loss in many 
Ways. In the business context, one type of UBE, unsolicited 
email (UCE or “spam”) is distracting, annoying, Wastes 
Workers’ time, and reduces productivity. It can clog or sloW 
doWn netWorks, and spread computer viruses and pornog 
raphy, leading to further complications and losses. Excessive 
UBEs may lead to Workers disregarding actual solicited 
e-mail. 

[0005] UBEs, in addition to their sharp negative effect in 
a business context, can also have dramatic negative conse 
quences in a social context. Sources of UBEs often prey on 
children and other susceptible groups, scamming them or 
threatening their safety and privacy. For example, spam 
from phony or disreputable drug companies may induce 
individuals to purchase vital drugs, under false pretenses or 
claims about the nature, source, or other critical information 
about the drug that they are purchasing, at great peril to the 
purchasers and great pro?t to the scamming company. Other 
problems caused by UBEs include identity theft, fraudulent 
advertising, digital piracy, counterfeit products, diverted 
products, malicious code (virus/trojan) distribution, and 
digital entertainment piracy. 

[0006] Systems are knoWn for attempting to deal With 
information security, spam, piracy, hacking, and virus 
spreading. For example, some systems simply attempt to 
determine Whether a received e-mail is unsolicited and then 
?lter or block such an UCE. Such systems suffer from a 
variety of de?ciencies. Blocking or ?ltering spam can be 
ineffective, since spammers can often easily ?nd Ways to 
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avoid or get around the ?lter, or ?nd another or different Way 
in to a netWork or computer. Since spam can be sent cheaply 
in mass quantity, and since spam blocking does nothing to 
hold the source of the spamming accountable, the source is 
free to continue spamming. Companies or entities that suffer 
loss or damage as a result of spam are often Without practical 
recourse, as the spammers often obscure or hide their real 
identity. 
[0007] As an example of the above some spam includes an 
HREF to an URL that causes an image to be displayed. With 
such spam, even though the image appears to the eye to 
contain text that may be searched for by a ?lter, the ?lter 
misses the spam because the image contains no electroni 
cally formatted text to detect. Additionally, such spam may 
use a chain of URLs to lead to the image, and the URL 
causing the image to be displayed can be disabled shortly 
after the spam is sent, Which can make tracking of the source 
dif?cult. 

[0008] Related problems exist in the computer piracy 
content. For example, identity thieves may use spamming or 
spoo?ng, such as e-mails falsely purporting to be from a 
particular source, like a bank, for example, to collect per 
sonal or ?nancial information from deceived recipients. 
Even if most of the spoo?ng is blocked or ignored, the thief 
may gain from What responses are obtained, Without losing 
appreciably from unsuccessful attempts. 

[0009] Some systems are available Which provide limited 
internal, civil, or governmental enforcement actions against 
perceived sources of threats. HoWever, these system have 
many draWbacks. There is no process in the art for gathering 
large volumes of reliable, court admissible evidence regard 
ing infringing email activity. There is no mechanism for 
ef?ciently associating evidence With a re?ned list of threat 
sources. Prior art systems are manually intensive especially 
With regard to evidence/intelligence aggregation, associa 
tion and presentation. There is also no method for qualifying 
and quantifying threats posed by a particular activity source. 

[0010] UBEs are presently costing large companies tens of 
millions of dollars each year. A single source may be 
responsible for great damage from spamming, even though 
the identity of the source may not obvious, and much 
apparently unrelated spamming all may originate from an 
individual source. 

[0011] Thus, there is a need for a method and system 
Which can provide information security threat identi?cation, 
management, and analysis more effectively than the prior 
art. 

SUMMARY OF THE INVENTION 

[0012] The present invention provides methods and sys 
tems for information security threat identi?cation, manage 
ment, and analysis, including identifying and managing 
threats posed, for example, by senders of unsolicited e-mail, 
identity thieves, digital pirates, product counterfeiters, prod 
uct diverters, hackers, and virus-spreaders. Methods are 
provided for identifying and facilitating legal action against 
a sender of unsolicited e-mail. A secure evidence repository 
can be used for storing copies of and information regarding 
unsolicited e-mails in a forensically sound manner. A rela 
tional knoWledge database can be used for storing copies of 
and information regarding unsolicited e-mails such that the 
information can be queried, manipulated, or analyZed. 
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[0013] In some embodiments, information is stored 
regarding unsolicited e-mails containing HREFs. Such 
HREFs may include a URL chain associated With the e-mail 
as Well as an image obtained by accessing the URL. The 
image is stored in a forensically sound manner. 

[0014] In some embodiments, proprietary email accounts 
are used that obtain only unsolicited e-mails. Unsolicited 
e-mails obtained by the proprietary email accounts are 
stored and analyZed to obtain information about spammers 
or identity thieves and their activities. 

[0015] In some embodiments, after a spammer or thief 
(including hackers, virus-spreader, thieves, and others) is 
identi?ed, Internet-based activities or communications by 
the spammer or thief are monitored or analyZed, such as by 
monitoring a Web-based bulletin board used by the spammer 
or thief. By monitoring or analyZing the spammer’s or 
thief’s activities or communications, information can be 
obtained by Which other spammers or thieves can be iden 
ti?ed. From this information, attractive targets for legal 
actions can be identi?ed. 

[0016] In some embodiments, methods are employed that 
enable forensically sound extraction of information from 
computer hardWare components, such as hard drives that are 
be seiZed from an alleged spammer or thief as a result of a 
legal action. Such methods can include extraction of infor 
mation Without the need to boot up the device, helping to 
preserve data integrity. 

[0017] In one embodiment, the invention provides a 
method for facilitating a legal action relating to unsolicited 
electronic communication. The method includes determin 
ing that a ?rst entity is receiving unsolicited electronic 
communication. The method further includes obtaining ?rst 
information associating a second entity With a source of at 
least a portion of the unsolicited electronic communication. 
The method further includes obtaining second information 
sufficient to alloW initiation of a legal action against the 
second entity relating to the unsolicited electronic commu 
nication. 

[0018] In another embodiment, the invention provides a 
method of identifying senders of unsolicited e-mail. The 
method includes identifying an entity responsible for send 
ing unsolicited e-mail. The method further includes moni 
toring Internet activity by the entity. The method further 
includes storing information relating to the Internet activity 
in a database. The method further includes utiliZing the 
stored information to identify other entities Who are senders 
of unsolicited e-mail. 

[0019] In another embodiment, the invention provides a 
method for facilitating bringing of a civil cause of action 
relating to sending of unsolicited e-mails. The method 
includes determining that a ?rst entity is receiving unsolic 
ited e-mails. The method further includes determining an 
impact of the unsolicited e-mails on the ?rst entity. The 
method further includes obtaining information evidencing 
that the second entity is at least partially responsible for 
sending at least a portion of the unsolicited e-mails. The 
method further includes obtaining information sufficient to 
alloW a legal action against the second entity relating to the 
unsolicited e-mails. 

[0020] In another embodiment, the invention provides a 
system for facilitating a legal action relating to unsolicited 
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electronic communication. The system includes a netWork, 
a server computer connected to the netWork, a ?rst computer 
connected to the netWork, the ?rst computer being associ 
ated With a ?rst entity; and one or more databases connected 
With the server computer and the ?rst computer. Unsolicited 
electronic communication received by the ?rst computer is 
sent to and stored in the one or more databases. The server 

computer is effective in obtaining information associating a 
second entity With a source of at least a portion of the 
unsolicited electronic communication, and obtaining infor 
mation sufficient to alloW initiation of a legal action against 
the second entity relating to the unsolicited electronic com 
munication. 

[0021] In another embodiment, the invention provides a 
method for facilitating bringing a legal action against a 
second entity in relation to sending of unsolicited e-mails to 
a ?rst entity. The method includes utiliZing one or more 
proprietary email accounts to receive unsolicited e-mails. 
The method further includes sending unsolicited e-mails 
received by the one or more proprietary email accounts to 
one or more databases for storage. The method further 
includes analyZing information stored in the one or more 
databases and relating to the unsolicited e-mails to obtain 
information useful in facilitating bringing a legal action 
against one or more entities in relation With sending of the 
unsolicited e-mails to the ?rst entity. 

[0022] In another embodiment, the invention provides a 
method for facilitating bringing of a civil cause of action 
relating to sending of unsolicited e-mails. The method 
includes determining that a ?rst entity is receiving unsolic 
ited e-mails. The method further includes obtaining ?rst 
information evidencing that the second entity is at least 
partially responsible for sending at least a portion of the 
unsolicited e-mails. The method further includes obtaining 
second information sufficient to alloW a legal action against 
the second entity relating to the unsolicited electronic com 
munication. A ?rst e-mail of the unsolicited e-mails com 
prises a reference to one or more URLs. Opening the ?rst 
e-mail causes a non-electronically formatted image to 
appear. Third information about the ?rst e-mail message is 
stored in a secure database, the third information comprising 
a copy of the ?rst e-mail, each of the one or more URLs, and 
a copy of the image. 

[0023] In another embodiment, the invention provides a 
method for facilitating obtaining information regarding 
unsolicited e-mails. The method includes one or more com 

puters associated With a ?rst entity sending copies of 
received unsolicited e-mails through a secure channel for 
storage in a secure database. The method further includes 
storing copies of the unsolicited e-mails in a knoWledge 
database, the knoWledge database being a relational data 
base. The method further includes alloWing querying of the 
relational database to obtain information regarding the unso 
licited e-mails. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The invention is illustrated in the ?gures of the 
accompanying draWings Which are meant to be exemplary 
and not limiting, in Which like references are intended to 
refer to like or corresponding parts, and in Which: 

[0025] FIG. 1 is a block diagram of distributed computer 
system, according to an embodiment of the invention; 
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[0026] FIG. 2 is a conceptual block diagram of a method, 
according to an embodiment of the invention; 

[0027] FIG. 3 is a flow chart of a method of facilitating a 
legal action, according to an embodiment of the invention; 

[0028] FIG. 4 is a flow chart of a method according to an 
embodiment of the invention; 

[0029] FIG. 5 is a flow chart of a method according to an 
embodiment of the invention; 

[0030] FIGS. 6, 6A, 6B and 6C are ?oWs chart illustrating 
methods in accordance With an embodiment of the inven 
tion; 
[0031] FIG. 7 is a conceptual block diagram of a system 
according to an embodiment of the invention; 

[0032] FIG. 8 is a conceptual block diagram of a system 
according to an embodiment of the invention; 

[0033] FIG. 9 is a conceptual block diagram of a system 
according to an embodiment of the invention; 

[0034] FIG. 10 is a block diagram of a system according 
to an embodiment of the invention; and 

[0035] FIG. 11 is a flow chart of a method according to an 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0036] In the folloWing description of the preferred 
embodiment, reference is made to the accompanying draW 
ings that form a part hereof, and in Which is shoWn by Way 
of illustration a speci?c embodiment in Which the invention 
may be practiced. It is to be understood that other embodi 
ments may be utiliZed and structural changes may be made 
Without departing from the scope of the present invention. 

[0037] FIG. 1 is a block diagram of distributed computer 
system, according to an embodiment of the invention. In 
computer system 100 depicted in FIG. 1, multiple UBE 
sender computers 102, 104, 106, multiple UBE recipient 
computers 138, 140, one or more server computers 112, a 
system proprietary email account 142 run by the operator of 
system 100, and a client proprietary email account 136 run 
by a client of the operator of system 100, are connected to 
a netWork such as the Internet 108. Server computer 112 
serves as a mail aggregator as discussed beloW. One or more 

secure evidence libraries 126 are connected to the server 
computer 112. One or more knoWledge databases 130 are 
connected to the UBE recipient computers 136, 138, 140 and 
to the server computer 112. While, in the embodiment 
depicted, databases 130, 126 are separate from server com 
puter 112, databases 130, 126, or one or some of them, may 
be located, for example, Within server computer 112. Filter 
ing and parsing engine 128 can be connected to the server 
computer 112. Filtering and parsing engine 128 can be part 
of server computer 112, can be a separate computer or 
computers, or otherWise. 

[0038] While the Internet 108 is depicted, the netWork 
connecting the computers can broadly include any of, or an 
array of, netWorks or distributed computer systems, Which 
can include Wired or Wireless netWorks, public netWorks, 
private netWorks, secure or unsecured netWorks, cellular 
telephone netWorks, one or more local area netWorks, one or 
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more Wide area netWorks, peer-to-peer netWorks or systems, 
and embodiments of the invention are contemplated in 
Which no connection to the Internet is included. 

[0039] Each of computers 102, 104, 106, 108136, 138, 
140 include one or more Central Processing Units (CPUs) 
114, 116 and one or more data storage devices 118, 120 
Which can include one or more netWork or Internet BroWser 

programs. 

[0040] Data storage device 118 of server computer 112 
includes server threat management program 124, and UBE 
recipient computers 136, 138, 140 include recipient threat 
management programs 122. 

[0041] Data storage devices of all depicted computers may 
comprise various amounts of RAM for storing computer 
programs and other data. In addition, all depicted computers 
may include other components typically found in computers, 
including one or more output devices such as monitors, other 
?xed or removable data storage devices such as hard disks, 
?oppy disk drives and CD-ROM drives, and one or more 
input devices, such as keyboards, mouse pointing devices, or 
other pointing or selecting devices. Generally, all depicted 
computers operate under and execute computer programs 
under the control of an operating system, such as WindoWs, 
Macintosh, UNIX, etc. 

[0042] Generally, the computer programs of the present 
invention are tangibly embodied in a computer-readable 
medium, e.g., one or more data storage devices attached to 
a computer. Under the control of an operating system, 
computer programs may be loaded from data storage devices 
into computer RAM for subsequent execution by the CPU. 
The computer programs comprise instructions Which, When 
read and executed by the computer, cause the computer to 
perform the steps necessary to execute elements of the 
present invention. It is to be understood that, all depicted 
computers can be computeriZed devices, such as portable or 
Wireless computeriZed devices. 

[0043] Double-headed arroW 132 depicts a secure channel 
or method for communication betWeen each of UBE recipi 
ent computers 136, 138, 140 and server computer 112. This 
channel, Which can utiliZe the Internet or otherWise, is 
secured in any of various Ways knoWn in the art, helping to 
preserve the integrity and evidentiary value of information 
sent through the channel. Furthermore, information stored in 
secure evidence repository 126 is stored in a secure manner, 
as discussed beloW. Information may be Zipped prior to 
sending. 
[0044] In operation, a UBE sender 112 sends a UBE 
through the netWork 108 to UBE recipient 140. Unsolicited 
e-mails received by recipient computers are securely sent to 
server computer 112. Additionally, UBEs can be received by 
system proprietary email account 142 or client proprietary 
email account 136, Which are e-mail accounts designed to 
receive only unsolicited e-mails (proprietary email accounts 
and their use are further described beloW), and then the 
UBEs can be sent to server computer 112. Client and system 
proprietary email accounts 142, 136 may also use a secure 
channel to send information to server 112. In the case of the 
client proprietary email account 136, messages may be 
aggregated by a threat management agent (not shoWn) 
operating on the client’s server. 

[0045] Server threat management program 140 can then 
securely send time-stamped copies of a UBE through chan 
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nel 132 to the secure evidence repository 126 for forensi 
cally sound storage. Copies of UBEs can be sent by server 
computer 112 through the ?ltering and parsing engine 128, 
and then to knowledge database 130, Which can be a 
relational, queriable database. Information in secure evi 
dence repository 126 can be saved for use in bringing or 
supporting a legal or other action against unsolicited e-mail 
senders or other responsible parties. For example, raW, 
forensically sound copies of UBEs can be stored in secure 
evidence repository 126 for later use in a legal action. 
Detailed examples of operation of the system 100 and its 
components are provided beloW. 

[0046] One or more data mining programs, such as, or one 
or more arti?cial intelligence programs, or both, are used in 
analysis according to methods of the invention. These uses 
can include, for example, analyZing information, including 
information stored in the knowledge database 130, to iden 
tify threats, to identify senders of unsolicited electronic 
communication, to estimate or calculate impacts of unsolic 
ited electronic communication, and to perform monitoring 
or link analysis (as described beloW). 

[0047] Information in knoWledge database 130 can be 
used, for example, by server threat management program 
124, or by human analysis, or both, to determine information 
about entities responsible for sending unsolicited e-mails, 
and other information relating to the unsolicited e-mails. The 
information in knoWledge database 130 can be combined 
With information in information sources database 150 as 
discussed in more detail beloW. The information in infor 
mation sources database 150 includes open and closed 
sources. Open sources include a WHOIS database, Internet 
IRC channels, UseNet Groups, Web sites, bulletin boards, 
and other accounts designed by system 100. Closed sources 
include other information acquired by the operator of system 
100 (for example databases acquired from knoWn UBE 
senders), and input and email accounts from clients of the 
operator of system 100. 

[0048] Recipients can query knoWledge database 130 to 
obtain information about or relating to unsolicited e-mails. 
For example, supposing that Bank A becomes aWare that 
UBEs are being sent falsely claiming to be from Bank A and 
requesting that recipients provide personal or ?nancial infor 
mation that has been lost or needs updating (an example of 
phishing). Bank A may query knoWledge database 130 to 
search for such UBEs that may be contained therein, such as 
by querying knoWledge database 130 for all UBEs for all 
e-mails containing the term “Bank A” in the title of the 
e-mail, for instance. 

[0049] Furthermore, reports may be requested to be gen 
erated to summariZe and provide analysis utiliZing informa 
tion obtained from the knoWledge database 130. For 
example, numerous employees of a recipient company may 
be receiving copies of a particular UBE. A report may be 
generated by using information about UBEs of that type, and 
by analysis thereof, Which can include determining the 
source or sources of the such UBEs. 

[0050] BankAmay arrange for a report to be made Which 
may include analysis of such UBEs, Which can include 
human and computeriZed analysis, to determine and provide 
information about the source or sources of the UBEs, and to 
provide evidence for later legal action against the source or 
sources. 
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[0051] In using the server threat management program 
124, information from knoWledge database 130 can be 
analyZed and used to identify or bring action against parties 
responsible for other types of information security-related 
threats, including thieves, hackers, virus-spreaders, etc. Fur 
thermore, as described in detail With reference to FIG. 10, 
information from knoWledge database 130 can be used to 
track doWn and identify associates of such responsible 
parties. 

[0052] FIG. 2 is a conceptual block diagram of a method 
200, according to an embodiment of the invention. The 
method 200 conceptually represents steps leading from 
aWareness of an Internet-based information security threat to 
taking action against the threat, including mitigation of the 
threat, recovery of losses, and other actions. 

[0053] Some embodiments of the invention are used With 
respect to unsolicited e-mail-related threats, as Well as other 
types of information security threats or potential threats, 
Whether related to unsolicited e-mail or not, including 
piracy, fraud, virus-spreading, pornography, hacking, and 
others. 

[0054] Step 204 represents aWareness of a threat, such as 
a threat posed to a company by received unsolicited e-mails. 
This step can also represent aWareness of detailed informa 
tion about the threat, including its source or sender, as can 
be obtained using methods according to the invention and 
described throughout. 

[0055] Step 206 represents knoWledge relating to the 
impact of the threat. For example, this step can include the 
company obtaining information, Whether statistical or oth 
erWise, indicating or quantifying the impact, including dam 
age, loss, or cost, suffered by the company as a result of the 
threat. The impact can be calculated or estimated With regard 
to present, past, or anticipated future losses, such as over a 
past or anticipated future time frame. 

[0056] Once the company, for example, is aWare of the 
threat and its impact, at step 208, action is taken against the 
threat. This action can include, for example, bringing a legal 
action, such as a local, state, federal criminal or civil action 
or suit against one or more entities determined and evi 
denced to be responsible for the impact, or that portion of the 
impact for Which the one or more entities can be shoWn to 
bear responsibility. For example, an entity, Which can 
include a company, individual person, or other entity, may 
bear legal responsibility for the impact caused by unsolicited 
e-mails sent by the entity. Such legal action can result in 
recovery of money through settlement or judgment, injunc 
tion relief, and other types of recovery, restitution, or remu 
neration. 

[0057] FIG. 3 is a How diagram of a method 300 of 
facilitating a legal action, according to one embodiment of 
the invention. In some embodiments, the steps of the method 
300 are accomplished including use of a server or recipient 
threat management program (depicted in FIG. 1). 

[0058] At step 302, the method 300 determines that a ?rst 
entity, such as company A, is receiving unsolicited e-mails. 

[0059] At step 304, an impact of the unsolicited e-mails on 
company A is determined, Which determination can include 
being estimated, calculated, predicted, judged, etc., Whether 
by computers, by hand, or both. 
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[0060] At step 306, information is obtained associating a 
second entity, such as company B, With a source of the 
unsolicited e-mails. This can include company B being the 
sender or source of the unsolicited e-mails. This information 
can be obtained, for example, using information saved in a 
knoWledge database (depicted in FIG. 1). 

[0061] At step 308, sufficient information is obtained to 
alloW initiation of a legal action (including equitable 
actions) against company B, Which can include information 
stored in the secure evidence repository 126 (FIG. 1). In 
some embodiments, information is stored in the secure 
evidence repository in a manner so as to be suf?cient to 
produce evidence to meet legal standards such as proof 
beyond a reasonable doubt, clear and convincing evidence, 
or preponderance of the evidence. Furthermore, step 308 can 
include determining requirements for a particular legal 
action and seeking to ensure that suf?cient information is 
obtained to bring action or obtain a remedy based on such 
requirements. 

[0062] Referring to FIG. 4, some UBEs can contain an 
HTML ?le reference or HREF that causes a user’s mail 
broWser to doWnload various ?les from Internet servers 
references by the HREFs. Such ?le types include .GIF; 
.JPEG; .BMP; .PNG; .TIF; TIFF; .WMV; .AVI; .WAV; 
.MPG; .MPEG; and .MP3. The image may appear to be a 
text e-mail, but is actually an image (an example of a 
non-electronically formatted text ?le). Existing techniques 
to identify or block a UBE may look for electronically 
formatted text, and so apparent text included in the image 
may be overlooked. Furthermore, the unsolicited e-mail may 
contain a reference to a URL that refers to another URL, and 
so on, before the URL presenting the image is accessed, 
further complicating detection. Still further, the URL pre 
senting the image can be disabled or modi?ed in a short 
period of time, such as a feW days after opening of the 
e-mail, Which can foil later attempts at identifying the sender 
or the displayed message. 

[0063] Method 400 can be used in conjunction With other 
methods described herein, such as methods for facilitating 
bringing legal actions against senders of unsolicited e-mails, 
or can be used independently thereof. The method can be 
performed using the server threat management program 124 
and system 100 (FIG. 1) or otherWise. 

[0064] At step 402, it is determined that a particular 
unsolicited e-mail includes an HREF. 

[0065] At step 404, a chain of URLs (one or more) pointed 
to or accessed as a result of opening the e-mail is deter 
mined, and associated information is stored, for example, in 
the secure evidence repository 136 and the knoWledge 
database 130. 

[0066] At step 406, a copy of an image presented to the 
opener of the e-mail, such as a GIF image, is time-stamped 
and stored in secure evidence repository 126. Additionally, 
system 100 (FIG. 1) may be used to access the URL and 
store portions of the Web site associated With the URL 
including, for example, the ?rst page of the Web site. This 
?rst page is also stored in a secure evidence repository. 
System 100 may also gather information from information 
sources database 150 relating to the Web site including the 
oWner of the Web site from a WHOIS database, or other IP 
related information. Again, all information gathered is per 
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formed in a forensically sound manner. The system respon 
sible for serving each ?le is determined and documented. 

[0067] The above steps provide a complete and secure 
record of the unsolicited e-mail and its affect at the time of 
opening. This information can be used in identifying the 
sender, or as evidence in an action against the sender, for 
example. 

[0068] FIG. 5 is a How diagram of a method 500 including 
storing copies of, or information regarding, unsolicited 
e-mails, according to one embodiment of the invention. 
Method 500 may be accomplished using elements of the 
system 100 described With reference to FIG. 1. 

[0069] At step 502, a UBE recipient 140, such as Com 
pany A, sends copies of received unsolicited e-mails through 
secure channel 132 for storage in a secure evidence reposi 
tory 126, such as including sending the e-mails to server 
computer 112. The server computer 112 then causes copies 
of the e-mails to be stored in a secure evidence repository 
126. 

[0070] At step 504, copies of the unsolicited e-mails are 
sent for parsing and ?ltering, such as by parsing and ?ltering 
engine 128. This can include assigning a unique identi?er to 
each e-mail, parsing each e-mail to identify each ?eld 
thereof (title, body, domains, dates, text, etc.), parsing to ?nd 
particular characteristics or information, ?ltering to remove 
unneeded information or portions of the unsolicited e-mails, 
etc. At step 505, the parsed information is cross-referenced 
With open and closed source intelligence. 

[0071] At step 506, information regarding the unsolicited 
e-mails, such as information obtained after parsing and 
?ltering, is stored in knoWledge database 130, Which may be 
a relational database. The knoWledge database 130 can 
contain information regarding unsolicited e-mails from 
many recipients, and the information can include added 
information such as a unique identi?er for each e-mail, 
information organiZed into tables, etc. 

[0072] At step 508, querying or manipulation is alloWed of 
information in the knoWledge database 130. Copies may be 
made for manipulation, to preserve the integrity of the 
knoWledge database information. This step can include, for 
example, manipulation of the information in order to help 
identify a sender. This step can also include queries made by 
recipients to obtain organiZed or customiZed information or 
reports about unsolicited e-mails. 

[0073] FIG. 6 is a How chart of a method 600 of facili 
tating a legal action, according to an embodiment of the 
invention. Method 600, for example, may be accomplished 
using the server computer 112, the recipient computer 140, 
the threat management programs 122, 124, the databases 
126, 130 (as depicted With reference to FIG. 1), and the 
parsing engine 128. 

[0074] At step 602, method 600 associates UBEs With 
sources of threats. 

[0075] At step 604, method 600 quanti?es or quali?es the 
threat to the victim related to each threat source, bene?ciary, 
or intermediary. 

[0076] At step 606, method 600 assesses the action-ability 
of the threat source, bene?ciary, or intermediary. 












