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(57) 
An image processing device comprises an image data input 
means 2, an image data storage means 12 for storing the 
image data being input, an image data processing means 6 
having multiple processing modes for outputting the stored 
image data, and a image data erasing means for erasing the 
image data stored in the storage means 12. The device 
further comprises erase count control means 8, 14 for 
controlling the number of times for erasing image data 
capable of having the number of times of erase set arbitrarily 
according to the security level required for each mode, and 
capable of having the set number of times of erase changed 
in mid-?ow. Con?dentiality is protected by performing erase 
operations repeatedly to the region storing the unnecessary 
image data according to the security level. 
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IMAGE PROCESSING DEVICE 

TECHNICAL FIELD 

[0001] The present invention relates to an image process 
ing device such as a digital multifunctional device including 
a scanner and a printer, and preferably relates to an image 
processing device connected to a communication path such 
as a netWork and having, in addition to the copier function 
mentioned above, an image communicating function and a 
printer function, and more speci?cally, relates to an image 
processing device that temporarily stores the image data 
inputted to the multifunctional device in a memory equipped 
thereto so as to process the input image data, and erases the 
stored image data from the memory When the processing is 
completed. 

DESCRIPTION OF THE BACKGROUND ART 

[0002] Conventionally, digital multifunctional devices are 
available in the market for electronically scanning a docu 
ment image by a scanner and outputting the image data 
transmitted from the scanner through a printer. Recently, 
improved digital multifunctional devices have appeared, 
equipped With a communication function (including a fac 
simile function and a printer function) to transmit and 
receive image data through communication With external 
devices. Further, the improved digital multifunctional 
devices are equipped With memories for temporarily storing 
the image data to be processed, so as to process large 
amounts of image data and multiple jobs ef?ciently. 

[0003] On the other hand, there are various types of 
memories or storage devices for storing the image data, 
including hard disk devices using magnetic recording 
medium, and semiconductor memories. Such various 
memories have different environments for storing the image 
data, such as the memory capacity, cost, Writing speed, 
readout speed, and Whether it is volatile or nonvolatile. 

[0004] Especially in a memory utiliZing a magnetic 
recording medium such as a hard disk device, the disk 
(recording medium) is divided into small units, and each 
region is managed by a management data called FAT (?le 
allocation table). When data is recorded in a region of the 
disk (recording medium), the FAT data is updated accord 
ingly, and When reading out the data stored in the regions, 
the reading is performed based on the FAT data. 

[0005] Currently, the hard disk device is disposed in the 
digital multifunctional device as an auxiliary memory of the 
semiconductor memory, considering memory capacity, price 
(cost of parts), and data transmission speed, and While a 
certain volume of job data are processed in the semicon 
ductor memory, the neWly input job data is temporarily 
stored in the hard disk, so that When the order for processing 
the neW job data arrives, the data is read out onto the 
semiconductor memory for processing. The above con?gu 
ration is provided in the market as a system for processing 
image data (digital multifunctional device) capable of effi 
ciently processing a large amount of job data Without delay. 

[0006] HoWever, the processing of a highly con?dential 
document data by this type of digital multifunctional device 
may cause security problems. For example, the job data 
(image data) stored temporarily in each of the regions of the 
hard disk remain as data even When the job data has become 
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unnecessary and the FAT data has been updated to store neW 
image data, unless the neWly inputted image data is over 
Written on the region storing the unnecessary image data 
based on the FAT data, or unless the unnecessary image data 
remaining in the data regions are erased forcibly. 

[0007] In order to overcome this draWback, Japanese 
Patent Laid-Open Publication No. 9-284572 discloses a 
system that forcibly erases the region storing the image data 
of the hard disk or overWrites irregular patterned images 
created by random numbers on the region When the pro 
cessing of the image data is completed in the digital multi 
functional device, so that the stored data cannot be repro 
duced as image. 

[0008] HoWever, strictly speaking, since the memory is 
composed of a magnetic storage medium, the previously 
stored image data is not completely impossible to read even 
after overWriting neW image data or speci?c pattern on the 
data once, or by erasing the data. 

[0009] Therefore, the present invention aims at solving the 
above-mentioned problems of the prior art. The object of the 
invention is achieved by providing an image processing 
device that, upon erasing the image data stored in the 
memory, repeats erasing operation for the regions storing the 
image data according to its security level so as to achieve 
suf?cient protection of con?dentiality of the image data. 

[0010] Another object of the present invention is to pro 
vide an image processing device that enables the number of 
times of erase (erase count) to be designated from an 
external device corresponding to the security level of the 
image data When the processing of the image data is 
requested from the external device, in case the digital 
multifunctional device is equipped With a device having a 
communication function that enables image data to be 
transmitted to and received from an external device through 
communication. Thus, the unnecessary image data stored in 
the image data storage means can be erased Without fail by 
performing erase of the image data for a number of times 
designated through the external device, according to Which 
the security level of the device With respect to the image data 
received from the external device via the image data com 
munication means is increased. 

[0011] Yet another object of the present invention is to 
provide an image processing device that performs erase 
operation based on the preset number of times for erasing the 
image data set in the digital multifunctional device, and 
When the digital multifunctional device is equipped With a 
device having a communication function that enables image 
data to be transmitted to and received from an external 
device through communication, When a request for image 
data processing is entered through the external device, 
enables the erase count according to the security level of the 
image data to be designated through the external device, and 
performs erase operation by prioritiZing the erase count of 
image data designated through the external device to the 
erase count of image data preset to the digital multifunc 
tional device. 

DISCLOSURE OF THE INVENTION 

[0012] The present invention achieves the above-men 
tioned objects by an image processing device comprising an 
image data input means for inputting image data, an image 
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data storage means for storing the image data inputted 
through the image data input means, an image data process 
ing means for outputting the image data stored in the image 
data storage means, and an image data erasing means for 
erasing the image data stored in the image data storage 
means, Wherein the image processing device further com 
prises an erase count control means for performing the erase 
operation to the image data to be erased by the image data 
erasing means for multiple times. 

[0013] Further, according to the image processing device 
of the present invention, in addition to the above features, if 
the image data processing means has multiple different 
processing modes, the erase count control means is capable 
of arbitrarily setting up the number of times of erase 
according to a required security level for each of the 
processing modes by Which the image data to be erased is 
outputted. 
[0014] In addition to the above features of the image 
processing device of the present invention, if the image data 
processing means has multiple varying processing modes, 
the erase count control means is capable of arbitrarily setting 
up the number of times of erase operation according to a 
required security level for each of the processing modes by 
Which the image data to be erased is outputted, and also 
capable of changing in mid-?oW the number of times of 
erase being set. 

[0015] As explained, by repeatedly erasing the stored 
image data to be erased for a set number of times according 
to the process mode, the stored image data can be erased 
Without fail according to its security level, so the security of 
the image data can be improved. Furthermore, by enabling 
the total number of erase operation to be varied in mid-?oW 
during erase of the stored image data, the number of times 
for erasing the stored image data can be increased or 
decreased according to its security level, and the security 
level of the image data can be increased. Moreover, the 
present invention prevents deterioration of processing effi 
ciency of the device by carrying out erase operations not 
more than necessary. 

[0016] Furthermore, according to the image processing 
device of the preset invention, in addition to the features 
mentioned above, the erase count control means is equipped 
With an erase count setup means for arbitrarily setting up the 
number of times for erasing the image data by the image data 
erasing means according to each processing mode, and an 
erase count changing means for changing in mid-?oW the 
number of times of erase being set. As explained, by 
alloWing the number of times for erasing the image data by 
the image data erase means to be set arbitrarily, the most 
suitable number can be set to correspond to the environment 
of the installation site (various handling levels for various 
document images at the installation site) by Which the 
security level is increased, and on the other hand, the erase 
operation is not repeated more than necessary, so the process 
efficiency of the image data of the image processing device 
is not deteriorated. Further, While erasing the stored image 
data to be erased, the number of times of erase operation can 
be varied in mid-?oW, so that the erase count can be 
increased or decreased according to the security level of the 
stored image data, thus the security level of the image data 
can be increased. 

[0017] According further to the present invention, the 
object of the present invention can be achieved by an image 
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processing device comprising an image data reading means 
for inputting image data, an image data communicating 
means for communicating the image data With an external 
device, an image data storage means for storing the image 
data inputted from the image data reading means and from 
the external device via the image data communicating 
means, an image data processing means for outputting the 
image data stored in the image data storage means, and an 
image data erasing means for erasing the image data stored 
in the image data storage means, Wherein the image data 
erasing means is equipped With a function to receive via the 
image data communicating means from the external device 
the image data and the number of times for erasing the image 
data, and a function to erase the unnecessary image data 
stored in the image data storage means based on the number 
of times for erasing the image data designated by the 
external device. 

[0018] Further in addition to the above features, the image 
processing device of the present invention comprises an 
image data erase count setup means for setting the number 
of times for erasing the image data stored in the image data 
storage means, Wherein the image data erasing means is 
equipped With a function to receive the set number of times 
for erasing the image data from the image data erase count 
setup means, a function to receive via the image data 
communicating means from the external device the image 
data and the number of times for erasing the image data, and 
a function to erase the unnecessary image data stored in the 
image data storage means based on the number of times for 
erasing the image data designated from the external device, 
by prioritiZing the number of times for erasing the image 
data designated from the external device over the number of 
times for erasing the image data set in advance through the 
image data erase count setup means. 

[0019] In addition to the features of the image processing 
device of the present invention mentioned above, the image 
data storage means is a storage device equipped With a 
magnetic memory medium. By forming the image data 
storage means With a magnetic memory medium, the image 
data stored in the magnetic memory device can be erased 
Without fail and the security level of the image data is further 
enhanced. 

[0020] According to the image processing device of the 
present invention, the number of times for erasing the image 
data is the number of times for either erasing or overWriting 
a storage region of the unnecessary image data to be erased. 

[0021] According to the invention, the number of times for 
erasing the image data can be set and varied arbitrarily 
according to the security level of the image data. 

[0022] The “erasing” of image data according to the 
present invention is not limited to simply erasing (clearing) 
the image data, but also includes making it impossible to 
read the image data (invalidation) by overWriting White 
image data or unspeci?ed pattern image formed by random 
number generation to the image data region. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] FIG. 1 is an explanatory vieW shoWing the sche 
matic con?guration of a digital multifunctional device or 
image processing device according to one embodiment of 
the present invention; 
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[0024] FIG. 2 is an explanatory vieW showing the struc 
ture of an operation unit according to the image processing 
device of the invention; 

[0025] FIG. 3 is an explanatory vieW of a screen displayed 
on the LCD panel of FIG. 2 (normal status); 

[0026] FIG. 4 is an explanatory vieW of a screen displayed 
on the LCD panel of FIG. 2 (status in Which an icon is 
displayed indicating that “image data erase process” is 
operable); 
[0027] FIG. 5 is an explanatory vieW of a screen displayed 
on the LCD panel of FIG. 2 (version data display screen); 

[0028] FIG. 6 is an explanatory vieW shoWing a screen 
displayed on the LCD panel of FIG. 2 (“image data erase 
process” operating screen); 
[0029] FIG. 7 is an explanatory vieW shoWing a screen 
displayed on the LCD panel of FIG. 2 (“image data erase 
process” operation status con?rmation screen); 

[0030] FIG. 8 is an explanatory vieW of a screen displayed 
on the LCD panel of FIG. 2 (security setup display screen); 

[0031] FIG. 9 is an explanatory vieW of a screen displayed 
on the LCD panel of FIG. 2 (erase con?rmation screen); 

[0032] FIG. 10 is an explanatory vieW of a screen dis 
played on the LCD panel of FIG. 2 (data erase operation 
progress status display screen); 

[0033] FIG. 11 is an explanatory vieW of a screen dis 
played on the LCD panel of FIG. 2 (“all data area erase 
count” setup screen); 

[0034] FIG. 12 is an explanatory vieW of a screen dis 
played on the LCD panel of FIG. 2 (screen for con?rming 
the automatic erase count for each mode and for selecting 
the mode to be set); 

[0035] FIG. 13 is an explanatory vieW of a screen dis 
played on the LCD panel of FIG. 2 (screen for setting up the 
automatic erase count for the selected mode); 

[0036] FIG. 14 is a ?oWchart (number 1) explaining the 
How of the process for copy mode; 

[0037] FIG. 15 is a ?oWchart (number 2) explaining the 
How of the process for copy mode; 

[0038] FIG. 16 is an explanatory vieW shoWing the setup 
screen (print driver screen) displayed on the display of an 
external device through Which a print job is demanded; and 

[0039] FIG. 17 is a ?oWchart explaining the How of the 
process during print mode. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0040] One preferred embodiment of the image processing 
device according to the present invention Will noW be 
explained With reference to the draWings. FIG. 1 is an 
explanatory vieW shoWing the schematic con?guration of 
the digital multifunctional device Which is the image pro 
cessing device according to one embodiment of the present 
invention. 

[0041] As shoWn in FIG. 1, the digital multifunctional 
device 1 according to the embodiment comprises an image 
reading unit 2, an operation unit 4, an image forming unit 6, 
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a device control unit 8, a communication unit 10, a hard disk 
(HD) 12 and a managing unit 14. 

[0042] The image reading unit 2 comprises, for example, 
as shoWn in FIG. 1, a CCD (charge coupled device) 2a as 
image reading device, Which is an image data reading means 
for reading the image data, and functions as one of the image 
data input means for inputting the image data. 

[0043] The operation unit 4 comprises, as shoWn in FIG. 
1, an input unit 4a equipped With various input keys etc. and 
a display unit 4b equipped With an LCD (liquid crystal 
display) or other display means, and functions as means for 
manipulating the device, entering the number of times of 
erase and displaying the number of times of erase, and also 
as an image data erase count setup means for setting the 
number of times of erase for the image data stored in the 
hard disk 12 functioning as the image data storage means. 

[0044] The image forming unit 6 comprises, as shoWn in 
FIG. 1, a volatile memory 6a and a print unit 6b such as an 
LSU (laser scanning unit), and functions as image data 
processing (output) means for processing (outputting) the 
image data stored in the image data storage means or hard 
disk 12. 

[0045] The device control unit 8 and the managing unit 14 
function as image data erase means for erasing (invalidating) 
the image data stored in the hard disk 12 based on a program 
set optionally. 

[0046] Furthermore, the device control unit 8 and the 
managing unit 14 also function as erase count control means 
for erasing the object image data for a number of times 
repeatedly by the image data erase means according to an 
optionally set program. 

[0047] The communication unit 10 controls the commu 
nication betWeen an external netWork 15, and functions as 
image data communication means for communicating image 
data With external devices PC1, PC2 . . . connected to the 

netWork 15, and also functions as one of the image data input 
means for inputting image data to the image data storage 
means. 

[0048] The hard disk 12 functions as an image data storage 
means for storing the image data inputted through various 
input means (input means corresponding to various modes 
of the digital multifunctional device 1, such as scanner, 
facsimile and netWork) The image data storage means can be 
constructed as a memory unit having a magnetic recording 
medium. 

[0049] The managing unit 14 manages the Whole device 
and also manages processes such as the erasing of unnec 
essary data. 

[0050] According to the digital multifunctional device 1 of 
the present invention, the image data erase means for erasing 
the unnecessary image data stored in the hard disk 12 is 
equipped With a function to receive the number of times for 
erasing the image data set through the operation unit 4, a 
function to receive the image data and the number of times 
for erasing the image data from external device PC1, PC2 
and so on via a communication unit 10, and a function to 
erase the unnecessary image data stored in the hard disk 12 
according to the number of times for erasing the image data 
designated through the external device PC1, PC2 and so on 
by prioritiZing the number of times for erasing the image 
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data designated through the external device PC1, PC2 and so 
on over the number of times for erasing the image data set 
in advance through the operation unit 4. 

[0051] According to the digital multifunctional device 1 of 
the present invention, the number of times for erasing the 
image data is the number of times for either erasing or 
overWriting the memory region storing the unnecessary 
image data to be erased. 

[0052] When the digital multifunctional device 1 accord 
ing to the present embodiment is used as a copying machine, 
the image data of the document being read in through the 
image reading unit 2 is output from the image forming unit 
6 as copy. 

[0053] As shoWn in FIG. 1, the image reading unit 2 is 
equipped With a CCD 2a capable of electronically reading 
the image of the document set to reading position. The image 
data of the document being read is completed as output 
image on a volatile memory 6a and then stored in the hard 
disk 12 temporarily. When there are multiple documents, 
this reading and storing operation is performed repeatedly. 

[0054] Thereafter, based on the processing mode desig 
nated through the operation unit 4, the image data stored in 
the hard disk 12 are read out sequentially at appropriate 
timings and sent to the volatile memory 6a. Then, in timing 
With the Writing of the data to the print unit 6b, the image 
data is transferred from the volatile memory 6a to the print 
unit 6b. 

[0055] Further, When the image data being input are to be 
printed out as multiple copies, the image data is stored in 
page units to the hard disk 12 as output image, and in 
response to the output mode, the data is sent from the hard 
disk 12 to the volatile memory 6a, and then transferred 
therefrom to the print unit 6b repeatedly for a number of 
times corresponding to the number of copies to be output in 
timing With the Writing of data to the print unit 6b. 

[0056] Next, in utiliZing the digital multifunctional device 
1 according to the present embodiment as a printer, the 
image data received by the communication unit 10 is output 
from the image forming device 6 via the volatile memory 6a. 

[0057] As shoWn in FIG. 1, the communication unit 10 is 
connected With a netWork 15 via a communication cable and 
the like, and can receive image data from external devices 
such as personal computers (PC) PC1, PC2 and so on 
connected to the netWork 15. The image data received by the 
communication unit 10 are sent in page units as image data 
for output to the volatile memory 6a, and then stored in the 
hard disk 12 temporarily. Thereafter, the image data is sent 
again from the hard disk 12 to the volatile memory 6a before 
being transferred to the print unit 6b, similarly as When the 
device is used as a copying machine. 

[0058] Moreover, When utiliZing the digital multifunc 
tional device 1 according to the present embodiment as a 
netWork scanner, the image data of the document being read 
in through the image reading unit 2 can be transmitted 
through the communication unit 10 to an external device 
(PC1, PC2 and so on) such as an arbitrary personal com 
puter. 

[0059] Also in this example, the CCD 2a equipped to the 
image reading unit 2 is used to read the document image 
electronically. Then, the document image data being read is 
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completed as output image on the volatile memory 6a and 
then stored in the hard disk 12 temporarily. Thereafter, the 
data is sent from the hard disk 12 back to the volatile 
memory 6a, and based on the instructions provided through 
the operation unit 4, a communication betWeen a designated 
destination is established, and the data is transmitted via the 
communication unit 10 to a target destination. 

[0060] Other than the netWork 15, the communication unit 
10 is connected With a telephone circuit (not shoWn), so that 
When the digital multifunctional device 1 according to the 
present embodiment is utiliZed as a facsimile, a similar 
operation is performed, and document image can be trans 
mitted to and received from external communication 
devices. 

[0061] In the present explanation, the digital multifunc 
tional device 1 is equipped With a hard disk 12 functioning 
as storage means for temporarily storing the image data, but 
the present invention is not limited to such example, and the 
digital multifunctional device 1 can also be equipped With a 
nonvolatile memory capable of maintaining the stored image 
data even When it is removed from the device body, or a 
memory having a backup function, or other memory units 
(media) utiliZing magnetic recording media. 
[0062] Each component constituting the digital multifunc 
tional device 1 according to the present embodiment is 
controlled via the device control unit 8, Which monitors the 
instructions for operation entered through the input unit 4a, 
such as tablets and key groups, equipped to the operation 
unit 4, and displays the guidance information to be noti?ed 
to the user, such as information related to the status of the 
digital multifunctional device 1, via the display unit 4b. 

[0063] The managing unit 14 manages the information 
related to the various units or components controlled by the 
device control unit 8, and based on this information, the 
device control unit 8 controls the overall operation of the 
digital multifunctional device 1. 

[0064] Next, With reference to FIG. 2, the structure of the 
operation unit 4a comprising the input unit 4a and display 
unit 4b is explained in detail. 

[0065] FIG. 2 is an explanatory vieW illustrating the 
operation unit 4 in detail. As explained earlier With reference 
to FIG. 1, the operation unit 4 comprises an input unit 4a 
and a display unit 4b, and the operation unit 4 is composed 
of an operation panel 40 as shoWn in FIG. 2. 

[0066] The operation panel 40 includes a liquid crystal 
display panel 41 as shoWn in FIG. 2. The input unit 4a 
includes a group of keys that are disposed adjacent the LCD 
panel 41 (on the right side of FIG. 2), Which include a “start” 
key 16 for demanding the device to start copying, an “all 
clear” key 17 for interrupting the process being executed, a 
“clear” key 18 for clearing the contents of the designated 
mode, a “ten” key 22 for designating the number of copies 
to be made etc., a “printer” key 23a, a “fax/image transmis 
sion” key 23b and a “copy” key 23c functioning as mode 
sWitching keys, a “job status” key 25 for con?rming the 
status of the jobs (reserved jobs), and a “user setup” key 24. 

[0067] The display unit 4b is composed of a dot-matrix 
LCD panel 41, capable of displaying a detailed guidance to 
provide necessary information to the user of the digital 
multifunctional device 1 according to the present embodi 
ment. 
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[0068] Furthermore, a transparent touch panel (transparent 
tablet) is disposed on the screen of the LCD panel 41, Which 
functions as a part of the input unit 4a for entering demands 
to the system by manipulating the touch panel according to 
the guidance information displayed on the panel 41. 

[0069] Next, the security system equipped to the digital 
multifunctional device 1 according to the present embodi 
ment Will be explained. 

[0070] As for the simpli?ed process ?oW, the image data 
to be processed in the device is stored temporarily in the 
hard disk 12. 

[0071] Thereafter, When the processing of the stored 
image data (output of the stored image data) is completed 
and the data no longer becomes necessary, the image data is 
erased (invalidated) from the hard disk 12. 

[0072] At this time, the stored image data is erased (invali 
dated) by repeating the erase process for a number of times 
set according to the security level of each process mode (for 
eXample, copy mode, print mode, faX mode and scanner 
mode). 
[0073] The folloWing explanation refers to a copying 
operation in Which the document image data is read into the 
device and then output through the printer as recorded 
matter, but the present embodiment is not limited to such 
eXample, and the same process can be applied When the 
present digital multifunctional device 1 is utiliZed as a 
printer or as a transmission device such as facsimile or 
netWork scanner in Which the image data read into the device 
via a scanner is transmitted. 

[0074] FIGS. 3 through 13 illustrate the screens dis 
played on the LCD panel 41 of the display unit 4b of FIG. 
2, Which eXplain hoW the display 4b changes according to 
each step for erasing (invalidating) the unnecessary image 
data from the hard disk 12 according to its security level 
When the “image data erase process function” for erasing the 
image data temporarily stored in the hard disk 12 is active. 

[0075] Further, FIG. 14 is a ?oWchart shoWing the 
sequence of process steps for erasing the image data on the 
hard disk 12 from the time the poWer of the digital multi 
functional device is turned on and Warm-up is started to the 
time the device is at standby being ready for operation, and 
FIG. 15 is a ?oWchart shoWing the sequence of process 
steps for performing a copy operation and then erasing the 
image data stored in the hard disk 12 by the digital multi 
functional device 1 according to the present embodiment. 

[0076] FIG. 3 shoWs a display screen (basic screen) 41a 
of the LCD panel 41 in Which the “image data erase process 
function” has not yet been activated, and in the digital 
multifunctional device 1 according to the present embodi 
ment, the “image data erase process function” is a function 
that is preinstalled to the device, but is initially not active in 
default. 

[0077] The “image data erase process function” can be 
activated by entering and setting a product key at the 
installation site When security regarding document data and 
the like is required. The art of selectively validating a 
preinstalled function With a product key is disclosed in the 
application (Japanese Patent Laid-Open No. 2001-309099) 
?led by the present applicant. 
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[0078] FIG. 4 is a vieW shoWing the status in Which an 
icon 42 indicating that the “image data erase process func 
tion” is in operable state is displayed on the loWer left corner 
of the screen 41a of the LCD panel 41, notifying the user 
that the “image data erase process function” has been 
validated by the entry of the product key. 

[0079] When a ?nger is pressed against (touches) the icon 
42 displayed at the loWer left corner of the screen 41a of the 
LCD panel 41 shoWn in FIG. 4 While the “image data erase 
process function” is not activated (When the device is at 
standby), the screen 41a of the LCD panel 41 is changed to 
What is shoWn in FIG. 5. Then, as shoWn in FIG. 5, a 
WindoW is displayed substantially at the center of the screen 
41a of the LCD panel 41 indicating the version data etc. of 
the present function related to the security kit. 

[0080] The “image data erase process function” is handled 
as “data security kit”, Which is an option in the digital 
multifunctional device 1, so guidance thereof is displayed in 
the WindoW as “data security kit”. Thereby, the contents of 
the “data security kit” and the “image data erase process 
function”, the version and the operation status thereof can be 
con?rmed. 

[0081] When the “image data erase process function” is 
operating since a job has been completed or cleared (When 
the data stored in the hard disk 12 is being erased), a WindoW 
is displayed at the substantial center of the screen 41a of the 
LCD panel 41 indicating that data is currently being erased, 
as shoWn in FIG. 6. 

[0082] Moreover, if enabling the set number of times of 
erase to be changed in mid-?oW, the WindoW displays the 
number of times of erase process for the current job data 
(default number of times: once), and also displays an “up 
key”43a, a “doWn key”43b and a “cancel key”43c for 
optionally changing the number of times of erase process to 
be performed by the decision of the user (default number of 
times: once). 

[0083] If the icon 42 on the loWer left corner of the screen 
41a of LCD panel 41 is pressed With a ?nger (touched) at 
this time, the screen 41a of the LCD panel 41 is changed to 
What is shoWn in FIG. 7. Here, as shoWn in FIG. 7, a 
WindoW is displayed on the substantial center of the screen 
41c of LCD panel 41 indicating that image data in the hard 
disk 12 is being erased according to the “image data erase 
process function”, and the status of progress of the process 
is displayed in levels. This display enables the operation 
status of the erasing process according to the “image data 
erase process function” to be con?rmed. 

[0084] While the image data in the hard disk 12 is being 
erased by the “image data erase process function”, it may be 
effective to have a display that is different from normal 
states, such as to have the icon blink during the erase 
procedure, so that one can recogniZe at once that the image 
data erasing process is underWay. 

[0085] Moreover, if the set number of times of erase is 
enabled to be changed in mid-?oW, similar to the WindoW of 
FIG. 6, the present WindoW can display the number of times 
of erase process set for the current job data (default number 
of times: once), and also display an “up key”43a, a “doWn 
key”43b and a “cancel key”43c for optionally varying the 
number of times of erase process by the decision of the user 
(default number of times: once). By manipulating the “up 
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key”43a and the “doWn key”43b, the preset number of times 
for carrying out the erase process (invalidation process) for 
the unnecessary image data can be varied in mid-?oW. 
Moreover, by manipulating the “cancel key”, the erase 
process (invalidation process) being performed currently 
can be interrupted in mid-?oW. 

[0086] Next, FIG. 8 illustrates a detailed setup display 
screen (security setup screen) 44 of the LCD panel 41, 
enabling one to arbitrarily set up the number of times for 
erasing (invalidating) the image data stored in the hard disk 
12 based on the various security levels of the document data 
determined at the installation site, or to start the “image data 
erase process function” to forcibly erase (invalidate) the 
image data stored in the hard disk 12. 

[0087] By setting in advance the number of times of erase 
that is most suitable for the selected security level at the 
installation site using the security setup screen 44, the image 
data Will be erased repeatedly When that image data becomes 
unnecessary, so the security level at the installation site can 
be maintained, and the deterioration of the process level of 
the image data of the device caused by the improvement of 
the security level can be suppressed to a minimum. 

[0088] Further, the number of times of erase process can 
be varied arbitrarily by the user during the erase operation by 
manipulating the “up key”43a, the “doWn key”43b or the 
“cancel key”43c displayed on the WindoW shoWn in FIG. 6 
and FIG. 7. 

[0089] The folloWing scene of use is exempli?ed. The 
erase process is started When a copy job for one document 
is completed, but in case a copy job for a neW second 
document is Waiting to be performed, the security level of 
the ?rst document can be determined and changed arbitrarily 
by the user. If the user determines that the document is 
important, the user con?rms the number of times of erase 
process being set, and increases the number. On the contrary, 
if the user determines that the level of importance is loW, the 
user reduces the number of times of erase process. Further 
more, if the user feels that the erase process is not necessary, 
the user can cancel the erase process itself to start the copy 
operation of the next document. 

[0090] Further, since the image data stored in the hard disk 
12 can be erased (invalidated) at an arbitrary timing, the 
present embodiment is effective When the user Wishes to 
process very important document data. 

[0091] The folloWing is a simpli?ed explanation of the 
operations according to the various modes. 

[0092] (All Data Area Erase Mode) 

[0093] When the “all data area erase” key 44a displayed 
on the upper left area of the security setup screen 44 on the 
LCD panel 41 shoWn in FIG. 8 is pressed (touched), the 
image data Written (remaining) on the hard disk 12 at that 
time is totally erased (invalidated). At this time, a con?r 
mation WindoW is displayed temporarily on the center of the 
security setup screen 44 of the LCD panel 41 (FIG. 9), and 
When the “erase” key 45 shoWn in FIG. 9 is manipulated, the 
erasing of image data on the hard disk 12 is started. At this 
time, the security setup screen 44 of the LCD panel 41 is 
changed to What is shoWn in FIG. 10, and indicates in levels 
the progress status of the data erase operation of the hard 
disk 12 by a WindoW screen. 
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[0094] Furthermore, as shoWn in FIG. 8, on the right side 
of the “all data area erase” key 44a on the security setup 
screen 44 of the LCD panel 41 appears an “all data area erase 
count” key 44b for setting, betWeen numbers 1 through 7, for 
example, the number of times for repeatedly executing the 
“all data area erase” process. Next to the “all data area erase 
count” key 44b is displayed the number being set (the 
default value is “1”). 

[0095] When the “all data area erase count” key 44b on the 
security setup screen 44 is pressed by a ?nger (touched), the 
security setup screen 44 on the LCD panel 41 changes to the 
“all data area erase count” setup screen 46 as shoWn in FIG. 
11, and by manipulating an “up” key 46a or a “doWn” key 
46b of the “all data area erase count” setup screen 46, the 
number of times for erasing the data can be determined 
arbitrarily, for example, betWeen numbers 1 through 7. 

[0096] (Automatic Data Erase Mode at PoWer-On) 

[0097] When an “automatic erase at poWer-on” key 44c 
displayed at the middle of the security setup screen 44 on the 
LCD panel 41 as shoWn in FIG. 8 is pressed (touched), a 
checkmark appears in the box of the key, and it becomes 
possible to set up an automatic data erase mode in Which the 
image data on the hard disk 12 is erased every time the 
poWer of the digital multifunctional device 1 is turned on. 

[0098] On the right side of the “automatic erase at poWer 
on” key 44c of the security setup screen 44 on the LCD panel 
41 is displayed, as shoWn in FIG. 8, a “number of times of 
automatic erase at poWer-on” key 44d that enables the 
number of times for repeatedly executing the “automatic 
erase at poWer-on” to be set up, for example, betWeen 
numbers 1 through 7. The number of times being set up is 
displayed next to the “number of times of automatic erase at 
poWer-on” key 44d. (According to the default status, the 
automatic poWer-on erase mode is not activated and the 
number is “0”, but When the automatic erase mode at 
poWer-on on the left side is selected, a number “1” is set.) 

[0099] When the “number of times of automatic erase at 
poWer-on” key 44d on the security setup screen 44 is pressed 
(touched), the security setup screen 44 on the LCD panel 41 
changes to the “all data area erase count” setup screen 46 as 
shoWn in FIG. 11, and by manipulating the “up” key 46a or 
the “doWn” key 46b on the “all data area erase count” setup 
screen 46, the number of times for executing erase can be 
determined arbitrarily, for example, betWeen numbers 1 
through 7. 

[0100] (Automatic Data Erase Mode at Termination of 
Each Job for Each Process Mode) 

[0101] When an “automatic erase count for each mode” 
key 446 displayed on the loWer area of the security setup 
screen 44 on the LCD panel 41 shoWn in FIG. 8 is pressed 
(touched), the number of times for erasing from the hard 
disk 12 the data related to a completed job Whenever a job 
of a process (output of stored image data) based on the 
various process modes of the device 1 (such as the copy 
mode, print mode, fax mode and scanner mode) is com 
pleted can be set for each process mode. 

[0102] When the “automatic erase count setup for each 
mode” key 446 of the security setup screen 44 on the LCD 
panel 41 is pressed (touched), the security setup screen 44 
changes to the “automatic erase count for each mode” setup 
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screen 47, and the “automatic erase count for each mode” 
setup screen 47 is displayed on the LCD panel 41, according 
to Which the current status of the number of times of 
automatic erase being set up for each mode can be con 
?rmed, and the key of the process mode that one Wishes to 
change the set erase count for is manipulated and the erase 
count setup screen is displayed. 

[0103] Furthermore, in the “automatic erase count for each 
mode” setup screen 47 of the LCD panel 41, as shoWn in 
FIG. 12, the numbers being set up for repeatedly executing 
the automatic data erase mode When a job is completed 
according to each process mode (default setup value is “1”) 
is displayed under the “coy mode” key 47a, the “print mode” 
key 47b, the “fax mode” key 47c and the “scanner mode” 
key 47d. 

[0104] When the “copy mode” key 47a of the “automatic 
erase count for each mode” setup screen 47 is pressed 
(touched), the “automatic erase count for each mode” setup 
screen 47 of the LCD panel 41 changes to a “erase count for 
copy data” as shoWn in FIG. 13, and by manipulating the 
“up” key 48a or the “doWn” key 48b of the “erase count for 
copy data” setup screen 48 of the LCD panel 41, the number 
of times for erasing the data can be set arbitrarily for 
example betWeen numbers 1 through 7. 

[0105] Moreover, the similar setup can be performed for 
modes other than the “copy mode”. According to the present 
embodiment, this automatic data erase mode at termination 
of each job is activated When the operation of the security kit 
(image data erase process) is approved by the entering of the 
product key explained earlier, but the present invention is 
not limited to such example, and it is possible to activate this 
mode from the initial state. 

[0106] As explained above, by purchasing the “data secu 
rity kit” for need of security, the “image data erase function” 
of the image processing device becomes operable, and the 
number of times for executing the “image data erase func 
tion” corresponding to the security level at the installation 
site or the security levels of various types of documents 
handled at the installation site can be set. Further, the 
number of times for executing the “image data erase func 
tion” corresponding to each process mode can also beset. 
Moreover, if necessary, it is also possible to designate When 
to start erasing the data on the hard disk. 

[0107] Then, as explained before, the user can change (in 
mid-?oW) the set number of times of erase arbitrarily during 
the erase operation arbitrarily by manipulating the “up 
key”43a, the “doWn key”43b and the “cancel key”43c 
displayed on the WindoW of FIGS. 6 and 7. 

[0108] NoW, With reference to the ?oWcharts of FIGS. 14 
and 15, the process How of a copy mode Will be explained. 

[0109] In FIG. 14, When the poWer of the digital multi 
functional device 1 is turned on, at ?rst, the device control 
unit 8 (FIG. 1) checks the components that constitute the 
device (step S101). When there is no problem found by the 
check (step S102“Y”), Warm-up is started so as to bring the 
device to a predetermined operable state (step S103). On the 
other hand, When malfunction (defect) is recogniZed (step 
S10 “N”), an error process is carried out, according to 
Which a message WindoW is displayed on the screen indi 
cating that a malfunction (defect) is found and that con?r 
mation is requested (step S104). 

Jul. 14, 2005 

[0110] Next, during normal Warm-up, it is checked 
Whether the “automatic erase mode at poWer-on” for initial 
iZing the hard disk 12 at poWer-on is set or not (step S105), 
and if this mode is set, the initialiZation of the hard disk 12 
is started (step S106), and at the same time, the status of 
progress of the initialiZation process is displayed as a 
WindoW on the screen (step S107). At this time, the initial 
iZation by the erasing of data on the hard disk 12 is repeated 
for a number of times set in advance through the setup 
screen of the LCD panel 41 as shoWn in FIGS. 8 and 12 
(step S108). 
[0111] When the above process is completed, the basic 
screen display as shoWn in FIG. 4 is displayed on the screen 
41a of the LCD panel 41 of the control panel 40, and When 
the completion of Warm-up is con?rmed (step S109), the 
device enters a job instruction standby state (step S110). 

[0112] As shoWn in FIG. 15, during this stage (standby 
state), if a document is mounted on the set position on the 
image reading unit 2 of the digital multifunctional device 1, 
the copy mode for the document is set, and the “start” key 
16 (FIG. 2) on the control panel 40 for instructing copy start 
is pressed (step S111), the document is electronically 
scanned by a CCD 2a of the image reading unit 2, and the 
document is generated as image data on the volatile memory 
6a in page units (step S112). Then, the image data is stored 
temporarily on the hard disk 12 from the volatile memory 
6a, and management information related to the image data 
stored in the hard disk 12 (such as FAT data) are managed 
by the managing unit 14 (step S113). 

[0113] Next, the image data stored in the hard disk 12 is 
read out as print data onto the volatile memory 6a once again 
in timing With the recording (step S114), and in timing With 
the printer, the data is transferred to the LSU (laser scanning 
unit) of the print unit 6b and printed out (step S115). 

[0114] When it is con?rmed that the image data has been 
printed out via the printer, the management data such as the 
FAT data are updated as process complete (step S116), and 
When a sequence of printing processes has been completed, 
the memory region to Which the image data used for this 
sequence of printing processes is stored is subjected to the 
image data erase process of the hard disk 12 (step S117). At 
this time, the initialiZation by the erasing of data on the hard 
disk 12 is repeated for a number of times set in advance for 
the copy mode through the setup screen of the LCD panel 41 
shown in FIGS. 8, 12 and 13 (step S118). 

[0115] If the number of times of erase operation must be 
changed in mid-?oW While the initialiZation by erasing the 
data of the hard disk 12 is being performed for a number of 
times set in advance by the setup screen of FIG. 12, by 
manipulating the “doWn” key 43b displayed on the WindoW 
of FIG. 6 or FIG. 7 (step S119), the set number of times can 
be reduced once per each click (step S120). By manipulating 
the “up” key 43a displayed on the WindoW of FIG. 6 or FIG. 
7 (step S121), the set number of times can be increased once 
per each click (step S122). 

[0116] Further, by manipulating the “cancel” key 43c 
displayed on the WindoW of FIG. 6 or FIG. 7 (step S123), 
the data erase process being performed currently is inter 
rupted, or the erase process is terminated When the currently 
performed erase process in mid-?oW is completed, the erase 
process is terminated and the device enters a standby mode 
(step S124). 








