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e istory ll cooklg?l order I 
The Order Form 

Here's how it works. Fill out and submit the following form. making sure to 
properly fill in your credit card information. Or, if you prefer, you can print the 
form (using your browser's print option) and fax it to us at (609) 448-4079. Your 
order will be acknowledged via email or fax, and the cookies shipped within 24 
hours. 

Ship To Information 100 

@ Mr. 0 Mrs. 0 Ms. I 

Last Name: i:'\— 101 

Address (linei): l:~ 102 
Address (lineZ)! i: 
City: l:__:l 
State: El 

Phone: Si 03 
FOX: :l 
Emdilr l:::l~104 

Order Information 

Send me |:idozen Choco'runes and Eldozen Almo'runes. 
Please send them©priority (2—3doys)Oovernight. 

I understand that I will be billed $12/dozen ecookies plus $3/dozen for priority 
shipping and $15/dozen for overnight shipping. 

Credit Card Information/Bill To Information 

?rst Nome: :l 

Last Name: I: 
Address (line): C: 
Address (rm): l:::l 
City: l:l 
State: El 
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?e [ history ll cooklesjl orderj 

The Order Form 

Here's how it works. Fill out and submit the following form. making sure to 
properly fill in your credit card information. Or, if you prefer, you can print the 
form (using your browser's print option) and fax it to us at (609) 448-4079. Your 
order will be acknowledged via email or fax, and the cookies shipped within 24 
hours. 

Ship To Information 100 

@ Mr. 0 Mrs. 0 Ms. [ 
First Name: [I]\ 101 

Lost Nome S101 
Address (linel): l l'\' 102 
Address (line2): l l 
City: l | 
State [1 
Zip :1 
Phone: S1 03 
Fax. [:1 
Email: | l'\-'104 

Order Information 

Send me [:IdOZen Choco’runes and Ddozen Almo'runes. 
Please send them©priority (2—3days)Oovernight. 

I understand that I will be billed $l2/dozen ecookies plus $3/dozen for priority 
shipping and $l5/dozen for overnight shipping. 

Credit Card Information/Bill To Information 

?rst Name: [:Il 
Last Name: [:1 
Address (linel): ' 

Address (line2): 
City: 
State: [:|____ 

FIG. I 
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Electronic Payments 
l l 

GlobeSet CA 
(Certificate Authority) 
A 

V V V 
GlobeSet GlobeSet GlobeSet 
Wallet POS Gateway 

(Cardholder) (Merchant) (To ?nancial 
institution) 

GlobeSet Wallet resides on a cardholder's desktop computer, 0 
popular browsers ||ke Netscape Navigator and Mlcrosoft Interne 

FIG. 2 
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| Form Helper- One Click [TB] 

MM Hello [Noodle VJ~L4O3 
This is a_(l;ator one click_ site. To fill in the 
form, verlfiy the zi‘néormotlon below and 
ress. 

401/ p W 
404*“ Show @Horne OWork OOther 

Name: Noodle Macaroni Pasta 
Shipping: Home {1 
Address: 100 Spaghetti Way 1 

Suite 200 
Meatball L 99887 405‘ 
United totes 

Shi in 
phj?ezg |Home (408)555-1111 x2223] 
Fox: [Home (408)555-3333 ‘all. 
Email: [Home meisterndodle©yahoo R 
Credit ‘ 
Cord: [NoodleAmex q 

American Express 405 
23115543223455432 
Egtplres: 0%{2004 Bil ed To: ther address 

I 

Phone: LHome (408)555-1111 X22226? 

FIG. 5 
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My Info-Joan Helper [321E 

m 7 Hello lllloodle VI 

OUpdate my info @Fill in a form 

To fill in a. web page form, drag information 
from the flelds below to those on the form. 

_|Contact Info Credit Card Info Other A» 501 

Name: Noodle Macaroni Pasta ‘Kr.’ 602 
Show: @Home OWork OOther 
Email: meisternoodle©yohoo.com 
Phone: (408)555-1 1 1 1 X2222 
Fax: (405)555-3333 

Street: 100 Spaghetti Way 
Suite 200 

City: Meatball _ 

State: AL 

Zip Code: 99887 
Country: United States 

A\ in 
w L___J “*2, 

My Info Deals Shopping Settings 

FIG. 6' 
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893 
Login Helper \i?' 

H n [N dlx' 1 

To 'login tq this site, 
verlfy the lnformotlon 
below and press... 

804 - ililtlllb (EH81. 

“£922! Martin \? 
Password: Hun“ ( 

802 
Don't show for 

U this site again 

i 
801 

FIG. 9 
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METHOD AND APPARATUS FOR AUTOMATIC 
FORM FILLING 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 09/436,973, ?led Nov. 9, 1999 (and Which is 
incorporated by reference herein in its entirety), Which itself 
claims the bene?t of US. Provisional Application No. 
60/107,791, ?led Nov. 10, 1998. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to the ?eld graphical 
user interfaces and more particularly to a method for enter 
ing information into a form on a screen display associated 
With an electronic device. 

[0004] 2. Description of the Related Art 

[0005] Many a site on the Internet’s World Wide Web 
(hereafter “Web site,”“Web page” or simply “site”) require 
the entry of various information in order to gain full access 
to the site and the services offered by the site. For example, 
many commercial sites require a user to set up an account 
and, in doing so, to provide various levels of personal 
information. Typically, the information is relatively repeti 
tive from site to site—e.g., name, address, telephone num 
ber, electronic mail (email) address, credit card number, etc. 
In some cases, the information must be entered each time the 
user attempts to use the site. In other cases, an account is 
actually set up for the user and maintained—the user needs 
only to enter the full information the ?rst time the site is 
accessed. 

[0006] An example of an account set up screen is provided 
in FIG. 1. The ?gure illustrates a screen shot 100 of a Web 
site accessed via, for example, Web broWser softWare 
executing on computing device such as a personal computer. 
The Web site provides for online ordering, in this particular 
instance, of cookies. As can be seen, the user is invited to 
complete the shipping and billing information by visiting 
each data ?eld and entering the appropriate information 
(e.g., name 101, address 102, phone number 103, email 
address 104, etc.). Alternatively, at some Web sites, the user 
may click on a button, hyperlink, etc., to log in and ?ll in 
ordering information automatically (presuming the user has 
a previously set up account). 

[0007] One method of addressing the inconvenience of 
repetitive data entry of account information is the so-called 
“Wallet” technology. Using “Wallets”, a user may enter 
certain information (name, address, billing/credit card infor 
mation) once and sites that run the particular Wallet tech 
nology Will be able to receive the information Without 
requiring the user to reenter the data. Unfortunately, this 
technology requires sites to execute the Wallet technology in 
order to alloW a user to bene?t from it. A diagram 200 
illustrating a particular embodiment of the Wallet technology 
is shoWn in FIG. 2. 

[0008] One other method of addressing the inconvenience 
of repetitive data entry is the so-called “type-ahead” tech 
nology in Which the user’s computing system attempts to 
“remember” certain information and, if a user starts to type 
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a sequence of characters using, for example, a keyboard or 
other character input device, the system attempts to recog 
niZe the character sequence and complete the sequence. For 
example, if the user named John Smith starts to type his 
name in a name ?eld, the system may recogniZe the user is 
typing “John Smith” after the user has only typed “Joh” and 
automatically ?ll in the remaining “n Smith”. 

[0009] Unfortunately, the type ahead technology is limited 
in that it may or may not correctly recogniZe the phrase 
being typed and implementations are typically broWser 
softWare dependent. Moreover, the type ahead technology 
requires the user to independently visit each ?eld in a form, 
rather than ?lling in multiple ?elds With a single click. 

[0010] Thus, it Would be useful to provide a method and 
apparatus Which reduces the inconvenience of repetitive data 
entry. It Would be particularly useful to provide a method 
and apparatus Which Was not broWser dependent and Which 
did not require implementation by each individual Web site 
in order to alloW a user to bene?t from it. 

BRIEF SUMMARY OF THE INVENTION 

[0011] A method and apparatus providing for improved 
automation for entry of data in forms displayed on a screen 
via a Web broWser. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

[0012] FIG. 1 is an exemplary form displayed by a Web 
broWser. 

[0013] 
[0014] FIG. 3 illustrates a netWork as may utiliZe an 
embodiment of the invention. 

FIG. 2 illustrated a prior art Wallet technology. 

[0015] FIG. 4 illustrates a form helper WindoW as may be 
utiliZed by an embodiment of the present invention. 

[0016] FIG. 5 illustrates a form helper WindoW as may be 
utiliZed by an embodiment of the present invention. 

[0017] FIG. 6 illustrates a form helper WindoW as may be 
utiliZed by an embodiment of the present invention. 

[0018] FIG. 7 illustrates a form helper WindoW as may be 
utiliZed by an embodiment of the present invention. 

[0019] FIG. 8 illustrates a login helper WindoW as may be 
utiliZed by an embodiment of the present invention. 

[0020] FIG. 9 illustrates a login helper WindoW as may be 
utiliZed by an embodiment of the present invention. 

[0021] For ease of reference, reference numerals in the 
accompanying draWings typically are in the form “draWing 
number” folloWed by tWo digits, xx; for example, reference 
numerals may be numbered 3xx. In certain cases, a reference 
numeral may be introduced on one draWing and the same 
reference numeral may be utiliZed on other draWings to refer 
to the same item. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0022] FIG. 3 provides a diagram illustrating an overall 
system implementing an embodiment of the present inven 
tion. In the described embodiment, a user computing device, 
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such as user computer 301, is automated With browser 
automation software 302. The broWser automation softWare 
interfaces With any of a number of Web broWsers 303 such 
as Netscape Navigator available from Netscape Corporation 
of Mountain VieW, Calif. or Internet Explorer available from 
Microsoft Corporation of Redmond, Wash. As a user moves 
betWeen Web pages in the World Wide Web using broWser 
303, the broWser automation program 302 communicates 
With the broWser and determines the Universal Resource 
Locator (URL) of the Web site 306 being broWsed. In certain 
embodiments, functionality of the broWser automation pro 
gram 302 may be added to the broWser program 303 rather 
than executing the automation program 302 as a separate 
executable program. 

[0023] In the described embodiment, the broWser automa 
tion program 302 may gain knoWledge of the format of a 
form encountered on any number of Web sites. For purposes 
of this invention, a Web site for Which the format of the form 
has been learned by the broWser automation program 302 is 
termed a “scripted” site. One method for the broWser auto 
mation program to gain this knoWledge is for the user to 
have previously ?lled out the same form. The broWser 
automation program 302 then associates the content and 
order of the ?elds for the form With the content of personal 
data in the user database 304 (e.g., the program 302 learns 
that the ?eld named “Name” on a particular form should be 
associated With the user’s name in the user database 304). 

[0024] A second method for the broWser automation pro 
gram to gain this knoWledge is for the form to have been 
analyZed and information stored regarding the ?elds and 
expected contents. This may be done, for example, for 
popular or Well knoWn Web sites that utiliZe forms. The 
information may be stored locally on each user’s computer 
301 or may be stored at a central location accessible to the 
user via netWork 307, such as the broWser automation home 
site 305. 

[0025] In an embodiment that stores this information at the 
home site 305, When a neW URL is encountered, the home 
site 305 is contacted over the netWork 307 (it should be 
noted that the netWork could be the Internet or an intranet). 
In certain embodiments, information may be stored on the 
user’s computer alloWing local identi?cation of Which forms 
are stored at the home site 305. For example, a hash code 
may be developed to alloW local (at the user’s computer) 
determination of Whether the form is scripted, i.e., Whether 
information regarding the format of the form is stored, at the 
home site. 

[0026] In addition, When encountering a form, Whether for 
the ?rst or a subsequent time, the broWser automation 
program 302 may analyZe the underlying structure of the 
form to determine if there are ?elds for Which data is 
available from the user database 304. Typically, this process 
may involve analyZing the HyperText Markup Language 
(HTML), extensible Markup Language (XML), or other 
underlying code received from the visited Web site 306. 

[0027] Regardless of the method, if a script is available for 
the form, a pop up dialog WindoW 401 is displayed in 
conjunction With the visited Web site. An example in FIG. 
4 shoWs pop up WindoW 401 overlaying a portion of a visited 
Web site, for Which a partial screen shot 100 is illustrated. 
The pop up WindoW 401 alloWs the user to automatically 
place the information displayed in the ?elds of the pop up 
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WindoW into the corresponding ?elds of the form provided 
at the Web page that is displayed on the screen of the user’s 
computer. The user may supply all of the listed information 
in pop up WindoW 401 or may modify some or all of it before 
supplying it to the form. FIG. 7 illustrates a Web page form 
100 ?lled in automatically by selecting the “?ll in” button. 

[0028] The pop up WindoW 401 is better vieWed With 
reference to FIG. 5. The user may supply the necessary 
information for the form provided at the scripted site by 
selecting the “?ll in” button 402 of pop up WindoW 401 
(assuming a script exists for the form or alternatively the 
program 302 can gain suf?cient knoWledge of the form from 
analyZing the underlying HTML). The “?ll in” button may 
be selected, for example, by performing a single click of a 
user input device such as a mouse. Alternatively, if the 
broWser automation program 302 is unfamiliar With the 
form, the user is provided With the pop up WindoW 601 
shoWn in FIG. 6 (FIG. 6 does not illustrate the form for 
Which information displayed in pop up WindoW 601 may be 
supplied). Pop up WindoW 601 generally is utiliZed the ?rst 
time a form is encountered, so that the user may select each 
of the individual ?elds in the WindoW. The user may double 
click on any one particular ?eld in pop up WindoW 601 to 
supply only that ?eld of information to the form. That 
information is supplied, in particular, to the currently 
focused ?eld in the form displayed by the broWser. The 
broWser automation softWare then causes the broWser to 
automatically advance the focus to the next ?eld in the form, 
in a step Wise fashion. For example, if the user double clicks 
on the name ?eld 602, only the name ?eld is supplied from 
the pop up WindoW to the name ?eld 101 in the form 
displayed on screen 100. Alternatively, the user may “drag 
and drop” the contents of a ?eld in pop up WindoW 601 to 
the corresponding ?eld in the form displayed on screen 100. 

[0029] It should be further noted that the pop up WindoWs 
illustrated in FIGS. 5 and 6 provide for multiuser support. 
For example, if multiple individuals share the same com 
puter or Web broWser softWare, information about each user 
may be stored and subsequently accessed by supplying a 
uniquely identifying user name as input to the broWser 
automation program 302. A user can select their data by 
specifying their name at ?eld 403 in pop up WindoW 401. In 
one embodiment, ?eld 403 is set up as a pull doWn list 
providing for the ability to select one of multiple users or to 
add a neW user. 

[0030] Moreover, for each user, any one of a number of 
pro?les 404 may be provided from Which to select to ?ll in 
the form. For example, the user may click on different 
pro?les for home, Work, or other. The multiple pro?les alloW 
for different sets of data to be input into the form, e.g., 
shipping address, phone, fax, and email address. For 
instance, depending on Whether the user desires to commu 
nicate With the provider of the Web site from home, Work, or 
some other logical or physical designation, the user can 
select a desired pro?le to provide the appropriate informa 
tion necessary for the Web site provider to communicate or 
transact With the user accordingly. FIG. 4 illustrates the 
user’s home pro?le is selected. 

[0031] Yet further ?exibility is provided by the broWser 
automation program in utiliZing pull doWn lists 405 for 
many of the ?elds of personal information accessible via pop 
up WindoW 401. The user may specify one of multiple 
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shipping addresses, phone numbers, email addresses, etc, for 
each pro?le. Thus, if a user maintains multiple of?ces and 
Wishes to register or otherWise communicate personal con 
tact information to a particular Web site, the user may 
specify one particular of?ce address. The user may then 
register at another Web site using a different office address, 
by selecting a different of?ce address via the pull doWn list 
associated With the shipping address ?eld in the pop up 
WindoW 401. 

[0032] The information displayed in the pop up WindoW 
401 may have been initially supplied directly by the user or 
may have been learned as the user entered data in the normal 
course of 20 ?lling out forms on Web pages. The data is 
stored, typically in an encrypted format, on the user’s 
computer 301 as user data in database 304. When the 
broWser automation program 302 is executed, the user is 
asked for a passWord in order to access the encrypted data. 
In one embodiment, the data is stored in a separate ?le Which 
may be copied by the user and transported from computer to 
computer. In one embodiment, the data Within the ?le 304 is 
retained With time stamp information. Using the timestamp 
information, the broWser automation program 302 may 
merge tWo user data ?les, keeping the most recent informa 
tion from both ?les. 

[0033] In addition to assisting in completing relatively 
long forms as Was shoWn in FIGS. 4-7, the broWser auto 
mation program 302 can assist With other types of forms 
800. An example is provided in FIG. 8 in Which a “login 
helper” pop up dialog WindoW 801 is displayed overlaying 
login screen 800. For ease of reference, dialog WindoW 801 
is shoWn separately in FIG. 9 as Well. The broWser auto 
mation program 302 has learned the user’s login names and 
passWords for given Web sites (in this case, the Microsoft 
msn Hotmail Web site). One problem increasingly facing 
Web users is the need to remember not only many passWords 
but also many user identi?cations, or “member names”. The 
broWser automation program stores in the user data ?le 304 
the login member names and passWords (in an encrypted 
format) for sites for Which the user has registered. When the 
user accesses the URL for a site, the user is presented With 
the login helper 801. Login helper 801 alloWs the user to 
select the appropriate member name and automatically then 
enters the correct passWord for the user. Of course, the user 
may have multiple member names for a particular site and 
the broWser automation programs 302 store each of the 
various member names. The user may select the desired 
member name from a pull doWn list 802 in pop up WindoW 
801. Note also that, as in the case of pop up WindoW 401, 
login helper WindoW 801 provides for multiuser support, by 
alloWing a user to select from one of multiple users via pull 
doWn list 803. 

[0034] The user may be provided With the option of 
having the form ?lled in by selecting the login button 804, 
for eXample, via a single click of a mouse pointer device. 
Thus, for eXample, When a login form is encountered, the 
broWser automation program 302 may ?ll in the form With 
a minimum number of keystrokes or input from the user to 
log in to the site. 

[0035] In one embodiment, changes to the information 
stored in the user database 304 causes noti?cations to be 
automatically sent to Web sites Which have been supplied 
With this data. Thus, for eXample, if the user changes the 
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home address information, information may be sent to those 
Web sites Which have been previously supplied With the 
user’s home address information notifying the Web sites of 
the change. The appropriate scripts for updating this infor 
mation may be stored, for eXample, at the home site 305. 

ALTERNATIVES TO THE PREFERRED 
EMBODIMENT OF THE PRESENT INVENTION 

[0036] There are, of course, alternatives to the described 
embodiment Which are Within the reach of one of ordinary 
skill in the relevant art. The present invention is intended to 
be limited only by the claims presented beloW. 

[0037] Thus, What has been disclosed is a method and 
apparatus for entry of form data in a Web broWser. 

What is claimed: 
1. A method for inputting information into a form, com 

prising: 
detecting an access to a ?rst site that presents a form for 

receiving data from a user; 

determining Whether a script for completing at least a 
portion of the form resides in a database local to the 
user; 

accessing a second site to ascertain Whether the second 
site has a version of the script if the script does not 
reside in the local database; and 

completing at least a portion of the form utilizing the 
script. 

2. The method of claim 1, Wherein a broWser is monitored 
for detecting the access to the ?rst site. 

3. The method of claim 1, Wherein the second site is 
accessed via a netWork. 

4. The method of claim 1, Wherein an identi?er associated 
With the ?rst site is utiliZed to determined Whether the script 
resides in at least one of the local database and the second 
site. 

5. The method of claim 4, Wherein the identi?er comprises 
a Universal Resource Locator (URL). 

6. The method of claim 1, Wherein the script includes 
contact information associated With the user for inputting 
into the form. 

7. The method of claim 1, Wherein the script is utiliZed to 
present data for completing the at least a portion of the form 
prior to the user. 

8. The method of claim 7, Wherein the user is permitted 
to modify the presented data prior to the completing. 

9. The method of claim 7, Wherein the presented data is 
presented in a pop-up WindoW displayed to the user. 

10. A system for inputting information into a form, 
comprising: 
means for detecting an access to a ?rst site that presents 

a form for receiving data from a user; 

means for determining Whether a script for completing at 
least a portion of the form resides in a database local to 
the user; 

means for accessing a second site to ascertain Whether the 
second site has a version of the script if the script does 
not reside in the local database; and 

means for completing at least a portion of the form 
utiliZing the script. 
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11. The system of claim 10, wherein a browser is moni 
tored for detecting the access to the ?rst site. 

12. The system of claim 10, wherein the second site is 
accessed via a network. 

13. The system of claim 10, wherein an identi?er asso 
ciated with the ?rst site is utilized to determined whether the 
script resides in at least one of the local database and the 
second site. 

14. The system of claim 13, wherein the identi?er com 
prises a Universal Resource Locator (URL). 

15. The system of claim 10, wherein the script includes 
contact information associated with the user for inputting 
into the form. 

16. The system of claim 10, wherein the script is utiliZed 
to present data for completing the at least a portion of the 
form prior to the user. 

17. The system of claim 16, wherein the user is permitted 
to modify the presented data prior to the completing. 

18. The system of claim 16, wherein the presented data is 
presented in a pop-up window displayed to the user. 
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19. Acomputer program product for inputting information 
into a form, comprising: 

computer code for detecting an access to a ?rst site that 
presents a form for receiving data from a user; 

computer code for determining whether a script for com 
pleting at least a portion of the form resides in a 
database local to the user; 

computer code for accessing a second site to ascertain 
whether the second site has a version of the script if the 
script does not reside in the local database; and 

computer code for completing at least a portion of the 
form utiliZing the script. 

20. The computer program product of claim 19, wherein 
an identi?er associated with the ?rst site is utiliZed to 
determined whether the script resides in at least one of the 
local database and the second site. 


