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SYSTEM AND METHOD FOR AUTHENTICATING 
A TERMINAL BASED UPON A POSITION OF THE 

TERMINAL WITHIN AN ORGANIZATION 

FIELD OF THE INVENTION 

[0001] The present invention generally relates to systems 
and methods for authenticating entities and, more particu 
larly, to systems and methods for issuing role certi?cates 
associated With identity certi?cates for use to authenticate 
entities. 

BACKGROUND OF THE INVENTION 

[0002] It is becoming increasingly common for transac 
tions to be carried out by electronic means. In ?nancial 
transactions, and in many other transactions, there is a need 
to establish a level of trust betWeen the parties to the 
transaction. This basis for trust is a process called authen 
tication. With authentication, one party supplies suf?cient 
information and/or proof of identity to a second party. 
Additionally, authentication is frequently folloWed by the 
security procedure called authoriZation. In the authoriZation 
process, the ?rst party supplies sufficient information and/or 
proof to a second party that the ?rst party is permitted to 
perform some function or action. For example, if a purchaser 
Wishes to buy goods on-line then the supplier of the goods 
must be satis?ed that the purchaser Will provide payment for 
the goods. The purchaser may also Want to be satis?ed that 
his payment is indeed to be transferred to the supplier. 

[0003] One means for such trust to be established is by a 
public/private key system. In such a system each user has a 
pair of keys. One key is a public key, Which can be made 
available to other users. The other key is a private key, Which 
is held secret by the user Whose key it is. The public and 
private keys are related by algorithms such that, Whilst it is 
extremely dif?cult to generate the private key from knoWl 
edge of the public key, the private key and public key can be 
used for digital signing. In digital signing, a user supplies his 
private key and source data to a ?rst algorithm. The resulting 
data, is often called a digital signature. This result data, i.e., 
the digital signature, and the source data can then be 
transmitted to another user. The other user applies a second 
algorithm to the ?rst user’s public key, the result data, and 
the source data and depending on the signature scheme, 
other input, to form veri?cation data. The public and private 
key and the ?rst and second algorithms are related such that 
the veri?cation data indicates to high level of probability 
Whether the ?rst user’s private key Was used to generate the 
result data. Provided the ?rst user’s private key is secret to 
him, and that the second user can trust that the public key 
really belongs to the ?rst user, this authenticates the ?rst user 
to a high level of probability. An example of such a system 
is the Pretty Good Privacy (PGP) public/private key system. 

[0004] A digital certi?cate is normally used to bind an 
identity of a subject to a public key. Certi?cates are them 
selves signed statements issued by a Certi?cation Authority. 
If a user has the authority’s public key, he can verify 
certi?cates issued by that authority. If one user (veri?er) has 
access to a certi?cate issued for the public key of another 
user (signer) by an authority trusted by the veri?er, then the 
veri?er can really trust that the public key belongs to the 
signer. This type of certi?cate is knoWn as an identity 
certi?cate. 
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[0005] Whereas conventional Public Key Infrastructures 
(PKI’s) that utiliZe certi?cation authorities to generate iden 
tity certi?cates are adequate to identify users Whose identi 
ties are bound to respective identity certi?cates, such infra 
structures have draWbacks. In this regard, one of the major 
draWbacks of identity certi?cates lies in their strength. More 
particularly, identity certi?cates ?nd strength in the gener 
ally lengthy, complex and time-consuming process con 
ducted by certi?cation authorities to prove the identity of the 
user requesting the respective identity certi?cates, and prove 
possession of the proper sets of required private-public key 
pairs, before issuing identity certi?cates. 

[0006] Because of such a lengthy, complex and time 
consuming identi?cation process before issuing identity 
certi?cates, identity certi?cates are typically valid for 
lengthy periods of time and are typically dif?cult to re-issue. 
As a corollary, identity certi?cates can be thought of as the 
logical equivalent of a passport. Thus, because of the cost of 
creating and vetting identity certi?cates, identity certi?cates 
typically have relatively long lifetimes to thereby defray the 
costs of re-issuing such certi?cates. In this regard, recalling 
long-lived identity certi?cates is typically dif?cult, and 
methods such as certi?cate revocation lists (CRL’s) and 
other such mechanisms to revoke identity certi?cates are 
typically cumbersome and loaded With operational difficul 
ties. 

SUMMARY OF THE INVENTION 

[0007] In light of the foregoing background, embodiments 
of the present invention provide an improved system and 
method for authenticating a terminal based upon a position 
of the terminal Within an organiZation. In contrast to con 
ventional techniques for authenticating entities, embodi 
ments of the present invention provide a primary certi?ca 
tion authority (CA) capable of issuing identity certi?cates, 
and secondary CA’s capable of issuing role certi?cates 
based upon a position of the requesting terminal Within an 
organiZation. The primary CA can be capable of issuing 
identity certi?cates to one or more organiZations. In turn, 
one or more secondary CA’s can advantageously be capable 
of issuing role certi?cates to one or more groups of terminals 
of one or more organiZations. By distributing issuance of 
certi?cates betWeen the primary and secondary CA’s, each 
respective CA can provide better control over the certi?cates 
issued by the respective CA. 

[0008] Embodiments of the present invention are capable 
of further controlling access to resources Without requiring 
re-issue or modi?cation of an existing identity certi?cate. 
Whereas each identity certi?cate can require a long, com 
plex identi?cation process to issue and can have a long life 
time, role certi?cates in accordance With embodiments of the 
present invention typically require a less lengthy and a less 
complex identi?cation process by a secondary CA, but also 
typically have shorter life or valid times than identity 
certi?cates. To establish a secure connection, then, a server 
can authenticate a terminal based upon not only a respective 
identity certi?cate, but also a respective role certi?cate. 

[0009] According to one aspect of the present invention, a 
system is provided for authenticating a terminal. The system 
includes a terminal capable of communicating Within and/or 
across at least one netWork. The terminal is included Within 
an organiZation including a plurality of terminals, Where 
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each terminal is located at one or more of a plurality of 
positions Within the organization. For example, the terminal 
can be included Within an organization comprising a cus 
tomer base of a cellular service provider that includes a 
plurality of terminals, Where each terminal is at one of a 
plurality of positions comprising a plurality of service plans 
offered by the cellular netWork operator. Also, for example, 
the terminal can be included Within a customer base of a 

cellular service provider, Where each terminal being is at one 
or more of a plurality of positions comprising a plurality of 
services offered by the cellular netWork operator. 

[0010] The system also includes a primary CA capable of 
issuing an identity certi?cate to each terminal of the orga 
niZation. In this regard, the primary CA can provide an 
identity certi?cate to the terminal of the system. The system 
also includes a secondary CA capable of providing at least 
one role certi?cate to the terminal based upon the position(s) 
of the terminal Within the organiZation. Advantageously, the 
organiZation includes a plurality of secondary CA’s capable 
of issuing role certi?cate(s) to respective groups of terminals 
of the organiZation based upon the position(s) of each of the 
respective terminals Within the organiZation. In addition, the 
system includes a server capable of authenticating the ter 
minal based upon the identity certi?cate and the role cer 
ti?cate(s) of the terminal. As such, the server can determine 
Whether to grant the terminal access to at least one resource 
of the server. In this regard, the terminal can be capable of 
requesting access to at least one resource of a server before 

the server authenticates the terminal. In such instances, the 
server can be capable of granting access to the at least one 
resource if the terminal is authenticated. 

[0011] Each CA can be capable of providing a certi?cate 
including a validity time, Which can specify the length of 
time a certi?cate is valid (e.g., start time to termination 
time). More particularly, the primary CA can provide an 
identity certi?cate including a validity time, and the sec 
ondary CAcan provide role certi?cate(s) including a validity 
time. In such instances, the secondary CA is capable of 
providing role certi?cate(s) each having an associated valid 
ity time less than or equal to the validity time of the identity 
certi?cate provided by the primary CA. In such instances, 
the server can be capable of authenticating the terminal 
based upon the validity times of the identity certi?cate and 
at least one role certi?cate of the respective terminal. 

[0012] According to other aspects of the present invention, 
a terminal and method for authenticating a terminal are 
provided. Therefore, embodiments of the present invention 
provide an improved system and method for authenticating 
a terminal based upon a position of the terminal Within an 
organiZation. The system and method of embodiments of the 
present invention provide role certi?cates in addition to 
identity certi?cates to thereby further controlling access to 
resources Without requiring re-issue or modi?cation of eXist 
ing identity certi?cates. Whereas the identity certi?cates can 
be issued by a primary CA capable of issuing identity 
certi?cates to one or more organiZations, the role certi?cates 
can be issued by secondary CA’s capable of issuing role 
certi?cates to one or more groups of terminals of one or 

more organiZations. By distributing issuance of certi?cates 
betWeen the primary and secondary CA’s, each respective 
CA can provide better control over the certi?cates issued by 
the respective CA. Therefore, the system and method of 
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embodiments of the present invention solve the problems 
identi?ed by prior techniques and provide additional advan 
tages. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Having thus described the invention in general 
terms, reference Will noW be made to the accompanying 
draWings, Which are not necessarily draWn to scale, and 
Wherein: 

[0014] FIG. 1 is a schematic block diagram of a system 
for authenticating a terminal based upon a position of the 
terminal Within an organiZation, according to one embodi 
ment of the present invention; 

[0015] FIG. 2 is a schematic block diagram of an entity 
capable of operating as a netWork node, in accordance With 
embodiments of the present invention; 

[0016] FIG. 3 is a schematic block diagram of a mobile 
station that may operate as a mobile terminal, and thus a 
client and/or a server, according to embodiments of the 
present invention; 

[0017] FIG. 4 is a schematic block diagram of an orga 
niZation and a divisional hierarchy of the same, in accor 
dance With one embodiment of the present invention; 

[0018] FIG. 5 is a block diagram of an eXemplar organi 
Zation comprising the customer base of a cellular service 
provider, in accordance With one embodiment of the present 
invention; 
[0019] FIGS. 6A and 6B are ?oWcharts illustrating vari 
ous steps in a method of obtaining identity and role certi? 
cates, in accordance With one embodiment of the present 
invention; and 

[0020] FIG. 7 is a ?oWchart illustrating various steps in a 
method of authenticating a terminal based upon a position of 
the terminal Within an organiZation, in accordance With one 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0021] The present invention noW Will be described more 
fully hereinafter With reference to the accompanying draW 
ings, in Which preferred embodiments of the invention are 
shoWn. This invention may, hoWever, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein; rather, these embodiments are 
provided so that this disclosure Will be thorough and com 
plete, and Will fully convey the scope of the invention to 
those skilled in the art. Like numbers refer to like elements 
throughout. 
[0022] Referring to FIG. 1, an illustration of one type of 
system that Would bene?t from the present invention is 
provided. As shoWn, the system 10 includes a public net 
Work 12, such as a public Internet Protocol (IP) netWork like 
the Internet. The public netWork includes a number of 
netWork nodes, each of Which typically comprise a process 
ing element such as a server computer, personal computer, 
laptop computer or the like. More particularly, the public 
netWork can include one or more netWork nodes comprising 

server processors 14, Workstations or the like (hereinafter 
individually referred to as a “server”), each of Which are 
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capable of communicating Within or across the public net 
Work. The pubic network can also include one or more 
network nodes comprising mobile terminals 16, each of 
Which are capable of communicating Within or across the 
public netWork. 

[0023] The terminals 16 can comprise, for example, 
mobile telephones, portable digital assistants (PDAs), pag 
ers, laptop computers, smart cards and other types of elec 
tronic systems. To facilitate the terminals accessing the 
public netWork, the public netWork can include one or more 
Wireless access points (AP’s) 18, each of Which can be 
coupled to one or more terminals. In this regard, the AP’s 
can comprise access points con?gured to communicate With 
the terminal in accordance techniques such as, for eXample, 
radio frequency (RF), Bluetooth (BT), infrared (IrDA) or 
any of a number of different Wireless netWorking techniques, 
including WLAN techniques. In accordance With embodi 
ments of the present invention, one or more terminals are 
capable of operating as a client to communicate With one or 
more servers. It should be appreciated, hoWever, that one or 
more terminals can additionally, or alternatively, be capable 
of operating as a server. 

[0024] In addition to the public netWork 12, the system 10 
can include one or more private netWorks 20, such as local 
area netWorks (LAN s). Each private netWork, like the public 
netWork, can include a number of netWork nodes. Also, like 
the public netWork 12, the netWork nodes of one or more 
private netWorks can include one or more servers 14. One or 

more private netWorks can also, like the public netWork, 
include one or more netWork nodes comprising one or more 

mobile terminals 16, each of Which can be coupled to an AP 
18. Further, to facilitate communications betWeen netWork 
nodes of the public netWork and netWork nodes of the 
private netWorks, each private netWork can further include a 
gateWay processor (GTW) 22 interconnecting the public 
netWork and the private netWork. 

[0025] The system 10 can also include one or more mobile 
or cellular netWorks 24. The cellular netWorks can comprise 
one or more of a number of different mobile netWorks. In 
this regard, the cellular netWorks can comprise any of a 
number of ?rst-generation (1G), second-generation (2G), 
2.5G and/or third-generation (3G) cellular netWorks, and/or 
any of a number of other cellular netWorks capable of 
operating in accordance With embodiments of the present 
invention. For eXample, each cellular netWork can comprise 
a GSM (Global System for Mobile Communication), IS-136 
(Time Domain Multiple Access—TDMA), IS-95 (Code 
Division Multiple Access—CDMA), or EDGE (Enhanced 
Data GSM Environment) netWork. Alternatively, one or 
more of the cellular netWorks can comprise GPRS (General 
Radio Packet Service) or GPRS-based (e.g., Universal 
Mobile Telecommunications System—UMTS) netWorks. 

[0026] Like the public and private netWorks 12, 20, the 
cellular netWorks 24 also include one or more netWork 
nodes. In this regard, the netWork modes of each cellular 
netWork can include mobile terminals capable of commu 
nicating Within and/or across a respective cellular netWork. 
More particularly, as With the public and private netWorks, 
the cellular netWorks can include one or more servers 14. In 

addition, the cellular netWorks can include one or more 
netWork nodes comprising terminals 16. To couple each 
terminal to the cellular netWork, hoWever, the cellular net 
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Work includes a base site or base station (BS) 26. As Will be 
appreciated, the BS is a part of the cellular netWork, Which 
can also include other elements required to operate the 
cellular netWork, such as a mobile sWitching center (MSC) 
(not shoWn). Similar to before, to facilitate communications 
betWeen netWork nodes of the public and/or private net 
Works and netWork nodes of the cellular netWorks, each 
cellular netWork can further include a GTW 22 intercon 
necting the cellular netWork and a public or private netWork. 

[0027] In accordance With embodiments of the present 
invention, one or more of the mobile terminals 16 of the 
public netWork 12, private netWorks 20, and/or cellular 
netWorks 24 are capable of operating as a client to commu 
nicate With one or more servers 14 for one or more of a 

number of different purposes. Alternatively, one or more of 
the terminals can operate as one or more servers in com 

munication With other terminal(s) operating as client(s). 
More particularly, then, one or more of the mobile terminals 
are capable of communicating With one or more servers 
Within the same or a different netWork, such as to request and 
thereafter receive one or more resources available from, or 

controlled by, the server. Before the terminal can commu 
nicate With a server, hoWever, the terminal is capable of 
being authenticated by the server, as described in greater 
detail beloW. In this regard, to facilitate a server authenti 
cating a terminal, the netWork nodes of one or more of the 

public netWork, private netWork(s) and cellular netWork(s) 
can also include one or more certi?cation authorities (CA’ s), 
including one or more primary CA’s 28 and one or more 
secondary CA’s 30, each of Which are described in greater 
detail beloW. 

[0028] Reference is noW made to FIG. 2, Which illustrates 
a block diagram of an entity capable of operating as a 
netWork node (e.g., server 14, terminal 16, primary CA 28, 
secondary CA30, etc.) Within the public netWork 12, private 
netWork(s) 20 or cellular netWork(s) 24, in accordance With 
one embodiment of the present invention. Although shoWn 
as separate entities, in some embodiments, one or more 
entities may support one or more of the netWork nodes, 
logically separated but co-located Within the entit(ies). For 
eXample, a single entity may support a logically separate, 
but co-located, primary or secondary CA and server. Also, 
for eXample, a single entity may support a logically separate, 
but co-located primary CA and secondary CA. 

[0029] As shoWn, the entity capable of operating as a 
netWork node can generally include a controller 32, proces 
sor or the like connected to a memory 34. The controller can 
also be connected to at least one interface 35 or other means 
for transmitting and/or receiving data, content or the like. 
The memory can comprise volatile and/or non-volatile 
memory, and typically stores content, data or the like. For 
eXample, the memory typically stores softWare applications, 
instructions or the like for the controller to perform steps 
associated With operation of the entity in accordance With 
embodiments of the present invention. Also, for eXample, 
When the netWork node comprises a terminal, the memory 
can store a public/private key pair, as Well as an identity 
certi?cate issued by a primary CA 28, and a role certi?cate 
issued by a secondary CA 30. 

[0030] FIG. 3 illustrates a functional diagram of a mobile 
station that may operate as a mobile terminal, according to 
embodiments of the invention. It should be understood, that 



US 2005/0149724 A1 

the mobile station illustrated and hereinafter described is 
merely illustrative of one type of mobile terminal that Would 
bene?t from the present invention and, therefore, should not 
be taken to limit the scope of the present invention. While 
several embodiments of the mobile station are illustrated and 
Will be hereinafter described for purposes of example, other 
types of mobile terminals, such as portable digital assistants 
(PDAs), pagers, laptop computers, smart cards and other 
types of voice and text communications systems, can readily 
employ the present invention. 

[0031] The mobile station includes a transmitter 36, a 
receiver 38, and a controller 40 that provides signals to and 
receives signals from the transmitter and receiver, respec 
tively. These signals include signaling information in accor 
dance With the air interface standard of the applicable 
cellular system, and also user speech and/or user generated 
data. In this regard, the mobile station can be capable of 
operating With one or more air interface standards, commu 
nication protocols, modulation types, and access types. 
More particularly, the mobile station can be capable of 
operating in accordance With any of a number of 1G, 2G, 
2.5G and/or 3G communication protocols or the like. For 
example, the mobile station may be capable of operating in 
accordance With 2G Wireless communication protocols 
IS-136 (TDMA), GSM, and IS-95 (CDMA). Also, for 
example, the mobile station may be capable of operating in 
accordance With 2.5G Wireless communication protocols 
GPRS, Enhanced Data GSM Environment (EDGE), or the 
like. Some narroW-band AMPS (NAMPS), as Well as TACS, 
mobile stations may also bene?t from embodiments of the 
present invention, as should dual or higher mode mobile 
stations (e.g., digital/analog or TDMA/CDMA/analog 
phones). 

[0032] It is understood that the controller 40 includes the 
circuitry required for implementing the audio and logic 
functions of the mobile station. For example, the controller 
may be comprised of a digital signal processor device, a 
microprocessor device, and various analog to digital con 
verters, digital to analog converters, and other support 
circuits. The control and signal processing functions of the 
mobile station are allocated betWeen these devices according 
to their respective capabilities. The controller thus also 
includes the functionality to convolutionally encode and 
interleave message and data prior to modulation and trans 
mission. The controller can additionally include an internal 
voice coder (VC) 40A, and may include an internal data 
modem (DM) 40B. Further, the controller may include the 
functionally to operate one or more softWare applications, 
Which may be stored in memory. 

[0033] The mobile station also comprises a user interface 
including a conventional earphone or speaker 42, a ringer 
44, a microphone 46, a display 48, and a user input interface, 
all of Which are coupled to the controller 40. The user input 
interface, Which alloWs the mobile station to receive data, 
can comprise any of a number of devices alloWing the 
mobile station to receive data, such as a keypad 50, a touch 
display (not shoWn) or other input device. In embodiments 
including a keypad, the keypad includes the conventional 
numeric (0-9) and related keys (#, *), and other keys used for 
operating the mobile station. 

[0034] The mobile station can also include memory, such 
as a subscriber identity module (SIM) 52, a removable user 
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identity module (R-UIM) or the like, Which typically stores 
information elements related to a mobile subscriber. In 
addition to the SIM, the mobile station can include other 
memory. In this regard, the mobile station can include 
volatile memory 54, as Well as other non-volatile memory 
56, Which can be embedded and/or may be removable. For 
example, the other non-volatile memory can comprise 
embedded or removable multimedia memory cards 
(MMC’s), memory sticks, EEPROM, ?ash memory, hard 
disk or the like. The memories can store any of a number of 
pieces of information, and data, used by the mobile station 
to implement the functions of the mobile station. For 
example, the memories can store an identi?er, such as an 
international mobile equipment identi?cation (IMEI) code, 
international mobile subscriber identi?cation (IMSI) code, 
mobile station integrated services digital netWork 
(MSISDN) code or the like, capable of uniquely identifying 
the mobile station. The memories can also store one or more 

public/private key pairs, With each public key bound to an 
identity certi?cate, also stored by the memories. In addition, 
the memories can store one or more role certi?cates, each of 
Which being bound to one or more identity certi?cates, as 
described beloW. 

[0035] Although not shoWn, the mobile station can further 
include one or more means for locally sharing data With one 
or more other netWork nodes, such as AP’s 18. For example, 
the mobile station can include an infrared transceiver or 
another local data transfer device so that data can be shared 
With and/or obtained from other devices such as other 
mobile stations, car guidance systems, personal computers, 
printers or the like. The sharing of data, as Well as the remote 
sharing of data, can also be provided according to a number 
of different techniques. For example, the mobile station can 
include a radio frequency (RF) transceiver capable of shar 
ing data With other radio frequency transceivers, and/or With 
a Radio Frequency Identi?cation (REID) transponder tag, as 
such is knoWn to those skilled in the art. Additionally, or 
alternatively, the mobile station may share data using Blue 
tooth brand Wireless technology developed by the Bluetooth 
Special Interest Group. 

[0036] As indicated above in the background section, it is 
also knoWn that security issues are present With regard to 
netWork nodes communicating over and across netWorks, 
such as public netWorks 12, private netWorks 20 and cellular 
netWorks 24, Where such security issues include such issues 
as eavesdropping, tampering, and impersonation (including 
spoo?ng and misrepresentation). To address such issues, 
techniques such as public-key cryptography have been 
developed to facilitate authentication of the origin of a 
communication. As is Well knoWn to those skilled in the art, 
authentication can generally be de?ned as the ability to 
alloW the recipient of information to determine the identity 
of the sender. 

[0037] In accordance With a number of public-key cryp 
tography techniques, an identity certi?cate can be used to 
assist in authentication, Where such an identity certi?cate 
typically comprises an electronic document that identi?es an 
individual or other entity (e.g., terminal). This electronic 
document can be digitally signed With a private-public key 
pair issued by a Certi?cation Authority (CA). The combi 
nation of the electronic document and its accompanying 
digital signature, then, is often referred to as a digital 
certi?cate. As Will be appreciated, a CA is typically an 
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independent third party that can generate a private-public 
key pair. Thereafter, the CA can generate a corresponding 
certi?cate that binds the public key to the identity of the 
terminal 16 that the identity certi?cate identi?es. Thus for 
instance, if a user of a terminal Wants a certi?cate and can 
meet the identi?cation requirements of the CA (the pub 
lished methods that the CA uses to validate an identity), then 
the CA can issue an identity certi?cate. The public key can 
be used by anyone to decrypt a message, that is, validate the 
digital signature, Which has been encrypted using the cor 
responding private key. In this regard, if a terminal has an 
identity certi?cate, the terminal can distribute that certi?cate 
to a server 14 and can send a message, and the terminal’s 

digital signature of that message, to the server. Thus, the 
ability of the server to validate the signature for that message 
With the terminal’s public key that is included Within the 
certi?cate effectively forms the basis for the server to have 
assurance that the entity (i.e., terminal) identi?ed in this 
certi?cate is in fact the same as the entity Which transmitted 
the encrypted information to the server. 

[0038] Public-key cryptography techniques can form the 
basis for establishing a secure connection (session) betWeen 
a server 14 and a terminal 16. In this regard, the secure 
connection can be made in accordance With any of a number 
of different secure session protocols, such as Transport 
Layer Security (TLS), Wireless TLS (WTLS), IP Security 
Protocol (IPSec), Secure Socket Layer (SSL) or the like. For 
eXample, SSL is a protocol that uses a public-key crypto 
graphic system to establish a symmetric private key knoWn 
only to the terminal and the server. Once the symmetric 
private key has been established betWeen the terminal and 
the server, the symmetric key provides the basis for both 
encryption and decryption of secured communications 
betWeen the terminal and the server. The certi?cation pro 
cess With the associated use of the private-public key of the 
certi?cate holder forms the basis for assuring either party of 
the identity of the other party (through use of the other 
party’s certi?cate), as Well as forms the basis for commu 
nicating information to establish the use of a particular 
secret symmetric key for use during a particular SSL session. 

[0039] As also indicated in the background section, 
Whereas conventional Public Key Infrastructures (PKI’s) 
that utiliZe certi?cation authorities to generate identity cer 
ti?cates are adequate to identify users Whose identities are 
bound to respective identity certi?cates, such infrastructures 
have draWbacks. Because of the cost of creating and vetting 
identity certi?cates, identity certi?cates typically have rela 
tively long lifetimes to thereby defray the costs of re-issuing 
such certi?cates. In this regard, recalling a long-lived iden 
tity certi?cate is typically dif?cult, and methods such as 
certi?cate revocation lists (CRL’s) and other such mecha 
nisms to revoke identity certi?cates are typically cumber 
some and loaded With operational dif?culties. 

[0040] In accordance With embodiments of the present 
invention, primary CA’s 28 are capable of issuing identity 
certi?cates to terminals 16, such as in accordance With any 
of a number of knoWn techniques. To further control access 
to resources Without requiring re-issue or modi?cation of an 
eXisting identity certi?cate, in addition to an identity cer 
ti?cate, one or more terminals are also capable of storing 
role certi?cates. Whereas each identity certi?cate can 
require a long, complex identi?cation process to issue and 
can have a long lifetime, role certi?cates typically require a 
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less lengthy and a less compleX identi?cation process by a 
secondary CA, but also typically have shorter life or valid 
times than identity certi?cates. Such role certi?cates can be 
issued by a respective secondary CA 30 based upon a 
position of the requesting terminal Within an organiZation. 
To establish a secure connection, then, a server can authen 
ticate a terminal based upon not only a respective identity 
certi?cate, but also a respective role certi?cate. Advanta 
geously, the primary CA can be capable of issuing identity 
certi?cates to one or more organiZations, With one or more 

secondary CA’s capable of issuing role certi?cates to one or 
more respective groups of terminals of one or more orga 
niZations. By distributing issuance of certi?cates betWeen 
the primary and secondary CA’s, each respective CA can 
provide better control over the certi?cates issued by the 
respective CA. 

[0041] As indicated above, a primary CA 28 can be 
capable of issuing identity certi?cates to terminals 16, Where 
the terminals can be members of an organiZation 60, as 
shoWn in FIG. 4. The organiZation can comprise any of a 
number of different types of organiZations, such as a cor 
poration, business, geographic area, netWork or the like. For 
eXample, the organiZation can comprise a netWork (e.g., 
public netWork 12, private netWork 20, or cellular netWork 
24) provider. In such instances, the terminals can comprise, 
possessed by or otherWise associated With any of a number 
of different entities associated With the respective organiZa 
tion, including employees, customers or the like. Irrespec 
tive of the organization and the terminals, hoWever, the 
organiZation can advantageously be divided into a one or 
more groups over one or more hierarchical levels Within the 

organiZation. As shoWn in FIG. 4, for example, the organi 
Zation can be divided into a number of groups 62, With each 
group divided into one or more sub-groups 64. Each sub 
group, then, can include one or more terminals. Although 
each terminal is shoWn and described herein as being located 
at a position Within an organiZation, as Will be appreciated, 
one or more terminals can be located at more than one 

position Within an organiZation. For eXample, one or more 
terminals can be located Within more than one sub-group of 
one or more groups Within an organiZation. 

[0042] In one typical scenario, the organiZation 60 can 
comprise a corporation, With the corporation divided into a 
plurality of divisions (i.e., groups 62) that each include a 
terminal 16 possessed by a division head or leader. Each 
division head oversees, and thus each division can be further 
divided into, a plurality of departments, With each respective 
department including a terminal possessed a department 
head or leader. Similarly, then, each department head over 
sees, and thus each department can include, a plurality of 
employees that each possess a terminal, Where one or more 
of the employees can have a different position (e.g., job) 
Within a respective department. In accordance With embodi 
ments of the present invention, as indicated above, a primary 
CA 28 is capable of issuing identity certi?cates to the 
terminals of one or more organiZations. For each organiZa 
tion, then, the primary CA can issue identity certi?cates to 
the respective terminals across each group, and any sub 
groups. 

[0043] In another typical scenario, shoWn in FIG. 5, the 
organiZation 60 can comprise the customer base of a busi 
ness, such as a customer base of a cellular service provider 
66 offering one or more cellular services Within and/or 
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across one or more cellular networks 24. In such an instance, 
the cellular service provider can have a plurality of mobile 
customers, With each customer operating a terminal 16 
subscribing to one or more of a number of different service 
plans. More particularly, the organization can be divided 
into a number of geographic areas 68, namely areas 1, 2, . 
. . N. Within each area, then, the organiZation can be further 
divided based upon a service plan subscribed to by each of 
the mobile customers Within the respective area. 

[0044] As shoWn in FIG. 5, for eXample, the organiZation 
can be divided into those customers having terminals sub 
scribing to service plan A 70, service plan B 72 or service 
plan C 74. In this regard, service plan A can be subscribed 
to by “preferred” customers Whose respective terminals have 
unlimited access to the cellular netWork(s) of the service 
provider. Service plan B can be subscribed to by “normal” 
customers Whose respective terminals have access to the 
cellular netWork(s) for a prede?ned duration over each of a 
number of time periods (e.g., prede?ned number of access 
minutes per month). In contrast, service plan C can be 
subscribed to by “restricted” customers Whose respective 
terminals have restricted access to the netWork, such as 
access Within a particular geographic or logical area, a 
limited number of accesses to the cellular netWork(s), and/or 
access to the netWork for particular purposes (e.g., emer 
gency access). Similar to before, a primary CA 28 can be 
capable of issuing identity certi?cates to the terminals of the 
organiZation, irrespective of the level of service plan offered 
to the respective terminals. 

[0045] As Will be appreciated, the service plan offered to 
each “normal” customer (service plan B) can include the 
service plan offered to the “restricted” customer (service 
plan C), in addition to other services not otherWise Within 
the plan of the “restricted” customer. Likewise, the service 
plan offered to each “preferred” customer (service plan A) 
can include the services offered to the “normal” customer 
(and hence the “restricted” customer), in addition to other 
services not otherWise Within the plan of the “normal” 
customer (and hence the “restricted” customer). In this 
regard, each service plan can be arranged to only include 
those services not otherWise offered under any other plan, 
With service plan C designated as a base or basic plan. Thus, 
although the customers With each different type of service 
plan can be located Within a different position of the orga 
niZation, the organiZation can be arranged such that the 
customers are positioned in accordance With the services 
offered under each type of service plan are located Within a 
different position of the organiZation. In such an arrange 
ment, then, the “preferred” customers can have multiple 
positions Within the organiZation, Where the positions cor 
respond to the services offered under service plans A, B and 
C. Similarly, the “normal customers” can have multiple 
positions Within the organiZation, Where the positions cor 
respond to the services offered under service plans B and C. 
Because “restricted” customers have the loWest service plan, 
“restricted” customers only have a position corresponding to 
the services offered under service plan C. 

[0046] As Will be appreciated by those skilled in the art, an 
identity certi?cate binds the name or identity of a terminal 
to a public key, With the respective terminal storing a private 
key associated With the public key. Thus, an identity cer 
ti?cate provides a Way to indicate the authenticity of a holder 
of a public key. The identity certi?cates issued by a primary 
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CA 28, Which can be based upon the International Telecom 
munication Union (ITU) standard X509, for eXample, can 
include at least a public key, a serial number and validity 
time of the certi?cate, a digital signature of the primary CA, 
and can identify the holder of the key (i.e., terminal) and the 
primary CA (certi?cate granter). See ITU Recommendation 
X509, entitled: Information Technology—0pen Systems 
Interconnection—T he Directory: Public Key and Attribute 
Certi?cate Frameworks; International Standard ISO/IEC 
9594-8; and Internet Engineering Task Force (IETF) 
Request For Comments (RFC) document RFC 3280, 
entitled: Internet X. 509 Public Key Infrastructure Certi?cate 
and Certi?cate Revocation List (CRL) Pro?le, the contents 
of all of Which are hereby incorporated by reference in its 
entirety. 
[0047] As also indicated above, a secondary CA 30 can be 
capable of issuing role certi?cates to terminals 16 based 
upon a position of the terminal Within a respective organi 
Zation 60, as shoWn in FIG. 4. In this regard, a secondary CA 
can be capable of issuing role certi?cates to the terminals of 
one or more groups 62, sub-groups 64 or the like of the 
organiZation. For eXample, each of a plurality of secondary 
CA’s can be capable of issuing role certi?cates to a group 
Within the organiZation, and thus the terminals Within and 
underneath the group. Continuing the corporation scenario 
above, then, each of a plurality of CA’s can be capable of 
issuing role certi?cates to employees (i.e., users of termi 
nals) Within a particular division, including the employees 
Within each of the departments of the particular division. 
Also, continuing the cellular service provider 66 scenario, 
above, each of a plurality of secondary CA’s can be capable 
of issuing role certi?cates to mobile customers Within a 
geographic area 68, i.e., geographic area 1, 2, . . . N. 

[0048] Each role certi?cate binds a terminal 16 to a 
position Within a respective organiZation 60. Thus, each role 
certi?cate provides a Way to indicate the authenticity of a 
terminal Within an organiZation, such as Within a group, 
sub-group or the like. The role certi?cates issued by a 
secondary CA 30 can be based upon, for eXample, attribute 
certi?cates de?ned by ITU standard X509. For more infor 
mation on such attribute certi?cates, see ITU Recommen 
dation X509; ISO/IEC 9594-8; and Internet Engineering 
Task Force (IETF) Request For Comments (RFC) document 
RFC 3281, entitled: An InternetAttribute Certi?cate Pro?le 
for Authentication, the contents of all of Which are hereby 
incorporated by reference in its entirety. More particularly, 
for eXample, each role certi?cate can include at least a serial 
number and validity time of the certi?cate, a digital signa 
ture of the secondary CA, and can identify the holder of the 
key (i.e., terminal) and the secondary CA (certi?cate 
granter). In addition, for eXample, each role certi?cate can 
include one or more attributes of the terminal, such as the 
position of the terminal Within the organiZation. 

[0049] Unlike identity certi?cates, role certi?cates typi 
cally do not include a public key corresponding to a private 
key stored by respective terminals 16. Thus, by themselves, 
role certi?cates typically do not bind the name or identity of 
a terminal to a public key. In this regard, each terminal 
Within an organiZation can store an identity certi?cate issued 
by a primary CA 28, as Well as one or more role certi?cates 
issued by one or more secondary CA’s 30. As such, each role 
certi?cate can be bound to, or otherWise associated With, the 
identity certi?cate of the respective terminal. In this regard, 
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each role certi?cate can further identify a bound identity 
certi?cate of the respective terminal. Irrespective of the 
exact contents of each role certi?cate, each role certi?cate 
typically has a shorter valid lifetime than the bound identity 
certi?cate, and as such, can be issued by a secondary CA 
With a less lengthy and complex identi?cation process than 
that required by the primary CA in issuing the bound identity 
certi?cate. Thus, by issuing each role certi?cate based upon 
a position of a terminal Within an organiZation, and by 
binding each role certi?cate to an identity certi?cate, the 
system 10 can provide increased granularity in the control of 
access to resources of a server 14, than conventional systems 
only utiliZing identity certi?cates. 
[0050] Reference is noW made to FIGS. 6A, 6B and 7, 
Which illustrate a method of authenticating a terminal 16 at 
a server 14 based upon a position of the terminal Within an 
organiZation, in accordance With one embodiment of the 
present invention. Generally, the method includes the ter 
minal obtaining, generating or otherWise receiving a public/ 
private key pair. The terminal can thereafter communicate 
With a primary CA 28 to obtain, and store, an identity 
certi?cate that binds an identity of the terminal to the public 
key of the public/private key pair. Then, the terminal can 
communicate With one or more secondary CA’s 30 to obtain, 
and store, one or more role certi?cates based upon one or 
more positions of the terminal Within an organiZation, Where 
the role certi?cate(s) bind the position(s) of the terminal 
With the identity certi?cate of the terminal. After obtaining 
the identity certi?cate and role certi?cate(s), the terminal can 
authenticate itself to one or more servers, such as to thereby 
access resources of the respective servers. For example, the 
terminal can use the identity certi?cate and role certi?cate(s) 
to authenticate itself to a server (e.g., MSC) of a cellular 
netWork to thereby access one or more resources of the 

cellular netWork that are controlled by the server, Where the 
server can be controlled by the cellular service provider 66 
(see FIG. 5). 
[0051] More particularly, referring to FIG. 6A, a method 
of authenticating a terminal 16 can include the terminal 
obtaining an identity certi?cate from a primary CA 28. To 
obtain such an identity certi?cate, the terminal, or more 
particularly a user of the terminal, can send a request to the 
primary CA for an identity certi?cate, as shoWn in block 74. 
The request generally includes a public key of a public/ 
private key pair stored by the terminal. The request also 
generally identi?es the terminal, or user of the terminal. For 
example, the request can include an IMEI code, IMSI code, 
MSISDN code or the like to thereby identify the terminal. 
Upon receipt of the request, the primary CA can verify the 
identity of the terminal in any of a number of knoWn 
manners, as shoWn in blocks 76 and 78. If the identity is not 
veri?ed, the primary CA can refuse to provide the terminal 
With an identity certi?cate. As shoWn in block 80, hoWever, 
if the primary CA does verify the identity of the terminal, the 
primary CA can thereafter generate an identity certi?cate for 
the terminal by binding the identity of the terminal With the 
public key of the terminal, such as by encrypting the identity 
and public key With a private key of the primary CA. In this 
regard, as Will be appreciated, the primary CA (as Well as 
each secondary CA) also stores a respective public/private 
key pair. And as indicated above, the identity certi?cate can 
include any of a number of other pieces of information, such 
as a serial number and validity time of the certi?cate, a 
digital signature of the primary CA, and can identify the 
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primary CA (certi?cate granter). Irrespective of hoW the 
primary CA generates the identity certi?cate, and the exact 
contents of the identity certi?cate, after generating the 
identity certi?cate, the primary CA can send the identity 
certi?cate back to the terminal, such as in response to the 
request from the terminal, as shoWn in block 82. The 
terminal can then store the identity certi?cate. 

[0052] Irrespective of hoW the terminal 16 obtains an 
identity certi?cate, after obtaining the identity certi?cate, the 
terminal can obtain one or more role certi?cates based upon 

a position of the terminal, or user of the terminal, Within an 
organiZation. As shoWn in FIG. 6B, in accordance With one 
embodiment of the present invention, a method of obtaining 
each role certi?cate can include sending a request to a 
secondary CA 30 for a role certi?cate, as shoWn in block 84. 
The request can be sent from the terminal, but in a more 
typical embodiment, the request is sent from an entity 
capable of controlling the terminal’s access to resources of 
a server 14. For example, in the above corporation example, 
the request for a role certi?cate can be sent by a division or 
department head or leader, Which may be capable of directly 
interfacing With the secondary CA. Also, for example, in the 
above cellular service provider example, the request for a 
role certi?cate can be sent by the service provider. 

[0053] Irrespective of Who sends the request for a role 
certi?cate, the request for a role certi?cate generally 
includes the position of the respective terminal Within an 
organization. For example, in the corporate example above, 
the request can identify the organiZation, division, and 
department of the terminal, or user of the terminal. Also, for 
example, in the cellular service example above, the request 
can identify the service plan(s) available, or subscribed, to 
the respective terminal. As With the request for an identity 
certi?cate, the request also generally identi?es the terminal, 
or user of the terminal, such as by including an IMEI code, 
IMSI code, MSISDN code or the like of the terminal. In 
addition, to bind the identity certi?cate of the terminal to the 
role certi?cate, the request can identify the identity certi? 
cate of the terminal. 

[0054] Upon receipt of the request for a role certi?cate, the 
secondary CA 30 can generate a role certi?cate for the 
terminal by binding the identity of the terminal With the 
position of the terminal Within the organiZation, as shoWn in 
block 86. For example, similar to before, the secondary CA 
can bind the identity of the terminal With the position of the 
terminal by encrypting the identity and identi?ed position 
With a private key of the secondary CA, Which like the 
primary CA, also stores a respective public/private key pair. 
And as indicated above, the role certi?cate can include any 
of a number of other pieces of information, such as a serial 
number and validity time of the certi?cate, a digital signa 
ture of the secondary CA, and can identify the secondary CA 
(certi?cate granter) and a bound identity certi?cate of the 
terminal. Irrespective of hoW the secondary CA generates 
the role certi?cate and the exact contents of the identity 
certi?cate, after generating the role certi?cate, hoWever, the 
secondary CA can send the role certi?cate to the terminal, 
such as in response to the request for the role certi?cate, as 
shoWn in block 88. Thereafter, the terminal can store the role 
certi?cate. 

[0055] At one or more points in time after the terminal 16 
stores the identity certi?cate and role certi?cate(s), the 
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terminal can initiate communication With one or more 

servers 14 to thereby request access to resources available 
from, or controlled by, the server(s). As shoWn in FIG. 7, a 
terminal can request access the resources of the server by 
?rst sending a request to the server, Where the request 
includes a role certi?cate and the bound identity certi?cate 
to the server, as shoWn in block 90. In this regard, the server 
can be capable of permitting the terminal to access resources 
of the server in accordance With the position of the terminal 
identi?ed in the role certi?cate. Before permitting such 
access, hoWever, the server can validate the role certi?cate 
and identity certi?cate to thereby authenticate and authoriZe 
the terminal for access to the resources. 

[0056] More particularly, upon receipt of the role and 
identity certi?cates, the server 14 can verify the identity of 
the terminal based upon the identity certi?cate, as shoWn in 
blocks 92 and 94. The server can verify the identity of the 
terminal in any of a number of different manners. In one 
typical embodiment, for eXample, the server veri?es the 
identity of the terminal based upon the public key of the 
primary CA 28, a digital signature of the terminal, and the 
public key of the terminal and digital signature of the 
primary CA included Within the identity certi?cate, all of 
Which can be provided by the terminal. In addition, the 
server can validate the identity certi?cate based upon other 
parameters of the identity certi?cate. For eXample, the server 
can validate the identity certi?cate in accordance the validity 
time of the identity certi?cate such as by determining if the 
identity certi?cate is expired. Irrespective of hoW the server 
veri?es and validates the identity of the terminal, hoWever, 
if the server fails to verify or validate the identity of the 
terminal, the server can refuse to permit the terminal to 
access the resources of the server. 

[0057] If the server 14 veri?es and validates the identity 
certi?cate the terminal 16, the server can continue by 
verifying the position of the terminal Within the organiZation 
based upon the role certi?cate, to thereby determine if and 
to What eXtent the terminal is authoriZed to access the 
resources of the server. Like verifying the identity of the 
terminal, the server can verify the position of the terminal 
Within the organiZation in any of a number of different 
manners. In one typical embodiment, hoWever, the server 
requires an identity certi?cate of the secondary CA 28 to 
verify the role certi?cate, and thus the position, of the 
terminal. As shoWn in block 96, the server can therefore 
receive the identity certi?cate of the secondary CA, such as 
from the terminal, the secondary CA or another depository, 
in accordance With any of a number of knoWn techniques. As 
Will be appreciated, the server can receive the identity 
certi?cate of the secondary CA at any time before verifying 
the role certi?cate, such as after receiving the identity and 
role certi?cates from the terminal (see block 90). 

[0058] As shoWn in blocks 98 and 100, after receiving the 
identity certi?cate of the secondary CA, the server can verify 
the role certi?cate by verifying the identity of the secondary 
CA, and if veri?ed, further based upon the public key of the 
secondary CA, the digital signature of the terminal, and the 
public key of the terminal and digital signature of the 
secondary CA included Within the role certi?cate. Like 
verifying the identity certi?cate of the terminal, the server 
can further validate the role certi?cate based upon other 
parameters of the role certi?cate. For eXample, the server 
can validate the role certi?cate in accordance the validity 
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time of the role certi?cate such as by determining if the role 
certi?cate is expired. Irrespective of hoW the server veri?es 
the role certi?cate, and thus the position of the terminal, if 
the server fails to verify or validate the role certi?cate, the 
server can refuse to permit the terminal to access the 
resources of the server. HoWever, if the server 14 veri?es and 
validates the role of the terminal 16, the server can grant the 
terminal access to requested resources in accordance With 
the identity and role certi?cates, as shoWn in block 102. 
More particularly, the server can grant the terminal access to 
requested resources in accordance With the identity of the 
terminal and position of the terminal Within the organiZation. 

[0059] As an eXemplar application of an embodiment of 
the present invention, again consider the eXample of an 
organiZation comprising a business, such as that of a cellular 
service provider 66 (see FIG. 5). Also consider that one or 
more terminals 16 comprise terminals of subscribers to 
services offered by the cellular netWork operator, Where the 
terminals are located Within one of a plurality of geographic 
areas 68, and are capable of varying access to the cellular 
netWork based upon a service plan (i.e., service plan A, B or 
C) subscription of respective customers. In such an instance, 
each terminal can request, and thereafter receive, an identity 
certi?cate from a primary CA 28. Thereafter, the terminals 
of each geographic area can receive one or more role 

certi?cates from a respective secondary CA30 authoriZed by 
the cellular netWork operator to issue such role certi?cates 
for the geographic area. In this regard, each role certi?cate 
can identify the position of a respective terminal as being 
Within a particular geographic area, and subscribing to 
service plan A, B or C. 

[0060] In one typical embodiment, then, each terminal 16 
of a “preferred customer” can receive a role certi?cate 
identifying the position of the terminal as being Within 
service plan A, each terminal of a “normal customer” can 
receive a role certi?cate identifying the position of the 
terminal as being Within service plan B, and each terminal 
of a “restricted customer” can receive a role certi?cate 
identifying the position of the terminal as being Within 
service plan C. In an alternative embodiment Where each 
service plan builds upon a loWer service plan, hoWever, the 
terminals of the “preferred” and “normal” customers can 
receive more than one role certi?cates. Thus, for eXample, 
each terminal of a “preferred customer” can receive role 
certi?cates identifying the positions of the terminal as being 
Within each of service plans A, B and C; each terminal of a 
“normal customer” can receive role certi?cates identifying 
the positions of the terminal as being Within service plans B 
and C; and each terminal of a “restricted customer,” as 
before, can receive a role certi?cate identifying the position 
of the terminal as being Within service plan C. 

[0061] After receiving the identity and role certi?cates, the 
terminals 16 can then access resources of a server 14. For 

eXample, Where the server controls or is otherWise associ 
ated With a BS 26 or MSC (not shoWn) of the cellular 
netWork 24, the terminals can access the cellular netWork 
through the BS and MSC based upon, and in accordance 
With, the identity and role certi?cates. Thus, the cellular 
service provider can control access to the netWork and 
services Within the netWork, through use of the identity and 
role certi?cates. And in contrast to conventional techniques 
utiliZing only identity certi?cates, by also using role certi? 
cates that typically have a shorter validity time than identity 
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certi?cates, the service provider can further control access to 
the network and services of the network that accounts for 
service subscriptions that can be shorter in length than the 
validity time of a conventional identity certi?cate. Also, by 
permitting secondary CA’s 30 to issue role certi?cates to 
groups of terminals Within an organiZation, control over 
access to resources of a server can be distributed to thereby 

relieve a primary CA 28 of the burden of issuing, re-issuing 
and revoking certi?cates, Whether identity or role certi? 
cates. 

[0062] Many modi?cations and other embodiments of the 
invention Will come to mind to one skilled in the art to Which 
this invention pertains having the bene?t of the teachings 
presented in the foregoing descriptions and the associated 
draWings. Therefore, it is to be understood that the invention 
is not to be limited to the speci?c embodiments disclosed 
and that modi?cations and other embodiments are intended 
to be included Within the scope of the appended claims. 
Although speci?c terms are employed herein, they are used 
in a generic and descriptive sense only and not for purposes 
of limitation. 

What is claimed is: 
1. A system comprising: 

a terminal capable of communicating at least one of 
Within and across at least one netWork, Wherein the 
terminal is included Within an organiZation including a 
plurality of terminals, each terminal being at at least 
one of a plurality of positions Within the organiZation; 

a primary certi?cation authority (CA) capable of provid 
ing an identity certi?cate to the terminal, Wherein the 
primary CA is capable of issuing an identity certi?cate 
to each terminal of the organiZation; 

a secondary CA capable of providing at least one role 
certi?cate to the terminal based upon the at least one 
position of the terminal Within the organiZation, 
Wherein the organiZation includes a plurality of sec 
ondary CA’s capable of issuing at least one role cer 
ti?cate to respective groups of terminals of the orga 
niZation based upon the at least one position of each of 
the respective terminals Within the organiZation; and 

a server capable of authenticating the terminal based upon 
the identity certi?cate and the at least one role certi? 
cate of the terminal to thereby determine Whether to 
grant the terminal access to at least one resource of the 
server. 

2. A system according to claim 1, Wherein the terminal 
comprises a terminal included Within an organiZation com 
prising a customer base of a cellular service provider that 
includes a plurality of terminals, each terminal being at one 
of a plurality of positions comprising a plurality of service 
plans offered by the cellular netWork operator. 

3. A system according to claim 1, Wherein the terminal 
comprises a terminal included Within an organiZation com 
prising a customer base of a cellular service provider that 
includes a plurality of terminals, each terminal being at at 
least one of a plurality of positions comprising a plurality of 
services offered by the cellular netWork operator. 

4. A system according to claim 1, Wherein the secondary 
CA is capable of providing at least one role certi?cate each 
having an associated validity time no greater than a validity 
time of the identity certi?cate provided by the primary CA. 
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5. A system according to claim 4, Wherein the server is 
capable of authenticating the terminal based upon the valid 
ity times of the identity certi?cate and at least one role 
certi?cate of the respective terminal. 

6. A system according to claim 1, Wherein the terminal is 
capable of requesting access to at least one resource of a 
server before the server authenticates the terminal, and 
Wherein the server is capable of granting access to the at 
least one resource if the terminal is authenticated. 

7. A method of authenticating a terminal comprising: 

providing a terminal capable of communicating at least 
one of Within and across at least one netWork, Wherein 
the terminal is included Within an organiZation includ 
ing a plurality of terminals, each terminal being at at 
least one of a plurality of positions Within the organi 
Zation; 

providing an identity certi?cate to the terminal from a 
primary certi?cation authority (CA), Wherein the pri 
mary CA is capable of issuing an identity certi?cate to 
each terminal of the organiZation; 

providing at least one role certi?cate to the terminal from 
a secondary CA based upon the at least one position of 
the terminal Within the organiZation, Wherein the orga 
niZation includes a plurality of secondary CA’s capable 
of issuing at least one role certi?cate to respective 
groups of terminals of the organiZation based upon the 
at least one position of each of the respective terminals 
Within the organiZation; and 

authenticating the terminal at a server based upon the 
identity certi?cate and the at least one role certi?cate of 
the terminal to thereby determine Whether to grant the 
terminal access to at least one resource of the server. 

8. A method according to claim 7, Wherein providing a 
terminal comprises providing a terminal included Within an 
organiZation comprising a customer base of a cellular ser 
vice provider that includes a plurality of terminals, each 
terminal being at one of a plurality of positions comprising 
a plurality of service plans offered by the cellular netWork 
operator. 

9. A method according to claim 7, Wherein providing a 
terminal comprises providing a terminal included Within an 
organiZation comprising a customer base of a cellular ser 
vice provider that includes a plurality of terminals, each 
terminal being at at least one of a plurality of positions 
comprising a plurality of services offered by the cellular 
netWork operator. 

10. A method according to claim 7, Wherein providing at 
least one role certi?cate comprises providing at least one 
role certi?cate each having an associated validity time no 
greater than a validity time of the identity certi?cate. 

11. A method according to claim 10, Wherein authenti 
cating the terminal comprises authenticating the terminal 
based upon the validity times of the identity certi?cate and 
at least one role certi?cate of the respective terminal. 

12. A method according to claim 7 further comprising: 

requesting, from the terminal, access to at least one 
resource of a server before authenticating the terminal; 
and 

granting access to the at least one resource if the terminal 
is authenticated. 
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13. A terminal included Within an organization including 
a plurality of terminals, each terminal being at at least one 
of a plurality of positions Within the organiZation, the 
terminal comprising: 

a controller capable of communicating at least one of 
Within and across at least one network, Wherein the 
controller is capable of obtaining an identity certi?cate 
from a primary certi?cation authority (CA) capable of 
issuing an identity certi?cate to each terminal of the 
organiZation, Wherein the controller is also capable of 
obtaining at least one role certi?cate from a secondary 
CA based upon the at least one position of the terminal 
Within the organiZation, Wherein the organiZation 
includes a plurality of secondary CA’s capable of 
issuing at least one role certi?cate to respective groups 
of terminals of the organiZation based upon the at least 
one position of each of the respective terminals Within 
the organiZation; and 

a memory capable of storing the identity certi?cate and at 
least one role certi?cate, 

Wherein the controller is also capable of communicating 
With a server such that the server is capable of authen 
ticating the terminal based upon the identity certi?cate 
and the at least one role certi?cate of the terminal to 
thereby determine Whether to grant the terminal access 
to at least one resource of the server. 

14. A terminal according to claim 13, Wherein the con 
troller is capable of obtaining an identity certi?cate from a 
primary CA capable of issuing an identity certi?cate to each 
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terminal of the organiZation comprising a customer base of 
a cellular service provider that includes a plurality of ter 
minals, each terminal being at one of a plurality of positions 
comprising a plurality of service plans offered by the cellular 
netWork operator. 

15. A terminal according to claim 13, Wherein the con 
troller is capable of obtaining an identity certi?cate from a 
primary CA capable of issuing an identity certi?cate to each 
terminal of the organiZation comprising a customer base of 
a cellular service provider that includes a plurality of ter 
minals, each terminal being at at least one of a plurality of 
positions comprising a plurality of services offered by the 
cellular netWork operator. 

16. A terminal according to claim 13, Wherein the con 
troller is capable of obtaining at least one role certi?cate 
each having an associated validity time no greater than a 
validity time of the identity certi?cate obtained by the 
controller. 

17. A terminal according to claim 16, Wherein the con 
troller is also capable of communicating With a server such 
that the server is capable of authenticating the terminal 
based upon the validity times of the identity certi?cate and 
at least one role certi?cate of the respective terminal. 

18. A terminal according to claim 13, Wherein the con 
troller is capable of requesting access to at least one resource 
of a server before the server authenticates the terminal such 
that the server is capable of granting access to the at least one 
resource if the terminal is authenticated. 


