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(57) ABSTRACT 

A two-dimensional, high-density, damage-tolerant printed 
code suitable for encoding multiple biometrics and teXt for 
positive off-line identity veri?cation comprises a horizontal 
header section; a vertical header section; a start pattern; a left 
roW address pattern; an encoded data portion; a right tWo 
address pattern; and stop pattern. The horizontal header 
section encodes the number of bit areas in a transverse roW 
of the encoded data portion; and the vertical header section 
encodes the vertical height of each bit area. The start and 
stop patterns of the code demarcate the lateral extent of the 
code (i.e., the beginning and end) from the adjacent quiet 
zone. Information is encoded into the ended information 
portion in bit areas that may be printed or blank. The 
information is encoded sequentially in the information por 
tion from the top of the encoded information portion along 
each transverse roW of bit areas to the neXt roW of bit areas 
until the end of the encoded information portion. Error 
correction is applied to subunits of information from the 
encoded information portion by dividing the user messages 
and applying error correction to subunits of the user mes 
sage. The tWo-dimensional, high-density, damage-tolerant 
printed code is suitable for printed on a conventionally sized 
ISO cord or other papers used in verifying identity. An 
ISO-sized cord or other identity paper bearing a tWo 
dimensional, high-density, damage-tolerant printed code 
encoding multiple biometrics, e.g., encoded image likeness 
and multiple ?nger print templates, maybe used With an 
off-line integrated positive identity veri?cation apparatus 
that is capable of decoding the image and ?ngerprint 
samples taken from an individual Whose identity is sought to 
be veri?ed. 
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TWO-DIMENSIONAL PRINTED CODE FOR 
STORING BIOMETRIC INFORMATION AND 
INTEGRATED OFFLINE APPARATUS FOR 

READING SAME 

I. CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This is a continuation-in-part of co-pending US. 
patent application Ser. No. 09/256,754, ?led 24 Feb. 1999, 
now US. Pat. No. 6,560,741, the speci?cation and drawings 
of Which are hereby incorporated herein by reference in their 
entireity. 

II. FIELD OF THE INVENTION 

[0002] This invention relates to high-density printed codes 
and, in particular, to high-density printed codes that have 
improved damage tolerance. In addition, the invention con 
cerns high-density printed codes capable of storing multiple 
biometrics and teXt for positive identity identi?cation. Fur 
ther, the invention concerns off-line positive identity iden 
ti?cation apparatus capable of operating in combination With 
high-density printed codes storing multiple biometrics. 

III. BACKGROUND OF THE INVENTION 

[0003] Numerous technologies have been developed over 
the past tWo decades that are capable of storing signi?cant 
amounts data (on the order of a kilobyte or more) in a small, 
compact space (a few square inches or less). Such technolo 
gies include so-called “smart cards”; CD-ROM based opti 
cal storage media; magnetic stripe cards; and tWo-dimen 
sional high-capacity printed bar codes and matriX codes. 
Depending on the overall information capacity of the 
medium, each of these technologies may be suitable for 
storing biometric information for use in positive identity 
veri?cation applications. Each of these technologies has its 
advantages and disadvantages in this speci?c application 
and other applications. 

[0004] One of the primary advantages of tWo-dimensional 
high-capacity printed bar codes and matriX codes results 
from the fact that they can be created using conventional 
printing techniques (including laser printers). One applica 
tion among are used to identify human beings. Due to the 
often enormous number of identi?cation documents that 
may be created in positive identity veri?cation programs, the 
fact that tWo-dimensional printed codes can be formed by 
conventional printing techniques provides a signi?cant cost 
advantage over “smart cards,” CD-ROM-based optical stor 
age media; and magnetic stripe cards. Further, error-cor 
rected tWo-dimensional printed codes are far more robust 
than smart cards With respect to the ability to tolerate 
electromagnetic ?elds, radiation and mechanical stress and 
CD-ROM based optical storage media With respect to the 
ability to Withstand scuffing and scratching. “Smart cards” 
incorporate circuitry and chips that may be damaged should 
the card be ?eXed, limiting the suitability of the card for 
loW-cost applications. 

[0005] Within the art of printed codes, over the past 
decade, numerous tWo-dimensional printed paper-based 
codes have been introduced. These codes represent a sub 
stantial improvement over prior one-dimensional bar codes 
in a number of areas. Most importantly, these codes are 
capable of storing hundreds of bytes of information, 
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approaching a kilobyte, in a feW square inches. In contrast, 
prior one-dimensional bar codes Were capable of storing 
only a feW characters, on the order of ten or tWelve, in 
roughly the same space. 

[0006] Such codes also exhibit improved error detection 
and correction capability. For eXample, one such code, 
PDF417, disclosed in US. Pat. No. 5,304,786, employs the 
Reed-Solomon error correcting method to improve the dam 
age-tolerance of the code. 

[0007] Using the Reed-Solomon error correcting method, 
additional codeWords are appended to the end of the data 
codeWords appearing in the PDF417 symbol. If a substantial 
contiguous portion of the code Were to be destroyed or 
otherWise rendered unreadable (a likely possibility due to 
the often rugged conditions these codes encounter, e.g., on 
the outside of a shipping parcel, or on a part on an assembly 
line), the data represented in the data codeWords can still be 
recovered by reading the Reed-Solomon error correction 
codeWords included in the symbol. 

[0008] One draWback of PDF417 is the fact that it 
employs a (n, k) bar code encoding methodology based on 
929 codeWords. As a result, each PDF417 codeWord has a 
data capacity of 9.25 bits. Given the length of the codeWord 
(17 bits), this results in a substantial overhead (redundant 
portion of the code). In addition, PDF417 is capable of 
storing only about 1500 bytes of information With minimal 
levels of error correction, and much less in the case With 
acceptable levels of error correction. 

[0009] Another code is the data strip code disclosed and 
claimed in US. Pat. No. 4,782,221. The data strip code 
disclosed and claimed in US. Pat. No. 4,782,221 is capable 
of storing up to a kilobyte or more of information in a small 
space but is vulnerable to data loss in the case of large area 
destruction due to the relatively limited error correction 
capability of the code. 

[0010] Other tWo-dimensional printed codes include 
matriX codes, e.g., “DatamatriX”, or the UPS “MaXicode”, 
Which have been used in small parts identi?cation and 
package sortation. These codes have features that facilitate 
discrimination of the code from a background that is par 
ticularly useful When the code is being scanned by a reading 
device placed above a conveyer belt on Which the part or 
parcel is moving. These codes, While particularly useful in 
such applications, have not been found to be suitable Where 
large amounts of information are sought to be encoded in a 
relatively small amount of space. 

[0011] Overcoming the limitations of these prior printed 
codes is particularly important because a major application 
for such codes is offline positive identity veri?cation. In such 
applications, biometrics that provide a positive identity 
veri?cation capability are encoded in the tWo-dimensional 
code. Such codes, When operating With apparatus capable of 
decoding the code, permit positive identity veri?cation to 
occur independent of a central database storing such identity 
veri?cation information. This lends a great deal of ?exibility 
in instances Where temporary installations are used by 
governments, e.g., in voting; voting might occur in an 
installation not having a ?Xed identity veri?cation apparatus 
or connection to a central identity database. Having a printed 
code encoding identity information permits positive identity 
veri?cation to occur Without a permanent positive identity 
veri?cation apparatus in place. 
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[0012] In order to function effectively in such off-line 
positive identity veri?cation applications, tWo-dimensional 
printed codes must be capable of storing biometric infor 
mation used in positive identity veri?cation. In addition, the 
codes storing biometric information must be tailored to ?t on 
standard-siZed identity veri?cation papers like, e.g., conven 
tionally-siZed ISO cards or passports. These standards are 
set forth in the International Civil Aviation Organization 
document entitled Machine Readable Travel Documents 
9303 Parts 1-4. Document 9303 Parts 1-4 identi?es a num 
ber of standard-siZed travel documents including machine 
readable of?cial travel document 1 (MROTDl) card (the 
ubiquitous ISO CR-80 credit-card siZed card Which is 
2.125><3.375 inches and in the MRTODl application allo 
cates 0.98><3.13 inches to a tWo-dimensional printed code); 
the oversiZed identi?cation card (designated MROTD2 and 
Which allocates 0.72><2.52 inches for a tWo-dimensional 
printed code); and a conventional passport page (Which 
allocates 0.72><3.14 inches for a tWo-dimensional printed 
code. 

[0013] These standards illustrate that even With the advent 
of machine-readable codes, standards organiZations are still 
unWilling to dedicate all or most of a document to a 
machine-readable code and instead specify standards that 
leave large areas in Which to print human-readable infor 
mation. As a result, real estate on such documents is precious 
and most be used ef?ciently, indicating the desirability of 
even higher density tWo-dimensional printed codes. 

[0014] Due to the requirements of knoWn compression 
techniques for compressing ?les storing biometric informa 
tion, knoWn tWo-dimensional codes have relatively limited 
capability for providing highly accurate positive identity 
veri?cation Where such identi?cation is dependent on stor 
ing multiple biometrics. For example, knoWn data compres 
sion techniques create ?les that are on the order of 500-750 
bytes per ?ngerprint template (uncompressed) and 900-1100 
bytes (compressed) for a photographic image of a person. 
Thus, a government agency or private company interested in 
establishing a positive identity veri?cation program based 
on encoding three ?ngerprint templates; a photograph; and 
text Would be seeking to store on the order of 2800 bytes of 
information in a knoWn tWo-dimensional code. There are no 
knoWn tWo-dimensional printed codes capable of storing 
that much information in a single code symbol With a level 
of error correction that Would provide robust, damage 
tolerant performance. 

[0015] As a result, such an application Would require 
on-line capability, i.e., some biometric information Would 
have to be stored in a central database in order to achieve 
highly accurate positive identi?cation. This Would limit the 
?exibility of the system, because personnel interested in 
positively identifying individuals Would require a dedicated 
connection to the database for as long as they Were per 
forming identity veri?cation. 

[0016] In addition, knoWn off-line veri?cation apparatus 
capable of operating With desired tWo-dimensional, high 
density damage-tolerant printed codes are relatively bulky 
and depend on separate units for performing various opera 
tions necessary to positively verify identity, e.g., ?ngerprint 
scanning; ?ngerprint minutiae extraction; comparison of 
?ngerprint minutiae With ?ngerprint record stored in printed 
code; and comparison of photographic images With stored 

Jun. 23, 2005 

images. These operations may require multiple, stand-alone 
units, thereby limiting the ?exibility of the system, and they 
may effectively mandate ?xed identity veri?cation stations 
even in off-line positive identity veri?cation applications. 

[0017] Thus, it is desired to have a tWo-dimensional 
printed code having improved information capacity. 

[0018] It is also desired to have a tWo-dimensional printed 
code having improved damage tolerance. 

[0019] It is further desired to have a tWo-dimensional, 
high-density, damage-tolerant printed code capable of stor 
ing multiple, high-quality biometrics. 

[0020] It is also desired to have a conventionally-sized 
ISO card or other conventional identi?cation paper bearing 
a tWo-dimensional, high density, damage-tolerant printed 
code storing multiple, high-quality biometrics. 

[0021] It is further desired to have a conventionally-sized 
ISO card or other conventional identi?cation papers bearing 
a tWo-dimensional, high-density, damage-tolerant printed 
code storing multiple, high-quality biometrics that may be 
used in of?ine positive identity veri?cation applications. 

[0022] It is also desired to have a fully-integrated, com 
pact off-line positive identity veri?cation apparatus capable 
of operating With conventionally-siZed identity veri?cation 
papers bearing tWo-dimensional printed codes encoding 
multiple, high-quality biometrics. 

IV. SUMMARY OF THE INVENTION 

[0023] Accordingly, it is an object of the present invention 
to provide a tWo-dimensional printed code having improved 
information capacity. 

[0024] It is another object of the present invention to 
provide a tWo-dimensional printed code having improved 
damage tolerance. 

[0025] It is a further object of the present invention to 
provide a tWo-dimensional, high-density, damage-tolerant 
printed code capable of storing multiple, high-quality bio 
metrics. 

[0026] It is yet another object of the present invention to 
provide conventionally-sized ISO card or other identity 
veri?cation papers capable of bearing a tWo-dimensional, 
high-density damage tolerant printed code encoding mul 
tiple, high-quality biometrics for use in of?ine, positive 
identity veri?cation applications. 

[0027] It is a yet further object of the present invention to 
provide a fully integrated, compact, hand-held, off-line 
positive identity veri?cation apparatus capable of providing 
identity veri?cation With a high degree of accuracy by 
recovering biometric information encoded in a tWo-dimen 
sional, high-density, damage-tolerant printed code. 

[0028] The foregoing objects are accomplished by the 
present invention of a tWo-dimensional, high-density, dam 
age tolerant printed code suitable for encoding multiple 
biometrics and text for positive off-line identity veri?cation. 
In a preferred embodiment, such a code comprises a vertical 
header section repeated at a top and bottom of the code; a 
horiZontal header section repeated at the top and bottom of 
the code; a start pattern; a left clock track; a left roW address 
pattern; an encoded user data portion; a right roW address 
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pattern; a right clock track; and a stop pattern. The horizontal 
header section encodes the number of bit areas in a trans 
verse roW of the encoded information portion; and the 
vertical header section encodes the vertical height of each bit 
area. The start and stop patterns of the code demarcate the 
lateral eXtent of the code (i.e., the beginning and end) from 
an adjacent quiet Zone. The left roW address pattern and the 
right roW address pattern are each preferably a gray code, 
such as, for example, a three-bit re?ected gray code. Infor 
mation is encoded into the encoded information portion in 
bit areas that may be printed or blank. The encoded user data 
is printed sequentially in the encoded user data portion from 
the top of the encoded information along each transverse 
roW of bit areas to the neXt roW of bit areas until the end of 
the encoded information portion. 

[0029] In the preferred embodiment, prior to encoding, the 
user information to be encoded in the information portion is 
divided into a number of packets that represent sequential 
subunits of information. A subunit of each packet (e.g., a 
byte comprising the most signi?cant bits of each packet) is 
selected and then combined into an error correction packet 
for error correction purposes. A conventional error correc 
tion algorithm is then applied to this ?rst error correction 
packet for error correction purposes. A number of error 
correction bits are then created, and these are appended to 
the end of the user information portion. The process is then 
repeated by selecting the neXt most signi?cant bits from 
each packet and combining them into an error correction 
packet for error correction purposes. The error correction 
algorithm is then applied to this second error correction 
packet to create a number of error correction bits. These 
error correction bits are then appended to the user informa 
tion and ?rst collection of error correction bits. The process 
is repeated until all the information in each packet has been 
error corrected. The information is then formatted into a ?le 
that, When printed, Will constitute a tWo-dimensional, high 
density, damage-tolerant, printed code. 

[0030] In another embodiment of the present invention the 
user information to be encoded in the tWo-dimensional 
printed code is arrayed in computer memory in the roW 
column sequence in Which it is to be printed in the tWo 
dimensional, high-density, damage-tolerant printed code. 
The roW-column organiZed information is then divided into 
a number of tWo-dimensional packets of (n, m) dimension 
that represent contiguous bits to be printed in the tWo 
dimensional printed code. A subunit of bits is selected from 
each of said tWo-dimensional packets of (n, m) dimension 
and combined into a ?rst error correction packet for error 
correction purposes. An error correction algorithm is then 
applied to the ?rst error correction packet. The error bits thus 
created in this ?rst step are neXt formed into a tWo-dimen 
sional collection of bits to be printed contiguously after the 
user data. The process is continued until error correction 
information is created for all user information. 

[0031] In a further embodiment of the present invention, 
the control data indicating the length of the ?le encoded in 
the tWo-dimensional printed code and the level and manner 
of error correction are separately error corrected to create a 
number of error correction bits for use in case of catastrophic 
damage to that portion of the code encoding the control data. 
In ?Xed length and ?Xed error correction format codes, this 
information is interspersed at knoWn locations throughout 
the code to provide robust damage tolerance. In variable 
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length and error correction codes, the header can store the 
location of the control data error correction bits by encoding 
a number corresponding to one from a number of options. 
This indicates Where the reader should look for the error 
correction bits corresponding to the control data in the case 
of catastrophic damage to the control data portion of the 
code. 

[0032] TWo-dimensional, high-density, damage-tolerant 
printed codes made in accordance With the foregoing 
embodiments are capable of encoding 2800 bytes of infor 
mation (suf?cient for multiple biometrics (?ngerprints and 
image) and text) With a robust level of error correction 
resulting in an overall message length of 3400 bytes. The 
information Would be printed in a code having an encoded 
user data portion of 0.84 inches by 2.87 inches (the mini 
mum feature having a siZe of 0.0066><0.010 inches). Such a 
printed code Would easily ?t on a portion of one side of a 
conventional 2.125><3.375 inch card, leaving substantial 
space for human readable information on the remaining 
portion of the card. 

[0033] In yet another embodiment of the present inven 
tion, a tWo-dimensional, high-density, damage tolerant 
printed code encoding multiple biometric information and 
teXt is imprinted on conventionally siZed ISO cards or other 
identi?cation documents (e.g., passports) for use in off-line 
positive identity veri?cation applications. 

[0034] A yet further embodiment of the present invention 
comprises a fully-integrated, compact, hand-held (the appa 
ratus can also be counter-mounted or Wall-mounted), off-line 
positive identity veri?cation apparatus having scanning 
means Which may include a scanned one-dimensional 

charge-coupled device (1D CCD); a CMOS contact image 
sensor or other 1D sensors; or a tWo-dimensional charge 

coupled device (2D CCD) for recovering biometric infor 
mation stored in a tWo-dimensional, high-density, damage 
tolerant printed codes; real-time biometric capture capabili 
ties (e.g., for capturing ?ngerprints); a microprocessor and 
associated programming for comparing real time biometric 
information captured from an individual Whose identity is 
sought to be veri?ed With biometric information recovered 
from a tWo-dimensional printed code; and indication appa 
ratus to indicate Whether as a result of the biometric com 
parison process the individual has been identi?ed as authen 
tic or an impostor. 

[0035] A yet further embodiment of the present invention 
comprises the combination of a tWo-dimensional, high 
density, damage-tolerant printed code and a fully integrated, 
compact, hand-held (the apparatus can also be counter 
mounted or Wall-mounted) off-line positive identity veri? 
cation apparatus. The fully-integrated, compact, hand-held 
off-line positive identity veri?cation apparatus has a scanner 
for recovering biometric information from a tWo-dimen 
sional, high-density, damage-tolerant printed code, and real 
time biometric capture capability for capturing biometric 
information from the person Whose identity is sought to be 
veri?ed. The positive identity veri?cation apparatus then 
compares the biometric information to determine Whether 
the individual is authentic or an impostor. 

[0036] From the foregoing description, a number of 
advantages of the present invention become apparent. First, 
the invention provides a tWo-dimensional, damage-tolerant, 
printed code With both improved total information capacity 
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and improved high information density performance. This is 
accomplished through a code format that provides both a 
high information capacity and a robust level of error cor 
rection in a small space. Second, the invention provides a 
tWo-dimensional, high density, damage-tolerant printed 
code capable of storing multiple biometrics that makes 
possible a highly accurate off-line positive identity veri? 
cation by comparing biometrics captured in real-time from 
an individual Whose identity is sought to be veri?ed With 
biometrics recovered from the printed code. Third, the 
invention provides a fully integrated, compact, hand-held 
off-line positive identity veri?cation apparatus that greatly 
increases the ?exibility of positive identity veri?cation 
operations by making both the identity veri?cation informa 
tion (stored in a small card) and identity veri?cation appa 
ratus (fully-integrated and hand-held) highly mobile. No 
longer are governments or private businesses interested in 
establishing positive identity veri?cation programs relegated 
to storing such information in a central data base generally 
accessible only from ?xed-site, dedicated positive identity 
veri?cation installations. 

VI. BRIEF DESCRIPTION OF THE DRAWINGS 

[0037] The above and other objects of this invention Will 
be apparent upon consideration of the folloWing detailed 
description, taken in conjunction With the accompanying 
draWings in Which like characters refer to like parts through 
out and in Which: 

[0038] FIG. 1A is a plan vieW of the prior art data strip 
code; 
[0039] FIG. 1B is an exploded vieW of the prior art data 
strip code: 

[0040] FIG. 2A is a plan vieW of the tWo-dimensional, 
high-density, damage-tolerant printed code of the present 
invention; 
[0041] FIG. 2B is an exploded vieW of the tWo-dimen 
sional, high-density, damage-tolerant printed code of the 
present invention; 

[0042] FIG. 3 is another vieW of the tWo-dimensional, 
high-density, damage-tolerant printed code of the present 
invention; 
[0043] FIG. 4 depicts a portion of the encoded data 
portion section of the printed code of the present invention, 
and further depicts those non-contiguous bits that are error 
corrected on a group basis; 

[0044] FIG. 5 depicts a portion of the encoded data 
portion section of the printed code of the present invention, 
and further depicts those noncontiguous bits that are error 
corrected on a group basis; 

[0045] FIG. 6 depicts a portion of the encoded data 
portion section of the printed code of the present invention, 
and shoWs Where control data error correction bits may be 
inserted into the user data; 

[0046] FIG. 7A depicts multiple portions as in FIG. 6, and 
further depicts those bit positions in Which control data error 
correction bits are inserted; 

[0047] FIG. 7B depicts multiple portions as in FIG. 6, and 
further depicts those bit positions in Which control data error 
correction bits are inserted; 
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[0048] FIG. 7C depicts multiple portions as in FIG. 6, and 
further depicts those bit positions in Which control data error 
correction bits are inserted; 

[0049] FIG. 7D depicts multiple portions as in FIG. 6, and 
further depicts those bit positions in Which control data error 
correction bits are inserted; 

[0050] FIG. 8 depicts hoW distributing the control data 
error correction bits throughout the code increases the 
damage large area damage tolerance of the code; 

[0051] FIG. 9 depicts a conventionally-sized ISO card 
bearing a tWo dimensional, high-density, damage-tolerant 
printed code of the present invention; 

[0052] FIG. 10 depicts a front perspective vieW of a fully 
integrated, compact, hand-held positive identity veri?cation 
apparatus of the present invention; 

[0053] FIG. 11 depicts a rear perspective vieW of a 
fully-integrated, compact, hand-held positive identity veri 
?cation apparatus of the present invention; and 

[0054] FIG. 12 depicts a functional block diagram shoW 
ing the functional elements of the fully integrated, compact, 
hand-held positive identity veri?cation apparatus of the 
present invention. 

VII. DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0055] A. Background 

[0056] The invention concerns in part a tWo-dimensional 
printed bar code or matrix code Wherein the same user 
message can be printed in codes that vary in density. The 
fundamental unit for encoding information is called a “bit 
area,” Which may be printed or blank. Information may be 
encoded using various encoding methodologies Well knoWn 
in the art including (n, k) bar codes; dibit codes; other 
run-length-limited codes; and direct binary encoding. 

[0057] The tWo-dimensional, high-density, damage toler 
ant printed code of the invention is an improvement over the 
data strip printed code disclosed in US. Pat. No. 4,782,221, 
and made reference to in US. Pat. No. 4,692,603. These tWo 
patents are hereby incorporated by reference in their entirety. 

[0058] The structure of the prior data strip 10 is depicted 
in FIGS. 1A-B, and comprises a horiZontal header section 
11; a vertical header section 12; a left guide bar 13; a rack 
14; an encoded data portion 15; a checkerboard 16; and a 
right guide bar 17. 

[0059] The tWo-dimensional, high-density, damage toler 
ant printed code of the invention incorporates a number of 
improvements over the data strip disclosed in US. Pat. No. 
4,782,221. First, information in a preferred embodiment is 
encoded in the code using a direct binary encoding method 
Wherein a bit area in the printed code may represent a bit of 
user data. This achieves a signi?cant improvement in infor 
mation density over the dibit encoding methodology used in 
US. Pat. No. 4,782,221. Variants Within the scope of the 
present invention Would include direct binary encoding 
methodologies that use data compression prior to encoding 
of error correction information, or the insertion of start/stop 
bits to provide clocking information. 














