
l|||||||||||||ll||l||||||||l|||||||||||||||||||||l|l||||||||l||||||||||||l|||||||||||||||| 
US 20050138380A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2005/0138380 A1 

Fedronic et al. (43) Pub. Date: Jun. 23, 2005 

(54) ENTRY CONTROL SYSTEM grated security system incorporates a security controller 
having standard network interface capabilities including 
EEE 802.X and takes advantage of the convenience and 
security offered by smart cards and related devices for both 
physical and logical security purposes. The invention is 
based on standard remote authentication dial-in service 
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1615 L Street, N-W- to the security controller. The security controller is intended 
Washington’ DC 20036 (Us) to be a networked client or embedded intelligent device 

controlled remotel b to an authentication server. In 
(21) Appl' NO': 10/740’518 another embodimen§t of§the invention one or more life cycle 
(22) Filed. Dec_ 22, 2003 management transactions are performed With the secure 

access module. These transactions alloW for the updating, 
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An integrated security system Which seamlessly assimilates in a local access list used to update a master access list 
With current generation logical security systems. The inte- maintained by the authentication server. 
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ENTRY CONTROL SYSTEM 

FIELD OF INVENTION 

[0001] The present invention relates generally to a data 
processing method AND system and more speci?cally to a 
Wireless communications physical access control system 
Which merges physical and logical access controls using the 
security features afforded by implementation of security 
tokens With standardized authentication protocols. 

BACKGROUND 

[0002] Recent World events and increasing global compe 
tition have accelerated efforts to merge physical and logical 
security systems, particularly for large commercial, indus 
trial and governmental enterprises. HoWever, these merger 
efforts have been signi?cantly hampered by the large 
installed base of proprietary physical security systems. 
These priority physical security systems often utiliZe pro 
prietary netWorking architectures, communications proto 
cols, databases and ?le systems Which are dif?cult to inte 
grate into modem netWorking security systems. An eXample 
of a proprietary security system is described in US. Pat. No. 
5,682,142 to Loosmore, et al. The Loosmore reference 
discloses an integrated security system Which is intended to 
be operated as a separate standalone security system. 

[0003] Incompatibilities betWeen the physical and logical 
security systems frequently leads to serious de?ciencies for 
either or both the physical and logical security systems. In 
a recently cited example, a human resources database indi 
cated that an employee had been terminated, but the former 
employee’s e-mail and netWork access still had the former 
employee shoWn as active, Which Would have alloWed the 
former employee logical access to corporate resources. This 
eXample is described by D. Smith, in the journal esecure, 
September 2002; (22) Which is herein incorporated by 
reference. While this eXample is more illustrative of logical 
incompatibilities betWeen different organiZational data 
bases, it is not dif?cult for one to imagine a similar situation 
Where a physical access card is retained in an active status 
due to incompatibilities betWeen physical and logical secu 
rity systems. This concern is particularly important in sen 
sitive facilities such as airports Where a lost, stolen or 
improperly managed physical access card could alloW the 
hijacking of an aircraft. 

[0004] Another impediment to the merger of physical and 
logical security systems is the lack of formal standards 
developed speci?cally for physical security systems. 

[0005] De facto standards are being promulgated by IT 
professionals Who advocate the use of open computer sys 
tem architectures, standardiZed netWorking protocols and 
standardiZed database arrangements such as ODBC. An 
eXample of an integrated physical and logical security 
system is described in US. Pat. No. 6,233,588 to Marchoili, 
et al. The Marchoili reference addresses the lack of stan 
dardiZation in centraliZed physical and logical security sys 
tems computing capabilities but does not address the lack of 
standardiZation of security controllers Which must interact 
With the security systems. 

[0006] The lack of standardiZation in security controllers 
is still an important impediment to the merger of physical 
and logical security systems as many security clients still 
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lack standard netWork interface capabilities. For eXample, 
HID Corporation offers an advanced contactless smart card 
driven door controller MIFARE® (6055B). The advanced 
implementation of a contactless smart card provides a con 
venient and secure medium for use With both physical and 
logical security systems. HoWever, a major draWback of this 
security controller is the lack of a standard netWork inter 
face. Instead, the controller is provided With an RS-232C 
interface for local connection With a standard personal 
computer system using. (See HID MIFARE® (6055B) Ref 
erence Sheet, MRG-EN-US, Rev. 10-02 Which is herein 
incorporated by reference.) 
[0007] The RS-232C interface is used to locally load or 
update a memory cache associated With the security con 
troller With authoriZed smart card codes using proprietary 
softWare and communication protocols running on a per 
sonal computer. This arrangement limits scalability, requires 
that remote security controllers be managed individually and 
prevents dynamic and centraliZed changes to be made to 
authoriZed smart card codes. 

[0008] Other security controller vendors do offer standard 
netWork interface capabilities but usually incorporate Weak 
static passWords and/or proprietary authentication coding 
Which is less than ideal, particularly in evolving Wireless 
security controller implementations Where communications 
With a centraliZed security system may be more easily 
intercepted. In many cases, the security controllers are 
usually routed to a centraliZed control panel using a serial 
link Which is then connected to a standard netWork. 

[0009] As such, an ideal security controller Would include 
standard netWork interface capabilities, ensures secure com 
munications With an integrated security system even over 
Wireless telecommunications links, takes advantage of the 
convenience and security offered by smart cards and seam 
lessly integrates With current generation logical security 
systems. 

SUMMARY 

[0010] This invention addresses many of the limitations 
described above and provides an integrated security system 
Which seamlessly assimilates With current generation logical 
security systems. The security system incorporates a secu 
rity controller having standard netWork interface capabilities 
and takes advantage of the convenience and security offered 
by smart cards and related devices for both physical and 
logical security purposes. 

[0011] The term critical security parameter as referred to 
herein incorporate the US. National Institute of Standards 
and Technology (NIST) de?nition speci?ed in FIPS PUB 
140-2, “Security Requirements For Security tokens,” and 
includes authentication data and attributes, passWords, PINs, 
biometric samples, asymmetric and symmetric crypto 
graphic keys. 
[0012] The term security token referred to herein include 
hardWare based security devices such as cryptographic mod 
ules, smart cards, integrated circuit chip cards, portable data 
carriers (PDC), personal security devices (PSD), subscriber 
identi?cation modules (SIM), Wireless identi?cation mod 
ules (WIM), USB token dongles, identi?cation tokens, 
secure application modules (SAM), hardWare security mod 
ules (HSM), secure multi-media token (SMMC), trusted 
platform computing alliance chips (TPCA) and like devices. 
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[0013] The method portion of the invention comprises 
establishing a secure communications connection over a 

netWork betWeen a security controller and at least an authen 
tication server, operatively coupling a security token to the 
security controller, sending a critical security parameter 
from the security token to the security controller for authen 
tication, sending the critical security parameter to the 
authentication server via the secure communications con 

nection, performing an authentication transaction by the 
authentication server for the critical security parameter and 
sending a result of the authentication transaction from the 
authentication server to the security controller via the secure 
communications connection. 

[0014] The ?nal action of the method portion of the 
invention energiZes an electromechanical circuit controlled 
by the security controller if the result is affirmative of the 
authentication transaction being successful. The electrome 
chanical circuit is associated With a physical access gateWay, 
Where energiZing the electromechanical circuit opens the 
physical access gateWay The duration in Which the electro 
mechanical circuit is energiZed may have a pre-established 
duration speci?c to the security token. This alloWs for 
controlling the opening of a gateWay such as a door to 
accommodate deliveries or alloW physically disabled per 
sons to transit the doorWay. 

[0015] The secure communications connection includes a 
shared secret established betWeen the security controller 
Which is securely maintained by a secure access module 
operatively coupled to the security controller. 

[0016] The security controller is one of a plurality of 
security controllers, all of Which are netWorked clients of the 
authentication server. In an embodiment of the invention, at 
least a portion of the secure communications connection is 
established over a Wireless telecommunications link Which 
incorporates a security protocol including SSL, IPsec, PCT, 
TLS or RADIUS. 

[0017] In an embodiment of the invention, the security 
controller is further in secure communications over the 
netWork With a life cycle management server. The life cycle 
management server is adapted to perform life cycle man 
agement functions related to applications, critical security 
parameters or user data installed in either the security token 
or the secure access module. 

[0018] In another method embodiment of the invention, 
the invention comprises establishing a secure communica 
tions connection over a netWork betWeen at least an authen 
tication server and a secure access module associated With a 

security controller, operatively coupling a security token to 
the secure access module via an interface coupled to the 
security controller, sending a critical security parameter 
from the security token to the secure access module, sending 
the critical security parameter to the authentication server 
via the secure communications connection, performing an 
authentication transaction by the authentication server via a 
process Which incorporates the critical security parameter, 
sending a result of the authentication transaction from the 
authentication server to the security controller via the secure 
communications connection and energiZing an electrome 
chanical circuit controlled by the security controller if the 
result is af?rmative of the authentication transaction being 
successful. Energizing the electromechanical circuit opens a 
physical access gateWay. 
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[0019] In this embodiment of the invention, the secure 
communications connection incorporates a shared secret 
Which is maintained by the authentication server and the 
secure access module. As before, the secure communications 
connection incorporates a security protocol including SSL, 
IPsec, PCT, TLS or RADIUS. 

[0020] In another method embodiment of the invention, 
the invention comprises performing one or more life cycle 
management transactions With a secure access module 
coupled to a security controller and a life cycle management 
by establishing a secure communications connection 
betWeen a secure access module and at least a life cycle 
management server and performing one or more life cycle 
management transactions With the secure access module in 
conjunction With the at least a life cycle management server. 
As before, the one or more life cycle management transac 
tions comprises distributing, exchanging, deleting, adding or 
modifying one or more critical security parameters, appli 
cations or user data installed in the secure access module. 

[0021] In a ?nal method embodiment of the invention, the 
invention comprises physically controlling access to a pro 
tected location by sending one or more critical security 
parameters from one or more security tokens to a secure 
access module operatively coupled to a security controller 
for authentication, performing one or more authentication 
transactions by the secure access module using the one or 
more critical security parameters, temporarily maintaining a 
local access list of the one or more critical security param 
eters Which have been authenticated by the secure access 
module, sending the local access list to an authentication 
server, and updating a master access list maintained by the 
authentication server. In this embodiment of the invention, 
the local access list is sent over an IEEE 802x standard 
netWork arrangement. 

[0022] In another method embodiment of the invention, 
the secure access module is further in secure communica 
tions over the netWork With a life cycle management server. 
In this embodiment of the invention, the life cycle manage 
ment server is adapted to perform life cycle management 
functions related to applications, critical security parameters 
or user data installed in either the security token or the 
secure access module. 

[0023] In one systematic embodiment of the invention, the 
embodiment includes a security token operatively coupled to 
a security controller and includes the means for sending a 
critical security parameter to the security controller for 
authentication; a secure access module (SAM) is likeWise 
operatively coupled to the security controller and includes 
the means for securely maintaining a shared secret estab 
lished by an authentication server and incorporating the 
shared secret into a secure communications connection 
established With at least an authentication server. 

[0024] An electromechanical control means is further like 
Wise operatively coupled to the security controller means 
and includes the means for opening a physical access 
gateWay When energiZed. 

[0025] The security controller includes means for estab 
lishing the secure communications connection With the 
authentication server, sending the critical security parameter 
to the authentication server via the secure communications 
connection and energiZing the electromechanical control 
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means in response to an af?rmative authentication result 
received from the authentication server; and, 

[0026] The authentication server includes means for estab 
lishing the secure communications With the security con 
troller, performing an authentication transaction in response 
to receiving the critical security parameter from the security 
controller and supplying the af?rmative authentication result 
to the security controller via the secure communications 
connection following a successful authentication of the 
critical security parameter. 

[0027] In an embodiment of the invention, a portion of the 
secure communications connection is established over a 

Wireless telecommunications link. As before, the secure 
communications connection incorporates a security protocol 
including SSL, IPsec, PCT, TLS or RADIUS. 

[0028] In another embodiment of the invention, the secure 
access module further includes means for locally performing 
the authentication transaction. In this embodiment of the 
invention, the security controller or the secure access mod 
ule further includes means for maintaining an access list of 
locally authenticated critical security parameters and the 
authentication server further includes means for receiving 
the access list of locally authenticated critical security 
parameters and updating a master access associated With the 
authentication server. 

[0029] In another embodiment of the invention, a life 
cycle management server is provided. The life cycle man 
agement server includes means for establishing a secure 
communications connection betWeen either the secure 
access module or the security, and performing one or more 
life cycle management transactions With the secure access 
module in conjunction With the life cycle management 
server. As before, the one or more life cycle management 
transactions comprises distributing, exchanging, deleting, 
adding or modifying one or more critical security param 
eters, applications or user data installed in the secure access 
module. 

[0030] In another systematic embodiment of the invention, 
the invention comprises a security apparatus for physically 
controlling access to a protected location including a secu 
rity controller having a processor, a memory coupled to the 
processor, a security token interface coupled to the proces 
sor, a netWork transceiver coupled to the processor, a secure 
access module coupled to the processor, an electromagnetic 
control circuit coupled to the processor and at least appli 
cation installed in a portion of the memory having logical 
instructions executable by the processor to establish a secure 
communications connection over a netWork With an authen 

tication server over a netWork via the netWork transceiver, 
perform an authentication transaction in conjunction With 
the authentication server for a critical security parameter 
received via the security token interface, receive and main 
tain a shared secret in the secure access module, incorporate 
the shared secret into the secure communications connection 
and energiZe the electromechanical control circuit upon 
receipt of an af?rmative authentication result associated With 
the authentication transaction. 

[0031] As before, the secure communications connection 
incorporates a security protocol including SSL, IPsec, PCT, 
TLS or RADIUS. Likewise, energiZing the electromechani 
cal control circuit opens a physical access gateWay. 
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[0032] In another embodiment of the invention, the secure 
access module includes means for performing one or more 

life cycle management transactions in conjunction With 
either the authentication server or a life cycle management 
server, Where the one or more life cycle management trans 
actions comprises distributing, exchanging, deleting, adding 
or modifying one or more critical security parameters, 
applications or user data installed in the secure access 
module. 

[0033] In a ?nal systematic embodiment of the invention, 
the invention comprises a system for performing one or 
more life cycle management transactions With a secure 
access module coupled to a security controller and a life 
cycle management server. The system includes a secure 
access module operatively coupled to a security controller 
and provided With means for securely performing life cycle 
management functions in conjunction With a life cycle 
management server. 

[0034] The security controller is provided With means for 
exchanging communications betWeen the secure access 
module and the life cycle management server and the life 
cycle server is provided With means for securely performing 
one or more life cycle management transactions in conjunc 
tion With the secure access module. As before, the one or 
more life cycle management transactions comprises distrib 
uting, exchanging, deleting, adding or modifying one or 
more critical security parameters, applications or user data 
installed in the secure access module. 

[0035] In an embodiment of the invention, the security 
controller and the life cycle server are in processing com 
munications over a Wireless telecommunications link. 

BRIEF DESCRIPTION OF DRAWINGS 

[0036] The features and advantages of the invention Will 
become apparent from the folloWing detailed description 
When considered in conjunction With the accompanying 
draWings. Where possible, the same reference numerals and 
characters are used to denote like features, elements, com 
ponents or portions of the invention. It is intended that 
changes and modi?cations can be made to the described 
embodiment Without departing from the true scope and spirit 
of the subject invention as de?ned in the claims. 

[0037] FIG. 1—is a generaliZed block diagram of a secu 
rity token enabled authentication server. 

[0038] FIG. 1A—is a generaliZed block diagram of a 
security controller. 

[0039] FIG. 1B—is a generaliZed block diagram of a 
security token. 

[0040] FIG. 2—is a detailed block diagram of one 
embodiment of the invention Where a security token enabled 
authentication server is in processing communications With 
a security controller over a Wireless telecommunications 
link. 

[0041] FIG. 2A—is a detailed block diagram of the inven 
tion Where a shared secret is established betWeen the authen 
tication server and the security controller as part of the 
RADIUS authentication protocol. 

[0042] FIG. 2B—is a detailed block diagram of the inven 
tion Where a critical security parameter is securely sent to the 
authentication server for authentication. 
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[0043] FIG. 2C—is a detailed block diagram of the inven 
tion Where the authentication server performs an authenti 
cation transaction using the received critical security param 
eter. 

[0044] FIG. 2D—is a detailed block diagram of the inven 
tion Where an affirmative result is generated from the authen 
tication transaction and securely sent to the security con 
troller. 

[0045] FIG. 2E—is a detailed block diagram of the inven 
tion Where a life cycle management transaction is performed 
betWeen the secure access module and the authentication 
server. 

[0046] FIG. 2F—is a detailed block diagram of another 
embodiment of the invention Where a critical security 
parameter is locally authenticated by a secure access module 
associated With a security controller. 

[0047] FIG. 2CFis a detailed block diagram of another 
embodiment of the invention Where one or more life cycle 
management transactions are performed betWeen a life cycle 
management server, the authentication server, the secure 
access module and the security token. 

[0048] FIG. 3—is a flow diagram illustrating the major 
steps associated With physically controlling access to a 
protected location using the invention. 

[0049] FIG. 3A—is a flow diagram illustrating the major 
steps associated With performing a critical security param 
eter management transaction betWeen the secure access 
module and the authentication server. 

[0050] FIG. 3B—is a flow diagram illustrating the major 
steps associated With locally performing a critical security 
parameter authentication and sending an access list to the 
authentication server. 

DETAILED DESCRIPTION 

[0051] This present invention provides an integrated secu 
rity system Which seamlessly assimilates With current gen 
eration logical security systems. The integrated security 
system incorporates a security controller having standard 
netWork interface capabilities and takes advantage of the 
convenience and security offered by smart cards and related 
devices for both physical and logical security purposes. The 
invention is based on, but not limited to standard secure 
communications technologies knoWn in the relevant art 
including secure socket layer (SSL), transport layer security 
(TLS), private communications technology (PCT, internet 
protocol security (IPsec) or remote authentication and dial in 
service (RADIUS) protocols. 

[0052] The use of the standard secure communications 
technologies are supported by the IEEE 802.1X link layer, 
making these protocols Well suited for secure When Wireless 
communications netWorks such as 802.11a, 802.11b and 
802.11g. Other arrangements Which utiliZe Wired or optical 
netWorks based on the IEEE 802.22 standard are clearly 
supported as Well. 

[0053] Referring to FIG. 1, a block diagram of an authen 
tication server 105 is depicted. The authentication server 105 
includes a processor 5, a main memory 10, a display 20 
electrically coupled to a display interface 15, a secondary 
memory subsystem 25 electrically coupled to a hard disk 
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drive 30, a removable storage drive 35 electrically coupled 
to a removable storage unit 40 and an auXiliary removable 
storage interface 45 electrically coupled to an auXiliary 
removable storage unit 50. 

[0054] A communications interface 55 subsystem is 
coupled to a netWork transceiver 60 and a netWork 65, an 
optional security token 75 such as a hardWare security 
module (HSM) is electrically coupled to a security token 
interface 70 and a user input interface 80 including a mouse 
and a keyboard 85, and an optional biometric scanner 95 
electrically coupled to an optional biometric scanner inter 
face 90. 

[0055] The processor 5, main memory 10, display inter 
face 15 secondary memory subsystem 25 and communica 
tions interface system 55 are electrically coupled to a 
communications infrastructure 100. The authentication 
server 105 includes an operating system, authentication 
softWare, secure communications applications, other appli 
cations softWare, cryptography softWare capable of perform 
ing symmetric and asymmetric cryptographic functions, 
secure messaging softWare and device interface softWare. 

[0056] One skilled in the art Will appreciate that the term 
authentication server is intended to generically describe an 
authentication server Which provides authoriZation and 
authentication information to a an IEEE 802x netWork in 
Which a user is attempting to connect or access, rather than 
being restricted to dialup or serial communications services. 
The basic arrangement of the authentication server 105 is 
also applicable to a life cycle management server shoWn in 
FIG. 2G. 

[0057] Referring to FIG. 1A, a block diagram of a security 
controller 110 is depicted. The security controller 110 
includes a processor 511, a security token 75n coupled to the 
processor 511 and a communications infrastructure 10011. The 
security token 7511 is generally referred to as a secure access 
module The security controller further includes a 
display 2011, such as an LCD screen and/or LEDs Which is 
electrically coupled to a display interface 15n, volatile 
memory 10a, non-volatile memory 10b Which includes 
?ashable RAM, an electrically erasable programmable read 
only memory (EEPROM) 10c and a communications inter 
face subsystem 5511. 

[0058] The communications interface subsystem 5511 is 
coupled to security token interface 7011 and includes both 
contact and contactless connectability 701 With a removable 
security token 75r. The communications interface sub 
system 5511 is further coupled to a netWork transceiver 6011, 
a user input interface 8011 including an optional keypad 8511, 
an optional biometric scanner 95n electrically coupled to an 
optional biometric scanner interface 9011 and an electrome 
chanical control circuit 130. The electromechanical control 
circuit 130 When energiZed alloWs physical access to a 
protected location. EXamples of Which include electromag 
netically controlled door locks, door strikes, gates and 
turnstiles. The electromagnetic circuit is generally arranged 
to momentarily energiZe an electical solenoid to alloW a 
person access into a controlled area. 

[0059] The processor 511, security token 7511, display inter 
face 15n, volatile memory 10a, non-volatile memory 10b, 
EEPROM 10c and communications interface subsystem 5511 
are electrically coupled to a communications infrastructure 
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10011. The security controller includes an embedded oper 
ating environment, security applications compatible With 
those controlled by the authentication server 105, secure 
communications applications, other applications softWare, 
cryptography softWare capable of performing symmetric 
and asymmetric cryptographic functions, secure messaging 
softWare and device interface softWare. The secure access 
module 7511 further includes at least one asymmetric key 
pair and related applications softWare to support secure key 
exchanges With the authentication server. The applications, 
cryptographic keys and any user data stored inside the 
security token 75r may be exchanged, modi?ed, added or 
removed in a life cycle management transaction With either 
the authentication server 105 or a life cycle management 
server 105L shoWn in FIG. 2G. 

[0060] Referring to FIG. 1B, a block diagram of the 
removable security token 75r is depicted. The security token 
75r includes a Wireless, optical and/or electrical interface 
60t, 60w compatible With the security token interface 7011, a 
processor St, an optional cryptographic co-processor 5tc 
coupled to the processor 5t and a communications infra 
structure 100t, volatile memory 10vm, non-volatile memory 
10nvm, an electrically erasable programmable read only 
memory (EEPROM) 10eepr0m and a communications inter 
face 55[ coupled to the interface 60t, 60w. 

[0061] The processor 5t, optional cryptographic co-pro 
cessor 5tc, volatile memory 10vm, non-volatile memory 
10nvm, electrically erasable programmable read only 
memory (EEPROM) 10eepr0m and communications inter 
face 55[ are electrically coupled to the communications 
infrastructure 100t. The EEPROM 10eepr0m further 
includes a runtime operating environment, cryptography 
extensions incorporated into the operating system and 
capable of performing symmetric and asymmetric crypto 
graphic functions compatible With the security controller 
and security token enabled cryptography softWare, at least 
one critical security parameter protected secure resource 
coupled to at least one token remote authentication appli 
cation and a asymmetric public key infrastructure (PKI) key 
pair functionally coupled to the at least one token remote 
authentication application. 

[0062] The non-volatile memory 10nvm has operatively 
stored therein one or more reference critical security param 
eters Which are veri?ed against a user supplied critical 
security parameter by the at least one token remote authen 
tication application to alloW access to the one or more one 

or more critical security parameter protected secure 
resources. 

[0063] Referring to FIG. 2, a generaliZed arrangement of 
the invention is depicted. The invention includes a security 
controller SC 110 in processing communications over a 
netWork 65 With an authentication server AS 105. A remov 
able security token ST 75r is operatively coupled to the 
security controller SC 110. 

[0064] The security controller SC 110 includes a processor 
511 operatively coupled to a netWork transceiver T/R260n, a 
memory Which includes at least one authentication transac 
tion application NA 210, an electromechanical circuit Which 
When energiZed alloWs physical access to a protected area, 
a secure access module (SAM) 7511 for at least storing a 
shared secret required by a secure communications protocol, 
an optional user interface UI 8511 and a display DI 2011. The 
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user interface UI 8511 and the display DI 2011 are provided in 
situations having high security area requirements. For 
example, depending on the security requirements for physi 
cally accessing a protected area, an entity may be required 
to locally authenticate to the security token 75r by providing 
a biometric sample and/or a personal identi?cation number 
(PIN) before transactions With authentication server AS 105 
are performed. 

[0065] The removable security token ST 75r such as a 
smart card is associated With the entity and operatively 
coupled to the security controller 110 via the contact or 
contactless interface 70n shoWn in FIG. 1A. The removable 
security token ST 75r includes at least one critical security 
parameter CSPr 235r Which is retrievably stored inside the 
security token ST 75r. 

[0066] The removable security token ST 75r includes at 
least one token remote access application operatively 
installed in token memory (not shoWn). The at least one 
token remote access application TRA 215 alloWs the secu 
rity token ST 75r to send the critical security parameter 
CSPr 235r to the security controller SC 110 for authentica 
tion by the authentication server AS 105. 

[0067] The authentication server AS 105 includes a server 
processor 5 coupled to a netWork transceiver T/R160c Which 
is compatible With the netWork transceiver T/R260n 
installed on the security controller SC 110, a database 30 
including a plurality of reference critical security parameters 
CSPs 235s required to authenticate critical security param 
eter received from the security controller SC 110. Alter 
nately, the reference critical security parameters CSPs 235s 
may be operatively stored inside a hardWare security module 
HSM 75s. A memory is coupled to the server processor 5 
Which includes at least one authentication transaction appli 
cation SA 205. The at least one authentication transaction 
application SA 205 alloWs the authentication server AS 105 
to authenticate the critical security parameter CSPr 235 
provided by the security token ST 751'. 

[0068] The messaging protocol used to communicate With 
the security token ST 75r and secure access module 7511 
includes an ISO 7816 compliant communications protocol. 
Protocol conversion betWeen higher level packet communi 
cations protocols and the loWer level ISO 7816 communi 
cations protocol may be accomplished by either the remote 
access application SA 205 installed on the authentication 
server AS 105 or by the applications softWare NA 210 
installed on the security controller SC 110. 

[0069] A secure arrangement for exchanging APDU com 
mands and responses betWeen the security token ST 75r, 
security application module 7511 and authentication server 
AS 105 is described in co-pending US. patent application 
Ser. No. 09/844,246, ?led Apr. 9, 2002, entitled, “Method 
And System For Establishing A Remote Connection to A 
Personal Security Device,” to a common assignee and is 
herein incorporated by reference in its entity. 

[0070] Referring to FIG. 2A, physical access is initiated 
by an entity operatively coupling their security token ST 75r 
to the security controller SC 110. An access request AR 
265R is generated and submitted by the security controller 
SC 110 to the authentication server AS 105 in accordance 
With an established authentication protocol. Attributes 
included in the access request AR 265R identify the entity’s 










