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(57) ABSTRACT 

A system and method for discarding expired network data 
packets is provided. A time stamp value is assigned to data 
packets that are received in a data packet queue, Wherein the 
time stamp value is based on a counter value. The time 
stamp value is extracted after the counter value changes or 

(21) Appl, No,: 11/057,912 a neW data packet is received at the head of the data packet 
queue. The extracted time stamp value is then compared 
With the counter value. Data packets With expired timer 

(22) Filed: Feb. 15, 2005 value are discarded. 
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METHOD AND SYSTEM FOR REDUCING 
CONGESTION IN COMPUTER NETWORKS 

BACKGROUND 

[0001] 1. Field of the Invention 

[0002] The present invention relates to computer net 
Works, and more particularly to reducing congestion in 
computer netWorks. 

[0003] 2. Background of the Invention 

[0004] Computer netWorks are used in every facet of 
today’s business and personal life. Whether it involves 
sending electronic mail or accessing remote data, a computer 
netWork is used to accomplish various tasks. 

[0005] In a typical computer network, data packets enter a 
data path serially, one after another, and then data packets 
are processed individually. The number of data of data 
packets received in a data queue is based on the siZe of the 
queue, Which can be programmed by a user. Hence, in some 
instances a large number of data packets may be received in 
a data packet queue. If in-order data packet processing is 
required, then the packet at the beginning (“head packet”) 
must be processed ?rst and packets folloWing the head 
packet must Wait for processing. This results in packet 
congestion. If the head packet never gets processed, then the 
data path stalls and hence must be re-set. This results in 
inef?ciency and can be very expensive for businesses. 

[0006] Computer netWorks today cannot afford to have 
congestion and stall problems. Conventional data packet 
techniques do not solve the foregoing congestion and stall 
ing problems. Conventional techniques require separate 
memory buffers to store data packets. This increases cost 
and makes the process inef?cient since additional operations 
are needed to Write/read data packets from the memory 
buffers. 

[0007] Therefore, What is needed is a process and system 
in a netWork for discarding data packets that have been 
received for a certain period. 

SUMMARY OF THE INVENTION 

[0008] In one aspect of the present invention, a system for 
discarding expired netWork data packets is provided. The 
system includes a counter for assigning a time stamp value 
for data packets received in a data packet queue; and a 
comparator for comparing an extracted time stamp value 
With a counter value generated by the counter. The time 
stamp value may be based on the upper tWo bits of the 
counter value. The counter value may include a base incre 
ment value and a value generated by a ?rst programmable 
register. 
[0009] The system also includes a second register for 
storing the extracted time stamp value. 

[0010] The comparator checks for data packet expiration if 
the counter value has changed or if the second register is 
loaded With a neW data packet at the head of the data packet 
queue. 

[0011] In another aspect of the present invention, a method 
for discarding expired netWork data packets is provided. The 
method includes assigning a time stamp value to data 
packets that are received in a data packet queue, Wherein the 
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time stamp value is based on a counter value; extracting the 
time stamp value after the counter value changes or a neW 
data packet is received at the head of the data packet queue; 
comparing the extracted time stamp value With the counter 
value; and discarding a data packet if the time stamp value 
has expired. 

[0012] In one aspect of the present invention, separate 
memory buffers or timestamp headers are not required to 
determine When a packet has expired. 

[0013] In another aspect of the present invention, the time 
stamp and expiration value may be programmed to meet the 
granularity needs of different netWorks. 

[0014] In yet another aspect of the present invention, serial 
data packet reception is streamlined and data packet con 
gestion is avoided. 

[0015] This brief summary has been provided so that the 
nature of the invention may be understood quickly. A more 
complete understanding of the invention can be obtained by 
reference to the folloWing detailed description of the pre 
ferred embodiments thereof concerning the attached draW 
mgs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The foregoing features and other features of the 
present invention Will noW be described With reference to 
the draWings of a preferred embodiment. In the draWings, 
the same components have the same reference numerals. 
The illustrated embodiment is intended to illustrate, but not 
to limit the invention. The draWings include the folloWing 
Figures: 

[0017] FIG. 1A is a block diagram shoWing plural com 
puter systems operationally coupled to a netWork; 

[0018] FIG. 1B is a block diagram of the computing 
systems shoWn in FIG. 1A 

[0019] FIG. 1C is a block diagram shoWing a netWork 
using the INFINIBAN D standard, according to one aspect of 
the present invention; 

[0020] FIG. 1D is a block diagram of a sWitch using the 
system, according to one aspect of the present invention; 

[0021] FIG. 2 is a block diagram of a system according to 
one aspect of the present invention; and 

[0022] FIG. 3 is a How diagram of executable process 
steps for reducing netWork data packet congestion, accord 
ing to one aspect of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0023] FIG. 1A is a block diagram shoWing plural com 
puting systems 101-103 operationally coupled to a netWork 
104. In one aspect of the present invention, netWork 104 may 
operate using multiple protocols, for example, TCP/IP, ?ber 
channel or any other protocol. 

[0024] FIG. 1B is a block diagram shoWing the internal 
functional architecture of a computing system (eg 101). As 
shoWn in FIG. 1B, computer 101 includes a central pro 
cessing unit (“CPU”) 101A for executing computer-execut 
able process steps and interfaces With a computer bus 101F. 
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CPU 101A may be a PentiumTM class processor sold and 
marketed by Intel Corp.TM or any other processor. 

[0025] Among other components, computing system 101 
includes a netWork interface card (“NIC”) 101B, a rotating 
disk 101D, random access memory (“RAM”) 101E and read 
only memory (“ROM”) 101C. 

[0026] NIC 101B provides system 101 With connectivity 
to netWork 104. NIC 101B may have its oWn processor or 
dedicated chip to conduct speci?c operations. 

[0027] Disk 101D stores operating system program ?les, 
application program ?les, and other ?les. Some of these ?les 
are stored on disk 101D using an installation program. For 
example, CPU 101A executes computer-executable process 
steps of an installation program so that CPU 101A can 
properly execute the application program. 

[0028] A random access main memory (“RAM”) 101E 
also interfaces to computer bus 101E to provide CPU 101A 
With access to memory storage. When executing stored 
computer-executable process steps from disk 101D (or other 
storage media such as a ?oppy disk 16 or via netWork 
connection 104), CPU 101A stores and executes the process 
steps out of RAM 101E. 

[0029] Read only memory (“ROM”) 101C is provided to 
store invariant instruction sequences such as start-up instruc 
tion sequences or basic input/output operating system 
(BIOS) sequences for operation of keyboards etc. (not 
shoWn). 
[0030] FIG. 1C shoWs a block diagram of plural comput 
ing devices operationally coupled using the In?niband archi 
tecture as described in the In?niband standard speci?cation, 
published by the In?niband Trade Association. 

[0031] FIG. 1C shoWs system 117A With a fabric 117. 
Fabric 117 includes plural sWitches 106, 107, 111 and 112. 
Fabric 117 also includes a router 108 that is coupled to a 
Wide area netWork 109 and local area netWork 110. It is 
noteWorthy that netWork 104 may include both WAN 109 
and LAN 110. 

[0032] SWitch 106 is operationally coupled to a RAID 
storage system 105 and system 102, While system 101 may 
be operationally coupled to sWitch 107. 

[0033] SWitch 112 may be coupled to a small computer 
system interface (“SCSI”) SCSI port 113 that is coupled to 
SCSI based devices. SWitch 112 may also be coupled to 
Ethernet 114, ?ber channel device (s) 115 and other 
device(s) 116. 

[0034] FIG. 1D shoWs a block diagram of sWitch 112 that 
includes a processor 120 Which is operationally coupled to 
plural ports 122, 123, 124 and 125 via a control port 121 and 
cross-bar 119. In one aspect of the present invention, pro 
cessor 120 may be a reduced instruction set computer 
(RISC) type microprocessor. Ports 122-125 may be similar 
to ports 113-116, respectively. 

[0035] SWitch 112 may be coupled to a processor 129 that 
is coupled to Ethernet 127 and serial port 128. In one aspect 
of the present invention, processor 129 may be similar to 
CPU 101A in system 101. 

[0036] FIG. 2 is a block diagram of a system 200 that 
reduces data packet congestion in a netWork data path 208. 
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NetWork data path 208 shoWs data packets received from a 
device or the netWork into a sWitch (112). 

[0037] NetWork data path 208 shoWs data packets 200 and 
201 moving in direction 208. Data packet 200 includes a 
start of frame header 200A and end of frame 200C. Simi 
larly, data packet 201 includes a start of frame header 201A 
and end of frame 201C. 

[0038] When a data packet (eg) 200 is received, a counter 
203 tags a time stamp 200B to the data packet. Typically, the 
time stamp code 200B is embedded in the ?rst Word of data 
packet 200. Before data packet 200 is processed or While 
Waiting at the head of a packet queue 208, time stamp code 
200B value is extracted by register 206. As discussed beloW, 
comparator 205 compares the extracted value 206A With 
counter 203 value (203A). 

[0039] Counter 203 value 203A may be based on a base 
increment value and programmable variable time stamp 
(VTS) register 204 value 204A or any other command from 
RISC processor 120. This alloWs VTS register 204 to 
program the time stamp value 202 using counter 203. 

[0040] Comparator 205 checks if the timer for data pack 
ets has expired Whenever counter 203 value changes or 
register 206 is re-loaded (i.e. if neW data packets arrive at the 
head of queue 208). Comparator 205 compares value 206A 
With counter value 203A to determine if the timer for a 
packet has expired. Based on the comparison, Comparator 
205 generates a pass signal 205B if the timer has not expired, 
or fail signal 205A, if the timer expired. 

[0041] An example of hoW the expiration value is deter 
mined is provided beloW: 

[0042] VTS Register 204 value=VTS 

[0043] Base Increment for VTS register 204: M milli 
seconds 

[0044] Expiration value: 2M*2AVTS+X %—Y % 

[0045] In one aspect of the present invention, the folloW 
ing values may be used: 

[0046] VTS=8, M=2, X=1% and Y=51%, and expira 
tion value is betWeen 250 ms to 500 ms. 

[0047] The foregoing illustration is an example to shoW 
hoW the components of FIG. 2 Will determine if a packet has 
expired. The example is only an illustration and is not 
intended to limit the adaptive aspects of the present inven 
tion. 

[0048] FIG. 3 shoWs a How diagram of executable process 
steps that alloWs ef?cient processing of data packets. 

[0049] Turning in detail to FIG. 3, in step S300 data 
packets are received from the netWork. Data packets ?oW 
serially in data path 208. 

[0050] In step S301, a time stamp is assigned for a data 
packet. In one aspect of the present invention, the time stamp 
is embedded in the start of frame header of the data packet 
(e.g. 201B). Time stamp 202 is based on VTS register value 
204 and may be 2 bits. 

[0051] In step S302, the time stamp value is extracted. The 
time stamp value is extracted and sent to register 206. 
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[0052] In step S303, the time stamp value 206A is com 
pared to counter value 203A. Counter value 203A may be 
based on VTS register 204 output 204A. 

[0053] In step S304, the process determines if the timer for 
a data packet has expired. This is determined by the com 
parison in step S303. 

[0054] In step S305B the packet is discarded if the timer 
has expired, or kept in the queue, in step S305A, if the timer 
has not expired. 

[0055] In one aspect of the present invention, separate 
memory, buffers or timestamp headers are not required to 
determine When a packet has expired. 

[0056] In another aspect of the present invention, the time 
stamp and expiration value may be programmed to meet the 
needs of different netWorks. 

[0057] In yet another aspect of the present invention, serial 
data packet reception is streamlined and data packet con 
gestion is avoided. 

[0058] Although the present invention has been described 
With reference to speci?c embodiments, these embodiments 
are illustrative only and not limiting. Many other applica 
tions and embodiments of the present invention Will be 
apparent in light of this disclosure and the folloWing claims. 

. (canceled) 

. (canceled) 

. (canceled) 

. (canceled) 

. (canceled) 

. (canceled) 

. (canceled) 

. (canceled) 

. (canceled) 

10. (canceled) 
11. A system for discarding expired netWork data packets, 

comprising: 

a counter for inserting a time stamp value in data packets 
received in a data packet queue; and 

a comparator for comparing an extracted time stamp value 
and a counter value generated by the counter, Wherein 
the time stamp value is extracted before a data packet 
is processed or While a data packet is Waiting at a head 
of a data packet queue, and a packet is discarded if a 
time stamp value for the packet has expired. 

12. The system of claim 11, Wherein the counter value 
includes a base increment value. 

13. The system of claim 11, Wherein the counter value 
includes a value generated by a ?rst programmable register. 
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14. The system of claim 11, further comprising: 

a second register for storing the extracted time stamp 
value. 

15. The system of claim 14, Wherein the comparator 
checks for data packet expiration if the counter value has 
changed or if the second register is loaded With a neW data 
packet at the head of the data packet queue. 

16. The system of claim 11, Wherein the time stamp value 
is inserted in a start of frame header of a data packet. 

17. Amethod for discarding expired netWork data packets, 
comprising: 

inserting a time stamp value in data packets that are 
received in a data packet queue, Wherein the time stamp 
value is based on a counter value; 

extracting the time stamp value before a data packet is 
processed or While a data packet is Waiting at a head of 
a packet queue; 

comparing the extracted time stamp value With the 
counter value; and 

discarding a data packet if the time stamp value has 
expired. 

18. The method of claim 17, Wherein the counter value is 
based on a base increment value and a programmable 
register value. 

19. The method of claim 17, Wherein the time stamp value 
is inserted in a start of frame header of a data packet. 

20. A netWork having a sWitch, comprising: 

a system for discarding expired netWork data packets, 
Wherein the system includes a counter for inserting a 
time stamp value in data packets received in a data 
packet queue, Wherein the time stamp value is inserted 
in a start of frame header; and a comparator for 
comparing an extracted time stamp value and a counter 
value generated by the counter, Wherein the time stamp 
value is extracted before a data packet is processed or 
While a data packet is Waiting at a head of a data packet 
queue, and a packet is discarded if a time stamp value 
for the packet has expired. 

21. The netWork of claim 19, Wherein the counter value 
includes a base increment value. 

22. The netWork of claim 19, Wherein the counter value 
includes a value generated by a ?rst programmable register. 

23. The netWork of claim 19, further comprising: 

a second register for storing the extracted time stamp 
value. 

24. The netWork of claim 22, Wherein the comparator 
checks for data packet expiration if the counter value has 
changed or if the second register is loaded With a neW data 
packet at a head of the data packet queue. 

* * * * * 


