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(57) ABSTRACT 

Amethod by Which more than one client program connected 
to a network stores the same data item at the same location 

or locations in a data repository connected to the network, 
the method comprising having a ?rst client program deposit 
a ?rst data item in a data repository, the depositing including 
determining a digital ?ngerprint from the data item using a 
reproducible pseudorandom process that produces digital 
?ngerprints having a pseudorandom distribution, storing the 
data item in the data repository at a location or locations 
associated With the digital ?ngerprint, and associating a 
deletion permission token With the data item, and storing this 
association in the data repository, having a second client 
program initiate a process for depositing a second data item 
in the data repository, Wherein the second data item is 
identical to the data item stored by the ?rst client program, 
the process including determining a digital ?ngerprint from 
the second data item using the reproducible pseudorandom 
process, determining from the digital ?ngerprint that a data 
item identical to the second data item is already stored in the 
data repository, relying on the data item already stored in the 
data repository for storage of the second data item rather 
than storing a separate copy of the second data item, and 
associating a second deletion permission token With the data 
item already stored, and storing this association in the data 
repository, having a client program initiate a process for 
deleting the data item already stored in the repository, 
Wherein a deletion permission token associated With the data 

Int. Cl.7 ................................................... .. G06F 17/30 item is deleted from the repository, but the data item itself 
US. Cl. .............................................................. .. 707/10 is not deleted. 
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DATA REPOSITORY AND METHOD FOR 
PROMOTING NETWORK STORAGE OF DATA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation application of 
and claims priority to US. application Ser. No. 09/785,535, 
?led on Feb. 16, 2001, Which also claims priority to US. 
Provisional Application Ser. No. 60/183,466, ?led Feb. 18, 
2000 (incorporated by reference herein). 

BACKGROUND OF THE INVENTION 

[0002] For almost as long as there have been computer 
netWorks, there have been schemes Which alloW computers 
to access each other’s ?le systems over the netWork in much 
the same manner as they access their oWn local ?le system. 
The ?rst Widely used remote ?le access protocol Was Sun 
Microsystems’ netWork ?le system (NFS), Which became 
very popular With the rise of Unix in the mid 1980’s (see B. 
NoWicki, “NFS: NetWork File System Protocol Speci?ca 
tion,” NetWork Working Group RFC1094, March 1989). At 
about the same time, the SMB netWork ?le sharing protocol 
Was developed by IBM for use With their PCs. Subsequent 
versions of SMB have become Widely used on netWorked 
PCs running Microsoft WindoWs, and on their ?leservers. 

[0003] Keeping data in netWorked ?le systems alloWs 
users to access the same data environment from different 

Workstations on the network, and greatly simpli?es system 
administration and the sharing of public data. For these and 
other reasons, it is expected that netWork data repositories 
Will become Widely popular among PC users as soon as 
typical PC netWork connections become fast enough to 
make substantial remote storage of data practical. Indeed, 
some Web-based services Which make speci?c types of user 
data accessible from any Web broWser are already popular— 
for example, email services and appointment calendars. 
Servers for individuals’ Web pages also folloW the netWork 
data model. 

[0004] Many companies are offering additional Web 
based services Which store their data remotely, seeking neW 
applications that Will become popular. Some of these com 
panies also offer substantial amounts of free netWork-based 
?le storage. The greatest obstacle to the acceptance of these 
neW netWork-based services has been sloW netWork connec 
tions. Most computer users currently connect to the netWork 
through a telephone modem, Which provides them With a 
connection that is about 1000 times sloWer than the I/O 
bandWidth to their local hard disk. This makes it relatively 
inconvenient to use remote netWork-based storage for most 
of the applications that these users noW run on their local ?le 
system. 

[0005] Some companies currently sell netWork-based 
backup services to PC users. For a fee, these companies 
provide a combination of PC softWare and netWorked stor 
age space that alloWs users to keep a copy of their most 
important data remotely. For privacy, the PC softWare 
encrypts user data before sending it to be stored, using the 
user’s individual public key. Some of these companies also 
offer Web-based access to backed-up data. Thus far, these 
companies have not achieved an appreciable penetration into 
the PC user market. SloW netWork connections, the cost and 
effort involved in obtaining and using such services, and a 
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loW perceived bene?t attached to maintaining backups of ?le 
data, have been major obstacles. For the moment, most of 
the Gigabytes of programs and data that users accumulate 
remain exclusively on their local hard disks. 

[0006] Use of netWork storage is also encouraged by 
techniques Which speed up netWork ?le transfers. One such 
technique involves the concept of a “digital ?ngerprint” of 
a ?le, also called a “hash function”, a “content signature” or 
a “message digest” (see R. L. Rivest, “MD4 Message Digest 
Algorithm,” NetWork Working Group RFC1186, October 
1990). A ?ngerprint is a ?xed-length value obtained by 
mixing all of the bits of the ?le together in some prescribed 
deterministic manner—the same data alWays produces the 
same ?ngerprint. The ?ngerprint is used as a compact 
representative of the Whole ?le: if tWo ?le ?ngerprints don’t 
match, then the ?les are different. For a Well designed 
?ngerprint, the chance that any tWo actual ?les Will ever 
have the same ?ngerprint can be made arbitrarily small. 
Such a ?ngerprint serves as a unique name for the ?le data. 

[0007] Fingerprints have been used for many years to 
avoid unnecessary ?le transfers. One application of this sort 
has been in Bulletin Board Systems (BBSs), Which have 
used ?ngerprints since the early 1990’s to avoid the com 
munication cost of uploading ?le data that is already present 
in the BBS, but associated With a different ?le name. 
Fingerprints have also been used in BBSs to conserve 
storage space by not storing duplicate data (for an example 
of both uses, see Frederick W. Kantor’s Content Signature 
softWare, FWKCS, Which has been in use by bulletin boards 
such as Channel 1 since at least 1993). These BBSs maintain 
a table of ?ngerprints for all ?les already present. When a 
neW ?le is uploaded for storage on the BBS, its ?ngerprint 
is taken. If the BBS already contains a ?le With the same 
?ngerprint (regardless of the ?le’s name) then the duplicate 
data is not stored. Similarly, a client computer Wishing to 
store data into the BBS can compute the ?ngerprint of the 
?le that it Wishes to send, and send that ?rst. If a ?le 
containing this data is already present in the BBS, then the 
client is informed and need not send anything. 

[0008] D. A. Farber and R. D. Lachman, in US. Pat. No. 
5,978,791 (Data processing system using substantially 
unique identi?ers to identify data items, Whereby identical 
data items have the same identi?ers, ?led October 1997) 
carry the idea of ?le ?ngerprints a step further, using them 
as the primary identi?er for all data-items stored in a ?le 
system. In their scheme, not only are ?ngerprints used to 
avoid unnecessary transmission and duplicate-storage of ?le 
data (as in the BBS scheme mentioned above), but they also 
use ?ngerprints directly to gain read access to data. In this 
scheme, access to “licensed” data is controlled by associat 
ing explicit lists of licensees With speci?c data-items. Such 
a control mechanism doesn’t scale Well When applied to 
intellectual property protection in general. Any data-item 
added to the system Which is copyrighted, for example, 
Would have to have attached to it an explicit list of all users 
Who are legally alloWed to read it. OtherWise someone can 
give out access to the data-item to everyone that uses the ?le 
system by anonymously publishing the ?ngerprint of the 
data-item. Constructing an explicit legal-access list for each 
data-item is in general cumbersome, dif?cult and intrusive. 

[0009] Furthermore, existing schemes Which use ?nger 
prints to identify redundant data and avoid unnecessary 
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transmission and storage depend upon the storage system 
being able to examine previously stored data. If users 
independently encrypt their data for privacy, they can’t take 
advantage of each others data to save on transmission or on 
storage. If data is unencrypted, then the storage system 
maintainers have complete access to all user data. They may 
be tempted or coerced into looking at this data, and in some 
situations may be legally obliged to provide parts of it to 
third parties. 

SUMMARY OF THE INVENTION 

[0010] In general, the invention features a method by 
Which more than one client program connected to a netWork 
stores the same data item at the same location or locations 

in a data repository connected to the netWork, the method 
comprising having a ?rst client program deposit a ?rst data 
item in a data repository, the depositing including determin 
ing a digital ?ngerprint from the data item using a repro 
ducible pseudorandom process that produces digital ?nger 
prints having a pseudorandom distribution, storing the data 
item in the data repository at a location or locations asso 
ciated With the digital ?ngerprint, and associating a deletion 
permission token With the data item, and storing this asso 
ciation in the data repository, having a second client program 
initiate a process for depositing a second data item in the 
data repository, Wherein the second data item is identical to 
the data item stored by the ?rst client program, the process 
including determining a digital ?ngerprint from the second 
data item using the reproducible pseudorandom process, 
determining from the digital ?ngerprint that a data item 
identical to the second data item is already stored in the data 
repository, relying on the data item already stored in the data 
repository for storage of the second data item rather than 
storing a separate copy of the second data item, and asso 
ciating a second deletion permission token With the data 
item already stored, and storing this association in the data 
repository, having a client program initiate a process for 
deleting the data item already stored in the repository, 
Wherein a deletion permission token associated With the data 
item is deleted from the repository, but the data item itself 
is not deleted. 

[0011] In preferred implementations, one or more of the 
folloWing features may be incorporated. A client program 
may initiate a process for deleting a data item in Which the 
deletion permission token derived as part of the deletion 
process does not match any deletion permission token 
associated With the data item, and neither the data item nor 
any deletion permission token may be deleted. A client 
program may initiate a process for deleting a data item in 
Which the last remaining deletion permission token associ 
ated With the data item is deleted and the data item itself may 
be deleted from the repository. Deletion permission tokens 
associated With independent deposits may be guaranteed to 
be unique. Deletion permission tokens may be derived at 
least in part from information Which cannot be guessed. The 
reproducible pseudorandom process used to produce a digi 
tal ?ngerprint may be adapted to probabilistically guarantee 
to provide a unique digital ?ngerprint for every distinct data 
item sent to the data repository. The pseudorandom distri 
bution of the digital ?ngerprints may introduce pseudoran 
domness into the physical location at Which data items are 
stored in the data repository. Different physical locations 
may comprise different hard disk drives. The number of 
deletion permission tokens associated With a data item may 
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eXceed some threshold and the data item is made permanent. 
The deletion permission token may comprise a per-depositor 
record. 

[0012] Other features and advantages of the various 
aspects of the invention Will be apparent from the folloWing 
detailed description and from the draWings. 

DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a block diagram depicting a user’s query 
to the repository to determine if data is present, and transmit 
it if necessary. 

[0014] FIG. 2 is a block diagram depicting the creation of 
a named object to secure future read access to a data-item. 

[0015] FIG. 3 is a block diagram depicting a read opera 
tion using a named object. 

[0016] FIG. 4 depicts hoW a mirroring client can be 
doWnloaded and run on a user’s computer With very little 
effort, time or user supervision. 

[0017] FIG. 5 depicts the data-item encryption process, 
Which produces an encrypted data-item that is user-indepen 
dent. 

[0018] FIG. 6 depicts a Way to alloW a user to prove 
oWnership of a named-object, Without requiring the reposi 
tory to hold information from Which it can identify the user. 

[0019] FIG. 7 illustrates the steps involved in depositing 
a composite-item and associating it With a named-object. 

[0020] FIG. 8 illustrates the steps involved in reading a 
portion of a composite-item. 

[0021] FIG. 9 is a block diagram depicting a user’s 
request that the repository modify a named object to point to 
neW data in the storage. 

[0022] FIG. 10 is a block diagram depicting an embodi 
ment of the repository’s timestamping service. 

[0023] FIG. 11 is a block diagram depicting an encryption 
scheme based on a reversible cellular automaton. 

DETAILED DESCRIPTION 

[0024] This invention deals With the organiZation and 
operation of a netWork-based data repository and an asso 
ciated data services business. This organiZation and method 
of operation are designed to make it both feasible and 
attractive for computer users With sloW netWork connections 
to store a copy of their local ?le system data in remote 
netWork-connected storage. The same repository organiZa 
tion is also designed to provide ef?cient storage and data 
transmission for users With high-bandWidth netWork con 
nections. This organiZation addresses feasibility and attrac 
tiveness not only in technical matters, but also in societal 
and legal matters, such as privacy and copyright. 

[0025] The envisioned data repository consists of a set of 
data storage devices connected to the Internet, along With the 
hardWare and softWare that link them together. These storage 
devices are arranged in groups at Widely separated geo 
graphical locations, in order to minimize the impact of 
localiZed disasters, and to also minimiZe netWork conges 
tion. Erasure-resilient coding techniques operating over the 
netWork are used to ensure that data is never lost (see the 
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April 1989 paper by Michael 0. Rabin, “Efficient Dispersal 
of Information for Security, Load Balancing, and Fault 
Tolerance” in the Journal of the ACM, Volume 36 number 2, 
pages 335-348). 

[0026] This repository is unusual in that, like the BBS 
systems cited above, from a logical standpoint it contains 
only a single copy of each data-item stored in it no matter 
hoW many repository clients (i.e., computers running soft 
Ware acting on behalf of human users) store ?les into it 
containing the same data-item. Any replication of data is 
done purely to assure data integrity (i.e., to make sure data 
is correct) and to improve data availability (i.e., to make sure 
a copy of the data is available) and accessibility (i.e., to 
make sure data can be accessed reasonably quickly). A 
pointer to a data-item already contained Within this reposi 
tory can be constructed directly from a copy of the same 
data-item present on a client computer, Without the aid of the 
repository data-servers. Such pointers can be communicated 
to the repository in place of the actual data-items them 
selves. 

[0027] The unusual organiZation of the repository is a key 
element in making signi?cant netWork storage practicable 
for computers With sloW netWork connections. Advantage is 
taken of the fact that most of the data on a typical computer 
duplicates data that is also present on other machines: 
operating system ?les, applications, and data ?les that have 
been doWnloaded over the netWork or copied from remov 
able media. In order to transfer such ?les to the repository, 
client softWare Will typically only have to send a pointer, 
since the repository Will already contain a copy of the data, 
sent earlier by some other client. An important element in 
the scheme is arranging to share data in this manner Without 
compromising the privacy of user data—this is accom 
plished by sharing encrypted data. 

[0028] This is a key difference from prior art. Previous 
schemes have used digital ?ngerprints (hashes) to avoid 
communicating data already present at the destination. In the 
present scheme, the data that is communicated is ?rst 
encrypted. The encryption is performed using a key derived 
from the data itself, and this key is never seen in an 
unencrypted form by the repository servers. Since indepen 
dent client programs encrypt the same data-item in the same 
manner, ?ngerprints can be used to avoid duplicate com 
munication. Unique data is automatically encrypted in a 
unique manner. Data-items With a length comparable to the 
?ngerprint may be encrypted conventionally Without much 
affect on bandWidth usage or storage. This alleviates con 
cerns that short data-items may be decrypted by guessing 
them. 

[0029] To further allay privacy concerns, the repository is 
careful to avoid storing information that is suf?cient to 
identify Who has access to a particular data-item. Additional 
information provided by user access credentials alloWs a 
link to be created transiently at the moment of access. This 
means that common data-items (such as components of 
popular programs) can’t be traced back to their oWners using 
data present in the repository alone. This also avoids some 
legal issues associated With subpoenable records. 

[0030] A major concern for a Widely used data repository 
is to avoid becoming entangled in intellectual property 
disputes. For eXample, the Farber/Lachman scheme dis 
cussed earlier doesn’t deal adequately With the issue of 
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copyright. Unless all copyrighted items are individually 
identi?ed and labeled With all legal accessors, the scheme 
fails to protect copyright. The ?ngerprint of an unlabeled 
data-item can be broadcast anonymously, giving everyone 
receiving the broadcast read access to the data-item. In this 
scenario, the repository company Would be unable to point 
to a responsible party other than itself. The present scheme 
ensures that there is alWays a responsible party When access 
is broadcast: it precludes anonymous broadcast of access. 
For eXample, assume that a client has a data-item, and Wants 
to secure future access to a copy of this data-item Which it 

determines, using ?ngerprints, is already present in the 
repository. That is, the client Wishes to deposit the data-item 
into the repository Without retransmitting it. The repository 
must determine that the depositor has more than just the 
?ngerprint, because that could have been broadcast anony 
mously. It therefore challenges the depositor, asking for a 
small amount of information (such as a speci?ed hash) that 
proves that the depositor has a copy of the full data-item, 
before giving the depositor access to the repository’s copy of 
the data-item. 

[0031] The initial applications contemplated for this 
repository are mainly archival: storing the complete contents 
of ?le systems, mirrored and available live on the netWork, 
With historical versions of ?les also available. The longer 
term applications center on the role of the repository com 
pany as a responsible party in a storage transaction market 
place. By implementing protocols that assure data integrity, 
persistence, privacy, accessibility and access control, and by 
using a scheme that avoids certain kinds of legal liability and 
copyright dif?culties, the repository company is poised to 
help enable a storage transaction marketplace. 

[0032] 
[0033] In order to attract a signi?cant volume of data from 
users With sloW netWork connections, it is not only necessary 
to loWer technical barriers, but also necessary to provide 
signi?cant positive incentives. While these users can deposit 
much of their data quickly into the repository, they can only 
retrieve the actual data-items rather sloWly—it isn’t practical 
for them to use the repository in place of their local hard 
disk. There are, hoWever, tWo practical services that can be 
provided Which justify their depositing substantial amounts 
of data into the repository: ?le system mirroring and ?le 
system backup. 

Initial Applications 

[0034] File system mirroring involves maintaining an up 
to-date “mirror” copy of a user’s ?le system Within the 
repository. This mirror constitutes a remote netWork-based 
backup version of the local ?le system in a format Which 
alloWs immediate netWork-based access to this data. To 
achieve this, client softWare is provided that runs on the 
user’s computer and communicates With the repository 
data-server, automatically sending information to the reposi 
tory about ?les that have changed. This program needs little 
or no con?guration, and uses the client computer’s processor 
and netWork resources only When they are not needed by 
other programs. It also performs other useful services, such 
as checking ?les for viruses. Once a copy of user data has 
been deposited in the repository, it is guaranteed to be safe 
from mishap or malicious mischief, and this data is available 
for use by its oWner from anyWhere on the netWork— 
available at all times and With high bandWidth. Some of the 
?les mirrored in the repository could be deleted from the 
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local ?le system, to save space. If a user has several PC’s, 
all of their data that is scattered among their various 
machines becomes commonly available through the reposi 
tory. Mirroring can also be applied to many non-PC devices 
(e.g., Wireless personal digital assistants), further helping to 
consolidate user data. The oWner of the mirrored data can 
also make their data accessible to netWork based applica 
tions and services: for example, portions of it can be served 
as Web pages, or copied directly to other netWork ?le 
systems. Third-party Application Service Providers (ASPs) 
can be given access by the users to portions of their data: for 
eXample, a system-maintenance ASP could check for soft 
Ware version incompatibilities in a user’s data. Speci?c 
softWare ASP’s could alloW netWork-based versions of their 
softWare to operate on users’ teXt and presentation docu 
ments. 

[0035] Backup is performed on all repository data, includ 
ing ?le system mirror data. The repository data server 
preserves historical copies of all repository data. These 
copies also reside in the repository but take up little space, 
since data-items in the repository are never actually repli 
cated—only the metadata that associates names With data 
items is actually copied. As ?les change, data-items Which 
are no longer associated With any ?le (or backup copy of a 
?le) may be erased from the repository, and their storage 
space reclaimed. For loW-bandWidth users, there is little 
reason to ever remove any of their backup ?les from active 
storage in the repository—this data is alWays available. 
Users are able to retrieve past versions of ?le data. The 
repository data-server also periodically time-stamps ?le 
system “hash” information using digital timestamp tech 
niques (see S. A. Haber and W. S. Stornetta, Jr., US. Pat. No. 
USRE034954, “Method for secure time-stamping of digital 
documents,” May 30, 1995), alloWing the repository to 
provide incontestable legal evidence that a user had a 
particular ?le With particular contents in their ?le system on 
a given date. 

[0036] For users With loW-bandWidth and intermittent 
connectivity to the netWork, the repository business can 
provide many inducements to convince them to deposit their 
data in the repository, aiming to retain them as customers 
When their connectivity improves. In addition to loWering 
technical barriers, providing useful services, and guarantee 
ing data privacy, the business can also offer most or all 
services to these users for free. They are eXpected to soon 
turn into higher-bandWidth constant-connection users, 
Who’s continued patronage Will provide revenue. Revenue 
can also be derived from ASPs providing data services to 
these users, particularly if the repository evolves from a 
data-mirror into a primary data-storage vehicle. An attrac 
tive feature of the repository in this conteXt is that it provides 
safe and secure storage under the control of the end-user 
(unlike current netWork based applications such as Web 
based email, Which lock the user data into the ASPs data 
base). The repository business can also eXpect to earn 
revenue from the traffic at the Web portal that users use to 
control their repository services and to subscribe to neW 
services. Another potential revenue stream for both the 
business and the users Would involve selling application 
usage information. Users Would be paid Who are Willing to 
alloW the client softWare to report such information. For 
eXample, information about cross-correlations betWeen the 
presence of different application programs and data ?les in 
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the same user’s ?le system Would be of great interest to 
softWare vendors, particularly if tied to a user name. 

[0037] The Data Repository 

[0038] The data repository is a distributed aggregate of 
data storage devices connected to the netWork, Which 
together maintain a collection of data-items in a single 
logical address space, indeXed by “datanames” (digital ?n 
gerprints) generated directly from the data-items them 
selves. Logically only one copy of each distinct data-item is 
kept in the repository, Which alloWs for great economy in use 
of storage space. In practice, some redundancy is needed in 
order to assure data integrity, and to increase data availabil 
ity and accessibility. Economical transmission of data-items 
Which reside Within the repository can be accomplished by 
sending the dataname in place of the data-item. This is 
illustrated in FIG. 1. 

[0039] For each data-item 3 that a data-client 1 Wishes to 
deposit into the repository, a cryptographic hash function 
(digital ?ngerprint) is calculated from the data-item—this is 
the repository dataname 3a for that data-item. Ideally, a 
cryptographic hash function is a ?Xed random mapping 
betWeen arbitrarily long input bit-strings and a ?xed-length 
output. With enough bits in the output value, such a hash is 
probabilistically “guaranteed” to provide a unique dataname 
for every distinct data-item that Will ever be sent to the 
repository. In this discussion it Will be assumed that the 
repository uses a Well studied public-domain hash function 
called SHA-1, although other choices Would do as Well (see 
National Institute of Standards and Technology, NIST FIPS 
PUB 180-1, “Secure Hash Standard,” US. Department of 
Commerce, April 1995.) This function produces a 20-byte 
value. It is at present computationally infeasible to ?nd tWo 
distinct data ?les that have the same SHA-1 hash value— 
this prevents users from intentionally confusing the reposi 
tory. If it ever becomes necessary to change the hash 
function used to indeX neW data-items, old datanames can 
still be used to retrieve old data. 

[0040] To deposit a data-item 3 into the repository, the 
dataname 3a is ?rst used to check Whether or not the 
repository already contains a copy of the data-item. The 
data-client 1 communicates With the repository data-server 
2, asking Whether a given dataname 3a corresponds to an 
eXisting repository data-item. If not, the data-client sends the 
data 3. The repository data-server 2 independently recom 
putes the dataname 3a by hashing the data-item received, in 
order to verify correct transmission, and to avoid any danger 
of associating the Wrong dataname With a given repository 
data-item. Once a data-item is in the repository, it never 
needs to be sent again by anyone (unless it has been 
removed). 
[0041] Named Objects 

[0042] Although repository data-items are Written directly, 
in the primary embodiment of this invention they can only 
be read indirectly, by referring to “named-objects” such as 
10 and 12 in FIG. 2. This property is not shared by the 
scheme of Farber and Lachman mentioned in the back 
ground section. This restriction is imposed for several rea 
sons. First of all, this provides a mechanism for associating 
a ?Xed name With changing data: reading the same named 
object, different data-items are retrieved at different times. 
Secondly, this level of indirection is used to implement an 



US 2005/0131905 A1 

access control mechanism for shared data: it is useful to 
control access to a named-object (e.g., ?le), rather than to a 
particular string of bits (i.e., data-item). By associating 
access-control information With named-objects, restrictions 
can be placed on Which users are alloWed to read particular 
named-objects in the repository. Finally, if the repository 
handles the creation and modi?cation of the named-objects, 
then it can tell if a particular data-item is currently associated 
With any named-object: this makes it possible to identify 
unreferenced data-items and reuse their storage space. 

[0043] For these reasons, the repository maintains a 
named-object database. After ensuring that a data-item 3 
being transmitted resides in the repository, the client 1 
communicates With the data-server 2 in order to associate 
the data-item 3 With a named-object 3d (FIG. 2). It is 
possible for the data-server 2 to require that the claim submit 
a “dataproof”, i.e., verify that the client actually has a copy 
of the data-item 3 being transmitted (and not just a dataname 
provided by some outside agency) before granting reposi 
tory read access by associating the data-item 3 With the 
named-object 3d. A read client 5 (FIG. 3) associated With 
client 1 can use the access-authorization credential 3b that 
Was generated in the deposit transaction to subsequently 
read data-item 3 indirectly by reference to named-object 3d, 
but no client can directly read data-item 3. All clients Which 
read using named objects (such as 3d and 10) that are 
associated With the same dataname 3a actually share access 
to a single repository data-item 3. 

[0044] If the client 1 (FIG. 2) transmits the data-item 3 to 
the repository using the dataname 3a only, the data server 2 
might, for example, randomly select a feW data-bytes 
belonging to the data-item 3, and request that the client 1 
send these to it as a dataproof 3c before associating the 
named-object 3a' with the data-item 3, Which Will alloW 
future read access. Alternatively, the data-server 2 might 
select a hash function, and ask the client 1 to send it the value 
of that function applied to the data-item 3 as the dataproof 
3c. Such veri?cation could be routinely performed, or might 
only be used in extraordinary circumstances, such as in 
connection With proprietary data-items for Which the datan 
ames have been unlaWfully broadcast. 

[0045] When veri?cation of oWnership is required, this 
could also be accomplished in an offline fashion—alloWing 
the individual client to determine What it needs to prove for 
each data-item Without directly communicating With the 
repository. With offline dataproofs, the dataproof 3c in FIG. 
2 could have been precomputed offline long before the 
“create-access-credential” request is sent—the client Would 
have the dataproof 3c ready and Waiting When it is needed 
and Wouldn’t even need to Wait for it to be requested. 

[0046] To prevent access to datanames Which have been 
anonymously broadcast, an offline dataproof should depend 
on both the client and the data-item. One Way to arrange this 
is to have a different “challenge-randomiZer” value associ 
ated With each client—knoWn to both the client and the 
repository. The challenge for a given data-item 3 could then 
be derived in a deterministic fashion using the challenge 
randomiZer and the data-item itself. A simple Way to do this 
Would be to hash together the challenge-randomiZer and the 
dataname 3a and use the result as the seed for a random 
number generator Which selects a set of data-item bytes to be 
returned; or alternatively just compute a hash on the data 
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item 3 that depends on the challenge-randomiZer. The latter 
approach has the property that the entire data-item 3 is 
needed to compute the result of the challenge 3c, and so one 
party being asked to compute a challenge result on behalf of 
another Would have to be given the challenge-randomiZer 
value. Depending on hoW this value Was selected, this might 
identify the party trying to gain access, or give aWay some 
valuable secret of theirs. 

[0047] Transmitting Read Access 

[0048] A client desiring access to a particular named 
object 3d transmits its request to a client 5 (FIG. 3) that 
already has access, and the latter client passes along the 
request (along With the requester’s access control informa 
tion) to the repository data-server 2. If the requester is to 
share an existing named-object 3d (so that if anyone changes 
Which data-item or data-items are associated With it, the 
requester Will see the change) then the requester is given 
access to the existing named-object 3d. This kind of 
“access” transaction is used, for example, to share ?les. If, 
instead, the requester is only being given access to the 
data-item 3 currently associated With the named-object 3d 
(and Will not see any future changes in this named-object) 
then the data-server 2 Will make a neW named-object 10 for 
the requester, associated With the same data-item 3. This 
kind of “copy” transaction is used, for example, to pass data 
“by value” to a netWork-based compute server. In either 
case, the data-item 3 itself is not copied—only control 
information associated With the named-object 3a' is repli 
cated in order to communicate data access. 

[0049] Access could alternatively be transmitted in an 
offline fashion, by transmitting the named-object access 
authoriZation credential 3b that users require to access the 
data item 3 themselves (perhaps augmented With other 
authoriZation credentials). By including a user-identifying 
token as a necessary part of the access-authorization cre 
dential 3b, the unauthoriZed broadcasting of access to pro 
prietary data can be discouraged. Thus to cause the reposi 
tory to make a copy of a named object, a client Would need 
to provide its oWn authoriZation information for creating a 
named-object, along With the access-authorization creden 
tials needed for reading the named-object. 

[0050] Data-items could also be transmitted directly from 
one repository user to another using the repository as a kind 
of data-item compression aid. If the data-source Wishes to 
send a data-item 3 Which has been deposited in the reposi 
tory and to Which it has read access, then it only needs to 
send enough information to the data-recipient to alloW it to 
deposit the data-item 3. This consists of just the dataname 
3a, along With Whatever information 3c is needed to ansWer 
the veri?cation challenge that the recipient must meet in 
order to deposit by dataname. This form of peer-to-peer 
copying can be discouraged or controlled by making the 
veri?cation challenge involve the entire data-item (requiring 
the source to read the entire item before it can transmit 
access), and by making the information needed to ansWer the 
challenge reveal information about the recipient to the 
source. 

[0051] Repository users can grant access to their data to 
Whomever they please by giving them appropriate access 
authoriZation credentials and decryption keys. Third parties 
connected to the netWork can be granted the access needed 
to act on behalf of repository users, providing useful appli 
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cations that manipulate repository data, and performing 
useful data management and data transformation functions. 
File systems, databases and other persistent object storage 
systems can be built by third parties, or by users themselves, 
on top of the repository named-object mechanism. For 
example, for maximum privacy client softWare can maintain 
its oWn ?le system directory data for ?les kept in the 
repository, using ordinary encrypted data-items to hold the 
directory information. The repository itself is simply a 
secure data store, Which avoids unnecessary redundancy in 
the transmission and storage of data, provides access con 
trol, and promises to keep veri?able copies of old data and 
never lose data. 

[0052] File System Mirroring 

[0053] The structure of the repository makes it feasible for 
a computer user With a loW-bandWidth connection to the 
netWork to maintain a copy of a local ?le system in remote 
storage. This copy appears on the netWork as a “mirror” ?le 
system, Which re?ects the current state of the user’s local ?le 
system. 

[0054] The principal bene?ts of ?le system mirroring are 
data security and data accessibility. Once data is deposited 
in the repository, it is protected from accidental or malicious 
loss, and past versions of ?les are made accessible, certi?ed 
and time-stamped. Moreover, repository ?le systems can be 
accessed at high bandWidth, and from anyWhere on the 
netWork. Mirrored ?le system data can, for example, be 
processed by high-performance netWork based compute 
servers, served as Web pages, retrieved through a Web 
broWser interface, or “mounted” and used as if it Were on a 
local disk. 

[0055] The bene?ts of mirroring a local ?le system pro 
vide justi?cation for loW-bandWidth users to keep substan 
tial amounts of data in remote storage. The structure of the 
repository makes this prospect feasible for such users, by 
avoiding the need to deposit data Which is replicated on 
more than one local ?le system. If the complete ?le system 
is not mirrored, the repository structure also makes it easier 
to identify Which ?les should be omitted from the mirror: 
only unique data-items need to be transmitted to the reposi 
tory, and so only unique data-items need to be considered for 
omission. 

[0056] In addition to providing many bene?ts, ?le system 
mirroring also presents a potential threat to privacy. Users 
may be reluctant to place a copy of their most private ?les 
outside of their physical control. Conversely, the repository 
maintainers may be reluctant to accept the legal liability of 
having access to valuable secret ?les, and even to evidence 
of criminal activity. These kinds of problems are avoided if 
it is demonstrably impossible for the repository maintainers 
to understand any of the mirror data that is sent to them. This 
can be arranged by using encryption techniques, as is 
discussed in detail in the next section. Since the mirroring 
client only needs to Write data and never needs to read data, 
as an additional safeguard the mirroring client can be given 
only the encryption keys needed to Write data, but not those 
needed to read data. This protects users from having every 
thing that Was ever on their computer’s disk visible to an 
antagonist Who captures their computer. In order for users to 
be con?dent that appropriate encryption is being used and 
that no private information is being reported, the source code 
of the mirroring client softWare can be openly published. 
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Open publication of mirroring clients also makes it easier for 
third parties to Write their oWn clients Which make use of the 
repository in novel Ways. 

[0057] Considerations related to setting up mirroring are 
depicted in FIG. 4. In addition to dealing With privacy issues 
through encryption, the mirroring softWare is also con 
fronted With smaller barriers that might cause users to 
abandon mirroring, or not try it in the ?rst place. This is 
important, since the perceived bene?ts of mirroring may not 
be enormous for the typical user; after all, most personal 
computer users don’t currently perform any sort of backup 
on their data. The ?rst barrier to running the mirroring 
softWare 13 is doWnloading it. This process can be made 
very short: since the client is designed to talk to repository 
servers (such as 16), only a minimal “bootstrap” program 
needs to be doWnloaded and installed initially, probably by 
clicking once on a Web page 14. This bootstrap program can 
doWnload the rest of the client softWare later on. 

[0058] Complex program con?guration Would also dis 
courage use. By default, the client softWare can be con?g 
ured on installation to simply mirror everything. Once 
installed, the function of the client program 15 is to run 
continuously, checking Whether ?les have changed since 
they Were last mirrored, checking if neW ?le data is already 
present in the repository, depositing data-items as needed, 
and maintaining repository directory information. By 
default, this should all be done in an invisible fashion. While 
the processor is being heavily used for other tasks, this 
program should stop running. If other programs are using the 
netWork, their outgoing data packets should get priority. 
Running the mirroring client program should not perceptibly 
sloW doWn the computer’s performance on other tasks. 

[0059] The perceived bene?t of running the mirroring 
client can also be increased if it has system-health-enhanc 
ing properties. It can, for example, check for viruses as it 
examines the local ?le system. The client’s virus informa 
tion can be kept up-to-date as it communicates With the 
repository. 

[0060] Privacy Through Encryption 

[0061] To avoid the need to transmit and store common 
data-items multiple times, all data-items are kept in a single 
shared data-pool in the repository, indexed by datanames, as 
discussed above. Without further elaboration, this arrange 
ment has the draWback that sensitive private data is visible 
to the repository maintainers. To avoid this problem, ?les are 
ordinarily transmitted to the repository in encrypted form. 
For example, all mirrored ?le data is encrypted, as is 
indicated in FIG. 4. If the encryption Was user-dependent, 
then each user’s encrypted version of the same ?le Would be 
different, and each user Would have to transmit their distinct 
version of each ?le. In order to have all users With the same 
?le produce the same encrypted data-item, all ?les are 
encrypted in a user-independent fashion: the encryption key 
for each ?le is derived from the ?le data alone. This is 
depicted in FIG. 5. 

[0062] The procedure for ?le system mirroring is other 
Wise the same as discussed above. Each ?le 17 is com 
pressed and encrypted before computing its dataname 19, 
Which is used to determine Whether or not the encrypted 
data-item 22 needs to be sent to the repository. The client 
softWare encrypts ?les using a datakey 18 that is derived by 
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hashing the compressed ?le data. To maintain privacy, care 
is taken that the data repository never sees this datakey “in 
the clear.” For compatibility With media such as audio and 
video data Which are often used in a sequential or streaming 
fashion, both the compression and the encryption can be 
performed in a fashion Which allows the data-item 22, When 
being read, to begin to be decrypted and decompressed 
before the entire data-item has been read. 

[0063] When a client Wishes to retrieve and decrypt a 
repository data-item, the datakey that Was used to encrypt it 
is needed. For this reason, it is natural to include an 
encrypted copy of the datakey 20 as part of the named-obj ect 
in the repository that is associated With this data-item. The 
encrypted datakey 20 belongs With the named-object rather 
than With the data-item because the encryption of the 
datakey Will not be the same for all users—the key 21 used 
for this Will vary from user to user. By making sure that a 
mirroring client doesn’t have (or quickly loses) the ability to 
decrypt datakeys that it Writes, Write-only mirroring clients 
are enabled. This can be accomplished, for example, using 
public/private key pairs, With the mirroring client only 
holding the public keys. 

[0064] Groups of users Who Wish to share a set of named 
objects (for example, a ?le system) Will also share an 
“aggregate-key” that is used to encrypt all the datakeys in 
that set of objects. Care is taken that the data repository 
never sees aggregate-keys in the clear. When access is 
transmitted by copying a named-object (rather than by 
sharing it), the transmitting user gives the unencrypted 
datakey directly to the access recipient. 

[0065] Every repository client needs to provide an access 
authoriZation credential in order to read a data-item associ 
ated With a named-object. This credential includes a reposi 
tory-name or “handle” Which uniquely identi?es the named 
object for that client. For the mirroring client, this handle can 
be derived by hashing the ?le system path-name on the 
client’s local ?le system. In this case, it is suf?cient for the 
client to remember all pathnames in it’s directory tree in 
order to be able to reproduce the handles of all of its ?les. 
Thus, for example, part of the mirroring process might 
involve Writing data-items Which are directory listings for 
each subdirectory that has changed. Privacy is enhanced if 
handles are dif?cult to guess: this can be accomplished by 
having each mirroring client remember its oWn randomly 
chosen “name-randomiZer” value Which it uses as part of the 
hashing process that derives handles from ?le system path 
names. The hashing process might be, for example: start 
With the name-randomiZer and the ?rst component of the 
pathname, and hash these together; take the result of this 
hash and hash it With the next component of the pathname, 
and so on. This kind of hierarchical construction has the 
advantage that given the handle for some directory along 
With pathnames starting at that directory, all of the handles 
for that directory can be constructed. This may make it more 
convenient to transmit handle information from one client 
program to another. 

[0066] While user-independent encryption provides pri 
vacy for data-items that are used by only one user, any 
shared data-item has a vulnerability: given access to the 
unencrypted ?le data for any client Which shares the data 
item, it is easy to discover Which ?le contains the unen 
crypted data-item. The concern here is not that it Will 
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become possible to decrypt the data-item; the unencrypted 
version Was assumed to be available. The con?ict With 
privacy is that it becomes possible for the repository main 
tainers to identify shared programs and data that a user has 
in their ?le system. For example, the repository maintainers 
could compute the dataname of a particular version of the 
executable of Microsoft Word, and monitor all transactions 
to construct a list of all users Who have deposited a copy of 
this program. 

[0067] Virtual Private Storage Systems 

[0068] In the scheme described thus far, the datakey used 
to encrypt the data-items is derived identically by all users 
from the unencrypted data-item alone. An alternative to this 
is to have an additional piece of information used to deter 
mine the data-item encryption key, Which might be called a 
family key. All users With the same family key use the same 
method to derive the data-item encryption key from the data; 
users With different family keys use different methods. For 
example, a user might use the family key to modify the 
datakey described above before using it to encrypt the data, 
as in 

data-item encryption—key=E(family-key, datakey) 

[0069] Where E is itself an encryption operation. This has 
the advantage that it makes a family of data-items more 
private. For example, this Would prevent the repository 
maintainers from monitoring Whether users in this family 
have deposited speci?c knoWn pieces of data, since Without 
the family key the repository maintainers Will be unable to 
generate the same data-items and datanames to compare 
against. This has the disadvantage, of course, that instances 
of data-items Which Would have been identical are noW 
made different, and hence the storage and transmission of 
these data-items becomes less ef?cient. 

[0070] Privacy Through Anonymity 

[0071] If family keys are not used, or if family keys 
become knoWn, it becomes possible for the repository 
maintainers to identify shared programs and data that a user 
has in their ?le system, Which con?icts With user privacy. 

[0072] This con?ict can be avoided if all transactions With 
the repository are anonymous, so that it is impossible to tell 
Who has access to a particular data-item. Of course, for users 
to be truly anonymous, all data communications Would have 
to be forWarded through a third party “anonymiZer” so that 
identifying information doesn’t appear in the netWork data 
packets received by the repository. Anonymous transactions 
that the repository Wishes to charge money for can be 
handled using electronic cash techniques (see D. Chaum, A. 
Fiat, and M. Naor, “Untraceable Electronic Cash,” Advances 
in Cryptology CRYPTO ’88, Springer-Verlag, pp. 319-327). 
Alternatively, funds can simply be transferred betWeen non 
anonymous and anonymous repository accounts using blind 
signatures. 

[0073] Anonymity can, hoWever, be a liability. This is the 
case in connection With named-objects that are shared by 
many users. These objects can be shared either by separately 
granting access to each sharer, or by a number of users all 
sharing the same access information (or even the same 
identity). In either case, the prospect of users using the 
repository to illegally share proprietary data (music, videos, 
programs, etc.) causes a potential problem for the repository 



US 2005/0131905 A1 

maintainers. A completely anonymous repository is much 
more attractive for these kinds of activities than a more 
conventional data repository. It may be advisable, for this 
reason, to limit anonymity in some manner. 

[0074] Limiting Anonymity 

[0075] One approach is to eliminate anonymity altogether. 
Users simply trust the repository to not accumulate or reveal 
information about the non-unique data that they have in their 
?le systems. In this case, the less information the repository 
accumulates, the less it can be coerced into revealing. If the 
repository avoids storing enough information to link users 
and data-items, then users have a kind of effective anonym 
ity. Extra information provided only at the moment of access 
can alloW users and data to be linked. At that moment, 
oWnership data associated With a named-object can be 
generated using a cryptographic hash function in a manner 
that prevents oWnership from being discovered, but alloWs 
oWnership to be proven. 

[0076] This is illustrated in FIG. 6, Which contains some 
details omitted from FIG. 3. In this example, We’re assum 
ing that the access-authorization credential 3b for a named 
object includes a user-identifying token called a 
“namespace-ID”3e. A namespace is simply a group of 
related credentials belonging to a single user. The access 
authoriZation credential 3b also includes a repository handle 
3f Which is unguessable by construction. Read access to a 
named-object may be transmitted from one user to another 
Without the intervention of the repository (i.e., in an offline 
manner) by transmitting the access-authorization credential 
3b. Control over Who has the authority to create or use 
credentials for a given namespace can be handled separately, 
or can be encoded in additional credentials. 

[0077] Regardless of the precise composition of the 
access-authorization credential, anonymous oWnership data 
can be generated from it by hashing the namespace-ID 3e 
and the handle 3f together using a cryptographic hash 
function 30. The resulting access identi?er 3a' is used to 
identify a named object in the named object database 6. We 
equate this identi?er With the named object itself (cf. FIG. 
3). The existence of a named object in the database 6 
corresponding to the access identi?er 3d proves oWnership: 
this database entry Was generated When the data-item 3 Was 
associated With the named object 3d (FIG. 2). Because of 
the one-Way nature of the cryptographic hash, and because 
the unguessable handles are never stored in the repository, it 
is impossible to invert the hash 30 and determine the 
namespace-ID 36 from the repository’s stored access iden 
ti?er 3d. Since the repository uses the access identi?er 3a' to 
determine the data-item 3 that is associated With the named 
object, the impossibility of inverting the hash also hides the 
connection betWeen data-item 3 and the access-oWners (i.e., 
the users or client programs Which have established access 
authoriZation credentials) Who are able to read it. 

[0078] Partial Anonymity 

[0079] Another approach is to treat shared named-objects 
differently than unshared ones. If these tWo categories can in 
fact be distinguished, then unshared objects can be made 
completely anonymous, While shared objects have no ano 
nymity: all transactions involving shared named-objects 
require user identity veri?cation. This leaves the repository 
in the same position as more conventional repositories With 
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respect to intellectual property issues associated With shared 
?les, and in a better position With respect to the privacy of 
unshared ?les. 

[0080] This approach assumes that it is possible to distin 
guish betWeen shared named-objects and unshared ones. 
This Will in fact be possible if the sharing of access 
information can be prevented, so that all sharing is done 
through explicit “share” requests to the data-server. In 
particular, in this approach We Wouldn’t provide an offline 
method of transmitting access-information Without sharing a 
user-identity. Sharing access-information can be discour 
aged by holding those Who share such information respon 
sible for Whatever use is subsequently made of the shared 
named-object. It can also be arranged for the sharing of 
access-information to reveal the true identity of the access 
oWner to all sharers (but not to the repository). To permit 
access sharers to knoW Who the access oWner is—Without 
this information being visible to the repository—access 
oWners can be compelled to store their certi?ed identity 
information in the repository in an encrypted form Which 
only they and the sharers can read. They can be required to 
prove that they’ve done this using a Zero-knoWledge proto 
col (for a discussion of Zero-knoWledge protocols, see U. 
Feige, A. Fiat and A. Shamir, “Zero-knowledge proofs of 
identity,” Journal of Cryptography, 1: 66-94, 1988). If user 
authentication requires knoWledge of the key used to encrypt 
the identity information, then all users sharing access infor 
mation Will have it. 

[0081] By limiting anonymity in other Ways, it may be 
possible to put the repository in a still better position. For 
example, those Who are sharing a set of named-obj ects could 
be given access to information about Who last modi?ed each 
object, With this information kept invisible to the repository. 
The identifying information provided could, for example, be 
a repository email address, With associated personal infor 
mation revealed by the repository only under a court order. 
This organiZation Would alloW users to confront each other 
privately concerning controversial sharing of data before 
trying to compel the repository to intervene. 

[0082] Poorly Veri?ed Users 

[0083] Finally, it should be noted that it may be desirable 
to support some users Who are effectively anonymous not 
because the repository forgets information about them, but 
because the repository cannot con?rm their identities. For 
example, it may be desirable not to require users trying out 
the mirroring client to provide any sort of veri?cation of 
their identities. In this case, it Would still be necessary to 
prevent such users from using their unveri?ed repository 
accounts to broadcast proprietary data. This can be accom 
plished by not alloWing repository-mediated sharing of 
data-items that come from unveri?ed accounts, and by not 
alloWing offline transmission of read access to data-items in 
such accounts. The total aggregate bandWidth available 
using the data-access privileges of such an account could 
also be limited, so that sharing of access information doesn’t 
enable more than a small number of users to simultaneously 
read data from this account at a useful rate. 

[0084] Composite Objects 

[0085] There are several reasons to construct named 
objects Which are composed out of more than one data-item. 
For example, a mirroring client running over a telephone 
















