
US 20050120278A1 

(12) Patent Application Publication (10) Pub. No.: US 2005/0120278 A1 
(19) United States 

Smith et al. (43) Pub. Date: Jun. 2, 2005 

(54) SYSTEMS AND METHODS FOR VERIFYING 
LOCKSTEP OPERATION 

(76) Inventors: Zachary Steven Smith, Fort Collins, 
CO (US); Kevin David Sa?'ord, Fort 
Collins, CO (US); Jeremy P. Petsinger, 
Fort Collins, CO (US) 

Correspondence Address: 
HEWLETT PACKARD COMPANY 
P O BOX 272400, 3404 E. HARMONY ROAD 
INTELLECTUAL PROPERTY 
ADMINISTRATION 
FORT COLLINS, CO 80527-2400 (US) 

(21) Appl. No.: 10/717,253 

RTL SimulatorQ 

(22) Filed: Nov. 19, 2003 

Publication Classi?cation 

(51) Int. Cl? .... .. .. G06F 11/00 

(52) U.S. c1. .............................................................. ..714/43 

(57) ABSTRACT 

In one embodiment, a system and a method for verifying 
lockstep operation pertain to monitoring interface signals, 
detecting output of a modeled lockstep block, comparing the 
detected output With an expected output for the lockstep 
block relative to a current modeled machine state, and 
?agging a lockstep block error if the detected output does 
not match the expected output. 
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SYSTEMS AND METHODS FOR VERIFYING 
LOCKSTEP OPERATION 

BACKGROUND 

[0001] Computer processor design is an extremely com 
plex and lengthy process. The design process includes a 
range of tasks from high-level tasks such as specifying the 
architecture doWn to loW-level tasks such as determining the 
physical placement of transistors on a silicon substrate. Each 
stage of the design process also involves extensive testing 
and veri?cation of the design through that stage. One typical 
stage of processor design is to program the desired archi 
tecture for the processor using a register transfer language 
(RTL). The desired architecture is represented by an RTL 
speci?cation that describes the behavior of the processor in 
terms of step-Wise register contents. The RTL speci?cation 
models What the processor does Without describing the 
physical circuit details. Thus, the processor architecture can 
be veri?ed at a high level With reference to the RTL 
speci?cation, independent of implementation details such as 
circuit design and transistor layout. The RTL speci?cation 
also facilitates later hardWare design of the processor. 

[0002] Manually verifying the RTL speci?cation of the 
processor architecture is prohibitively complex during the 
design of a modern microprocessor. Therefore, multiple test 
cases are typically generated to test the design. Each test 
case contains input instructions and may also contain the 
desired results or outputs. Once created, the test cases may 
be executed on a simulation of the RTL speci?cation (often 
compiled to increase speed) and the results analyZed. 
Through that analysis, errors in the RTL speci?cation, and 
potentially the processor architecture design, may be iden 
ti?ed. 

[0003] Many processors use multiple processor cores that 
execute instructions during processor operation. Cores of 
such processors are connected by an interface, such as a 
point-to-point (P2P) interface, typically on a single chip. 
With such a con?guration, the processor may be operated in 
a “lockstep” mode in Which tWo or more of the processor 
cores execute the same instruction stream each clock cycle. 
Given that the behavior of the cores is deterministic, the 
same output should result from each processor core operat 
ing in lockstep mode. One advantage of operating in lock 
step mode is that if one of the cores experiences an error 
(e.g., a manufacturing defect, a stuck-at fault, a soft error 
from an alpha particle, a transient electrical failure, etc.), the 
other core(s), at least in theory, can continue to execute so 
that the processor can continue to operate. Assuming that the 
core that experienced the error has not failed completely, the 
operating system may be able to resynchroniZe that core so 
as to resume normal lockstep operation. In cases in Which 
the cores of a processor are con?gured to operate in lockstep 
mode, those cores are typically connected to a lockstep 
block that monitors the operation of the cores and identi?es 
certain observed errors When they arise. 

[0004] Currently, no automated systems or methods for 
verifying lockstep block operation, and therefore processor 
lockstep operation, are knoWn. 

SUMMARY 

[0005] Disclosed are systems and methods for verifying 
lockstep operation. In one embodiment, a system and a 
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method pertain to monitoring interface signals, detecting 
output of a modeled lockstep block, comparing the detected 
output With an expected output for the lockstep block 
relative to a current modeled machine state, and ?agging a 
lockstep block error if the detected output does not match the 
expected output. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] The disclosed systems and methods can be better 
understood With reference to the folloWing draWings. The 
components in the draWings are not necessarily to scale. 

[0007] FIG. 1 is a block diagram of an embodiment of a 
system for verifying a processor architecture. 

[0008] FIG. 2 is a block diagram illustrating an example 
of logical data How in a point-to-point link netWork. 

[0009] FIGS. 3A and 3B comprise a How diagram of an 
embodiment of a method for verifying lockstep operation. 

[0010] FIG. 4 is a How diagram of an embodiment of a 
method for verifying lockstep operation. 

[0011] FIG. 5 is a block diagram of an embodiment of a 
computer system in Which lockstep operation may be veri 
?ed. 

DETAILED DESCRIPTION 

[0012] Disclosed are systems and methods for verifying 
lockstep operation. Referring to FIG. 1, a processor archi 
tecture veri?cation system 1 is illustrated that veri?es pro 
cessor architecture by executing at least one test case 10 on 
both a register transfer language (RTL) simulator 12 that 
comprises a compiled version of the RTL speci?cation, and 
a golden simulator 14 that comprises a relatively high-level 
program that emulates operation of the processor. It is noted 
that the golden simulator 14 is not required for lockstep 
operation veri?cation. The golden simulator 14 is shoWn and 
identi?ed herein, hoWever, in that it may optionally be 
utiliZed in the lockstep operation veri?cation process and 
may be useful for other aspects of processor architecture 
veri?cation beyond lockstep operation. 

[0013] The RTL simulator 12 and the golden simulator 14 
both simulate the desired processor architecture 16 and 18, 
respectively. The RTL simulator 12 and the golden simulator 
14 may, hoWever, comprise different output interfaces. For 
instance, the RTL simulator 12 may comprise a point-to 
point (P2P) link netWork output interface While the golden 
simulator 14 may comprise a front side bus (FSB) output 
interface. As is described in greater detail beloW, the mod 
eled architecture 16 includes multiple processor cores that 
enable lockstep operation, and a lockstep block that moni 
tors the operation of the cores to identify certain errors in 
core operation When they arise. 

[0014] Because the output of the RTL simulator 12 and the 
golden simulator 14 may be in different formats, a translator 
22 may be provided that translates the output of the RTL 
simulator to match the format of the golden simulator 14. 
The translated output of the RTL simulator 12 can then be 
compared With the output of the golden simulator 14 in a 
comparator 20 to produce test results 28. In the illustrated 
embodiment, the comparator 20 comprises part of the 
golden simulator 14. Alternatively, hoWever, the comparator 
20 may be independent of the golden simulator 14. If any 
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differences in the outputs are detected by the comparator 20, 
the processor designer is alerted to the fact that an error may 
exist in the RTL simulator 12 or the golden simulator 14 or 
both. This enables test cases to be applied to the processor 
architecture quickly While minimizing required designer 
attention. 

[0015] In some embodiments, the translator 22 de-pipe 
lines the output of the RTL simulator 12 for comparison With 
the output of the golden simulator 14. In such an embodi 
ment, the translator 22 may be referred to as a “depiper”. 
Such de-pipelining may be necessary because the golden 
simulator 14 is typically more abstract than the RTL simu 
lator 12. For instance, the golden simulator 14 may not 
include the same level of detail about the processor archi 
tecture being veri?ed as does the RTL simulator 12. The 
result is that the output of the RTL simulator 12 may not 
directly match the output of the golden simulator 14 even 
though the underlying architecture 16, 18 is the same and the 
test case 10 is identical. A detailed example of a suitable 
depiper is described in Us. Pat. No. 5,404,496, Which is 
incorporated by reference herein for all that it discloses. 

[0016] In the embodiment shoWn in FIG. 1, the translator 
22 comprises a virtual bus interface (VBI) 24 that translates 
transactions from the RTL simulator 12 from P2P link 
netWork format to FSB format for comparison With the FSB 
format output of the golden simulator 14. In addition to the 
VBI 24, the translator 22 comprises a lockstep block checker 
26 that, as is described in greater detail beloW, monitors the 
operation of multiple processor cores (modeled in the archi 
tecture 16) as Well as the lockstep block When the modeled 
processor operates in the lockstep mode. Although the 
lockstep block checker 26 is shoWn as comprising part of the 
translator 22 (e.g., depiper), it is noted that the lockstep 
block checker may be located anyWhere (including indepen 
dent of the translator) in Which it may monitor the operation 
of processor cores and lockstep block during lockstep mode 
operation. In most embodiments, hoWever, the checker 26 is 
implemented independent of the golden simulator 14 both to 
avoid the complexity associated thereWith and due to the 
fact that the golden simulator 14 may be too high level to 
evaluate (or even be aWare of) lockstep operation. In such 
cases, the lockstep block checker 26 may adjust the output 
(e. g., state-update packets) so as to fool the golden simulator 
14 into “thinking” that only one processor core is running 
When more than one such core is operating in lockstep mode. 

[0017] The RTL simulator 12 and the golden simulator 14 
are operated relative to information speci?ed by the test case 
10. By Way of example, the test case 10 comprises a program 
to be executed on the processor architecture 16 and 18 in the 
RTL simulator 12 and golden simulator 14, respectively. The 
test case program is a memory image of one or more 

computer executable instructions, along With an indication 
of the starting point, and may comprise other state speci?ers 
such as initial register contents, external interrupt state, etc. 
Accordingly, the test case 10 de?nes an initial state for the 
processor that is being simulated and the environment in 
Which it operates. The test case 10 may be provided for 
execution on the RTL simulator 12 and golden simulator 14 
in any suitable manner, such as an input stream or an input 
?le speci?ed on a command line. 

[0018] The RTL speci?cation used to generate the RTL 
simulator 12 may be implemented using any suitable tool for 
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modeling the processor architecture 16, such as any register 
transfer language description of the architecture, Which may 
be interpreted or compiled to act as a simulation of the 
processor. The RTL simulator 12 of an exemplary embodi 
ment contains an application program interface (API) that 
enables external programs, including the translator 22, to 
access the state of various signals in the simulated processor 
such as register contents, input/outputs (I/Os), etc. Thus, the 
output of the RTL simulator 12 may be produced in any of 
a number of Ways, such as an output stream, an output ?le, 
or as states that are probed by an external program through 
the API. The RTL simulator 12 may simulate any desired 
level of architectural detail, such as the processor cores, or 
the processor cores and one or more output interfaces. 

[0019] As noted above, the golden simulator 14, When 
provided, is a relatively abstract, higher-level simulation of 
the processor architecture, and therefore may be less likely 
to include faults or errors than the RTL simulator 12. The 
golden simulator 14 is Written using a high-level program 
ming language such as C or C++. Alternatively, the golden 
simulator 14 may be Written using any other suitable pro 
gramming language, Whether compiled, interpreted, or oth 
erWise executed. Whereas the RTL simulator 12 actually 
matches the details and reality of the processor being 
simulated to a great degree, the golden simulator 14 typi 
cally is a conceptual model Without concern for timing 
considerations arising from physical constraints. 

[0020] The translator 22 (e.g., depiper) tracks instructions 
as they ?oW through the RTL simulator 12 and notes their 
effects on the simulated processor. The translator 22 may 
generate a retire record for each instruction that indicates 
When the instruction started executing and When it com 
pleted or retired, along With the states that changed during 
execution. In some cases, if state changes cannot be tracked 
to a single instruction, the depiper may generate a generic 
report identifying an altered state and the instructions that 
may have caused the change. 

[0021] In some embodiments in Which the translator 22 
comprises a depiper, the VBI 24 Works in parallel With the 
depiper, With the depiper producing state change records 
such as depiper retire records, and the VBI producing state 
change records in the form of synthesiZed FSB transactions. 
Although the VBI 24 may read the P2P packets directly from 
the P2P interface on the RTL simulator 12 and may access 
information about the RTL simulated processor via the API, 
the VBI may also access information about the RTL simu 
lated processor that is stored in the depiper. In some embodi 
ments, the depiper contains structures that monitor the 
simulated processor cores’ states. In such cases, it may be 
convenient for the VBI 24 to access some information from 
the depiper for use in reporting or synthesiZing ?elds used in 
the FSB phases. 

[0022] In some embodiments in Which the translator 22 
comprises a depiper, the depiper ?rst reads the P2P output of 
the RTL simulator 12 and de-pipelines the P2P transactions, 
generating a de-pipelined version of the P2P transactions. 
The VBI 24 then reads the de-pipelined version of the P2P 
transactions from the depiper and generates corresponding 
FSB transactions for the comparator 20. The de-pipelined 
P2P transactions may be transferred from the depiper to the 
VBI 24 in any suitable manner, such as across a virtual P2P 
link or in a ?le containing depiper retire records. 
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[0023] Notably, the VBI 24 is not limited to use With 
veri?cation systems including a depiper. Veri?cation sys 
tems having the same level of pipelining detail in both the 
RTL simulator 12 and the golden simulator 14 may not need 
a depiper, but a VBI 24 still enables processor simulators 
With different output interfaces to be used together. If the 
translator 22 comprises a depiper, the VBI 24 may access 
information stored in the depiper as described above, or may 
be implemented as a module in the depiper for convenience. 
In embodiments in Which the translator 22 does not include 
a depiper, the VBI 24 in the translator still directly connects 
to the P2P output of the RTL simulator 12, but obtains other 
information about the state of the simulated processor from 
the RTL simulator via the API. The VBI 24 uses the resulting 
P2P packets and other information to produce translated 
FSB transactions in Whatever manner required by the com 
parator 20, such as generating a virtual FSB connection to 
the comparator, or generating output reports containing 
records of FSB format transactions that may be read by the 
comparator. 

[0024] FIG. 2 illustrates an example output interface of 
the RTL simulator 12. As shoWn in that ?gure, the RTL 
simulator 12 uses one or more ports into a point-to-point 
(P2P) link netWork 30 shoWn in FIG. 2. The P2P link 
netWork 30 is a sWitch-based netWork With one or more 

crossbars 32 acting as sWitches betWeen components such as 
processor cores 34 (i.e., Core 1 and Core 2 in the embodi 
ment of FIG. 2), memory 36, or other devices (not shoWn). 
Transactions are directed to speci?c components and are 
appropriately routed in the P2P link netWork 30 by the 
crossbar 32. The routing provided by the crossbar 32 reduces 
the load on the system components because they do not need 
to examine each broadcast block of information. Instead, 
each component ideally receives only data meant for that 
component. Use of the crossbar 32 also avoids bus loading 
issues, thereby facilitating scalability. 

[0025] Transactions on the P2P link netWork 30 are 
packet-based, With each packet containing a header com 
prising routing and other information. Packets containing 
requests, responses, and data are multiplexed so that por 
tions of various transactions may be executed With many 
others at the same time. Transmissions are length limited, 
With each length-limited block of data called a “?it.” Thus, 
a long packet Will be broken into several ?its, and transac 
tions Will typically require multiple packets. Therefore, the 
P2P link netWork 30 is monitored over time to collect the 
appropriate P2P packets until enough information exists for 
a corresponding FSB phase to be generated by the translator 
22. To achieve such monitoring, the translator 22 monitors 
a port 42 on the crossbar 32 that is connected to the cores 34 
in the RTL simulator 12. An exemplary read operation in a 
P2P link netWork is described in US. patent application Ser. 
No. 10/700,288 (attorney docket number 200209129-1), 
?led Nov. 3, 2003, Which is incorporated herein for all that 
it discloses. 

[0026] As is further illustrated in FIG. 2, the RTL simu 
lator 12 includes a lockstep block 38 that resides betWeen the 
processor cores 34 and their respective core protocol engines 
(CPEs) 40. The lockstep block 38 monitors outputs of the 
modeled processor cores 34 (i.e., Core 1 and Core 2 in the 
embodiment of FIG. 2) to identify When core errors occur. 
Such errors typically come in tWo main types. The ?rst type 
of error comprises an error that the cores 34 detect, i.e., 

Jun. 2, 2005 

self-detected errors. In such cases, the core 34 experiencing 
the error (i.e., the failing core) outputs an error message that 
is intercepted by the lockstep block 38, and the lockstep 
block ensures that no data from the failing core is output 
from the processor. In addition, the lockstep block 38 issues 
a system-level alert that signi?es that the failed core must be 
resurrected to resume lockstep operation. 

[0027] The other main type of error occurs When no error 
is detected by a processor core, but different data is output 
from the cores that are operating in lockstep mode. As noted 
above, the outputs from the cores should be identical in that 
the cores’ behavior is deterministic and because the cores 
execute the same instruction streams. Accordingly, When 
different outputs are detected by the lockstep block 38, one 
or more of the cores is experiencing an error. In such as case, 
the lockstep block 38 raises a system-Wide error on the 
interface and further execution is halted and neither core is 
alloWed to send data to the system to prevent system data 
corruption in that it is not knoWn Which of the cores is failing 
and Which is operating correctly. 

[0028] As noted above, it is desirable to analyZe the 
lockstep block’s behavior to properly verify a design of a 
processor. In the embodiments described herein, the opera 
tion of the lockstep block 38 can be monitored and analyZed 
using the lockstep block checker 26. The lockstep block 
checker 26 implements a softWare model of the lockstep 
state machine that describes the proper operation the lock 
step block 38 in various system states, and monitors the RTL 
simulator 12 signals that are output from the cores and that 
are input into and output out of the lockstep block. From 
those interface signals, the lockstep block checker 26 can 
evaluate the operation of the lockstep block 38 and identify 
errors in that operation When applicable. Such an error 
identi?es a potential ?aW in the design of the physical 
lockstep block that Will be used in the actual processor. 

[0029] FIG. 3 provides an example embodiment of veri 
fying lockstep operation and, more particularly, of verifying 
operation of a lockstep block using the lockstep block 
checker 26. In this example, it is presumed that the system 
is operating in lockstep mode. By Way of example, the How 
described in the folloWing is performed once during each 
clock tick. Beginning With block 300 of FIG. 3, the lockstep 
block checker 26 monitors the interface (e.g., the P2P 
interface 30) and captures interface signals that are issued on 
that interface. Such monitoring is possible in that, because 
the translator 22 (e.g., depiper) monitors each channel of the 
P2P interface, the lockstep block checker 26 can access all 
traffic that is transmitted over the interface. With reference 
to decision block 302, it can be determined if an error signal 
is output by a processor core (e.g., Core 1 or Core 2). Such 
an error signal results from self-detected errors of the cores. 
If no such error signal is detected by the lockstep block 
checker 26, How continues to block 318 of FIG. 3B, Which 
is described beloW. HoWever, if such an error signal is 
detected, ?oW continues to block 304 at Which the lockstep 
block checker 26 transitions its state machine model into a 
core-disabled mode. 

[0030] Once the state machine model has been transi 
tioned into the core-disabled mode, the lockstep block 
checker 26 examines the output error signal(s) of the lock 
step block, as indicated in block 306, to determine Whether 
that/those signal(s) ?red at an expected time. The expected 
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time is determined by the lockstep block checker 26 using its 
knowledge of the lockstep block as Well as the inputs into 
the lockstep block. Speci?cally, in that the con?guration and 
mode of operation of the lockstep block is knoWn (from the 
state machine model), the lockstep block checker 26 can 
determine from the inputs into the lockstep block and the 
time at Which those inputs Were received by the lockstep 
block What error signal(s) should be issued by the lockstep 
block and When. By Way of example, the actual process of 
determining the expected signals and times may comprise 
accessing a data structure, such as a table, that cross 
references input signals (to the lockstep block) With the 
output signals (from the lockstep block) that should result 
from the input signals, as Well as the times at Which the 
output signals should be output. Alternatively, expected 
times can be calculated using an appropriate algorithm that 
has as inputs the input signals and the times at Which they 
Were received by the lockstep block. In either case, the time 
at Which an expected signal is expected to ?re can be 
scheduled and the interface can be monitored for those 
signals. 
[0031] With reference to decision block 308, if the error 
signal(s) is/are not ?red at the expected time(s), the lockstep 
block behavior is incorrect and, as indicated in block 310, 
the lockstep block checker 26 ?ags a lockstep block error to 
signal that a problem exists With the lockstep block design 
(or With the Way in Which the design has been modeled). 
Once such an error has been detected and ?agged, further 
testing of the processor architecture may either cease or 
continue. For the purposes of this example, hoWever, it is 
assumed that the occurrence of such an error causes testing 
to cease, in Which case How for the session is terminated (see 
reference B in FIGS. 3A and 3B). 

[0032] With reference back to decision block 308, if the 
error signal(s) is/are ?red at the expected time(s), the lock 
step block reacted appropriately in relation to the error 
signal output by the failing core. In such a case, How 
continues to block 312 at Which the data values output by the 
“healthy” core(s), i.e., the core(s) that did not output the 
error signal, are compared With the data output of the 
lockstep block (i.e., data enroute to a CPE 40). Again, given 
that the lockstep block checker 26 knoWs the con?guration 
of the lockstep block and the manner in Which the block is 
supposed to operate, the lockstep block checker can deter 
mine the proper output of the lockstep block based upon the 
input provided to the block (i.e., the output from the healthy 
core(s)). With reference to decision block 314, if the values 
output from the lockstep block differ from the values that the 
lockstep block checker 26 is expecting, the lockstep block 
checker assumes that the lockstep block is not functioning 
properly and, therefore, ?ags a lockstep block error, as 
indicated in block 316. Again, How may then terminate at 
that point. 

[0033] If the values output by the lockstep block match 
those expected by the lockstep block checker 26 in decision 
block 314, or if no error signal Was output by a core in 
decision block 302, How continues to block 318 of FIG. 3B. 
As indicated in that block, the lockstep block checker 26 
next inputs the captured values (see block 300 of FIG. 3A) 
into its state machine model. Through such input, the 
lockstep block checker 26 can compare the data values from 
each lockstep core, as indicated in block 320, so that the 
checker can determine Whether the cores are producing the 
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same outputs, in Which case they are assumed to be Working 
properly, or producing different outputs, in Which case at 
least one of the cores is failing. By Way of example, this 
comparison can be conducted using an XOR tree. 

[0034] With reference next to decision block 322, if dif 
ferent values are not observed by the lockstep block checker 
26, How reverts back to block 300 of FIG. 3A at Which 
monitoring and the How described above resumes. By Way 
of example, such How may occur during the next clock tick. 
If, on the other hand, different values are observed, ?oW 
continues to block 324 at Which the lockstep block checker 
26 transitions the state machine model into a difference 
detected mode. Once the state machine model is transitioned 
into that mode, the lockstep block checker 26 examines the 
fatal error output signal(s) (e.g., BINIT signals) from the 
lockstep block, as indicated in block 326. In particular, the 
lockstep block checker 26 determines, from the outputs of 
the cores, When such signals are expected. Therefore, With 
reference to decision block 328, the lockstep block checker 
26 can determine Whether the signal(s) ?red at the expected 
time. If so, the lockstep block has performed correctly and 
How can return to block 300 of FIG. 3A. If not, hoWever, the 
lockstep block has operated incorrectly and, therefore, the 
lockstep block checker 26 ?ags a lockstep block error, as 
indicated in block 330. 

[0035] In vieW of the above, a method for verifying 
lockstep operation may be as provided in FIG. 4. With 
reference to that ?gure, the method comprises monitoring 
interface signals (400), detecting output of a modeled lock 
step block (402), comparing the detected output With an 
expected output for the lockstep block relative to a current 
modeled machine state (404), and ?agging a lockstep error 
if the detected output does not match the expected output 
(406). 
[0036] FIG. 5 is a block diagram of a computer system 
500 in Which the foregoing systems can execute and, there 
fore, a method for verifying lockstep operation can be 
practiced. As indicated in FIG. 1, the computer system 500 
includes a processing device 502, memory 504, at least one 
user interface device 506, and at least one input/output (I/O) 
device 508, each of Which is connected to a local interface 
510. 

[0037] The processing device 502 can include a central 
processing unit (CPU) or an auxiliary processor among 
several processors associated With the computer system 500, 
or a semiconductor-based microprocessor (in the form of a 
microchip). The memory 504 includes any one or a combi 
nation of volatile memory elements (e.g., RAM) and non 
volatile memory elements (e.g., read only memory (ROM), 
hard disk, etc.). 

[0038] The user interface device(s) 506 comprise the 
physical components With Which a user interacts With the 
computer system 500, such as a keyboard and mouse. The 
one or more I/O devices 508 are adapted to facilitate 
communication With other devices. By Way of example, the 
I/ O devices 508 include one or more of a universal serial bus 

(USB), a FireWire, or a small computer system interface 
(SCSI) connection component and/or netWork communica 
tion components such as a modem or a netWork card. 

[0039] The memory 504 comprises various programs 
including an operating system 512 that controls the execu 
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tion of other programs and provides scheduling, input 
output control, ?le and data management, memory manage 
ment, and communication control and related services. In 
addition to the operating system 512, the memory 504 
comprises the RTL simulator 12 and the translator 22 
identi?ed in FIG. 1. As is shoWn in FIG. 5, the translator 22 
includes the VBI 24 and the lockstep block checker 26, 
Which have been described in detail above. 

[0040] Various programs (i.e., logic) have been described 
herein. Those programs can be stored on any computer 
readable medium for use by or in connection With any 
computer-related system or method. In the conteXt of this 
document, a computer-readable medium is an electronic, 
magnetic, optical, or other physical device or means that 
contains or stores a computer program for use by or in 
connection With a computer-related system or method. 
These programs can be embodied in any computer-readable 
medium for use by or in connection With an instruction 
eXecution system, apparatus, or device, such as a computer 
based system, processor-containing system, or other system 
that can fetch the instructions from the instruction eXecution 
system, apparatus, or device and execute the instructions. 

We claim: 
1. A method for verifying lockstep operation, the method 

comprising: 
monitoring interface signals; 

detecting output of a modeled lockstep block; 

comparing the detected output With an eXpected output for 
the lockstep block relative to a current modeled 
machine state; and 

?agging a lockstep block error if the detected output does 
not match the eXpected output. 

2. The method of claim 1, Wherein monitoring interface 
signals comprises monitoring signals on a point-to-point 
interface of a register transfer language simulator. 

3. The method of claim 1, Wherein monitoring interface 
signals comprises monitoring for output signals from mod 
eled processor cores and the modeled lockstep block. 

4. The method of claim 3, Wherein monitoring interface 
signals comprises detecting an error signal output by one of 
the modeled processor cores. 

5. The method of claim 4, further comprising transitioning 
a state machine model into a core-disabled mode. 

6. The method of claim 5, further comprising examining 
an output error signal of the modeled lockstep block to 
determine When the output error signal Was ?red. 

7. The method of claim 6, Wherein comparing the detected 
output With an eXpected output comprises determining 
Whether the output error signal Was ?red at a time When that 
signal Was eXpected and Wherein ?agging a lockstep block 
error comprises ?agging a lockstep block error if the output 
error signal Was not ?red When eXpected. 

8. The method of claim 5, further comprising comparing 
data values for a healthy core With the detected output. 

9. The method of claim 8, Wherein ?agging a lockstep 
error comprises ?agging a lockstep error if the data values 
do not match eXpected data values. 

10. The method of claim 3, further comprising capturing 
output values of at least tWo modeled processor cores into a 
state machine model and comparing the captured output 
values. 
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11. The method of claim 10, further comprising transi 
tioning the state machine model into a difference-detected 
mode if the compared values are different. 

12. The method of claim 11, further comprising eXamin 
ing a fatal error signal from the modeled lockstep block to 
determine When that signal Was ?red. 

13. The method of claim 12, Wherein comparing the 
detected output With an eXpected output comprises deter 
mining Whether the output error signal Was ?red at a time 
When that signal Was eXpected and Wherein ?agging a 
lockstep error comprises ?agging a lockstep block error if 
the output error signal Was not ?red at the eXpected time. 

14. A system for verifying lockstep operation, the system 
comprising: 

means for monitoring interface signals output by modeled 
processor cores and a modeled lockstep block; 

means for determining an eXpected output from the mod 
eled lockstep block relative to the monitored output 
from the modeled processor cores; 

means for comparing output from the modeled lockstep 
block With the eXpected output; and 

means for ?agging a lockstep block error if the detected 
output does not match the eXpected output. 

15. The system of claim 14, Wherein the means for 
monitoring interface signals comprise means for monitoring 
signals on a point-to-point interface of a register transfer 
language simulator. 

16. The system of claim 14, Wherein the means for 
determining an eXpected output comprise a data structure 
that relates processor core outputs With eXpected lockstep 
block outputs. 

17. The system of claim 14, further comprising means for 
transitioning a state machine model into one of a core 
disabled mode and a difference-detected mode. 

18. The system of claim 14, further comprising means for 
eXamining an output error signal of the modeled lockstep 
block to determine When the output error signal Was ?red. 

19. The system of claim 14, further comprising means for 
comparing data values for a healthy core With the output of 
the modeled lockstep block. 

20. The system of claim 14, further comprising means for 
comparing output values of the modeled processor cores. 

21. The system of claim 14, further comprising means for 
eXamining a fatal error signal from the modeled lockstep 
block to determine When that signal Was ?red. 

22. A lockstep block checker stored on a computer 
readable medium, the checker comprising: 

logic con?gured to monitor a point-to-point interface for 
interface signals output by modeled processor cores 
and a modeled lockstep block; 

logic con?gured to determine an eXpected output from the 
modeled lockstep block; and 

logic con?gured to compare output from the modeled 
lockstep block With the eXpected output and ?ag a 
lockstep block error if the detected output does not 
match the eXpected output. 

23. The checker of claim 22, further comprising logic 
con?gured to transition a state machine model into one of a 
core-disabled mode and a difference-detected mode based 
upon modeled processor core output. 
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24. The checker of claim 22, further comprising logic 
con?gured to examine an output error signal of the modeled 
lockstep block to determine When the output error signal Was 
?red. 

25. The checker of claim 22, further comprising logic 
con?gured to compare data values for a healthy core With the 
output of the modeled lockstep block. 

26. The checker of claim 22, further comprising logic 
con?gured to compare output values of the modeled pro 
cessor cores. 

27. The checker of claim 22, further comprising logic 
con?gured to examine a fatal error signal from the modeled 
lockstep block to determine When that signal Was ?red. 

28. A computer system, comprising: 

a processing device; and 

memory including a lockstep block checker and a register 
transfer language simulator that models processor cores 
and a lockstep block, Wherein the checker is con?gured 
to monitor an interface of the simulator for interface 
signals output by the modeled processor cores and the 
modeled lockstep block, determine an expected output 
from the modeled lockstep block, compare output from 
the modeled lockstep block With the expected output, 
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and ?ag a lockstep block error if the detected output 
does not match the expected output. 

29. The system of claim 28, Wherein the lockstep block 
checker comprises a state machine model and is further 
con?gured to transition the state machine model into one of 
a core-disabled mode and a difference-detected mode based 
upon modeled processor core output. 

30. The system of claim 28, Wherein the lockstep block 
checker is further con?gured to examine an output error 
signal of the modeled lockstep block to determine When the 
output error signal Was ?red. 

31. The system of claim 28, Wherein the lockstep block 
checker is further con?gured to compare data values for a 
healthy core With the output of the modeled lockstep block. 

32. The system of claim 28, Wherein the lockstep block 
checker is further con?gured to compare output values of the 
modeled processor cores. 

33. The system of claim 28, Wherein the lockstep block 
checker is further con?gured to examine a fatal error signal 
from the modeled lockstep block to determine When that 
signal Was ?red. 


