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HIBERNATION OF COMPUTER SYSTEMS 

FIELD OF THE INVENTION 

[0001] The present invention is generally directed to com 
puter systems, and more particularly to preserving the state 
of computer systems When the computer is shut doWn. 

BACKGROUND OF THE INVENTION 

[0002] Hibernation of computer systems generally refers 
to poWering doWn a computer in a special Way that preserves 
the state of the computer’s con?guration. Hibernation Works 
by saving the volatile memory contents to a ?le on the 
computer’s hard disk drive before shutting doWn. When 
poWer is restored, the ?le is read back into the memory and 
device states and services are restored, Whereby the com 
puter resumes the state it Was in just before the hibernation, 
i.e., as if poWer Was never turned off. Hibernation is espe 
cially popular for poWering off mobile computers (e.g., 
notebooks and laptops) and other computers that are fre 
quently turned on and off, because, unlike shutdoWn, hiber 
nation automatically preserves opened documents, desktop 
settings, and other resources that have not been otherWise 
saved. In addition, a resume from hibernated state is often 
much faster than a full system startup. Hibernate is also 
preferable in many instances over a suspend mode that 
preserves the memory’s contents by providing suf?cient 
poWer to the RAM, because in suspend mode the RAM 
contents are lost if poWer is ever interrupted. 

[0003] While hibernation is thus a valued feature, it is 
relatively sloW because of the large amounts of data (e.g., in 
contemporary systems the memory is typically at least 
siXty-four megabytes) that need to be transferred to and from 
the disk. Hibernation takes on the order of tWenty to forty 
seconds for entering hibernation and ten to ?fteen seconds to 
resume from hibernation, depending on the model of the 
hard disk and the amount of installed memory. Many users 
are unsatis?ed With the amount of time the hibernation 
process takes, and indeed, virtually every user of this feature 
Would prefer that it Was a faster process. 

SUMMARY OF THE INVENTION 

[0004] Brie?y, the present invention provides an improved 
hibernation method and system, including the use of a 
modi?ed DMA (Direct Memory Access) mode of transfer 
ring data to (and from) the disk. The modi?ed DMA mode 
increases data transfer speed, While also freeing the system 
processor to perform other tasks, including compressing the 
data to reduce the siZe of the data that needs to be transferred 
to (and later from) the disk. For data that is compressed, the 
present invention also provides an improved decompression 
mechanism that speeds resume time. The present invention 
also provides a special mode that is a combination of a 
hibernation mode and a suspend mode. This mode essen 
tially maintains poWer to the RAM While transparently 
backing the RAM With the hibernation ?le, such that if 
poWer to the RAM is interrupted, the RAM contents are 
automatically restored from the hibernation ?le When poWer 
is restored. 

[0005] The use of modi?ed DMA for transferring data to 
and from disk is signi?cantly faster than programmed input/ 
output (PIO), and also frees the processor to perform other 
tasks While the hard disk controller transfers the data to and 
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from the disk. To accomplish hibernation With DMA While 
not changing the contents of the memory that are to be 
preserved, the present invention uses a special, modi?ed 
DMA engine (including an asynchronous polling I/O pro 
tocol) that Works by, among other things, polling a hard disk 
controller status register instead of relying on interrupts to 
signal the completed status. BetWeen polling cycles, the 
compression or decompression tasks are performed by the 
processor. Moreover, the hibernation engine is able to use 
system softWare services (e.g., drivers) required by DMA 
Without changing the contents of the memory to be pre 
served. To this end, memory devoted for internal driver data 
structures is allocated in a hibernation-safe memory location 
or locations, I/O buffer locations are moved into the safe 
memory range, buffer alignment is controlled, and large I/O 
requests are split into sequences of smaller ones. More 
particularly, the hibernation engine communicates With the 
hard disk controller driver and DMA driver to obtain the 
hardWare and softWare requirements, e. g., including, What is 
the largest size 1/0 request that the hardWare handles, the 
amount of memory needed for the driver’s internal struc 
tures, the region of memory Where an I/O buffer should be 
located, and What the I/ O buffer alignment should be. In this 
manner, the drivers do not access memory outside of that 
reserved for hibernation, and data integrity is preserved. 

[0006] The resume (from hibernation) process has also 
been sped up by an improved decoding process, that elimi 
nates a substantial amount of the bounds checking normally 
necessary With decompression buffers, yet operates safely 
Within the buffers. To this end, a tWo-phase LZ77 decoder 
includes a fast ?rst phase that ?rst guarantees suf?cient room 
for decoding small symbol substrings and literal symbols, 
thus avoiding the need to check boundary limits before 
copying the literal symbol or substring as a Whole. Because 
literal symbols and small substrings of symbols form the 
majority of compressed data, the reduced checking on 
average signi?cantly speeds up decoding. When the end of 
the output buffer is neared, a second-phase, standard decoder 
is used that performs bounds checks on each symbol to 
ensure that the buffer does not over?oW. HoWever, the 
standard decoder is normally used for decompressing only a 
small amount of data after a much larger amount of data has 
been decompressed With the fast decoder. In this manner, 
speed is greatly improved While not compromising safety 
that is needed in a reliable decoder. 

[0007] Other objects and advantages Will become apparent 
from the folloWing detailed description When taken in con 
junction With the draWings, in Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a block diagram representing a computer 
system into Which the present invention may be incorpo 
rated; 

[0009] FIG. 2 is a block diagram generally representing 
exemplary components for preserving memory contents 
While entering hibernation in accordance With an aspect of 
the present invention; 

[0010] FIGS. 3, 4A and 4B comprise a How diagram 
generally representing steps taken to enter into hibernation 
in accordance With an aspect of the present invention; 
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[0011] FIG. 5 is a block diagram generally representing 
exemplary components for restoring memory contents While 
resuming from hibernation in accordance With an aspect of 
the present invention; 

[0012] FIGS. 6 and 7 comprise a flow diagram represent 
ing general steps taken to resume from hibernation in 
accordance With an aspect of the present invention; 

[0013] FIG. 8 is a flow diagram generally representing a 
general tWo-phase decoding procedure for restoring com 
pressed data to an uncompressed state in memory in accor 
dance With an aspect of the present invention; 

[0014] FIGS. 9-11 comprise a flow diagram representing 
a fast decompression process in accordance With an aspect 
of the present invention; and 

[0015] FIG. 12 is a flow diagram generally representing a 
procedure for combining a suspend/sleep mode With a 
hibernation mode in accordance With an aspect of the 
present invention. 

DETAILED DESCRIPTION 

[0016] Exemplary Operating Environment 

[0017] FIG. 1 illustrates an example of a suitable com 
puting system environment 100 on Which the invention may 
be implemented. The computing system environment 100 is 
only one example of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 
computing environment 100 be interpreted as having any 
dependency or requirement relating to any one or combina 
tion of components illustrated in the exemplary operating 
environment 100. 

[0018] The invention is operational With numerous other 
general purpose or special purpose computing system envi 
ronments or con?gurations. Examples of Well knoWn com 
puting systems, environments, and/or con?gurations that 
may be suitable for use With the invention include, but are 
not limited to, personal computers, server computers, hand 
held or laptop devices, multiprocessor systems, micropro 
cessor-based systems, set top boxes, programmable con 
sumer electronics, netWork PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

[0019] The invention may be described in the general 
context of computer-executable instructions, such as pro 
gram modules, being executed by a computer. Generally, 
program modules include routines, programs, objects, com 
ponents, data structures, and so forth, that perform particular 
tasks or implement particular abstract data types. The inven 
tion may also be practiced in distributed computing envi 
ronments Where tasks are performed by remote processing 
devices that are linked through a communications netWork. 
In a distributed computing environment, program modules 
may be located in both local and remote computer storage 
media including memory storage devices. 

[0020] With reference to FIG. 1, an exemplary system for 
implementing the invention includes a general purpose 
computing device in the form of a computer 110. Compo 
nents of the computer 110 may include, but are not limited 
to, a processing unit 120, a system memory 130, and a 
system bus 121 that couples various system components 
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including the system memory to the processing unit 120. 
The system bus 121 may be any of several types of bus 
structures including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus 
architectures. By Way of example, and not limitation, such 
architectures include Industry Standard Architecture (ISA) 
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, and Peripheral Component Interconnect 
(PCI) bus also knoWn as MeZZanine bus. 

[0021] The computer 110 typically includes a variety of 
computer-readable media. Computer-readable media can be 
any available media that can be accessed by the computer 
110 and includes both volatile and nonvolatile media, and 
removable and non-removable media. By Way of example, 
and not limitation, computer-readable media may comprise 
computer storage media and communication media. Com 
puter storage media includes both volatile and nonvolatile, 
removable and non-removable media implemented in any 
method or technology for storage of information such as 
computer-readable instructions, data structures, program 
modules or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EEPROM, ?ash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical disk storage, magnetic cassettes, 
magnetic tape, magnetic disk storage or other magnetic 
storage devices, or any other medium Which can be used to 
store the desired information and Which can accessed by the 
computer 110. Communication media typically embodies 
computer-readable instructions, data structures, program 
modules or other data in a modulated data signal such as a 
carrier Wave or other transport mechanism and includes any 
information delivery media. The term “modulated data sig 
nal” means a signal that has one or more of its characteristics 
set or changed in such a manner as to encode information in 
the signal. By Way of example, and not limitation, commu 
nication media includes Wired media such as a Wired net 
Work or direct-Wired connection, and Wireless media such as 
acoustic, RF, infrared and other Wireless media. Combina 
tions of the any of the above should also be included Within 
the scope of computer-readable media. 

[0022] The system memory 130 includes computer stor 
age media in the form of volatile and/or nonvolatile memory 
such as read only memory (ROM) 131 and random access 
memory (RAM) 132. A basic input/output system 133 
(BIOS), containing the basic routines that help to transfer 
information betWeen elements Within computer 110, such as 
during start-up, is typically stored in ROM 131. RAM 132 
typically contains data and/or program modules that are 
immediately accessible to and/or presently being operated 
on by processing unit 120. By Way of example, and not 
limitation, FIG. 1 illustrates operating system 134, applica 
tion programs 135, other program modules 136 and program 
data 137. 

[0023] The computer 110 may also include other remov 
able/non-removable, volatile/nonvolatile computer storage 
media. By Way of example only, FIG. 1 illustrates a hard 
disk drive 141 that reads from or Writes to non-removable, 
nonvolatile magnetic media, a magnetic disk drive 151 that 
reads from or Writes to a removable, nonvolatile magnetic 
disk 152, and an optical disk drive 155 that reads from or 
Writes to a removable, nonvolatile optical disk 156 such as 
a CD ROM or other optical media. Other removable/non 
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removable, volatile/nonvolatile computer storage media that 
can be used in the exemplary operating environment 
include, but are not limited to, magnetic tape cassettes, ?ash 
memory cards, digital versatile disks, digital video tape, 
solid state RAM, solid state ROM, and the like. The hard 
disk drive 141 is typically connected to the system bus 121 
through a non-removable memory interface such as interface 
(e.g., hard disk controller) 140, and magnetic disk drive 151 
and optical disk drive 155 are typically connected to the 
system bus 121 by a removable memory interface, such as 
interface 150. 

[0024] The drives and their associated computer storage 
media, discussed above and illustrated in FIG. 1, provide 
storage of computer-readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 1, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145, 
other program modules 146 and program data 147. Note that 
these components can either be the same as or different from 

operating system 134, application programs 135, other pro 
gram modules 136, and program data 137. Operating system 
144, application programs 145, other program modules 146, 
and program data 147 are given different numbers herein to 
illustrate that, at a minimum, they are different copies. Auser 
may enter commands and information into the computer 20 
through input devices such as a keyboard 162 and pointing 
device 161, commonly referred to as a mouse, trackball or 
touch pad. Other input devices (not shoWn) may include a 
microphone, joystick, game pad, satellite dish, scanner, or 
the like. These and other input devices are often connected 
to the processing unit 120 through a user input interface 160 
that is coupled to the system bus, but may be connected by 
other interface and bus structures, such as a parallel port, 
game port or a universal serial bus (USB). A monitor 191 or 
other type of display device is also connected to the system 
bus 121 via an interface, such as a video interface 190. In 
addition to the monitor, computers may also include other 
peripheral output devices such as speakers 197 and printer 
196, Which may be connected through a output peripheral 
interface 190. 

[0025] The computer 110 may operate in a netWorked 
environment using logical connections to one or more 
remote computers, such as a remote computer 180. The 
remote computer 180 may be a personal computer, a server, 
a router, a netWork PC, a peer device or other common 
netWork node, and typically includes many or all of the 
elements described above relative to the computer 110, 
although only a memory storage device 181 has been 
illustrated in FIG. 1. The logical connections depicted in 
FIG. 1 include a local area netWork 171 and a Wide 
area netWork 173, but may also include other 
netWorks. Such netWorking environments are commonplace 
in of?ces, enterprise-Wide computer netWorks, intranets and 
the Internet. When used in a LAN netWorking environment, 
the computer 110 is connected to the LAN 171 through a 
netWork interface or adapter 170. When used in a WAN 
netWorking environment, the computer 110 typically 
includes a modem 172 or other means for establishing 
communications over the WAN 173, such as the Internet. 
The modem 172, Which may be internal or external, may be 
connected to the system bus 121 via the user input interface 
160 or other appropriate mechanism. In a netWorked envi 
ronment, program modules depicted relative to the computer 
110, or portions thereof, may be stored in the remote 
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memory storage device. By Way of example, and not limi 
tation, FIG. 1 illustrates remote application programs 185 as 
residing on memory device 181. It Will be appreciated that 
the netWork connections shoWn are exemplary and other 
means of establishing a communications link betWeen the 
computers may be used. 

[0026] 
[0027] The present invention is generally directed to 
improved hibernation in a number of Ways, including by 
performing faster data transfer. To this end, DMA (direct 
memory access) may be used When transferring data to and 
from a hard disk. To use DMA While bene?ting from already 
existing components, the present invention has been imple 
mented using selected drivers in the Windows@ 2000 oper 
ating system. As Will be understood, hoWever, the present 
invention is not limited to any particular operating system 
and/or drivers or even a driver model, but rather is capable 
of being implemented by virtually any mechanism in any 
type of system. 

[0028] In general, DMA refers to a fast Way of reading or 
Writing data from memory to a peripheral device. With a 
disk, DMA operates essentially by providing a hard disk 
controller 140 (FIG. 2) With the various parameters it needs 
to access the appropriate memory and hard disk 141 loca 
tions, and then letting the hard disk controller 140 asyn 
chronously perform the read or Write operation. In contrast, 
programmed input/output (U0) is an alternative Way to 
transfer data to and from a disk, but is much sloWer than 
DMA. In programmed I/O, the system processor 120 is 
responsible for executing the instructions that transfer the 
data to and from the disk 141. 

Improved Hibernation 

[0029] Programmed I/O requires signi?cant overhead, and 
moreover, requires Work from the system processor 120, 
Which prevents the system processor 120 from doing other 
tasks While it performs the programmed I/O. Note that 
multithreaded operation is not alloWed during hibernation, 
as the operating system components that control threading 
need to be effectively shut doWn to safely perform hiberna 
tion. 

[0030] Despite its draWbacks, programmed I/O Was here 
tofore used exclusively for entering and resuming from 
hibernation. This is because it Was not believed to be 
possible to use DMA With hibernation for a number of 
reasons that are essentially related to preserving the exact 
state of the system memory, i.e., the memory contents cannot 
be changing once hibernation has started (except for special 
Working location or locations allocated to hibernation). 
More particularly, one reason that it Was not believed 
possible to use DMA during hibernation is that interrupts 
need to be disabled to prevent any modi?cation to the system 
memory. HoWever, DMA/the hard disk controller 140 use 
interrupts to asynchronously notify the system processor of 
the status (e.g., completed or failed) of requested input 
output operations. Another reason Why DMA is not imple 
mented With hibernation is that DMA and hard disk con 
troller drivers require various amounts of memory to 
perform their operations, Which in contemporary systems is 
virtual memory that is provided by mapping the virtual 
memory address to a physical memory location and sWap 
ping the existing physical memory contents to disk to 
preserve them for another process. HoWever, since memory 
cannot be changed during hibernation, sWapping is also 
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disabled during hibernation, to “freeze” the memory con 
tents. Similarly, existing DMA controllers/drivers Work With 
operating system services that also need to allocate and 
modify memory, Which is forbidden during hibernation, and 
thus those services are not available for use With hibernation. 
The hard disk controller 140 also Works With drivers that use 
operating system services and need to allocate and modify 
memory. 

[0031] In accordance With one aspect of the present inven 
tion, a fast hibernation engine 200 (FIG. 2) provides a 
controlled manner of using DMA that does not require 
interrupts and also does not alloW memory modi?cation, 
other than in a special safe section (or sections) of memory 
202 allocated for hibernation. This frees the system proces 
sor 120 to perform other tasks While the system hardWare 
(DMA controller 204 and hard disk controller 140) perform 
the requested data transfer operation. In particular, to further 
reduce the transfer times, the memory contents are com 
pressed upon Write to the hibernation ?le 206, and decom 
pressed upon read, Whereby only a reduced amount of data 
needs to be transferred. For example, Writing less data via 
parallel compression in accordance With the present inven 
tion has been shoWn to signi?cantly reduce the time to enter 
hibernation, from approximately tWenty to forty seconds 
Without the present invention, to about seven to ten seconds 
With the present invention, (Wherein the time ranges are 
caused by different models of hard disks and the amount of 
installed memory 132). 

[0032] To provide DMA in conjunction With preventing 
the memory from changing via interrupts, interrupts are 
disabled during hibernation. HoWever, DMA is possible 
Without interrupts in most systems because most contem 
porary disk hardWare (the controller 140) also Writes the I/O 
request status to a status register 208. Although such status 
registers are typically used only in PIO mode, respective 
hardWare standards alloW the use of the status register in the 
DMA mode. 

[0033] To use the status register 208 instead of the normal 
interrupt handling, the present invention implements a poll 
ing interface/protocol, Whereby the hibernation engine 200 
(via the system processor 120) initiates a DMA I/O opera 
tion, and then via the drivers periodically checks (polls) the 
contents of the status register 208 to obtain the status, that 
is, Whether the I/O request is completed. Note that as used 
herein, the terms “intermittently,”“regularly”“periodically” 
or the like With respect to the polling operation are equiva 
lent, and only are intended to mean that the processor 120 is 
able to do other Work in betWeen asking for the status, rather 
than implying that any exact (or inexact) polling frequency 
is required. 

[0034] In order to implement the polling protocol, the 
softWare drivers (DMA controller driver 210 and hard disk 
controller driver 212) export an additional function that 
returns the state of the hardWare to the hibernation engine 
200. The hardWare states include ready, (i.e., for a next I/O 
operation, Which indicates any previous I/O success), busy 
(currently executing the I/O request), or failed (Was unable 
to execute the I/O request). When transferring data, the I/O 
status function should be called by the hibernation engine 
200 frequently enough so that the disk is not unnecessarily 
idle, yet not so frequently that it interferes With the proces 
sor’s ability to complete its parallel data compression or 
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decompression tasks. To this end, a compression engine 214 
is called With special callback function that is invoked 
suf?ciently often to check the status of pending asynchro 
nous I/O operation and start a neW I/O operation When the 
previous operation is complete. Note, for example, that the 
frequency of calling for disk status may be tuned for typical 
systems, and/or may be self-adjusting to adapt to various 
hardWare differences, e.g., call less often While aWaiting 
completion of a Write if the disk is usually busy yet com 
pression could use more processing time. The drivers 210, 
212 are provided With a function for notifying them When a 
pending I/O operation is completed, so that a driver may 
take any appropriate actions required to ?naliZe the I/O, as 
if an interrupt occurred. 

[0035] In order to avoid modi?cation of the memory 
region 216 that is to be Written to disk by other means, the 
hard disk driver 212 and DMA driver 210 are controlled by 
the hibernation engine 200 to use only the safe hibernation 
locations of memory 202. The safe hibernation location 202 
is speci?cally dedicated for use With the hibernation engine 
200, and comprises discardable pages that are not preserved 
during hibernation With the other system memory, and 
therefore may be modi?ed. Note that the safe hibernation 
location 202 need not be physically contiguous (as generally 
represented in FIG. 2), but can be allocated in a plurality of 
locations, including speci?c physical regions, to accommo 
date the drivers’ or hardWare devices’ needs. Controlling the 
memory locations provided to the drivers 210, 212 and 
complying With other requirements as described beloW 
alloWs existing, slightly-modi?ed drivers to be used, instead 
of one or more specially-developed drivers (Which although 
feasible, is signi?cantly more Work than is needed). Simi 
larly, it is feasible to use tWo or more processors and/or 
special hardWare, and/or processors that support multiple 
threads of execution, to further increase the speed of enter 
ing (and resuming from) hibernation. 

[0036] To obtain the requirements of the drivers 210, 212 
and thereby control their memory usage, the hard disk driver 
212 (e.g., ATAPISYS) and the DMA controller driver 210 
(e.g., PCIIDEXSYS) have been extended to include special 
interface functions that, When called by the hibernation 
engine 200, Will return the requirements and details of the 
respective driver and hardWare it controls. Note that other 
DMA drivers and hard disk controllers, e.g., SCSI-based, 
ATAlOO-based, or others can similarly provide limitations 
and details that Will alloW their memory usage to be con 
trolled. One such detail that is returned is Whether the hard 
disk supports DMA and Whether DMA is enabled, Which if 
not, Will result in the PIO mode being used. Note that if the 
hard disk driver 212 or the DMA driver 210 do not export 
this neW requirements-related function, or if the function 
returns With a result that DMA operation is not alloWed/ 
supported, the I/O Will be performed in the old Way, i.e., by 
the PIO mode With no attempt to do DMA. Similarly, if the 
kernel fails to allocate I/O buffers satisfying the require 
ments of the hard disk driver 212 and DMA driver 210 as 
described beloW, hibernation Will be performed via PIO. 

[0037] Other information returned by the drivers 210, 212 
includes the amount of temporary memory required for 
storing any driver-speci?c data structures during operation. 
With this information, before beginning the data Write 
operations, the hibernation engine 200 can request the 
operating system kernel to allocate an appropriate amount of 
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memory for the respective drivers in the hibernation-safe 
area or areas 202. This ensures that the drivers 210, 212 Will 
not need additional memory once the process of Writing data 
for entering hibernation has begun, (because to freeZe the 
non-hibernation memory contents for hibernation, allocation 
services and the like Will not be alloWed to operate). To this 
end, When hibernation is being started but before the data 
Writing starts, the hibernation engine 200 ?rst calls the 
drivers 210, 212 to ?nd out hoW much memory they need, 
then has an appropriate amount of memory allocated there 
for at safe hibernation locations 202, and gives each driver 
a respective pointer to its hibernation-safe memory location. 
When the drivers 210, 212 receive the respective pointers to 
the safe hibernation location or locations 202, the drivers 
210, 212 initialiZe their internal data structures at those 
locations. By allocating suf?cient memory based on their 
speci?ed needs, the device drivers 210, 212 Will have their 
data buffers stored in memory that is already allocated to 
them, so that no memory mapping/moving Will be required 
When later I/O requests are processed. Note that it is 
relatively straightforWard to extend the functionality of the 
drivers 210, 212 to comply With hibernation engine 200 
requirements, because existing hard disk controller and 
DMA controller drivers do not use global variables for 
storing their internal data structures, but rather request and 
receive a pointer to memory for their oWn purposes. Con 
sequently, the initialiZation phase is not different from a 
regular scenario, except for the initial providing of the 
drivers’ requirements and the memory being allocated in the 
hibernation-safe memory location or locations 202. 

[0038] In addition to memory siZe requirements, the 
extended driver functions also return the maximum siZe of 
alloWed I/O requests, because hard disk and DMA control 
lers have a limit on a siZe of an I/O request that they may 
execute as a single atomic operation. Staying under the limit 
ensures that the drivers 210, 212 Will not need kernel 
services (Which Will not be available) to handle larger I/O 
requests. Another detail returned is any maximum I/ O buffer 
address, to handle some older hard disks and DMA control 
lers that cannot Write to or read from memory above 16 MB, 
e.g., some types of physical memory require special map 
ping before DMA-based I/O operations in order to make 
such memory visible for the DMA controller. In addition, 
because most hard disks and DMA controllers require that 
an I/O memory block starts at an aligned (even) address, 
(e.g., 4 KB), alignment requirements of the I/O buffer are 
obtained. Similarly, because most hard disks and DMA 
controllers require some even I/O request siZe, this infor 
mation is also returned. Still further, because most DMA 
controllers do not alloW I/O memory blocks to cross a 64 KB 
boundary, any such limitations of the I/O buffer layouts are 
obtained, Whereby the hibernation engine 200 can arrange a 
compression (output) buffer 218 that meets the drivers’ 
requirements. 
[0039] With the information from the drivers, the hiber 
nation engine 200 can match the requirements and limita 
tions of the hard disk controller 140 and DMA controller 206 
so that DMA hibernation is possible Without requiring 
complex kernel services during the I/O. In other Words, as 
long as the drivers’ allocated data locations are appropriately 
siZed in a safe memory range, along With a properly aligned 
output buffer 218, and that the hibernation engine 200 splits 
any large I/O requests into sequence of smaller ones that 
otherWise match the hardWare limitations, DMA requests 
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Will not cause any additional operations With the I/O buffer 
or I/O request that may violate the memory-related rules of 
hibernation. Note that instead of using generic memory, the 
DMA-based I/O functions use the hibernation-safe memory 
location supplied via the pointer from the calling hibernation 
engine 200. Since there is no need for the use of complex 
kernel services for dequeuing pending I/O requests, no 
dequeuing is performed. 
[0040] The hibernation engine starts the I/O operation by 
calling the DMA driver 210, Which in turn instructs the 
DMA controller 206 to start Writing to the hard disk con 
troller 140, and instructs the hard disk controller 140 to Write 
a data sequence from the DMA controller 206 to a speci?c 
location on the hard disk 141. The driver Works by getting 
a neW I/O (IO_START) request, including parameters for the 
neW I/O request, including the siZe of the requested I/O 
operation, the target location on the hard disk, the address of 
the beginning of the I/O memory block, along With an 
address in the hibernation-safe memory region 202 for 
internal driver purposes. For safety reasons, the driver 
function veri?es that each I/O request is compliant With the 
requirements imposed by the hardWare it handles. If com 
pliant, the function passes the request directly to loWer-level 
routines Without any transformations. If a request does not 
comply, the request is rejected and the driver returns STA 
TUS_INVALID_IO_REQUEST. 
[0041] When the I/O request is completed or an error is 
detected, any operations on the DMA and hard disk con 
trollers are stopped, and either a STATUS_OK or STA 
TUS_ERROR are returned by the driver 210, respectively. 
When processing requests, DMA-hibernation functions 
avoid using any system services or functions that send 
requests directly to respective hardWare. If the I/O operation 
is not completed instantly and Waiting is required, the driver 
210 saves its state in its hibernation-safe memory location, 
and returns a STATUS_PENDING code to signal that I/O 
needs to be resumed later. 

[0042] In other Words, because the interrupts are disabled, 
instead of returning control back to the system When Waiting 
is required, and proceeding further When an acknoWledg 
ment interrupt is received, each time the polling function has 
to Wait, it remembers its state (into a hibernation-safe 
memory location) and the drivers 210, 212 return control to 
the hibernation engine 200 With a status equal to STATUS 
_PENDING. A driver assumes that the caller Will need to 
call this polling function again at a later time in order to 
check on the pending I/O. 

[0043] More particularly, as described above, instead of 
using interrupts to detect the end of the next stage of an I/O 
operation, the driver functions use a respective device status 
register 208. When the status register 208 has a BUSY bit 
turned on, i.e., the device is still executing a request, and an 
ERROR bit turned off, i.e., there are no hardWare errors, the 
driver 210 remembers its state in a hibernation-safe memory 
location supplied by the hibernation engine 200, and returns 
a STATUS_PENDING. If an ERROR bit is turned on, it 
means that the requested I/O operation failed, and the driver 
210 returns STATUS_ERROR. The interface function 
should be called With an IO_RESUME instead of 
IO_START the next time, until the previous I/O operation 
completes. OtherWise, this stage of I/O completed success 
fully, Whereby the driver 210 returns a STAT US_OK code so 
that caller may initiate a neW I/O. 
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[0044] Turning to an explanation of the invention With 
respect to entering into hibernation, the How diagrams of 
FIGS. 3 and 4A-4b generally represent the steps taken by 
the hibernation engine 200. Beginning at step 300, the 
hibernation engine 200 tests Whether the hibernation-related 
functions are present in the hard disk controller driver and 
DMA driver. If not, step 300 branches to step 314 Where the 
knoWn PIO mode of entering hibernation is attempted. If at 
step 300 the hibernate functions are present, step 300 
branches to step 302, Wherein the hibernation engine 200 
calls the drivers’ respective functions to obtain the require 
ments and limitations of the drivers and their respective 
hardWare devices as discussed above. 

[0045] Step 304 then evaluates the returned information to 
test Whether DMA is supported by the particular hardWare. 
If not, step 304 branches to step 314 Where the knoWn PIO 
mode of entering hibernation is instead attempted. Alterna 
tively, if DMA is supported, step 304 branches to step 306 
Wherein the hibernation engine 200 calls the kernel services 
(note that they are still active at this time) to allocate 
memory for the drivers in the safe hibernation location in 
accordance With their requirements. Step 308 represents the 
requested allocation of memory for the compression buffer 
218, including any alignment or special physical locations as 
speci?ed by the drivers. 

[0046] Step 310 represents a test of Whether the allocation 
requests Were successful. Note that in actuality, each sepa 
rate allocation request has a returned status that may indicate 
an error, hoWever for simplicity these are collectively shoWn 
by decision diamond 310. If there is an error (e.g., insuf? 
cient memory), step 310 branches to step 314 Where the 
knoWn PIO mode of entering hibernation is instead per 
formed. 

[0047] If the memory Was successfully allocated, step 312 
represents the passing of the pointers to the safe memory 
locations by the hibernation engine 200 to the drivers. Note 
that this can alternatively be provided later, such as in 
conjunction With the Write request. Step 314 represents the 
protecting of the memory regions that are to be preserved, by 
disabling interrupts and shutting doWn the system services. 
System services can be effectively shut doWn by gaining 
exclusive control of the processor or processors and there 
after not relinquishing control until after hibernation resume 
operations (described beloW) are complete. The process 
continues to step 400 of FIG. 4A to begin compressing and 
Writing the compressed data to the hard disk 141. 

[0048] Step 400 represents the initialiZing of the buffer 
218 in Which compressed data Will be placed prior to Writing 
it, and step 402 tests Whether the buffer is full, as discussed 
beloW, Which initially is not the case. To compress the data, 
the compression engine 214 is called at step 404, With 
parameters providing the compression engine 214 With a 
pointer to the output buffer 218 and the starting location 
(e.g., selected page) of the system memory 216 to be 
preserved. Note that compression of the data is not necessary 
for hibernation, hoWever compression signi?cantly reduces 
data transfer times. 

[0049] It should be noted that not all of the remaining 
(non-hibernation engine) memory necessarily needs to be 
compressed/saved during hibernation, only those pages that 
are not marked as invalid or discardable. For example, in 
contemporary operating systems, memory pages may be 
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deallocated, copied to disk for sWapping purposes, and so 
forth, and thus there is no reason to preserve such unneeded 
or already-preserved pages. Rather than compress and pre 
serve such pages, the hibernation engine starts With a list of 
non-discardable physical (e.g., 4 KB) memory pages that 
should be saved, and (instead of advancing input pointer that 
points to memory), advances in the list of “pages-to-Write” 
until the end of list is reached. Similarly, only those pages 
need to be restored. Thus, the system memory regions to 
preserve 216 may be considered only such selected pages. 

[0050] To perform the data compression, any data com 
pression engine is suitable, such as an LZ77-based com 
pression engine that provides an acceptable compression 
ratio and compression speed. LZ77 compression is a Well 
knoWn data compression technique Which generally oper 
ates by looking for matching bit or byte patterns in previous 
locations Within a siZe-limited WindoW, (e.g., 64 KB), and 
then replacing the matching pattern With a length, offset 
pairing that identi?es the pattern. If no suf?cient matching 
pattern is found, the pattern itself (one or more literals) is 
stored in the output compression buffer 218. In general, the 
larger the WindoW the better the compression ratio, but the 
longer it takes to search for matching symbol strings. 

[0051] The compression engine 218 can be provided With 
data to compress and polled for completion, hoWever it is 
also straightforWard to arrange a compression engine 218 
With a callback mechanism to call a function of the hiber 
nation engine 200 after some number of bytes are com 
pressed, Where the number may be speci?ed by a parameter 
provided by the calling hibernation engine 200. In this 
manner, When compressing data, the pending I/O status can 
be regularly checked at a frequency controlled (primarily) 
by the hibernation engine 200. Step 404 represents the call 
by the hibernation engine 200 to the compression engine 
214, Which compresses the data into the output compression 
buffer 218. With the call, the compression engine 214 is 
passed a pointer to call back the hibernation engine 200, so 
that When the amount of data is compressed the drivers can 
be again polled until the last pending I/O completes. 

[0052] FolloWing the call back from the compression 
engine 214, step 406 represents the checking of the disk 
status, Which initially should be ready. If ready, step 410 is 
executed to notify the drivers 210, 212 of any completed I/ O, 
as needed. Step 412 checks Whether there is enough com 
pressed data to perform the Write, e.g., based on hardWare 
requirements and/or otherWise for ef?ciency, such as to Write 
larger blocks per request rather than several smaller ones. If 
there is not enough data, the process loops back to step 404 
to call back the compression engine 214 to compress more 
data. Note that With appropriate buffer siZes, it is not 
possible to have a situation Wherein the buffer 218 is full yet 
there is not enough data to Write. When there is enough data 
to perform a Write as determined via step 412, step 414 then 
tests Whether the data ready in the output buffer 218 exceeds 
the amount that the hardWare can handle, Which as discussed 
above Was provided to the hibernation engine 200 via the 
calls to the drivers. If so, step 414 branches to step 416 to set 
the Write request to the hardWare limit, and thereby essen 
tially segment this request so that the hardWare drivers do 
not need the complex kernel services (noW unavailable) to 
handle the request. Step 418 represents the DMA Write 
request to the DMA controller driver 210. Note that a 
circular output buffer that is properly aligned and has a siZe 












