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SYSTEM AND METHOD FOR VERIFYING 
VALIDITY OF A PRODUCT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is based on Japanese patent appli 
cations No. 2003-385391, ?led on Nov. 14, 2003, and No. 
2004-273901, ?led on Sep. 21, 2004, the entire contents of 
Which are hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention generally relates to system 
and methods for verifying validity of various products such 
as electronics devices and home electronic appliances, and 
more particularly, to systems and methods for verifying the 
validity of a product based on detecting falsi?cation or 
change Which occur While the product is sent from a 
manufacturer to a customer. 

[0004] 2. Description of the Related Art 

[0005] While a product is delivered from a manufacturer 
to a customer, various third parties other than the manufac 
turer and the customer (e.g., a delivery company, a retail 
store, etc.) generally intervene during the delivery. HoWever, 
these third parties are not alWays trusted persons. Thus there 
is a possibility that falsi?cation and/or change in a product 
can occur during the delivery. In particular, When a product 
is large, it is difficult to secure a reliable method of delivery, 
such as a public mail system. Further, it is dif?cult for a 
customer to notice dishonesties, such as falsi?cation and/or 
change in the product. 

[0006] For eXample, in information-related security prod 
ucts Which deal With important information and have secu 
rity functions such as user identi?cation or access control, 
etc. for accessing to these products, a manufacturer endoWs 
these products With robust security functions. HoWever, 
When program or hardWare is falsi?ed or changed, a problem 
occurs. 

[0007] In ISO/IEC 15408, Which is an international stan 
dard of information technology (IT) security evaluation, it is 
required to provide some means capable of offering assur 
ances that valid products are sent to customers for certain, 
for eXample, delivering a product from a manufacturer 
straight to a customer. 

[0008] In addition, it is possible that in general home 
electric appliances that are unrelated to information security, 
a third party having hostility toWards a manufacturer can 
remove a security function introduced as a measure against 
product liability laW. In such a case, a problem similar to the 
problems discussed above can occur. 

[0009] Therefore, in order to solve the above-mentioned 
problems, Japanese Laid-Open Patent Publication No. 2000 
011114 (the entire contents of Which are hereby incorporated 
by reference) describes a product authentication system that 
vouches for the validity by tagging the product. 

[0010] With regard to e-mails or electronic ?les, the 
method of vouching for the validity of the contents thereof 
by using electronic signatures is generally used. HoWever, 
such techniques are not applied to IT products other than 
e-mails and electronic ?les. 
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[0011] In addition, Japanese Laid-Open patent Publication 
No. 2000-011114 describes veri?cation algorithm based on 
public key encryption technology. The product authentica 
tion system in Japanese Laid-Open patent Publication No. 
2000-011114 is effective in detecting a product that is 
entirely counterfeit (e.g., a counterfeit brand-name product). 
HoWever, the product authentication system is ineffective in 
detecting dishonesties When a part of a component of 
softWare, ?rmWare, hardWare, etc., is falsi?ed or changed. 

SUMMARY OF THE INVENTION 

[0012] The present invention advantageously provides a 
product validity verifying system for verifying the validity 
of a product that includes a system management unit con 
?gured to collect speci?c information associated With com 
ponents of a veri?cation target product, an electronic sig 
nature generating unit con?gured to generate an electronic 
signature based on speci?c information provided from the 
system management unit, and a veri?cation unit con?gured 
to verify the validity of the target product based on making 
comparisons betWeen speci?c information restored from the 
electronic signature and speci?c information provided from 
the system management unit. 

[0013] Using the above-described system, it is possible to 
con?rm the existence of falsi?cation or change, and to avoid 
using a dishonest product Without noticing. 

[0014] Furthermore, other aspects of the present invention 
provide a method of using the product validity verifying 
system for verifying the validity of a target product. 

[0015] These and other features and advantages of the 
present invention Will become apparent upon consideration 
of the folloWing description of the preferred embodiments of 
the present invention, taken in conjunction With the accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] Amore complete appreciation of the invention and 
many of the attendant advantages thereof Will be readily 
obtained as the same becomes better understood by refer 
ence to the folloWing detailed description When considered 
in connection With the accompanying draWings. 

[0017] FIGS. 1A and 1B are schematic vieWs of a product 
validity verifying system in accordance With a ?rst embodi 
ment of the present invention. 

[0018] FIG. 2 is a ?oWchart illustrating a process of 
verifying the validity of a product in accordance With the 
?rst embodiment of the present invention. 

[0019] FIGS. 3A and 3B are schematic vieWs of a product 
validity verifying system in accordance With a second 
embodiment of the present invention. 

[0020] FIG. 4 is a ?oWchart illustrating a process of 
verifying the validity of a product in accordance With the 
second embodiment of the present invention. 

[0021] FIGS. 5A and 5B are schematic vieWs of a product 
validity verifying system in accordance With a third embodi 
ment of the present invention. 

[0022] FIG. 6 is a ?oWchart illustrating a process of 
verifying the validity of a product in accordance With the 
third embodiment of the present invention. 
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[0023] FIG. 7 is an explanatory display vieW of encrypted 
result on an operation panel. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0024] Referring noW to the drawings, Wherein like ref 
erence numerals designate identical or corresponding parts 
throughout the several vieWs. In describing preferred 
embodiments illustrated in the draWings, speci?c terminol 
ogy is employed for the sake of clarity. HoWever, the 
disclosure of this patent speci?cation is not intended to be 
limited to the speci?c terminology so selected, and it is to be 
understood that each speci?c element includes all technical 
equivalents that operate in a similar manner. 

First Embodiment 

[0025] FIGS. 1A and 1B are schematic vieWs of a product 
validity verifying system in accordance With a ?rst embodi 
ment of the present invention. In right side of FIG. 1 (i.e., 
FIG. 1B), system components at a manufacturer site are 
depicted. The manufacturer site includes a printer 1 that is a 
target product for validity veri?cation and an electronic 
signature generating device 2 that includes an electronic 
generating unit 6, as components. The printer 1 includes 
plural hardWare 11 and plural softWare 12 (i.e., programs) as 
components of the printer 1. The hardWare 11 is a card that 
includes at least one of a central processing unit (CPU), a 
random access memory (RAM), a nonvolatile memory, such 
as a netWork card, a parallel interface (I/F) card, etc. The 
softWare 12 is an execution module for running the CPU 
(i.e., a CPU readable program). 

[0026] The CPU of the printer 1 executes processes 
according to softWare 12, for example, a program for 
executing functions of a system management unit 21, etc. 
Further, the CPU of the electronic signature generating 
device 2 executes processes according to, for example, a 
program for executing functions of the electronic signature 
generating unit 6, etc. 

[0027] Further, the printer 1 includes the system manage 
ment unit 21 Which gathers speci?c information (speci?c 
information A-1, A-2, A-3 . . .A-N, Where N is a number of 
the components) regarding each component (hardWare 11 
and softWare 12) of the printer 1. The system management 
unit 21 collects speci?c information from the individual 
components, gathers together the speci?c information from 
all the components, and generates speci?c information A as 
a Whole for the printer 1 (i.e., speci?c information A), and 
has a function of sending speci?c information A to a 
requestor. As means for generating ?nal speci?c information 
A, for example, the system management unit 21 has a 
function of applying a hash function (for example, SHA-l) 
to connected speci?c information A. In addition, the hash 
function is an example of a one-Way function, Where the 
function is not limited to the hash function. 

[0028] The printer 1 can return speci?c information A of 
the printer 1 made by gathering together the speci?c infor 
mation of each component according to an external or 
internal inquiry. For example, a manufacturer of the printer 
1 stores speci?c information of each component (e.g., an ID 
number unknoWn by anyone but the manufacturer) in a 
tamper-proof nonvolatile memory, or a tamper-proof inte 
grated circuit (IC) chip, etc., included in each component. 

May 19, 2005 

The system management unit 21 of the printer 1 can read out 
speci?c information from the nonvolatile-memory or the IC 
chip, etc. When necessary. In addition, a tamper-proof char 
acteristic can be determined by a resistance to physical 
damage, for example, analyZing information based on 
detecting a voltage surge or a signal path, etc. 

[0029] When components are hardWare, each hardWare 
component sends speci?c information to the system man 
agement unit 21 according to a command from the system 
management unit 21. In addition, another example of spe 
ci?c information is a Media Access Control (MAC) address 
Which is a 12-?gure hexadecimal speci?c number recog 
niZed throughout the World When the hardWare is a netWork 

card.) 
[0030] Further, When components are softWare, for 
example, the system management unit 21 applies a hash 
function to a ?le including Whole binary data of each 
softWare (i.e., a ?le of execution module) and treats a 
resultant hash value as speci?c information for the Whole of 
the components of the printer. The system management unit 
21 sends its information as speci?c information A of the 
printer 1 to an external or internal inquiry site. In addition, 
the system management unit 21 can apply the hash function 
to binary data (e.g., a ?le of execution module) of each 
softWare and treats resultant hash values as speci?c infor 
mation of the components. The system management unit 21 
connects resultant speci?c information and sends its infor 
mation as speci?c information A of the printer 1 to an 
external or internal inquiry site. 

[0031] When one of inquiry sites is the electronic signa 
ture generating device 2 or the electronic generating unit 6, 
the functions of the electronic signature generating device 2 
is carried out by an information-processing device such as a 
personal computer (PC), etc. In addition, for simpli?ed 
explanation, the embodiment in Which the electronic gen 
erating unit 6 executes various processes Will be described 
beloW. When the electronic generating unit 6 gets speci?c 
information A from the printer 1, the electronic generating 
unit 6 encrypts speci?c information A based on a RSA 
private key B and generates an encrypted electronic signa 
ture C. For example, the electronic generating unit 6 Writes 
the encrypted electronic signature C in a nonvolatile 
memory of the printer 1 through a parallel interface 

[0032] On the other hand, in the left side of FIG. 1 (i.e., 
FIG. 1A), system components of a customer site are 
described. The customer site includes the printer 1 delivered 
from the manufacturer site through a delivery route (e.g., a 
delivery route in danger of falsi?cation and/or change during 
the delivery) and a PC 4 as an information-processing device 
Where the veri?cation unit 3 is installed or read. The 
veri?cation unit 3 is generated at the manufacturer site and 
includes, for example, an RSA public key D for restoring the 
electronic signature C Written in the printer 1. The veri?ca 
tion unit 3 is, for example, sent in the form of a computer 
readable medium to the customer site through a reliable 
delivery route secured from falsi?cation and change during 
the delivery. A CPU of the PC 4, for example, executes 
processes according to a program for carrying out functions 
of the veri?cation unit 3. For simpli?ed explanation, the 
embodiment in Which the veri?cation unit 3 executes vari 
ous processes Will be described beloW. 
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[0033] FIG. 2 is a ?owchart illustrating a process of 
verifying the validity of a product in accordance With the 
?rst embodiment of the present invention. 

[0034] At the manufacturer site, the system management 
unit 21 collects speci?c information for each speci?c com 
ponent (e.g., softWare, ?rmWare, hardWare, etc.) of a product 
(e. g., the printer 1 in FIG. 1B). The system management unit 
21 generates speci?c information A that is aggregative 
speci?c information of the printer 1. As mentioned above, 
the electronic signature unit 6 gets speci?c information A 
from the system management unit 21 of the printer 1 (step 
S1). The electronic signature unit 6 generates the electronic 
signature C based on encrypting speci?c information A by 
the RSA private key B based on RSA public-key cryptog 
raphy (step S2). The electronic signature unit 6 Writes the 
electronic signature C in the nonvolatile memory of the 
printer 1 (step S3). 
[0035] Next, a veri?cation unit generating device 7 gen 
erates the veri?cation unit 3 including the RSA pubic key D 
corresponding to a pair key of the RSA private key B and 
stores the veri?cation unit 3 in a computer readable medium, 
etc. (step S4). The computer readable medium is, for 
example, a ?oppy disk (FD), a computer disk (CD), a Digital 
Video Disk (DVD), a portable Hard Disk Drive (HDD), and 
a portable Universal Serial Bus (USB) memory, etc. The 
veri?cation unit generating device 7 can be included in the 
electronic generating device 2, or in another device (e.g., a 

PC). 
[0036] The manufacturer delivers the printer 1 to the 
customer through a delivery route. Further, the manufacturer 
delivers the computer readable medium including the veri 
?cation unit 3 to the customer through another reliable 
delivery route, for example, a public mail system (step S5). 
In addition, the reliable delivery route can be direct delivery 
by a service man, or a doWnload from a home page of the 
manufacturer as Well as the public mail system. For 
example, When a doWnload is used as a reliable delivery 
route, the veri?cation unit 3 can be doWnloaded to a PC at 
the customer site. 

[0037] In addition, the RSA public key of the manufac 
turer may not be included in the veri?cation unit 3. For 
example, the RSA public key can be sent from a third 
certi?cation department Which issues a public key certi?cate 
to the customer site. For simpli?ed explanation, the embodi 
ment in Which the public key D is delivered to the customer 
site in condition that the public key D is included in the 
veri?cation unit 3 Will be described beloW. 

[0038] The customer gets the printer 1 and the computer 
readable medium including the veri?cation unit 3 through 
different routes. The customer attaches the computer read 
able medium to a PC 4 and connects the printer 1 to the PC 
4 through a parallel cable (step S6). 

[0039] Judgment of falsi?cation and/or change is con 
?rmed as beloW. In addition, as mentioned above, the PC 4 
reads out the veri?cation unit 3 from the computer readable 
medium. The veri?cation unit 3 runs on a CPU of the PC 4. 

[0040] The system management unit 21 of the printer 1 
then collects speci?c information from each component and 
generates speci?c information a. The veri?cation unit 3 gets 
speci?c information a (step S7). The veri?cation unit 3 
restores speci?c information A from the electronic signature 
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C stored in the product, based on the public key D of the 
manufacturer (step S8). The veri?cation unit 3 veri?es the 
validity of the product by making comparisons betWeen 
speci?c information a and speci?c information A (step S9). 
Further, the veri?cation unit 3 displays veri?cation result on 
a display device, etc. of the PC 4 (step S10). 

[0041] Therefore, in step S9, When speci?c information a 
is different from speci?c information A, it means that 
falsi?cation and/or change of components occurred during 
the delivery. In step S10, the veri?cation unit 3 causes the 
display device of the PC 4 to display the indication that 
falsi?cation and/or change of components occurred. Thus, 
the customer can con?rm the existence of falsi?cation 
and/or change and avoid using a dishonest product Without 
noticing. 

[0042] In addition, in the present embodiment the elec 
tronic generating unit 6 and/or the veri?cation unit 3 are 
external to the printer 1 is described. HoWever, the electronic 
generating unit 6 and/or the veri?cation unit 3 can alterna 
tively be provided in the printer 1. The printer 1 may print 
out the veri?cation result, etc. 

Second Embodiment 

[0043] In the above-mentioned ?rst embodiment, an 
embodiment in Which the printer 1 including the electronic 
signature is delivered from the manufacturer site to the 
customer site is described. The electronic signature is not 
included in the printer 1, the electronic signature can be 
delivered With the veri?cation unit from the manufacturer 
site to the customer site. In the second embodiment, an 
embodiment is described in Which the electronic signature is 
delivered With the veri?cation unit from the manufacturer 
site to the customer site. In addition, in the second embodi 
ment, the points different from the ?rst embodiment Will be 
described. 

[0044] FIGS. 3A and 3B are schematic vieWs of a product 
validity verifying system in accordance With a second 
embodiment of the present invention. In this embodiment, 
the printer 101 includes plural hardWare 111 and plural 
softWare 112 (i.e., programs) as components of the printer 
101. In the present embodiment, When the electronic signa 
ture generating unit 106 gets speci?c information Afrom the 
printer 101, the electronic signature generating unit 106 
encrypts speci?c information A based on the RSA private 
key B and generates the electronic signature C. For example, 
the electronic signature generating unit 106 sends the elec 
tronic signature C to the veri?cation unit generating device 
107. 

[0045] The veri?cation unit generating device 107 getting 
the electronic signature C generates the veri?cation unit. For 
example, the veri?cation unit generating device 107 stores 
the electronic signature C and the veri?cation unit in a 
computer readable medium. In addition, the electronic sig 
nature generating unit 106 can generate the veri?cation unit 
103. 

[0046] FIG. 4 is a ?oWchart illustrating a process of 
verifying the validity of a product in accordance With the 
second embodiment of the present invention. In the manu 
facturer site, the system management unit 121 collects 
speci?c information speci?c to each component (e.g., soft 
Ware, ?rmWare, hardWare, etc.) of a product (e. g., the printer 
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101 in the present embodiment) and generates speci?c 
information Athat is aggregative speci?c information of the 
printer 101. As described above, the electronic signature unit 
106 gets speci?c information A from the system manage 
ment unit 121 of the printer 101 (step S11). The electronic 
signature unit 106 generates the electronic signature C by 
encrypting speci?c information Aby the RSA private key B 
of RSA public-key cryptography (step S12). 

[0047] Next, the veri?cation unit generating device 107 or 
the electronic signature generating unit 106 generates the 
veri?cation unit 103 including the RSA pubic key D corre 
sponding to a pair key of the private key B and stores the 
electronic signature C and the veri?cation unit 103 in the 
computer readable medium (step S13). The veri?cation unit 
generating device 107 can be included in the electronic 
generating device 102, or in another device (e.g., a PC). 

[0048] The manufacturer then delivers the printer 101 to 
the customer. Further, the manufacturer delivers the com 
puter readable medium including the electronic signature C 
and the veri?cation unit 103, etc. to the customer through 
another reliable delivery route, for example, a public mail 
system (step S14). In addition, a reliable delivery route can 
be direct delivery by a service man, or a doWnload from a 
home page of the manufacturer, as Well as public mail 
system. In addition, When the doWnload is used as a reliable 
delivery route, the veri?cation unit 103 is doWnloaded to the 
PC at the customer site. 

[0049] In addition, the RSA public key of the manufac 
turer may not be included in the veri?cation unit 103. For 
example, the RSA public key can be sent to the customer site 
from a third certi?cation department Which issues a public 
key certi?cate. HoWever, for simpli?ed explanation, the 
embodiment that the public key D is delivered to the 
customer site on condition that the public key D is included 
in the veri?cation unit 103 Will be described as beloW. 
Further, the electronic signature C and the veri?cation unit 
103 are delivered together to the customer site. 

[0050] The customer gets the printer 101 and the computer 
readable medium including the electronic signature C and 
the veri?cation unit 103 through different routes. The cus 
tomer attaches the computer readable medium to the PC 104 
and connects the printer 101 to the PC 104 by the parallel 
cable (step S15). Judgment of falsi?cation and/or change is 
con?rmed as beloW. In addition, as mentioned above, the PC 
104 reads out the electronic signature C and the veri?cation 
unit 103 from the computer readable medium. The veri? 
cation unit 103 runs on the CPU of the PC 104. 

[0051] The system management unit 121 of the printer 1 
then collects speci?c information from each component and 
generates speci?c information a. The veri?cation unit 103 
gets speci?c information a (step S16). The veri?cation unit 
103 restores speci?c information A based on the public key 
D of the manufacturer and the electronic signature C (step 
S17). The veri?cation unit 103 veri?es the validity of the 
product by making comparisons betWeen speci?c informa 
tion a With speci?c information A (step S18). Further, the 
veri?cation unit 103 displays veri?cation result on a display 
of the PC 104 (step S19). 

[0052] Therefore, in step S18, When speci?c information a 
is different from speci?c information A, it means that 
falsi?cation and/or change of components occurred during 
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the delivery. In step S19, the veri?cation unit 103 causes the 
display device to display the indication that falsi?cation 
and/or change of components occurred. Thus, the customer 
can con?rm the existence of falsi?cation and/or change and 
avoid using a dishonest product Without noticing. 

[0053] In addition, in the second embodiment the elec 
tronic generating unit 106 and the veri?cation unit 103 are 
external to the printer 101 is described. HoWever, the 
electronic generating unit 106 and/or the veri?cation unit 
103 can alternatively be provided in the printer 101. The 
printer 101 may print out the veri?cation result, etc. 

Third Embodiment 

[0054] FIGS. 5A and 5B are schematic vieWs of a product 
validity verifying system in accordance With a third embodi 
ment of the present invention. The points different from the 
?rst and second embodiments Will be described as beloW. In 
this embodiment, a target product for verifying the validity 
is a digital multifunctional printer 205 including a copy 
function, etc. The digital multifunction printer 205 stores a 
private key E internally. The digital multifunction printer 
205 includes an operation panel 224 having a screen and a 
keyboard and an encryption module 222 Which encrypts 
speci?c information A, etc. based on the private key E. 
Further, hardWare 211 of the digital multifunction printer 
205 is, for example, a card (a netWork card, a parallel 
interface (I/F) card, etc.) including at least one of a CPU, a 
RAM, and a nonvolatile memory. Further, softWare 212 is an 
execution module for running the CPU (i.e., a CPU readable 
program). 
[0055] The CPU of the digital multifunction printer 205 
executes processes according to a program for carrying out 
the functions of the system management unit 221 or the 
encryption module 222, etc. When a number F (for example, 
8 alpha numeric characters) is input to the encryption 
module 222 through the operation panel 224 by an operator 
(manufacturer) of the digital multifunction printer 205, the 
encryption module 222 requests the acquisition of speci?c 
information A to the system management unit 221. 

[0056] When the system management unit 221 gets the 
request for the acquisition of speci?c information Afrom the 
encryption module 222, the system management unit 221 
collects speci?c information (speci?c information A-1, A-2, 
A-3 . . . A-N, Where N is a number of the components) of 

each component (hardWare 211 and softWare 212) of the 
digital multifunction printer 205 and generates speci?c 
information A as aggregative speci?c information of the 
digital multifunction printer 205. The system management 
unit 221 provides speci?c information A With the requestor 
(i.e., the encryption module 222). 

[0057] The encryption module 222 encrypts the number F 
input through the operation panel 224 and speci?c informa 
tion Areceived from the system management unit 221 based 
on the private key E stored in hardWare, etc. of the digital 
multifunction printer 205 and generates a value G. The 
encryption module 222 indicates the value G to the manu 
facturer, etc. through the operation panel 224. The manu 
facturer registers a combination of the input number F and 
the value G corresponding to the number F in order to offer 
the combination to a customer in Writing. 

[0058] Encryption method for getting the value G from the 
number F is, for example, common key encryption method 
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such as triple DES of 128 bit key length encryption method. 
The private key E used in triple Data Encryption Standard 
(DES) encryption method shall be determined peculiarly in 
accordance With each product. 

[0059] For example, the system management unit 221 
provides 160 bits (20 bites) binary data that is a result of a 
hash function SHA-1 as speci?c information A With the 
encryption module 222. The encryption module 222 con 
nects the number F (8 bites) to speci?c information A (160 
bits (20 bites)) and generates 28 bites data. The encryption 
module 222 generates the value G by encrypting 28 bites 
data based on the private key E. 

[0060] The manufacturer can set a different number F 
using random numbers, etc. for each digital multifunction 
printer. Further, When it is a possibility that a malicious third 
person cracks the encryption algorithm by trying a combi 
nation of a number F and a value G, the manufacturer can 
change the encryption speci?cation into an appropriate one 
according to the frequency of envisioned attacks. 

[0061] The manufacturer of the digital multifunction 
printer 205 delivers the digital multifunction printer 205 
through a delivery route. Further, the manufacturer delivers 
a paper in Which the combination of the number F and the 
value G are Written through a reliable delivery route (e.g., 
public mail). In addition, the number F and the value G may 
not be Written on paper. For example, the manufacturer 
registers the number F and the value G in a server so that the 
customer can doWnload the number F and the value G from 
the server. The customer can doWnload the number F and the 
value G from the server and use the number F and the value 
G for verifying the validity of the digital multifunction 
printer 205. For simpli?ed explanation, the embodiment that 
the number F and the value G are Written in a paper Will be 
described beloW. A reliable delivery route can be direct 
delivery by a service man. 

[0062] When the customer gets the digital multifunction 
printer 205 and a paper in Which the number F and the value 
G are Written through different routes, the customer inputs 
the number F Written in the paper in the digital multifunction 
printer 205 through the operation panel 224. 

[0063] The encryption module 222 encrypts the number F 
input through the operation panel 224 and speci?c informa 
tionAreceived from the system management unit 221, based 
on the private key E stored in hardWare of the digital 
multifunction printer 205 and generates a value g. The 
encryption module 222 causes the operation panel 224 to 
display the value g. 

[0064] The customer veri?es the validity of a product 
(e.g., the digital multifunction printer 205) by making com 
parisons betWeen the value g on the operation panel 224 and 
the value G Written in a paper, etc. 

[0065] FIG. 6 is a ?oWchart illustrating a process of 
verifying the validity of a product in accordance With the 
third embodiment of the present invention. At the manufac 
turer site, the speci?c private key E for a product (e.g., the 
digital multifunction printer 205) is Written in a computer 
readable product of the digital multifunction printer 205 
(step S21). The computer readable product is, for example, 
a nonvolatile memory or a tamper-proof IC chip. At the 
manufacturer, the number F is input into the digital multi 
function printer 205 through the operation panel 224 (step 
S22). 
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[0066] When the number F is input into the digital mul 
tifunction printer 205 through the operation panel 224, the 
encryption module 222 of the digital multifunction printer 
205 requests the acquisition of speci?c information A to the 
system management unit 221 and gets speci?c information 
from the system management unit 221 (step S23). 

[0067] The encryption module 222 encrypts the number F 
input through the operation panel 224 in step S22 and 
speci?c information A received from the system manage 
ment unit 221 in step S23, based on the private key E stored 
in hardWare (e.g., a nonvolatile memory, a tamper-proof IC 
chip, etc.) of the digital multifunction printer 205 and 
generates the value G (step S24). 

[0068] The manufacturer of the digital multifunction 
printer 205 delivers the digital multifunction printer 205 
through a delivery route. Further, the manufacturer delivers 
a paper in Which the combination of the number F and the 
value G are Written through a reliable route (e.g., public 
mail) (step S25). 
[0069] When the customer gets the digital multifunction 
printer 205 and a paper in Which the number F and the value 
G are Written through different routes, the customer inputs 
the number F Written in the paper in the digital multifunction 
printer 205 through the operation panel 224 (step S26). 

[0070] When the number F is input to the digital multi 
function printer 205 through the operation panel 224, the 
encryption module 222 requests the acquisition of speci?c 
information A to the system management unit 21 and gets 
speci?c information A from the system management unit 
221 (step S27). 
[0071] The encryption module 22 encrypts the number F 
input through the operation panel 224 in step S26 and 
speci?c information A received from the system manage 
ment unit in step S27, based on the private key E stored in 
hardWare, etc. of the digital multifunction printer 205 and 
generates the value g (step S28). The encryption module 222 
causes the operation panel 224 to display the value g. 

[0072] The customer veri?es the validity of a product by 
making comparisons betWeen the value g displayed on the 
operation panel 224 by the encryption module 222 and the 
value G Written in a paper, etc. (step S29). 

[0073] In step S29, When the value G is different from the 
value g, it means that falsi?cation and/or change of com 
ponents occurred during the delivery. Thus, the customer 
can con?rm the existence of falsi?cation and/or change and 
avoid using a dishonest product Without noticing. 

[0074] The private key E is secret. For example, When a 
malicious third party changes hardWare and/or softWare into 
dishonest hardWare and/or softWare, then the customer Will 
notice falsi?cation and/or change by using the above-men 
tioned method. In addition, a product is not limited to the 
printer and the digital multifunction printer. The product can 
be other electronics devices and home electronic appliances. 
Further, components of the product can be either hardWare 
or softWare. 

[0075] FIG. 7 is an explanatory display vieW of an 
encrypted result (value g) on the operation panel 224. After 
the customer of a product inputs a number through the 
operation panel 224, the customer can verify the validity of 
the product by making comparisons betWeen the displayed 
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encrypted result (i.e., the value g) and the value G Written in 
a paper, etc. received from the manufacturer site. 

[0076] Obviously, numerous modi?cations and variations 
of the present invention are possible in light of the above 
teachings. It is therefore to be understood that Within the 
scope of the appended claims, the invention may be prac 
ticed otherWise than as speci?cally described herein. 

1. A product validity verifying system comprising: 

a system management unit con?gured to collect speci?c 
information associated With components of a veri?ca 
tion target product; 

an electronic signature generating unit con?gured to gen 
erate an electronic signature based on the speci?c 
information provided from the system management 
unit; and 

a veri?cation unit con?gured to verify the validity of the 
target product based on making comparisons betWeen 
restored speci?c information restored from the elec 
tronic signature and the speci?c information provided 
from the system-management unit. 

2. The product validity verifying system according to 
claim 1, Wherein the electronic signature generating unit 
generates the electronic signature from speci?c information 
provided from the system management unit based on a 
private key of a manufacturer of the target product. 

3. The product validity verifying system according to 
claim 2, Wherein the veri?cation unit is provided from the 
manufacturer to a customer of the target product and restores 
the restored speci?c information from the electronic signa 
ture based on a public key corresponding to the private key 
and verify the validity of the target product based on making 
comparisons betWeen the restored speci?c information and 
the speci?c information provided from the system manage 
ment unit. 

4. The product validity verifying system according to 
claim 1, Wherein the veri?cation unit restores the restored 
speci?c information from the electronic signature stored in 
the target product. 

5. The product validity verifying system according to 
claim 1, Wherein the veri?cation unit and the electronic 
signature are provided from the manufacturer to a customer 
of the target product, and Wherein the veri?cation unit 
restores the restored speci?c information from the electronic 
signature. 

6. The product validity verifying system according to 
claim 1, Wherein the system management unit is included in 
the target product. 

7. The product validity verifying system according to 
claim 1, Wherein the system management unit collects at 
least one of speci?c information associated With hardWare of 
the target product and speci?c information associated With 
softWare of the target product, and Wherein the system 
management unit generates speci?c information for the 
Whole target product from collected speci?c information. 

8. The product validity verifying system according to 
claim 7, Wherein the system management unit provides 
speci?c information for the Whole target product to a 
requester. 

9. The product validity verifying system according to 
claim 7, Wherein the speci?c information of hardWare is 
stored in a tamper-proof computer readable product built in 
the hardWare. 
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10. A veri?cation target apparatus comprising: 

a system management unit con?gured to collect speci?c 
information associated With components of a target 
product and provide speci?c information to a requester 
according to a request from the requestor. 

11. The veri?cation target apparatus according to claim 
10, Wherein the requestor is a veri?cation unit for verifying 
the validity of the target product. 

12. The veri?cation target apparatus according to claim 
10, Wherein the requester is an electronic signature gener 
ating unit for generating an electronic signature. 

13. The veri?cation target apparatus according to claim 
10, further comprising: 

an operation panel con?gured to receive input information 
from an operator and display various information for 
the operator; and 

an encryption unit con?gured to encrypt the input infor 
mation and the speci?c information, 

Wherein the system management unit provides speci?c 
information With the encryption unit according to a 
request of the encryption unit Which is the requester. 

14. The veri?cation target apparatus according to claim 
13, Wherein the encryption unit displays the encryption 
result on the operation panel. 

15. The veri?cation target apparatus according to claim 
10, Wherein the system management unit collects at least one 
of speci?c information associated With hardWare of the 
target product and speci?c information associated With 
softWare of the target product, and Wherein the system 
management unit generates speci?c information for a Whole 
target product from collected speci?c information. 

16. The veri?cation target apparatus according to claim 
15, Wherein the system management unit provides speci?c 
information for the Whole target product to the requester. 

17. The veri?cation target apparatus according to claim 
15, Wherein the speci?c information of hardWare is stored in 
a tamper-proof computer readable product built in the hard 
Ware. 

18. Amethod for verifying the validity of a target product 
comprising: 

collecting speci?c information associated With compo 
nents of a target product; 

generating an electronic signature based on the speci?c 
information provided from the collecting step; and 

verifying the validity of the target product based on 
making comparisons betWeen restored speci?c infor 
mation restored from the electronic signature and the 
speci?c information provided from the collecting step. 

19. Amethod for verifying the validity of a target product 
comprising: 

a ?rst speci?c information providing step collects speci?c 
information associated With components of a target 
product according to a request of an electronic signa 
ture generating unit for generating an electronic signa 
ture and provides the speci?c information to the elec 
tronic signature generating unit; 

an electronic signature generating step generates an elec 
tronic signature based on the speci?c information pro 
vided by the ?rst speci?c information providing step; 
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a second speci?c information providing step collects the 
speci?c information associated With components of the 
target product according to a request of a veri?cation 
unit for verifying the validity of the target product and 
provides the speci?c information to the veri?cation 
unit; and 

a veri?cation step veri?es the validity of the target product 
based on making comparisons betWeen restored spe 
ci?c information restored from the electronic signature 
and the speci?c information provided by the second 
speci?c information providing step. 

20. The method according to claim 19, Wherein the 
electronic signature generating step comprises generating an 
electronic signature from the speci?c information provided 
by the ?rst speci?c information providing step, based on a 
private key of a manufacturer of the target product. 

21. The method according to claim 19, Wherein the 
veri?cation step comprises restoring the restored speci?c 
information from the electronic signature stored in the target 
product. 

22. The method according to claim 19, Wherein the 
veri?cation step comprises restoring the electronic signature 
provided from a manufacturer of the target product to a 
customer With the veri?cation unit. 

23. The method according to claim 19, Wherein the system 
management unit is included in the target product. 

24. The method according to claim 19, Wherein the ?rst 
speci?c information providing step and the second speci?c 
information providing step comprise collecting at least one 
of speci?c information associated With hardWare of the 
target product and speci?c information associated With 
softWare of the target product, generating speci?c informa 
tion for the Whole target product from collected speci?c 
information, and providing speci?c information for the 
Whole target product to a requestor. 

25. The method according to claim 24, Wherein the 
speci?c information of hardWare is stored in a tamper-proof 
computer readable product built into the hardWare. 

26. A method for providing speci?c information in a 
veri?cation target apparatus comprising: 

collecting speci?c information associated With compo 
nents of the target apparatus; and 

providing speci?c information to a veri?cation unit for 
verifying the validity of the target apparatus according 
to a request of the veri?cation unit. 
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27. The method according to claim 26, further comprising 
the step of providing the speci?c information to an elec 
tronic signature generating unit for generating an electronic 
signature according to a request of the electronic signature 
generating unit. 

28. The method according to claim 26, further comprising 
the steps of: 

receiving input information from an operator through an 
operation panel and displaying various information on 
the operation panel for the operator; and 

providing the speci?c information to an encryption unit 
for encrypting input information and the speci?c infor 
mation according to a request of the encryption unit. 

29. The method according to claim 28, further comprising 
the step of displaying the encryption result on the operation 
panel. 

30. The method according to claim 26, Wherein the 
speci?c information providing step comprises collecting at 
least one of speci?c information associated With hardWare of 
the target product and speci?c information associated With 
softWare of the target product, generating speci?c informa 
tion for the Whole target product from collected speci?c 
information, and providing the speci?c information for the 
Whole target product to a requestor. 

31. The method according to claim 30, Wherein the 
speci?c information of the hardWare is stored in a tamper 
proof computer readable-product built into the hardWare. 

32. An apparatus comprising: 

a plurality of components; 

means for collecting speci?c information associated With 
said plurality of components and for providing the 
speci?c information to an electronic signature gener 
ating unit adapted to generate an electronic signature 
based on the speci?c information; and 

means for providing the speci?c information to a 
requestor according to a request from the requester, 
Whereby a comparison can be made betWeen restored 
speci?c information from the electronic signature and 
the speci?c information provided to the requestor. 


