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DATA TRANSLATION ARCHITECTURE 

CROSS-REFERENCE TO OTHER APPLICATION 

[0001] This application claims priority from US. Provi 
sional Application 60/408,096 ?led Sep. 3, 2002, Which is 
hereby incorporated by reference. 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

[0002] The present application relates to computer archi 
tecture, and particularly to techniques for interfacing added 
modules into existing e-mail programs. 

[0003] Background: Computer Communications 

[0004] “Computer communications” Was regarded as a 
specialiZed area in the 1960s or so, but noW most commu 
nication is converging to a paradigm of data communication. 
The endpoints of data communication are not necessarily 
computers, but can be audio, video, or image interfaces, 
sensors, sWitches, control units, or many kinds of “smart” 
devices. Thus the established engineering principles of com 
puter netWorks are becoming applicable to a Wide range of 
applications. 

[0005] Background: NetWorks, Packets, and Protocols 

[0006] Computer netWork structure and operation is one of 
the basic areas of computer science, and a vast amount of 
literature has been published. One of the basic Ways to 
structure communications over a netWork is to use packets 
of data, as in the pioneering “packet-switched” ARPANET 
Which evolved into the Internet. 

[0007] Background: Data Translations Generally 

[0008] There are many types of transformations Which can 
be useful to perform on a stream or packet of data. One very 
common eXample is compression, discussed beloW. Another 
very simple eXample is hashing. Another common eXample 
is encryption and decryption, Where data is converted from 
a “plain” teXt (Which can be read directly With the appro 
priate application) to and from an encrypted teXt (Which 
cannot be easily read Without knoWledge of the secret “key” 
data). 
[0009] Background: Data Compression 

[0010] In general, random (unpredictable) data cannot be 
compressed Without loss of precision. HoWever, many types 
of commonly-used data blocks are not perfectly random. To 
the eXtent that the data is not perfectly random, it can be 
compressed. 

[0011] A Wide variety of techniques have been developed 
for data compression. Apopular, and very simple, algorithm 
is knoWn as “RLL” (run-length-limited) compression. This 
algorithm achieves signi?cant compression of any data 
stream Which contains long chains of repeated bytes, and has 
the advantage that it Will not produce a compressed output 
Which is signi?cantly longer than the input (as some algo 
rithms Will). 

[0012] Compression does not have to be lossless, but can 
also be lossy. Many image compression algorithms do not 
permit the full original data to be recovered eXactly, and 
such algorithms are not lossless. 
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[0013] Data compression can be particularly important 
When streaming video is sent over the Internet, as is increas 
ingly common. 

[0014] Background: Hashing 
[0015] One of the simplest types of data translation is 
“hashing,” Where data is reversibly transformed in a Way 
Which randomiZes the statistical distribution of bytes. Hash 
ing can be a useful Way to disarm viruses and/or provide a 
more nearly stochastic distribution of data. (Equalizing 
symbol distribution can help in increasing S/N ratio of data 
transmission.) 
[0016] Background: Filtering 
[0017] A special kind of data translation is ?ltering, Where 
data is transformed conditionally depending on a certain 
test. “Packet ?ltering” is a more speci?c term for content 
dependent routing. Any router performs address-dependent 
routing, but ?ltering implies that the data in the packet is 
analyZed in some fashion to affect routing. (For eXample, 
packets in Which a virus signature is found may be dis 

carded.) 
[0018] Background: Digital Signature and Identi?cation 

[0019] Public-key algorithms (RSA etc.) can be useful for 
authenticating digital documents. An extension of this is for 
identi?cation of the speci?c human Who has chosen to 
authenticate the document. There are many circumstances 
Where it Would be useful for persons communicating over 
the Internet (or over a netWork) to be able to identify 
themselves reliably. For eXample, in arm’s-length Internet 
sales, it can be useful to de?nitely identify the other party. 
For another eXample, electronic publishing over the internet 
becomes much more practical if Working access can be 
limited to only those users Who have paid for it. For another 
eXample, some users Would like to ?lter incoming email to 
eXclude mailings (such as spam) Which are not tagged With 
a reliable certi?cate of origin. 

[0020] Keys used for digital signatures are a very long 
series of bits, Which can be represented as long series of 
alphanumeric characters. Unlike Personal Identi?cation 
Numbers (PINs), it is simply not feasible for individuals to 
remember them. For access control, such key data is typi 
cally stored in a chip (or other electronic memory), Which 
can be embedded in a plastic card, or in another physical 
object such as a ring. 

[0021] Background: Interfacing to Programs 

[0022] In the past decade it has become increasingly 
dif?cult to introduce innovative business softWare products 
for the personal computer market. Such products must be 
able to interface to the Widely used softWare application 
packages, and this is not alWays easy. In particular, it is 
important for communications-related softWare to be able to 
interface to Outlook, Notes, and GroupWise, and none of 
these are easy to program for. (The documentation provided 
to third-party developers is unclear and dif?cult to use.) 

[0023] Computer communications are a someWhat 
unusual area of softWare development, in that many func 
tions may need to be combined. A user’s full-range email 
program should be able to handle (using calls to other 
programs as needed) various compression or authentication 
formats, various image formats, various audio formats, 



US 2005/0108412 A1 

various HTML or XTML extensions, various drawing for 
mats, various special fonts, virus-checking, and other neW 
functions as they come up. (For example, the secure com 
munications capabilities of PGP Were integrated into some 
email programs, such as Eudora, long before PGP Was 
available in other email programs.) As this list indicates, the 
boundary betWeen broWser functions and email functions 
has blurred someWhat in the last decade, and this trend may 
continue. Thus, since email handling necessarily involves so 
many different data types and data operations, smooth 
integration is particularly important. 

[0024] Background: Dongles 

[0025] Arecurrent theme in the softWare industry has been 
the desire to ?nd some Way to make copied softWare 
unusable. One of the earliest Ways to do this Was the 
“dongle,” in Which a physical package containing an elec 
tronic key Was attached to a port of the computer. 

[0026] Data Translation Architecture 

[0027] The present application describes a neW system 
architecture for adding in functionality, and particularly for 
adding data translation functions betWeen a communications 
program and its target (eg the outside World). The preferred 
embodiment achieves this Without any need to intrude on 
management of the TCP/IP stack; instead, data for commu 
nication is simply addressed to a reserved (preferably loop 
back) address, and is snooped by a “translation agent” 
(softWare routine or hardWare) either When it is being sent to 
the netWork interface unit or When it is echoed back. The 
translation agent can provide authentication, privacy, data 
reformatting, or other such functions. In alternative embodi 
ments these ideas can be used in digital systems Which are 
not computers, or can be used as part of a ?reWall or 

gateWay, or to interface betWeen netWorks using different 
protocols, or used in other analogous Ways. 

[0028] The disclosed innovations, in various embodi 
ments, provide one or more of at least the folloWing advan 
tages: 

[0029] simple interface into existing softWare; 

[0030] added IP address uses Without added stack 
handling; 

[0031] good invisibility to viruses; 

[0032] easy integration, even With undocumented 
e-mail programs; 

[0033] can secure all non-protocol-level data on any 
TCP/IP port; 

[0034] transparent to applications Which use TCP/IP; 

[0035] device, platform and operating system inde 
pendent; 

[0036] independent of any speci?c methodology for 
securing data; 

[0037] 
easy. 

recipient-dependent email modi?cations are 
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BRIEF DESCRIPTION OF THE DRAWING 

[0038] The disclosed inventions Will be described With 
reference to the accompanying draWings, Which shoW 
important sample embodiments of the invention and Which 
are incorporated in the speci?cation hereof by reference, 
Wherein: 

[0039] FIG. 1 shoWs a generic overvieW of the transla 
tion-assistant. 

[0040] FIG. 2 shoWs an example of implementation of the 
Translation Agent into an existing application environment. 

[0041] FIG. 3 shoWs a generic TCP/IP session. 

[0042] FIG. 4 shoWs a client server environment using 
some of the disclosed inventions. 

[0043] FIG. 5 shoWs an environment Whereby TA secures 
the transmission betWeen tWo TA client applications Without 
Server interdiction. 

[0044] FIG. 6 shoWs secure data transmission in a peer 
to-peer environment. 

[0045] FIG. 7 shoWs the client to server secure relation 
ship, and 

[0046] 
[0047] FIG. 9 is a ?oWchart for the TA examining and 
processing for transmitting data. 

[0048] FIG. 10 is a ?oWchart for the TA examining and 
processing of received data. 

[0049] FIG. 11 is a sample of the devices that can be 
secured With TA. 

[0050] FIG. 12 illustrates the interface betWeen Transla 
tion Agent and application softWare in a device. 

[0051] 
process. 

FIG. 8 shoWs the server to client relationship. 

FIG. 13 gives an overvieW of the installation 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0052] The numerous innovative teachings of the present 
application Will be described With particular reference to the 
presently preferred embodiment (by Way of example, and 
not of limitation). 

[0053] Translation Agent (TA) is an architecture for modi 
fying (e.g. securing data in the Telecommunications Control 
Protocol and Internet Protocol (TCP/IP) data stream. TA is 
platform, operating system and device independent. TA is 
independent of any speci?c technology for securing or 
otherWise modifying the data. 

[0054] TA utiliZes the TCP/IP “loopback” address 
127.002 and/or other class A addresses in that range to 
implement a procedure Whereby TA can become a pseudo 
server on and Within the physical device. 

[0055] TA is then able to monitor all or speci?c ports on 
the device and secure the data as it is transmitted or unsecure 
the data as received. 

[0056] TA is independent of speci?c protocols such as 
SMTP (“Simple Mail Transport Protocol”), POP3 (“Post 
Of?ce Protocol 3”), FTP, HTTP etc. TA examines the data, 
passing protocol level information Without modi?cation and 
secures the data portion of the transmission. 



US 2005/0108412 A1 

[0057] TA processes and secures the data based on the 
requirements and capabilities of the speci?c method used for 
securing the data. 

[0058] TA is designed to be transparent to other applica 
tions and virus checking applications. 

[0059] The TA architecture provides an open framework 
into Which many different algorithm implementations can be 
inserted as modules. For example, for converting unsecured 
data to secure data and vice versa, the TA architecture can 
support insertion of eg LZW, DES, DES-3, Rijndael, 
BloW?sh, TWoFish, PGP, RSA, etc. Algorithms used can be, 
for example, streaming or block-oriented, symmetric or 
asymmetric. 
[0060] The Translation Agent architecture is modular to 
the eXtent that a Wide variety of eXisting encryption (or 
other) algorithms can be “plugged in” to the Translation 
Agent. This means that any eXisting or later-developed 
algorithm or system can be used if any siZeable group of 
users demands it. The amount of administrative overhead 
created by these systems is reduced, since the activities 
performed Within the Translation Agent module are unseen 
by the user. This is particularly bene?cial in corporate IT 
departments, Where a considerable amount of support is 
usually necessary to make this systems function properly. 

[0061] FIG. 1 shoWs a generic overvieW of the TA’s 
function in a device 101 using TCP/IP. (The device 101 can 
be, for eXample, a personal computer, or alternatively can be 
a variety of other device types as discussed beloW.) The 
con?guration of a softWare application 100 is modi?ed to 
send and/or receive TCP/IP packets using a reserved (e.g. 
“loopback”) TCP/IP address 102 in place of its original 
TCP/IP settings. TA module 103 is con?gured to listen on 
the reserved address 102 speci?ed for this application. (Note 
that multiple reserved addresses can be speci?ed for mul 
tiple applications.) TA module 103 then initiates sessions, 
using the application’s data, on another TCP/IP connection 
106. (The TA module 103 retains the application’s original 
TCP/IP address and Port con?guration data, in order to 
transmit and receive the data.) For Widely used applications, 
con?guring the application settings Would be an automated 
installation process. In most cases, modi?cations or 
enhancements by the application vendors should not be 
required. 
[0062] As denoted in FIG. 1, the con?guration for the 
application 100 is changed to use the “loopback” address 
102, and TA Will then communicate With the application 100 
as though TA Were the intended destination. TA 103 Will 
eXamine and modify the data as necessary, and Will forWard 
the modi?ed (e.g. secured) data to the intended destination 
through connection 106. In the other direction, TA 103 Will 
receive data for the application 100 from connection 106, 
eXamine the data and unsecure it When necessary, and 
forWard it to the application 100 through connection 102. 
Thus TA 103 alloWs the application 100 to be secure in 
transmitting and receiving its data Without modi?cation to 
the application’s softWare. 

[0063] Sample Implementation: SMTP/POP3 E-Mail Cli 
ent Interface 

[0064] FIG. 2 is a more speci?c eXample of implementing 
TA into an eXisting application environment. Again, the 
eXample shoWn is based on a device 101, eg a personal 
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computer or PDA, With TCP/IP connectivity. The E-Mail 
client 100‘ in this eXample is recon?gured so that its SMTP/ 
POP3 interfaces send and receive on the “loopback” TCP/IP 
address 1270.02. Speci?cally, the SMTP target address 
saved (With many other parameters) in system con?guration 
data ?le 108 (eg a WindoWs registry ?le) has been changed 
to 127.002, and the POP3 address has also been changed to 
127.002. 

[0065] In this eXample the TA module 103‘ listens on 
127.0.02 on the “Well knoWn” port 25. When the SMTP 
interface 100A sends an E-Mail message and/or attach 
ments, TA 103‘ intercepts the messages. 

[0066] The protocol level data is preferably be passed 
through intact, but the message content (indicated by the 
appropriate SMTP body tags etc.) can be transformed by the 
TA module 103‘. That is, the TA module 103‘ preferably 
“parses” the SMTP transmission, to the limited eXtent 
needed to identify the message body and/or attachments, and 
then (depending on is programming) performs a data trans 
lation operation on these portions. The possibly-transformed 
body and attachment data, combined With the untransformed 
protocol data, is then sent along, through connection 106, to 
the SMTP server that Was originally speci?ed by the appli 
cation. 

[0067] Correspondingly, the TA module 103‘ Will listen on 
the reserved address (in this eXample 1270.0.2 on Port 110) 
for the application to initiate a POP3 session. Thereafter TA 
222 Will monitor the session, and if secured data is encoun 
tered for this application/user, then the TA module 222 Will 
unsecure the data. OtherWise the TA module 103‘ can simply 
pass the clear data through to the POP3 interface 100B. 

[0068] Both the SMTP and POP3 data securing and unse 
curing processing are transparent to the application and virus 
scans implemented at the device. 

[0069] 
[0070] FIG. 13 gives an overvieW of the installation 
process (Which, as noted, is preferably automatic.) In the 
presently preferred embodiment, TA (or its installation pro 
gram) initially eXamines the WindoWs registry 108 for e-mail 
client con?gurations. (The actual entry locations and data 
Will vary depending on the versions of the E-Mail client and 
possibly the WindoWs operating system.) TA eXtracts the 
client con?guration (steps 1310 and 1330) and saves the 
information in its oWn con?guration ?le. 

Installation of TA 

[0071] TA (or the installation program) then updates the 
WindoWs registry 108 With POP3 (step 1340) and SMTP 
(step 1320) con?gurations set to a reserved address, eg a 
loopback address 12700X. 

[0072] The TA module is then con?gured (step 1360) With 
logical relations Which Will cause it to load Whatever trans 
lation algorithms are desired. (For eXample, hashing might 
be used for outbound messages to some addresses, or 
encryption for others. 

[0073] Once the TA module itself has been set up to launch 
automatically, the unit can be restarted (step 1390). 

[0074] TA then starts a listening function for POP3 and 
SMTP on the loopback address at the Well knoWn ports for 
POP3 and SMTP. 



US 2005/0108412 A1 

[0075] When the e-mail client starts, it obtains the e-mail 
server con?guration from the WindoWs registry, and is not 
aWare of the changes made by TA. 

[0076] When the e-mail client initiates a POP3 or SMTP 
request, it actually connects With TA on the same device. 

[0077] TA then initiates the same type connection With the 
actual POP3 or SMTP server. 

[0078] TA then monitors the information, receiving from 
the e-mail client and forwarding to the server and visa versa. 

[0079] If e-mail is being sent (SMTP), then TA looks for 
the recipient information, both primary and carbon copies. If 
any recipients are in the list of registered secured recipients 
for the encryption technology implemented then TA Will 
Wait for the actual teXt and attachments and secure the 
information. If there are no secure recipients then TA simply 
continues to pass the information. 

[0080] If a POP3 session is initiated then TA simply 
checks the information to determine if it is in a secure 
format, and unsecures the information if necessary, before 
passing it to the e-mail client. If TA is not able to decrypt the 
information, eg because the recipient is not the authoriZed 
recipient, then the information is passed to the email client 
in its as-received format. 

[0081] When TA is uninstalled, the uninstallation program 
preferably resets the registry entries back to their original 
con?guration. 
[0082] Preferably TA performs a test for integrity at star 
tup. (For eXample, a checksum derived from the updated 
registry entries can be stored Where TA can read it and check 

it.) 
[0083] The same general interface should function for 
Lotus Notes and IMAP With minor changes for these pro 
tocols. 

[0084] The eXample refers to the WindoWs registry, but the 
speci?c client application may use some other form for 
saving its con?guration information, such as an “.ini” ?le, 
and in this case the minimal access to registry described 
above is merely performed on the appropriate .ini ?le or 
other location. 

[0085] Non-E-Mail Applications 

[0086] FIG. 3 shoWs a generic TCP/IP session With a 
non-email application 100“, Which can include but is not 
limited to FTP, VPN, HTTP, video conferencing and peer 
to-peer applications. By con?guring the application 100“ to 
send and receive using the “loopback” addressing scheme, 
TA is able to secure an application’s data Without modi? 
cation to the application’s softWare. TA can secure all data 
or selected data based on con?guration parameters. TA can 
be con?gured using its secured con?guration manager to use 
a different TCP/IP port on the device or for the destination. 

[0087] TA’s mechanics of operation in this con?guration 
are similar to those of the e-mail con?guration of FIG. 2. 
The application’s con?guration data is preferably altered so 
that its send routines 100A‘ use a non-routable address 102A 
(preferably a loopback address), and its receive routines 
100B‘ use a non-routable address 102B (also preferably a 
loopback address). The translation agent 103“ is set up to 
capture accesses to these reserved addresses, and to perform 
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data translation operations on the content of the transmis 
sions as described above. Note hoWever that the retransmis 
sion functions performed by translation agent 103“ can be 
slightly more complicated than those performed by email 
translation agent 103‘, since the ultimate target address is not 
necessarily static. Where the target address is unpredictable 
(as in http: or ftp: accesses), the TA 103“ is preferably 
con?gured either to snoop and divert all communications, or 
else to access dynamic routing data from inside the appli 
cation 100“. 

[0088] Secure Communication to Interdicting Server 

[0089] FIG. 4 shoWs a sample implementation in a client 
server environment Whereby the Server requires the data to 
be unsecured upon arrival. In this eXample an application 
410, running on a physical device 101A (e. g. a Workstation), 
is backed up by a local TA 420A Which secures some or all 
of the communications over connection 106 (eg a LAN or 
WAN routing). A corresponding server-side TA 420S pro 
vides a complementary data translation interface betWeen 
channel 106S and a server 430. An eXample of this envi 
ronment could be organiZation With a central E-Mail server 
Where the client 410 secures all data to the server (in this 
case E-Mail messages and attachments), and the E-Mail 
server 430 unsecures the data to perform a Server level virus 
scan. 

[0090] The reverse process can also be employed, Where 
the client 410 only receives data that has been secured by the 
Server even When the originator did not have the capability. 
An eXample of this is shoWn in FIG. 7, Where an application 
710 on a remote device 101C can communicate With the 
application 410, but all communication must be routed 
through client-server channel 106S Which is protected by TA 
modules 420A and 420S. Thus in this eXample the server 
430 can be programmed (for eXample) to perform ?reWall 
and gateWay functions needed for interface to the outside 
World. 

[0091] FIG. 8 shoWs a different implementation, Where 
client-server communications over local channel 106L are 
not necessarily mediated by TA modules, but communica 
tions Which must pass over a more eXposed channel 106W 
are secured by TA modules 420A and 420S. Note that this 
diagram is very similar to FIG. 4, eXcept that the channel 
assignments are different; in the embodiment of FIG. 8 the 
local netWork is assumed to be protected by (eg) physical 
security precautions, and the problem addressed is that of 
providing secure communications With remote Workstations. 

[0092] Peer-to-Peer Implementations 
[0093] FIG. 6 shoWs an eXample Where data transmission 
can also be secured in a peer-to-peer environment. In this 
eXample processes 610A and 610B, running on tWo different 
physical devices 101A and 101B, have their communica 
tions mediated by the complementary operations of respec 
tive translation agents 103. Note again that the physical 
devices 101 do not have to be computers, but can be, for 
eXample, components of a computing system. Thus, for 
eXample, in a large computing system Which uses an array 
of asynchronous processors to form a “compute farm,” or an 
array of storage devices to form a “server farm,” the TA 
modules can be added in to modify peer-to-peer communi 
cations. Note, hoWever, that this modi?cation is not as 
attractive for applications Where latency in communications 
is a high concern. 
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[0094] FIG. 5 shows a different version of this, Where a 
server 520 links one subnetWork 106C, on Which an appli 
cation 100C is running on a physical device 101A, to 
another subnetWork 106D, on Which another application 
100D is running on a physical device 101B. The comple 
mentary operations performed by the TA modules 103 do not 
disturb routability, but can be used, as described above, for 
symbol equalization, hashing, or encryption/decryption 
operations. 

[0095] Sample Software Implementation of Translation 
Agent 

[0096] FIGS. 9 and 10 are a complementary pair of How 
charts Which shoW an example of implementation of the 
Translation Agent module in softWare. 

[0097] FIG. 9 shoWs hoW the TA, in this sample embodi 
ment, handles data transmitted by an application (to a 
reserved address). 

[0098] Initially the TA routine simply listens to a particular 
address and port for transmissions by the application pro 
gram (state 9A), and loops in this state until matched 
incoming data is detected (branch 9B). 

[0099] When matched incoming data is detected, the pro 
tocol portion of it is extracted for unmodi?ed retransmission 
(branch 9C). If data translation is conditional (Which it may 
not be), the logical evaluations are done to see Whether data 
modi?cation is to be performed (branch 9D). (Note that test 
9D can be performed before or after test 9C.) If data 
modi?cation is to be performed, step 9E determines What 
subroutines are to be called for securing or otherWise 
translating the data, and step 9F calls the appropriate sub 
routines (typically third-party modules). Finally (step 9G), 
the reassembled packet (e.g. unmodi?ed header plus modi 
?ed body and attachments) is transmitted on to an external 
address. 

[0100] FIG. 10 shoWs hoW the TA, in this sample embodi 
ment, handles inbound data for an application. This example 
shoWs the particular case When TA is used for decryption, 
but of course similar testing and translation operations 
Would apply to other uses of TA. 

[0101] Initially the TA routine simply listens for transmis 
sions to a particular address and port (state 10A), and loops 
in this state until matched incoming data is detected (branch 
10B). 
[0102] When matched incoming data is detected, the pro 
tocol portion of it is extracted for unmodi?ed retransmission 
(branch 10C). 
[0103] The data portion of the packet is then tested to see 
Whether it has been secured (branch 10D), and if so the 
application then determines What algorithm or algorithms 
must be called to unsecure the data (step 10E). The appro 
priate program calls are then made (step 10F), and the 
modi?ed data, plus the unmodi?ed protocol-related header, 
are then transmitted to the IP address and port being Watched 
by the application. 

[0104] SoftWare Interface With Translation Agent 

[0105] FIG. 12 illustrates the interface betWeen Transla 
tion Agent and application softWare in a device. 

May 19, 2005 

[0106] TA does not interface directly With any application 
softWare. The interface is through a loopback address With 
TCP/IP. 

[0107] In the communications loop, the application soft 
Ware does not even have to knoW that TA exists. The 
application simply continues to communicate With other 
devices using the TCP/IP interface. TA intercepts the trans 
mission Within the device and takes the appropriate action. 

[0108] If TA is used to secure information Within a device 
then the same loop interface exists, but TA loops the 
transmission back to the application after having taken the 
appropriate action (encrypt or decrypt). 

[0109] The arroWs on the document are meant to shoW 
How of the information. In actuality the information is 
normally a tWo Way exchange over the one connection 
betWeen the softWare. In other Words the application prob 
ably sends and receives over one TCP/IP connection for one 
function and likeWise TA sends and receives over the one 
connection. 

[0110] Adaptation to Mobile Systems 

[0111] FIG. 11 is a sample of the devices that can achieve 
secure communication, using the TA, through the Internet 
(or other large netWork). This diagram is not an exhaustive 
list at all, but does give some idea of the range of applica 
tions of TA technology. The illustrated devices, Which can be 
connected through the Internet or some other TCP/IP or 
analogous netWork, include Without limitation: WindoWsTM 
computers; Unix/Linux computers; MacIntoshTM comput 
ers; PDA devices; digital cell phones; other digital devices; 
mainframe computers; servers; videoconferencing stations; 
WindoWs-CETMdevices; minicomputers; IP telephones; 
Bluetooth devices; satellites; digital cameras; and laptop or 
notebook computers. 

[0112] A particularly attractive contemplated use of the 
disclosed inventions is in handheld mobile internet devices. 
Such devices (such as the Blackberry, or other SIM-enabled 
PDAs) are increasingly coming to include substantial 
memory and processing poWer, and are often designed for 
easy installation of softWare applications and accessories. It 
is contemplated that the modular add-on capability of a 
“translation agent” as described above can be particularly 
advantageous for updating such systems to include user 
selected translation operations as described above. 

[0113] The Blackberry, for example, uses a JavaTM oper 
ating system, and therefore the above functionality implies 
a slight modi?cation to the “JVM” (the “Java Virtual 
Machine,” Which any J ava-capable computer must be able to 
emulate). That is, Java instructions are assumed to be 
executed by the Java virtual machine, and any particular 
computer must be equipped With softWare drivers to imple 
ment the JVM. Typically Java midlets sit on the Blackberry 
to perform encryption and related functions. 

[0114] XDA is a competitor to Blackberry, Which uses 
WindoWs CE, and the disclosed inventions can be similarly 
adapted to the XDA. 

[0115] Other implementations (in Java, embedded Linux, 
PalmOS, or other system softWare) can similarly be ported 
to Epoc or other machines, including but not limited to any 
“3G” or “25G” phone. 
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[0116] In the special case of routing e-mail into PDAs (or 
telephones or other mobile information appliances), the TA 
can also be set up for formatting functions, eg for selective 
stripping of attachments and/or images. This function is a 
normal part of loW-bandWidth Wide-area Wireless netWork 
communication, but the ability to include it in the TA, Where 
it is performed transparently to the devices and applications 
involved, provides a neW capability. 

[0117] TWo-Translation-Agent Methods 

[0118] In one class of embodiments, communications 
betWeen tWo Translation Agents (or more precisely, betWeen 
tWo TA-mediated devices) can be structured to introduce 
modi?cations (eg for security) even When using protocols 
(such as FTP) Which are inherently unsecure. Thus TA’s 
capabilities are not limited to securing data in transit. TA’s 
in combination can also implement or enhance security and 
authentication functions, Within the communication archi 
tecture, Which are virtually impossible to achieve Without 
changes in basic internet standards and/or massive changes 
in softWare and servers. 

[0119] In such embodiments, the TA’s Which jointly con 
trol a communication channel can be programmed to jointly 
introduce non-standard enhancements to standard protocols. 

[0120] According to various disclosed embodiments of the 
present invention, there is provided: A system, comprising: 
a communications interface module Which transmits data 
over a communication channel according to an addressing 
protocol Which includes one or more reserved addresses 
Which are not freely available for external communication, 
and also includes non-reserved addresses; at least one active 
program Which sends ?rst communications into said channel 
through said interface module, using non-reserved 
addresses, and Which also sends second communications to 
said interface module using ones of said reserved addresses; 
and an additional module Which a) detects ones of said 
second communications, b) modi?es data in ones of said 
second communications, and c) transmits results of said 
operation b). 
[0121] According to various disclosed embodiments of the 
present invention, there is provided: A system, comprising: 
a communications interface module Which transmits data 
over a communication channel according to an addressing 
protocol Which includes non-reserved addresses and also 
one or more reserved loopback addresses Which are not 

freely available for external communication, and Which 
echoes back data addressed to one of said reserved 
addresses; at least one active program Which sends ?rst 
communications into said channel through said interface 
module, using non-reserved addresses, and Which also sends 
second communications through said interface module using 
ones of said reserved loopback addresses; and an additional 
module Which a) detects ones of said second communica 
tions, b) modi?es data in ones of said second communica 
tions, and c) transmits results of said operation b). 

[0122] According to various disclosed embodiments of the 
present invention, there A system, comprising: a communi 
cations interface module Which transmits data over a com 
munication channel according to an addressing protocol 
Which includes one or more reserved addresses Which are 

not freely available for external communication, and also 
includes non-reserved addresses; at least one active program 
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Which sends ?rst communications into said channel through 
said interface module, using non-reserved addresses, and 
Which also sends second communications through said inter 
face module using ones of said reserved addresses; and an 
additional module Which a) detects ones of said second 
communications, b) modi?es data content portions thereof 
but not protocol-related header portions thereof, and c) 
transmits results of said operation b). 

[0123] According to various disclosed embodiments of the 
present invention, there is provided: A system, comprising: 
a communications interface module Which transmits data 
over a communication channel according to an addressing 
protocol Which includes one or more reserved addresses 
Which are not freely available for external communication, 
and also includes non-reserved addresses; at least one active 
program Which sends ?rst communications into said channel 
through said interface module, using non-reserved 
addresses, and Which also sends second communications 
through said interface module using ones of said reserved 
addresses; and an additional module Which a) detects ones of 
said second communications, b) modi?es data in ones of 
said second communications, and c) transmits results of said 
operation b); and Which also d) intercepts and modi?es at 
least some incoming transmissions directed to said active 
program. 

[0124] According to various disclosed embodiments of the 
present invention, there is provided: A system, comprising: 
a communications interface module Which transmits data 
over a communication channel according to an addressing 
protocol Which includes one or more reserved addresses 
Which are not freely available for external communication, 
and also includes non-reserved addresses; at least one active 
program Which sends ?rst communications into said channel 
through said interface module, using non-reserved 
addresses, and Which also sends second communications 
through said interface module using ones of said reserved 
addresses; and an additional module Which a) detects ones of 
said second communications, b) selectively modi?es data in 
only some ones of said second communications, and c) 
transmits results of said operation b). 

[0125] According to various disclosed embodiments of the 
present invention, there is provided: A system, comprising: 
a communications interface module Which transmits data 
over a communication channel; at least one active program 
Which sends communications into said channel through said 
interface module; and an additional softWare module Which 
a) monitors at least some ones of said communications, b) 
selectively modi?es data in only some ones of said second 
communications, and c) transmits results of said operation 
b) through said interface module. 

[0126] According to various disclosed embodiments of the 
present invention, there is provided: A computer, compris 
ing: a netWork interface module Which transmits and 
receives data over a communication channel according to an 
addressing protocol Which includes non-reserved addresses 
and also one or more reserved addresses Which are not freely 

available for external communication; at least one active 
program, running on a CPU of said computer, Which sends 
?rst communications into said channel through said inter 
face module, using non-reserved addresses, and Which also 
sends second communications through said interface mod 
ule using ones of said reserved addresses; and an additional 














