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(57) ABSTRACT 

A data transmission system which optimizes transfer and 
updates of information between systems by providing dif 
ference information between the systems is disclosed. Infor 
mation transfer can occur one way (broadcast) or two-way 
(sync). In a ?rst aspect, the system includes a differencing 
transmitter transmitting at least one set of difference trans 
actions and a differencing receiver receiving said at least one 
set of difference transactions. The differencing transmitter of 
the data transmission system may comprise a difference 
source interface, a copy of a previous state of said difference 
source, and a difference transaction generator. The differ 
encing receiver of the data transmission system comprises a 
difference destination interface, a copy of a previous state of 
said difference destination, and a destination data construc 
tor. In a further embodiment, the data transmission system is 
coupled to a network. The system includes a differencing 
transmitter the transmitting at least one set of change trans 
actions re?ecting changes to a data source to the network, 
and a plurality of differencing receivers coupled to the 
network receiving said at least one set of change transactions 
from the network. 

A method for synchronizing at least a ?rst ?le and a second 
?le resident on a ?rst and a second systems, respectively, is 
provided. The method comprises the steps of: determining 
difference data resulting from changes to a ?rst ?le on the 
?rst system; transmitting the difference information to a 
second system; applying the difference information to gen 
erate change data for the second ?le; and updating the 
second ?le on the second system with the difference data. 
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DATA TRANSFER AND SYNCHRONIZATION 
SYSTEM 

LIMITED COPYRIGHT WAIVER 

[0001] Aportion of the disclosure of this patent document 
contains material to Which the claim of copyright protection 
is made. The copyright oWner has no objection to the 
facsimile reproduction by any person of the patent document 
or the patent disclosure, as it appears in the US. Patent and 
Trademark Office ?le or records, but reserves all other rights 
Whatsoever. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The invention relates to the transference of data 
betWeen tWo systems independent of the form in Which the 
data is kept on the respective systems, and in particular to 
providing an ef?cient means of communicating data 
betWeen systems and devices. 

[0004] 2. Description of the Related Art 

[0005] The groWth of computing-related devices has not 
been limited to personal computers or Work stations. The 
number of personal computing devices has groWn substan 
tially in both type and format. Small, hand-held computers 
carry a multitude of contact, personal, document, and other 
information and are sophisticated enough to alloW a user to 
faX, send e-mails, and communicate in other Ways Wire 
lessly. Even advanced cellular phones carry enough memory 
and processing poWer to store contact information, surf the 
Web, and provide teXt messaging. Along With the groWth in 
the sophistication of these devices, the need to transfer 
information betWeen them has groWn signi?cantly as Well. 

[0006] With a multitude of different device types on the 
market, keeping information betWeen the different devices 
synchroniZed has become increasingly problematic. For 
eXample, if an individual keeps a calendar of information on 
a personal computer in his or her of?ce using a particular 
personal information manager application, the individual 
Would generally like to have the same information available 
in a cellular phone, hand-held organiZer, and perhaps a home 
personal computer. The individual may additionally have a 
notebook computer Which requires synchroniZing ?le data 
such as presentations or Working documents betWeen the 
notebook and the of?ce computer. 

[0007] Until noW, synchroniZation betWeen both docu 
ments and personal information managers has occurred 
through direct connection betWeen the devices, and gener 
ally directly betWeen applications such as a personal infor 
mation manager in one device and a personal information 
manager in another device or using an intermediary sync 
mapping program. 

[0008] One eXample of this is the prevalent use of the 
3Com Palm® OS-based organiZer, such as the 3Com Palm® 
series of computing devices, Which uses its oWn calendaring 
system, yet lets users synchroniZe the data therein With a 
variety of different personal information manager softWare 
packages, such as Symantec’s ACT!TM, Microsoft’s Out 
look®, and other systems. In this example, an intermediary 
synchroniZation program such as Puma Technology, Inc.’s 
Intellisync® is required. Intellisync® is an application pro 
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gram Which runs on both the hand-held device and the 
computer Which stores the information data and maps data 
systems betWeen non-uniform data records. In other cases, 
direct transfer betWeen applications such as transfer betWeen 
Microsoft’s Outlook® computer-based client and 
Microsoft’s WindoWs CE “Pocket Outlook” application, is 
possible. Nevertheless, in both cases, synchroniZation 
occurs through direct connection betWeen a personal com 
puter and the personal computing device. While this con 
nection is generally via a cable directly connecting, for 
eXample, Palm® device in a cradle to the personal computer, 
the connection may be Wireless as Well. 

[0009] One component of these synchroniZation systems 
is that the synchroniZation process must be able to delineate 
betWeen When changes are made to speci?c databases and 
must make a decision about Whether to replace the changed 
?eld. Normally, this is measured by a change in one data 
base, and no-change in a second database. In some cases, 
both databases Will have changed betWeen syncs. In this 
case, the sync operation must determine Which of the tWo 
changes Which has been made is to “Win” and replace the 
other during the sync. Generally, this determinant of Whether 
a con?ict eXists alloWs some means for letting the user 
resolve the con?ict. 

[0010] In a technical sense, synchroniZation in this manner 
is generally accomplished by the copying of full records 
betWeen systems. At some level, a user is generally required 
to map data ?elds from one application to another and 
specify Which data ?elds are assigned to Which correspond 
ing ?eld in a different device. Less mapping is required 
Where developers more robustly support various platforms 
of applications. 

[0011] In many instances, the data to be synchroniZed is 
generally in the form of teXt data such as records of 
addresses, contact information, calendar information, notes 
and other types of contact information. In certain instances, 
data to be synchroniZed Will be binary format of executable 
?les or Word processor-speci?c documents. In many cases 
Where document synchroniZation is required, the synchro 
niZation routine simply determines Whether or not the docu 
ments in question have changed, and uses a time-based 
representation to determine Which of the tWo ?les is neWer, 
and replaces the older ?le With the neWer ?le to achieve 
synchroniZation, as long as the older of the tWo ?les Was in 
fact not changed. This is the model used in the familiar 
“Briefcase” function in Microsoft WindoWs-based systems. 
If both ?les have changed, then the synchroniZation routine 
presents the option of con?ict resolution to the user. 

[0012] Such synchroniZation schemes are generally rela 
tively inef?cient since they require full band-Width of the 
document or binary ?le to be transferred via the synchroni 
Zation link. In addition, at some level the synchroniZation 
programs require interaction by the user to map certain ?elds 
betWeen different programs. 

[0013] One of the dif?culties in providing synchroniZation 
betWeen different computing devices is that the applications 
and platforms are someWhat diverse. 

[0014] Nevertheless, all synchroniZation programs gener 
ally require certain functions in order to be viable for 
Widespread usage. In particular, synchroniZation programs 
must Work With popular applications on various platforms. 
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Sync applications must allow for con?icts resolution When 
changes are made to the same information on different 
devices betWeen syncing events. They must provide syn 
chroniZation for all types of formats of data, Whether it be 
teXt data in the form of contacts, e-mails, calendar informa 
tion, memos or other documents, or binary data in the form 
of documents or programs in particular types of formats. 

[0015] In a broader sense, applications Which ef?ciently 
synchroniZe data betWeen disparate types of devices can 
provide advantages in applications beyond synchroniZing 
individual, personal information betWeen, for eXample, a 
personal information manager hardWare device such as a 
Palm® computing device, and a personal computer. The 
same objectives Which are prevalent in developing data 
transfer betWeen personal information management (PIM) 
devices and desktop systems lend themselves to furthering 
applications requiring data transfer betWeen other types of 
devices, on differing platforms. These objectives include 
speed, loW bandWidth, accuracy, and platform indepen 
dence. 

[0016] For eXample, current e-mail systems use a system 
Which is someWhat akin to the synchroniZation methods 
used for disparate devices in that an entire message or ?le is 
transferred as a Whole betWeen different systems. When a 
user replies to an e-mail, generally the entire teXt of the 
original message is returned to the sender, Who noW has tWo 
copies of the e-mail teXt he/she originally sent out. The same 
is true if an e-mail attachment is modi?ed and returned. All 
of the teXt Which is the same betWeen both systems is 
essentially duplicated on the originator’s system. 

SUMMARY OF THE INVENTION 

[0017] The invention comprises a data transmission sys 
tem Which optimiZes transfer and updates of information 
betWeen systems by providing difference information 
betWeen the systems. Information transfer can occur one 

Way (broadcast) or tWo-Way (sync). 

[0018] The invention, roughly described, comprises a data 
transmission system. In a ?rst aspect, the system includes a 
differencing transmitter transmitting at least one set of 
difference transactions and a differencing receiver receiving 
said at least one set of difference transactions. The differ 
encing transmitter of the data transmission system may 
comprise a difference source interface, a copy of a previous 
state of said difference source, and a difference transaction 
generator. The differencing receiver of the data transmission 
system comprises a difference destination interface, a copy 
of a previous state of said difference destination, and a 
destination data constructor. The difference source interface 
converts difference source data to a universal format. The 
differencing transmitter and differencing receiver may be 
coupled to a storage server, and said difference information 
is transmitted to said storage server by said differencing 
transmitter and retrieved from said storage server by said 
differencing receiver. The data transmission system further 
includes a management server communicating With said 
differencing transmitter and said differencing receiver. 

[0019] In a further embodiment, the data transmission 
system is coupled to a netWork. The system includes a 
differencing transmitter the transmitting at least one set of 
change transactions re?ecting changes to a data source to the 
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netWork, and a plurality of differencing receivers coupled to 
the netWork receiving said at least one set of change trans 
actions from the netWork. 

[0020] In another embodiment, the invention comprises a 
data synchroniZation system for a ?rst system having a 
plurality of data sources each With a data source format, and 
a second system having a plurality of data sources each With 
a data source format. The data sync system comprises a ?rst 
data synchroniZer on the ?rst system transmitting at least 
one set of difference information to an output, and a second 
data synchroniZer on the second system coupled to the ?rst 
system receiving said at least one set of difference informa 
tion from the ?rst system. 

[0021] In yet another embodiment, the invention com 
prises a data synchroniZation system Which includes a 
server. A ?rst system having a plurality of data ?le types on 
the system is coupled to the server. The ?rst system includes 
a differencing synchroniZer on the ?rst system extracting a 
?rst set of differencing data from the data ?les on the ?rst 
system When the data ?les on the system are changed, 
outputting the differencing data to the server, and retrieving 
differencing data from the server and applying it to selected 
data ?les on the ?rst system. The system includes at least one 
second system having a second plurality of data ?le types on 
the second system and a differencing synchroniZer on the 
second system extracting the differencing data from the data 
?les on the second system When the data ?les on the system 
are changed, outputting the differencing data to the server, 
and retrieving the ?rst set of differencing data from the 
server and applying it to selected data ?les on the second 
system. 

[0022] In a still further aspect of the invention, a method 
for synchroniZing at least a ?rst ?le and a second ?le resident 
on a ?rst and a second systems, respectively, is provided. 
The method comprises the steps of: determining difference 
data resulting from changes to a ?rst ?le on the ?rst system; 
transmitting the difference information to a second system; 
applying the difference information to generate change data 
for the second ?le; and updating the second ?le on the 
second system With the difference data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] The invention Will be described With respect to the 
particular embodiments thereof. Other objects, features, and 
advantages of the invention Will become apparent With 
reference to the speci?cation and draWings in Which: 

[0024] FIGS. 1-7 are block diagrams of various con?gu 
rations of the system of the present invention utiliZing the 
differencing routines of the present invention. 

[0025] FIG. 8 is an overvieW of one embodiment of the 
system architecture in accordance With the present inven 
tion. 

[0026] FIG. 9A is a block diagram of the desktop device 
engine of the present invention. 

[0027] FIG. 9B is a block diagram of the con?guration of 
server side device engines utiliZed in accordance With the 
present invention. 

[0028] FIG. 10 is a block diagram of one embodiment of 
the device engine in an operating system such as WindoWs. 
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[0029] FIG. 11 is a block diagram of an application object 
incorporated into the device engine of the present invention. 

[0030] FIG. 12 is a diagram of storage object hierarchy of 
a universal data format utilized With the system of the 
present invention. 

[0031] FIG. 13 is a listing of exemplary item objects used 
in accordance With the routines of the present invention. 

[0032] FIG. 14 is a block diagram of a management 
storage server architecture for used in the system of the 
present invention. 

[0033] FIG. 15 is a How diagram illustrating a pull syn 
chroniZation in accordance With the system of the present 
invention. 

[0034] FIG. 16 is a How diagram illustrating a push 
synchroniZation in accordance With the system of the present 
invention. 

[0035] FIG. 17 is a diagram of the management server 
architecture in accordance With the present invention. 

DETAILED DESCRIPTION 

[0036] The present invention includes a system and a 
method for transferring data betWeen tWo devices Which 
require information to be shared betWeen them. In accor 
dance With the discussion herein, a “device” is de?ned as a 
collection of elements or components organiZed for a com 
mon purpose, and may include hardWare components of a 
computer system, personal information devices, hand-held 
computers, notebooks, or any combination of hardWare 
Which may include a processor and memory Which is 
adapted to receive or provide information to another device; 
or any softWare containing such information residing on a 
single collection of hardWare or on different collections of 
hardWare. Such softWare might include applications such as 
personal information managers, Which include contact data 
and other such information, e-mail systems, and ?le sys 
tems, such as those utiliZed by Microsoft WindoWs NT 
operating systems, Unix operating systems, Linux operating 
systems, or other systems capable of storing ?le types 
having binary formats Which translate to application formats 
of differing types. 

[0037] In one embodiment, the invention comprises a set 
of programs speci?cally designed to transmit and/or receive 
differencing data from one device to another device, irre 
spective of the type of ?le system, data, content, or system 
hardWare con?guration. 

[0038] In a further aspect, the system comprises store and 
forWard technology Which utiliZes the differencing technol 
ogy to implement services via a public or private netWork, 
such as the Internet. 

[0039] The system of the present invention ?nds particular 
usages in synchroniZing personal contact information 
betWeen different systems, but it Will be readily apparent to 
one of average skill in the art that the present invention 
provides advantages having broader applicability than 
merely synchroniZing various types of systems. For 
example, replying and forWarding e-mail can be made more 
ef?cient by forWarding only the differences in e-mails 
betWeen systems. As a further example, updates to systems 
softWare via a netWork can be made more ef?cient Where, for 
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example, instead of completely replacing different modules 
of an application, only the differences of the modules need 
be forWarded, resulting in more ef?cient use of existing 
bandWidth. 

[0040] System OvervieW 

[0041] FIGS. 1-7 shoW various con?guration alternatives 
of the present invention. 

[0042] FIG. 1 shoWs an embodiment of the present inven 
tion in a basic con?guration. In FIG. 1, a ?rst system or 
device, system A, and a second system or device, system B, 
are coupled by a communication line 110. It should be 
readily understood that communication line may be any 
direct coupling of the tWo systems Which alloWs data to pass 
betWeen the systems such as, for example, by means of serial 
ports, parallel ports, an Ethernet connection or other type of 
netWork, or an infrared link, or the like. System A includes 
a functional block 100 representing a differencing transmit 
ter in accordance With the present invention. System B 
includes a functional block 102 representing the differencing 
receiver in accordance With the present invention. 

[0043] The differencing transmitter 100, upon receipt of a 
control signal enabling operation of the transmitter, exam 
ines a speci?ed data structure of information Which is to be 
transmitted to system B. Differencing transmitter 100 
extracts such information from System A and converts the 
information extracted into difference information A. Differ 
ence information A comprises only the changes to System 
B’s data Which have occurred on System B and instructions 
for implementing those changes. Hence, if the data to be 
transferred is a change to a ?le Which exists on system B, 
difference information A comprises only the differences in 
such ?le and Where such differences occur. If the data does 
not exist at all on System B, the difference information A 
Will be the entire ?le. Difference information A received by 
differencing receiver 102 at System B is reconstructed at 
System B, and the changes re?ected therein are updated on 
System B. 

[0044] For example, if System A and System B are tWo 
computers and an update for certain binary ?les on System 
A is required, the differencing transmitter on System A Will 
extract the differences in the ?le knoWn to exist on System 
B and any neW ?les, and transmit only those differences (an 
instructions for Where to insert those differences) to the 
differencing receiver 102. Differencing receiver 102 Will 
interpret the difference information (A) and reconstruct the 
binary ?les on System B. In this manner, the information on 
System B is updated Without the need to transfer the entire 
binary ?les betWeen the Systems. 

[0045] FIG. 2 shoWs a second example of the system of 
the present invention. In FIG. 2, both System A and System 
B include functional blocks 104, each representing a differ 
encing synchroniZer. The function of the synchroniZer 104 is 
similar to that of the transmitter and receiver combined; the 
synchroniZer Will alloW difference information A to be both 
transmitted and received. For example, System A and Sys 
tem B are a portable computer and a desktop computer, 
respectively, Where information such as contact information 
needs to be synchroniZed betWeen the tWo, the differencing 
synchroniZer 104 Will extract changes made to the contact 
information on either System A or System B and at prede 
termined times, transmit the information A betWeen the 
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systems, and reconstruct the data on the receiving system to 
update information from the sending system, in order to 
ensure that both systems contain the same data. 

[0046] FIG. 3 shoWs yet another alternative embodiment 
of the system of the present invention. In FIG. 3, System A 
again includes a differencing transmitter and System B 
includes a differencing receiver 102. In this embodiment, a 
storage server 300 is coupled betWeen System A and System 
B. Storage server 300 may store a separate database of the 
difference information A provided by System A, Which 
alloWs System A to provide its difference information A to 
the storage server 300 at a ?rst point in time, and storage 
server 300 to provide the same difference information A to 
System B at a second point in time, but not the same as the 
?rst point in time. In addition, multiple sets of difference 
information A may be provided at different points in time, 
and stored for later retrieval by System B. Still further, the 
difference information sets may be maintained on server 300 
to alloW data on either System Aor System B to be returned 
to a previous state. 

[0047] Once again, the storage server 300 is coupled by a 
direct connection 110 to both System A and System B. 
Storage server 300 may be a server speci?cally adapted to 
receive differencing information A from the receiver 100 and 
provide it to the transmitter 102. In one embodiment, server 
300 includes speci?c functional routines for enabling this 
transfer. Alternatively, server 300 comprises standard infor 
mation server types Which respond to standard Internet 
communication protocols such as ?le transfer protocol 
(FTP), or hypertext transfer protocol (HTTP). 

[0048] FIG. 4 shoWs yet another alternative embodiment 
of the system of the present invention Wherein System A and 
System B, once again coupled directly to a storage server 
300 by a direct connection line 110, each include a differ 
encing synchroniZer 104. Difference information A can be 
passed to and from System A through synchroniZer 104 to 
and from the storage server 300 at a ?rst point in time, and 
to and from System B at a second point in time. In this 
embodiment, storage server 300 may include routines, 
described beloW, for resolving con?icts betWeen data Which 
has changed on both System A and System B independently 
after the last point in times When the systems Were synchro 
niZed. 

[0049] FIG. 5 shoWs yet another alternative embodiment 
of the present invention including four systems: System A 
Which includes a differencing synchroniZer 104; System B 
Which includes a differencing receiver 102; System C Which 
also includes a differencing synchroniZer 104; and System D 
Which includes a differencing transmitter 100. Each is 
directly coupled to a storage server 300, alloWing control of 
transmission of differencing data A betWeen the various 
systems. Server 300 may include routines, described in 
further detail beloW, to track the various types of systems 
Which comprise System A through System D, and Which 
control the transmission of various components of the dif 
ference information A to each of the various systems. For 
eXample, since System B includes only differencing receiver 
102, the difference information A2 Which is provided to it 
may be a sub-component of that Which is transferred 
betWeen System A in the storage server 300, or may be 
simply receiving broadcast information A4 from System D. 
In one embodiment of the system of the present invention, 
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server 300 does not itself route the difference information 
derived from each receiver/transmitter/synchroniZer. Server 
300 acts as a repository for the information, and the deter 
mination of Which difference information A is attributed to 
Which receiver/transmitter/synchroniZer is made by each 
receiver/transmitter/synchroniZer. 
[0050] FIG. 6 shoWs yet another alternative embodiment 
of the present invention. In FIG. 6, a synchroniZer is 
provided in storage server 300. It should be recogniZed that 
a forWarder and/or receiver may be provided in server 300 
as Well. The particular embodiment shoWn herein may be 
advantageous Where device processing poWer and memory 
are limited, such as cases Where the device is a cell phone. 
It should be noted that the data transferred betWeen system 
A and the device engine 104a in such an embodiment may 
or may not be difference information, depending on Whether 
System A has the capacity to detect and output difference 
information. Each of the devices may include a differencing 
receiver, a differencing transmitter, or a differencing syn 
chroniZer. It should be understood that a portion of the 
differencing synchroniZer 104a may reside on System A and 
another portion may reside on server 300. 

[0051] FIG. 7 shoWs yet another alternative embodiment 
of the present invention Wherein the devices shoWn in FIG. 
6 may be coupled to a combination of public or private 
netWorks 700 such as, for eXample, the Internet. The net 
Work 700 may include one or more storage servers 3001, 
3002, and in such cases the difference information A trans 
mitted betWeen each such device 602-610 via intermediate 
storage on one of such servers. Network 700 may couple the 
devices to one or more specialiZed function servers, such as 
servers speci?cally designed to include a differencing for 
Warder, receiver or synchroniZer. Such devices may com 
prise, by Way of eXample and Without limitation, a personal 
of?ce PC 602, a smart telephone 604, a user’s of?ce PC 606, 
a personal information Palm® computing device 608, a 
telephone or cellular phone 604, a home personal computer 
606, or a Web broWser 610. Each differencing receiver, 
differencing transmitter, or differencing synchroniZer 
present in devices 602-610 includes means to poll the data 
stored on storage servers $001,3002 to determine Whether the 
data present at storage server $001,3002 includes difference 
information Which the particular receiver or synchroniZer is 
required to have to synchroniZe the data on the device on 
Which it resides. 

[0052] In the folloWing description, an embodiment 
Wherein the differencing receiver, transmitter, and synchro 
niZer are described Will be discussed With respect to its use 
in synchroniZing contact information, calendar information, 
and binary ?le information betWeen a plurality of different 
devices in the context of data synchroniZation. It Will be 
readily understood that the system of the present invention 
is not limited to synchroniZation applications, or applica 
tions dependent upon speci?c types of data, such as contact 
information or scheduling information. In particular, it Will 
be readily understood that the transmission of data compris 
ing only the differences in data betWeen tWo systems via 
routines Which eXtract the data and reassemble data on the 
various systems, represents a signi?cant advancement in the 
ef?cient transmission of data. The present invention alloWs 
for optimiZation in terms of a reduction in the bandWidth 
utiliZed to transmit data betWeen tWo systems, since only 
changes to data are transferred. This consequently increases 
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the speed at Which such transactions can take place since the 
data Which needs to be transmitted is substantially smaller 
than it Would be Were entire ?les transferred betWeen the 
systems. 

[0053] In a particular embodiment of the present inven 
tion, the ability of devices to connect to the Internet is 
leveraged to manage data transfer betWeen the systems. In 
essence, each particular device Which requires information 
access Which can connect to the Internet may become part of 
the system of the present invention, and synchroniZe its data 
With other devices de?ned by a user as being part of the 
system. 

[0054] Generally, the system comprises client softWare 
Which provides the functions of the differencing transmitter 
100, differencing receiver 102, and differencing synchro 
niZer 104 in the form of a device engine. The device engine 
includes at least one component particular to the type of 
device on Which the device engine runs, Which enables 
extraction of information from the device and conversion of 
the information to difference information, and transmission 
of the difference information to the storage server. This 
alloWs the replication of information across all systems 
coupled to the system of the present invention. Although the 
storage servers 300 utiliZed in the system of the present 
invention may be any type of storage server, such as an 
Internet server or an FTP server, and may be provided from 
any source, such as any Internet service provider (ISP), 
particular aspects of a storage server Which may be useful 
and Which may be customiZed to optimiZe transfer of 
information betWeen systems coupled as part of the present 
invention Will be described beloW. Synchronization of 
devices utiliZing the synchroniZation system of the present 
invention is possible as long as an Internet connection 
betWeen the devices is available. 

[0055] In a key aspect of the invention, the Internet 
connection betWeen the devices or betWeen the devices and 
a server, need not exist at the same point in time, and neW 
devices may be added to the system of the present invention 
at any point in time Without the loss of information. The 
system provides totally transparent access to information 
and the device engine on each device provides an operating 
system independent extension Which alloWs seamless inte 
gration of the personal information services in accordance 
With the present invention. 

[0056] In a particular unique aspect of the present inven 
tion, only those changes to the information Which are 
required to be forWarded to other systems on the system of 
the present invention are transmitted to enable exceptionally 
fast response times. In a still further aspect of the invention, 
information Which is transferred in this manner is encrypted 
to ensure security over the public portions of the Internet. 

[0057] Architecture OvervieW 

[0058] FIG. 8 shoWs an overvieW of the architecture of the 
system of the present invention utiliZed for synchroniZing or 
“syncing” information on different types of devices. In the 
embodiment hereinafter described, the system of the present 
invention alloWs the coupling of a collection of personal 
devices and applications one uses When Working With per 
sonal information. Nevertheless, the system may be used to 
broadcast public or private information to various device 
types. System softWare in the form of a device engine for 
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each device Which is declared a part of the system of the 
invention is distributed across the collection of devices to 
enable synchroniZation. Distribution of the device engines 
may occur via, for example, an installation package for 
Warded over an Internet connection. In essence, the device 
engine softWare of the present invention forms a distributed 
processing netWork Which maintains consummate synchro 
niZation of all information in the system. The processing 
load associated With delivering this service is pushed to the 
end-point devices Which provides for easy scaling of the 
system to ever-larger applications. 

[0059] The present invention contemplates the use of tWo 
types of device engine: one totally embodied on the server 
Which outputs change data to the server; and a second totally 
embodied on the server receiving device generated change 
information from the device. In addition, a hybrid of the tWo, 
having a portion of the device engine on the device and a 
portion on the server, is disclosed. 

[0060] As shoWn in FIG. 8, any number and type of 
devices 802-808 may be utiliZed in accordance With the 
system of the present invention. A telephone 802 may 
comprise a cellular phone or a standard POTS-connected 
telephone. Telephone 802 may include contact information 
and, as is supported With a neWer generation of cellular 
telephones, appointments and task data stored in a data 
structure 812. The application 812 Which utiliZes the appli 
cation data 822 comprising such information is all stored in 
the telephone unit 802. LikeWise, a personal digital assistant 
such as a Palm® computing device 804 includes application 
814 and application data 824 Which may include information 
such as contacts, appointments and tasks, and may also 
include ?le information such as documents Which are cre 
ated and stored on the PDA 804. Device 806 is represented 
as a WindoWs personal computer running an operating 
system such as Microsoft WindoWs 95, 98, NT or 2000. 
Applications 816 Which may be running on device 806 
include the WindoWs operating system itself, Microsoft 
Outlook, Symantec’s ACT Personal Information Manager, 
Goldmine SoftWare’s Goldmine, Lotus OrganiZer, 
Microsoft’s Internet Explorer Web broWser, Netscape’s 
Communicator Suite, Qualcomm’s Eudora e-mail, and vari 
ous other programs, each of Which has its oWn set of 
application data 826 Which is required to be synchroniZed 
not only With devices outside the system 806, but also 
betWeen devices and applications Within the system itself. 
Finally, a dedicated Web broWser client 808 is shoWn Which 
couples via the Internet to Web portal applications 816 Which 
have their oWn set of application data 828. Unlike devices 
806 Which store the application and application data sub 
stantially in their oWn hardWare, Web portal applications are 
provided on a separate server and provided to broWser 808 
via an Internet connection. Nevertheless, the Web portal 
application stored on the portal application provider includes 
a set of application data 828 Which a user may Wish to 
synchroniZe. For example, a large Web portal such as Yahoo! 
and Snap.com provide services such as free e-mail and 
contact storage to their users. A user may Wish to synchro 
niZe this With applications running on their cellular phone, 
PDA, or WindoWs devices. 

[0061] In order to access the speci?c application data of 
each of the systems shoWn in FIG. 8, a device engine is 
associated With each type of device. Acellular device engine 
862 communicates and incorporates itself With the applica 
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tion data 822 of the cellular phone. Likewise, a PDA device 
engine 864 is provided, Which may be based on either the 
Palm® operating system, Windows CE operating system, or 
other PDA-type operating systems as necessary. A Win 
doWs-based device engine 866 includes a mechanism, dis 
cussed beloW, for extracting application data 826 from 
supported WindoWs applications 816, and a Web services 
device engine 868 incorporates to extract application data 
828 from Web portal applications 818. 

[0062] As shoWn in FIG. 8, some device engines are 
provided entirely on the device (and are referred to herein as 
desktop device engines), While others include components a 
the back end server (Which may comprise storage server 850 
or a specialiZed server, as shoWn in FIG. 9B.) This is 
illustrated generally by lines 832, 834,836, and 838 in FIG. 
8. Also, in FIG. 8, elements above dashed line 855 are 
provided by an administrator or service provider of the 
system of the present invention. Each of the device engines 
862, 864, 866 and 868 is con?gured relative to the type of 
device on Which it resides. For example, the Cell phone 
device engine 862 includes one or more components 
arranged on the phone While others are on server 850. 
Conversely, device engine 866 resides entirely on the Win 
doWs device 806. 

[0063] Data from each of the devices is coupled via an 
Internet connection 710 With a storage server 850. As noted 
above, storage server 850 may be a generic storage server or 
it may be a storage server speci?cally adapted for use With 
the system of the present invention as discussed beloW. One 
or more of the storage servers 850 are used to communicate 

transactions amongst the collection of systems 802, 804, 
806, 808. It should be readily recogniZed that any number of 
different types of systems 802, 804, 806, 808 may be 
provided in accordance With the present invention and 
incorporated into the system. HoWever, for brevity, not all 
the different types of commercially available computing 
devices Which are currently in use or in development, in 
Which the system of the present invention may be incorpo 
rated, are listed. 

[0064] In its simplest embodiment, the storage server 850 
is simply a dumb storage server and each of the device 
engines transmits only difference information thereto to be 
stored in a particular location accessible by other device 
engines in the system. In one embodiment, each device 
engine implements all processing required to keep all the 
systems fully synchroniZed. Only one device engine needs 
to be coupled to the storage server 850 at one particular point 
in time. This permits synchroniZation of multiple systems in 
a disconnected fashion. Each device engine Will doWnload 
all transactions encapsulating changes that have occurred 
since the last synchroniZation from the server and apply 
them to the particular device. 

[0065] The change or difference information (A) is pro 
vided in one or more data packages, the structure of Which 
is described herein. Each data package describes changes to 
any and all transfer information across all device engines, 
including but not limited to application data, ?les, folders, 
application settings, and the like. Each device engine can 
control the doWnload of data packages that include classes 
of information that apply to the speci?ed local device 802, 
804, 806 or 808 attached to that speci?c device engine. For 
example, device engine 862 Will only need to Work With 
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changes to information describing contact names and phone 
numbers in application data 822, While device engine 866 
Will be required to Work With changes to e-mail, changes to 
document ?les, notes, as Well as contact and address infor 
mation since the application data 826 is much more exten 
sive than application data 822. 

[0066] Each device engine includes compression/decom 
pression and encryption/decryption components Which 
alloW encryption and/or compression of the data packages 
transmitted across Internet connection 710. It should be 
recogniZed that compression and encryption of the data 
packages may be optionally provided. It is not required in 
accordance With the present invention. Each device engine 
performs mapping and translation steps necessary for apply 
ing the data packages to the local format required for that 
type of information in the application data stores 822-828. 
The device engine also includes components Which alloW it 
to track ambiguous updates in cases Where users have 
changed data to a particular data ?eld on tWo different 
systems simultaneously since the last update. In this case, 
the device engine includes a mechanism for draWing this to 
the attention of the user and alloWing the user to resolve the 
con?ict. 

[0067] Device Engine Architecture 

[0068] FIG. 9A illustrates a single device engine utiliZed 
With a generic application 810 and a generic storage server 
850. FIG. 9A illustrates a desktop device engine, since all 
processing occurs on the device and only difference infor 
mation is transmitted to server 850. Nevertheless, an under 
standing of the desktop device engine Will aid in under 
standing server side devices engines, hereinafter described. 
ShoWn in FIG. 9 are the functional components of a device 
engine in block form and their interrelationship to each 
other. The device engine 860 is equivalent to the functional 
block of a differencing sequencer 104 shoWn in FIGS. 1-7. 

[0069] While the invention Will be described With respect 
to the embodiment of the invention as a differencing syn 
chroniZer 104, it Will be readily understood that portions of 
the functionality are utiliZed as needed in a forWard-only (a 
differencing transmitter) or a receive-only (a differencing 
receiver) capacity as required by the particular application. 

[0070] As noted above, a device engine exists for each and 
every device that makes up a user’s personal information 
netWork of devices in the system. As shoWn in FIG. 9A, 
each device engine 860 includes an application object 910. 
The application object is speci?c to each particular appli 
cation 810 and provides a standard interface betWeen the 
device engine and the balance of the data transmission 
system of the invention, and the application 810. Details of 
the application object Will be described in further detail 
beloW. The application object is a pluggable architecture 
Which supports a Wide variety of vendor-unique applica 
tions. The job of the application object is to map data from 
the application into a temporary or “universal” data structure 
by connecting to the application via any number of standard 
interfaces to gain access to the applications data. The data 
structure of the application object puts the data in a generic 
or “universal data” format Which may be used by the device 
engine components to generate data packages for provision 
to the storage server. 

[0071] Also provided is an application object store (A05) 
920 Which includes a copy of the device’s data at a point just 










































