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PERSISTENT CACHING DIRECTORY LEVEL 
SUPPORT 

TECHNICAL FIELD 

[0001] The present invention relates generally to client 
side caching, and more particularly to systems and methods 
that facilitates persistent caching to shield a user and client 
applications across connectivity interruptions and/or band 
Width changes such that truth on the client is supported. 

BACKGROUND OF THE INVENTION 

[0002] Computing and netWorking technologies have 
transformed many important aspects of everyday life. Com 
puters have become a household staple instead of a luxury, 
educational tool and/or entertainment center, and provide 
users With a tool to manage and forecast ?nances, control 
household operations like heating, cooling, lighting and 
security, and store records and images in a permanent and 
reliable medium. NetWorking technologies like the Internet 
provide users With virtually unlimited access to remote 
systems, information and associated applications. 

[0003] Traditional business practices are evolving With 
computing and netWorking technologies. Typically, a user 
interfaces With a client(s) application (e.g., Word processing 
documents, ?les, etc.) to interact With a netWork or remote 
server(s) that stores information in a database that is acces 
sible by the client application. Databases provide a persis 
tent, durable store for data that can be shared across multiple 
users and applications. Client applications generally retrieve 
data from the database through a query(s), Which returns 
results containing the subset of data that is interesting to the 
client application. The client application then consumes, 
displays, transforms, stores, or acts on those results, and may 
modify or otherWise manipulate the data retrieved. 

[0004] Unfortunately, data is typically inaccessible by the 
client application from the remote server When the remote 
server is offline or otherWise disconnected. In particular, 
every remote name in SMB (Server Message Block) begins 
With a pre?x that identi?es tWo elements: a server and a 

share in the format of a path beginning With “']'\server\share\ 
. . . ” The server is the physical server (e.g., name of 

machine) to Which the client is talking. The share refers to 
a name on the machine Which can be found on the machine’s 

hard drive. Conventionally, the server and the share Were 
created on the same machine or remote server. Therefore, if 
any object along the \\server\share\ . . . path Was discon 

nected and/or of?ine, then the server Would be marked as 
offline as Well. Multiple shares can be located on one server; 
thus When one share, for example, becomes disconnected 
from the netWork, the entire server goes offline as Well. 

[0005] As can be seen, the operation of client applications 
has been traditionally dependent upon the connection state 
of the remote server. In some cases, hoWever, clients may 
have access to some data While disconnected from the 
remote server. Unfortunately, if some of the data has been 
modi?ed by the client, the modi?ed client version is usually 
not visible to the client and/or user When the server returns 
online. This is commonly referred to as “truth on the server” 
because the server version of the data is kept and/or main 
tained When a con?ict betWeen the client and server data is 
detected. Inevitably, this results in incoherent data by client 
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applications as Well as increased server and/or netWork 
traffic in addition to the myriad of other inconveniences and 
problems for most users. 

SUMMARY OF THE INVENTION 

[0006] The folloWing presents a simpli?ed summary of the 
invention in order to provide a basic understanding of some 
aspects of the invention. This summary is not an extensive 
overvieW of the invention. It is not intended to identify 
key/critical elements of the invention or to delineate the 
scope of the invention. Its sole purpose is to present some 
concepts of the invention in a simpli?ed form as a prelude 
to the more detailed description that is presented later. 

[0007] The present invention provides a novel client side 
caching (CSC) infrastructure Which facilitates a seamless 
operation across connectivity states (e.g., online-offline) 
betWeen client and remote server. More speci?cally, a per 
sistent caching architecture is employed to safeguard the 
user (e.g., client) and/or the client applications across con 
nectivity interruptions and/or bandWidth changes. This is 
accomplished in part by caching the desirable ?le(s) together 
With the appropriate protocol information (e.g., SMB and 
Webdav (Web-based Distributed, Authoring, and Version 
ing) to a local (e.g., client) data store. Such information 
includes object access rights and share access rights Which 
correspond to the ?le or group of ?les being cached. 

[0008] The ?les to be cached to the local data store (on the 
client) can be determined in any number of Ways according 
to the preferences of the user. In a ?rst instance, caching can 
be automatic. In a second instance, caching can be manual. 
For example, substantially all ?les accessed at least once by 
a client application can be cached. Conversely, only certain 
?les marked by the user and/or client application for caching 
can be cached. In addition, the caching of ?les accessed by 
the user can be performed at prescribed time intervals or 
even at random depending on such user preferences. 

[0009] Moreover, data requested When connected to a 
remote server can continue to be accessed, manipulated, 
and/or modi?ed by the client While disconnected from the 
server. HoWever, the ?les are presented to the client as if 
they reside on the remote physical server location. For 
instance, any particular ?le cached to the local hard drive in 
the prescribed manner maintains the same name Whether 
offline or online server. Hence, it is not apparent to the user 
or client that it may have been retrieved from either the local 
cache or from the server. 

[0010] In light of security concerns, ?le access parameters 
including read/Write capabilities can also be cached for 
offline use. Therefore, access to ?les can be granted or 
denied in a similar manner as When connected to the server. 

For example, imagine a user has access rights to a document 
located on the server. The ?le is cached to the user’s local 
hard drive. Thus, When disconnected from the server, the 
user can still access that ?le from his/her local memory as 
long as that the requisite access rights (e.g., object access 
rights and share access rights) accompany the respective ?le 
(e.g., cached With the ?le). HoWever, if the corresponding 
access rights are not cached locally, then access may be 
denied. 

[0011] According to another aspect of the invention, the 
user experience, Whether offline or online, is substantially 
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uniform across server types. In conventional networking 
infrastructure, the user may not knoW Which type of netWork 
is serving up the ?les that he/she is accessing and speci? 
cally, the reasons Why one server allows a particular feature 
While another server does not. In the present invention, 
achieving uniformity across server types is based at least in 
part upon the location of the CSC component. For example, 
client side caching can be located above all redirectors, 
independent of the type of netWork redirection being per 
formed. As a result, the offline experience remains consistent 
and Without change When sWitching betWeen server types. 
By Way of example, I/O requests can be sent to the CSC 
component before the DFS component to ensure that all 
relevant information (e.g., identi?cations of DFS links, 
corresponding physical shares, share access rights, etc.) is 
cached before the connection state changes from online to 
offline. The DFS component can only obtain referrals While 
online and the connection may be lost at any time. 

[0012] According to yet another aspect, the present inven 
tion provides for truth on the client. This is accomplished in 
part by Write back caching. Write back caching involves 
caching data on the client ?rst and then pushing it back to the 
server at appropriate times. For example, any ?le modi?ed 
or manipulated by the client While disconnected from the 
remote server can be stored to the client’s memory and then 
uploaded to the server When the client regains its connection 
to the server. This can be particularly useful When a con?ict 
in the data exists betWeen the client copy and the server 
copy. User resolution may be needed to resolve the con?ict 
in data; hoWever, When reconnected to the server, the user 
continues to see its modi?ed version of the ?le rather than 
the server’s version. 

[0013] To the accomplishment of the foregoing and related 
ends, the invention comprises the features hereinafter fully 
described and particularly pointed out in the claims. The 
folloWing description and the annexed draWings set forth in 
detail certain illustrative aspects and implementations of the 
invention. These are indicative, hoWever, of but a feW of the 
various Ways in Which the principles of the invention may be 
employed. Other objects, advantages and novel features of 
the invention Will become apparent from the folloWing 
detailed description of the invention When considered in 
conjunction With the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] FIG. 1 illustrates a high level schematic block 
diagram of a remote ?le system in accordance With one 
aspect of the present invention. 

[0015] FIG. 2 illustrates a block diagram of a remote ?le 
system in accordance With one aspect of the present inven 
tion. 

[0016] FIG. 3 illustrates an exemplary data structure in 
accordance With one aspect of the present invention. 

[0017] FIG. 4 illustrates an exemplary diagram of a user’s 
vieW of an online, partial cached namespace in accordance 
With one aspect of the present invention. 

[0018] FIG. 5 illustrates an exemplary diagram of a user’s 
vieW of an offline, partial cached namespace in accordance 
With one aspect of the present invention. 

[0019] FIG. 6 illustrates an exemplary diagram of a user’s 
vieW of an offline, partial cached namespace With shadoW 
instances in accordance With one aspect of the present 
invention. 
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[0020] FIG. 7 illustrates an exemplary diagram of a user’s 
vieW of an online, server namespace change requiring syn 
chroniZation betWeen the client and the server in accordance 
With one aspect of the present invention. 

[0021] FIG. 8 illustrates an exemplary diagram of truth on 
the client during normal CSC operations in accordance With 
one aspect of the present invention. 

[0022] FIG. 9 illustrates an exemplary diagram of truth on 
the client during synchroniZation betWeen client and server 
copies of a ?le object in accordance With one aspect of the 
present invention. 

[0023] FIG. 10 illustrates an exemplary diagram of truth 
on the client as normal CSC operations have resumed in 
accordance With one aspect of the present invention. 

[0024] FIG. 11 illustrates a How diagram of an exemplary 
methodology that facilitates maintaining access to remote 
?les (e.g., server-based) during any period of disconnect 
from a remote location in accordance With one aspect of the 
present invention. 

[0025] FIG. 12 is a continuation of FIG. 11, in accordance 
With one aspect of the present invention. 

[0026] FIG. 13 is a continuation of FIG. 11, in accordance 
With one aspect of the present invention. 

[0027] FIG. 14 illustrates an exemplary API in accordance 
With one aspect of the present invention. 

[0028] FIG. 15 illustrates an exemplary API in accordance 
With one aspect of the present invention. 

[0029] FIG. 16 illustrates an exemplary operating system 
in accordance With one aspect of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0030] The present invention is noW described With ref 
erence to the draWings, Wherein like reference numerals are 
used to refer to like elements throughout. In the folloWing 
description, for purposes of explanation, numerous speci?c 
details are set forth in order to provide a thorough under 
standing of the present invention. It may be evident, hoW 
ever, that the present invention may be practiced Without 
these speci?c details. In other instances, Well-knoWn struc 
tures and devices are shoWn in block diagram form in order 
to facilitate describing the present invention. 

[0031] As used in this application, the term “component” 
is intended to refer to a computer-related entity, either 
hardWare, a combination of hardWare and softWare, soft 
Ware, or softWare in execution. For example, a component 
may be, but is not limited to being, a process running on a 
processor, a processor, an object, an executable, a thread of 
execution a program, and/or a computer. By Way of illus 
tration, both an application running on a server and the 
server can be a computer component. One or more compo 

nents may reside Within a process and/or thread of execution 
and a component may be localiZed on one computer and/or 
distributed betWeen tWo or more computers. A “thread” is 
the entity Within a process that the operating system kernel 
schedules for execution. As is Well knoWn in the art, each 
thread has an associated “context” Which is the volatile data 
associated With the execution of the thread. A thread’s 
context includes the contents of system registers and the 
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virtual address belonging to the thread’s process. Thus, the 
actual data comprising a thread’s context varies as it 
executes. 

[0032] Furthermore, the term “inference” as used herein 
refers generally to the process of reasoning about or infer 
ring states of the system, environment, and/or user from a set 
of observations as captured via events and/or data. Inference 
can be employed to identify a speci?c context or action, or 
can generate a probability distribution over states, for 
example. The inference can be probabilistic-that is, the 
computation of a probability distribution over states of 
interest based on a consideration of data and events. Infer 
ence can also refer to techniques employed for composing 
higher-level events from a set of events and/or data. Such 
inference results in the construction of neW events or actions 
from a set of observed events and/or stored event data, 
Whether or not the events are correlated in close temporal 
proximity, and Whether the events and data come from one 
or several event and data sources. 

[0033] Accordingly, it is to be appreciated that various 
aspects of the subject invention can employ probabilistic 
based and/or statistical-based classi?ers in connection With 
making determinations and/or inferences in connection With 
the subject invention. For example, such classi?ers can be 
employed in connection With utility-based analyses 
described herein. Asupport vector machine (SVM) classi?er 
can be employed Which generally operates by ?nding a 
dynamically changing hypersurface in the space of possible 
inputs. Other directed and undirected models/classi?cation 
approaches include, e.g., naive Bayes, Bayesian netWorks, 
decision trees, Hidden Markov Model (HMM), data fusion 
engine, neural netWork, expert system, fuZZy logic, or any 
suitable probabilistic classi?cation models providing differ 
ent patterns of independence can be employed. Classi?ca 
tion as used herein also is inclusive of statistical regression 
that is utiliZed to develop models of priority. 

[0034] The present invention involves systems and meth 
ods that facilitate client side caching and truth on client 
persistent caching. Client side caching provides off-line 
access to ?les and/or other data When the netWork version of 
the ?le is otherWise unavailable due to a netWork outage or 
intentional disconnection. It also can increase server scal 
ability While connected to the netWork by reducing ?le 
operations directed at remote servers. By the employment of 
the present invention, a client can access the cached copy of 
a ?le using the same ?le name and With the same namespace 
as When the client is connected to the netWork. Thus, the 
client may not even be aWare that a temporary disconnection 
from the netWork (e.g., remote server(s)) is occurring since 
access to and/or modi?cation of one or more ?les has not 
been interrupted. 

[0035] The present invention can be used in conjunction 
With DFS (Distributed File System) shares or links. DFS 
links are based at least in part upon logical names Which can 
be expressed in the format of . . . \\domain\name\ . . . , for 

example. HoWever, logical names are not necessarily physi 
cal names that identify a server. Rather, DFS links can point 
to a physical server(s) or ?le(s). DFS links are structured to 
deal With SMB shares, NFS shares, as Well as Webdav (or 
DAV) shares or any other remote process that an operating 
system can be pointed at by a DFS share or link. It should 
be understood that the logical name space can include 
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multiple DFS links Which are backed up by a physical share 
on a server Which can be individually online or offline. Thus, 
the client side caching can keep track of any particular DFS 
link persistently so that it can transition a connection state at 
a proper logical directory. This effectively minimiZes the 
scope of offlineness to the physical share. 

[0036] Moreover, client side caching can support state 
transitions at the directory level on a logical path Which 
represents a DFS link. Therefore, if a physical share is doWn, 
only part of the logical name space hosted on the physical 
share is of?ine—the rest of the logical name space remain 
ing online. In a cascaded DFS scenario, part of the name 
space can be offline While the next or adjacent part of the 
name space can still be online. For example, the underlined 
portion in the folloWing path is offline While the remaining 
portions remain online. 

[0038] This is because 4051 may be a DFS link pointing 
to a physical share and x86gsf maybe a ?le located on a 
portion of the share. Thus, it appears that share 4051 is 
offline and accordingly, any ?les listed that belong to that 
offline share Will also appear to be offline. Conversely, 4073 
may correspond to another DFS link or physical share that 
is online. Thus, despite being doWnstream from the offline 
link or share, any ?les belonging to other online physical 
shares remains online. 

[0039] The ?gures beloW further describe the many 
aspects of client side caching and the manner in Which truth 
on the client can be achieved. It should be appreciated that 
the systems and methods described herein are merely rep 
resentative and are not meant to limit the scope of the 
invention. 

[0040] Referring noW to FIG. 1, there is illustrated a 
high-level, schematic diagram of an exemplary remote ?le 
system 100 comprising client side caching (CSC) architec 
ture for communication and interaction betWeen one or more 

clients 110 and a netWork 120 or remote server(s) in accor 
dance With an aspect of the present invention. In general, a 
client application makes a request (by Way of input to the 
remote ?le system 100) using paths into a kernel portion of 
the remote ?le system 100. Such requests typically are 
directly communicated to a redirector component (not 
shoWn) such as SMB or Webdav or some other ?le system 
over the relevant netWork. A CSC component such as a 
client-side-caching mechanism is situated at about the 
middle of that path. The CSC component comprises a data 
store for offline retrieval of data Which Was previously 
cached. The previous caching may have taken place When 
the client Was connected (online as depicted by 130) to the 
remote netWork 110 or server. 

[0041] Thus, When a data request enters the kernel, a 
determination can be made as to Whether the remote server 

is online. If it is not online such as depicted by 140, the CSC 
component can direct the ?le request to a local cache 150 on 
the client. If the ?le Was previously cached by the user 
(client) and the user/client has the requisite access rights, 
then access to the particular ?le can be granted to the user 

(client). 
[0042] HoWever, When the system is online and a ?le 
request is made, the local cache on the client’s side can 
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determine Whether it also has a copy of the ?le. If it does 
contain a copy, the CSC component can retrieve the data 
from data store, thereby mitigating netWork traf?c. To some 
extent, it may also be possible to request such information 
from other clients, provided that they are on the same or 
similar netWork. This con?guration can be referred to a 
distributed client cache system, Whereby a plurality of 
clients can access each other’s cache. As the technology 
continues to advance in this area, the distributed client cache 
system may become more efficient With respect to perfor 
mance, speed, and bandWidth consumption. 

[0043] In general, the CSC component operates on logical 
namespaces (e.g., names of ?les as users see them) and 
supports connection state transitions at the directory level on 
a logical path that is representative of a DFS link. The DFS 
link can point to a physical share and typically translates a 
logical path into its physical path. Logical namespaces can 
be backed up by multiple shares on different physical 
servers. By querying DFS component, CSC can identify 
those directors on a logical path Which are DFS links and 
store them on a list. 

[0044] Hence, When a connection state changes (e.g., 
online to offline) due to a failure returned from a redirector 
or a netWork disconnect indication, for example, the CSC 
component Will only transition the directory on the list that 
hosts to the object. The rest of the logical name space is not 
affected. Therefore, When a ?le I/O request comes doWn, the 
CSC component can cross-reference the list to see if the path 
is offline. If it is, the request is processed of?ine. OtherWise, 
it Will be sent to a redirector for further processing. The 
transition version of the directory Where the path is forced 
of?ine can be tracked. 

[0045] In addition, directory access rights as Well as share 
access rights (if a DFS link) for the respective portions of the 
logical name space are also stamped on the directory cache 
entries. Thus, When a create request comes doWn While 
of?ine, the CSC component can check the ?le access and 
share access rights to determine Whether to alloW the request 
a success. 

[0046] Referring noW to FIG. 2, there is illustrated a block 
diagram of an exemplary remote ?le system 200 utiliZing 
client side caching in accordance With an aspect of the 
present invention. Whenever a client/user application gen 
erates a request for the ?le system such as to gain access to 
a directory or ?le, an I/O Manager 210 initially can deter 
mine Whether the desired path is a local or remote path. If 
it is a remote path, then the remote ?le system 200 as shoWn 
in FIG. 2 can be employed. The remote ?le system 200 
comprises a Multiple UNC (Universal Name Code) Provider 
(MUP) 220, surrogate providers (e.g., CSC 230, DFS 240), 
and one or more redirectors 250 (e.g., SMB 252, NFS 254, 
and DAV (Webdav) 256). 

[0047] One notable aspect in the system 200 is that the 
CSC mechanism 230 and the DPS 240 are at the same level 
as the MUP 220. Thus, CSC 230 can receive all or substan 
tially all UNC and drive-letter-based I/O destined for a 
netWork or remote server. Because the CSC 230 registers as 
a surrogate provider, it can also receive nearly if not all pre 
and post-vieW of IRP and FastIO calls to netWork providers. 
One advantage to this is that an extended mini-redirector 
interface can be used to communicate With a plurality of 
mini-redirectors in order to get additional information from 
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the mini-redirector and to simplify callback mechanisms for 
events such as oplock breaks and transports appearing and 
disappearing from the redirectors. 

[0048] Substantially all calls ?elded by the MUP 220 are 
handed doWn to the appropriate redirectors 250. In general, 
the CSC mechanism 230 can also ?lter substantially all calls 
going through the MUP 220, thus alloWing it the opportunity 
to decide on appropriate caching pathnames. 

[0049] Unlike conventional systems, the MUP 220 in the 
present invention supports surrogate providers. Surrogate 
providers such as the CSC mechanism 230 can register to the 
MUP 220 With pre- and post-process handlers (232, 234). 
For instance, the MUP 220 calls the pre-process handler(s) 
232 in a predetermined order before calling any of the 
netWork providers. It can return one of the folloWing statuses 
When the pre-process is done: 

[0050] STATUS_MORE_PROCESSING_RE 
QUIRED—The request has not been satis?ed. The 
IRP needs to be sent to the next provider. 

[0051] STAT US_PENDING—The surrogate pro 
vider needs more time to process the request. AMUP 
resume routine Will be called after the process is 
done. 

[0052] Other status—The surrogate provider has 
handled the request. MUP can complete the IRP 
Without invoking the rest of the providers. 

[0053] Subsequently, the CSC post process handler 234 
can be called after the request is handled by a netWork 
provider and/or another surrogate provider, depending on 
the status returned on its pre-process. The post-process 
handler 234 has a chance to handle the request again. For 
instance, it can store the data returned back from the server 
if “success” is returned, or take the connection of?ine, 
process the request from cache, and return “success”. 

[0054] The post-process handler(s) 234 are called in the 
opposite order some time thereafter. Since the CSC mecha 
nism 230 is in the path of every call that the MUP handles, 
the CSC can do the relevant pre- and post-processing that is 
necessary to obtain the appropriate functionality. 

[0055] As can be seen in FIG. 2, the MUP 220 can call the 
CSC 230 and/or the DPS 240, in either order. HoWever it is 
preferable that the MUP 220 calls the CSC mechanism 230 
before the DPS 240. This can be important for a create 
request in particular because it gives the CSC mechanism 
230 a chance to cache the logical path in a local cache 236 
before the DPS 240 translates the ?le object name into the 
physical path. 
[0056] FIG. 3 illustrates a schematic block diagram of 
representative ?le-based data structures in both logical 
(CSC) 300 and physical namespace (Mini-Rdr) 310 and the 
relationships betWeen them When a ?le is created online. 
Essentially, CSC 300 maintains the connection based data 
structures in logical name space While Mini-Rdr 310 main 
tains the connection based data structures in physical name 
space. File based data structures are created by CSC 300 and 
shared among CSC 300 and Mini-Rdr 310. Some ?le based 
data structures have access to the connection based data 
structures in both logical and physical name space. There 
fore, ?le I/O requests can be executed by either CSC 300 or 
Mini-Rdr 310, based on the circumstances. By maintaining 
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such data structures, the CSC can provide and/or facilitate 
persistent caching to yield truth on the client. 

[0057] There are several operations that CSC can perform 
to implement delay Write persistent caching semantics. At 
least a portion of CSC consistency is based in part on the last 
Write time stamp and ?le-siZe; hence, it has to do various 
tasks at create/close time to ensure that this information is 
accurate. 

[0058] For example, in a File Create Operation, a create 
request comes to the MUP (e.g., MUP 220 in FIG. 2). The 
MUP 220 calls the pre-process handler (e. g., FIG. 2, 232) of 
the CSC (surrogate provider). The CSC attempts to ?nd or 
create connection data structures for the ?le object that is 
issued With the create request. Examples of the connection 
data structures include a server Connection structure: Srv 

Call; a share mapping structure: NetRoot; and a per-user 
share mapping structure: VNetRoot. 

[0059] If the part of the logical namespace on Which the 
target of the create falls is already offline, the surrogate (e.g., 
CSC) ?nds or creates the logical namespace structure and 
returns “success”. HoWever, if the surrogate provider does 
not have the information indicating that the path is offline, 
it can ask the MUP to proceed With further processing of the 
create call after creating or ?nding the above structures in 
the logical name space. 

[0060] The MUP may continue its perorations, by supply 
ing the path to the DFS (e.g., FIG. 2, 240), Which in turn 
might translate the logical path to an actual server share, 
depending on Whether there is a DFS link along the Way. 
Ultimately, one redirector (e.g., FIG. 2, 250) claims the 
name. If that redirector is part of RDBSS architecture (e.g., 
FIG. 2, 260—a communication link betWeen CSC compo 
nent and redirectors), then a mini-redirector (MINI-RDR) 
automatically refers to RDBSS to execute the common 
create code. When the create call returns to the MUP, it can 
call the CSC post-process handler. If the call is not ?elded 
by a mini-redirector that supports the CSC, a post-processor 
routine may tell the MUP that it is not interested in the ?le, 
and no subsequent operations are seen by the CSC. 

[0061] On a successful open of the path, all the connection 
structures get established at the appropriate mini-redirector 
and a handle is available to the ?le. The CSC pre-process 
handle can get the ?le extension, siZe, and caching ?ags of 
the path by looking at the physical NetRoot of the Fcb (?le 
control block—an abstraction of a ?le that contains infor 
mation about the ?le such as name, siZe, time stamps, cache 
map, shared access rights, mini-redirector device object, 
pointer to NetRoot, etc.) of the parent directory, or by 
issuing a FSCTL (File System Control) against the handle. 

[0062] Once this information is obtained, the CSC can 
decide Whether to oWn this ?le object. If the share charac 
teristics so demand, such as it being a cacheable share, or if 
the mini-redirector demands caching be on all the time, such 
as DAV, the CSC can claim oWnership and create the ?le 
data structures for the open instance (e.g., Fcb, SrvOpen, and 
Fobx) represented by this ?le object. HoWever, if the share 
is marked non-cacheable, the CSC can disassociate itself 
from the ?le object so as to not see the operations against this 
?le object thereafter. 

[0063] It should be understood that SrvOpen refers to 
Server Side Open Context Which is the abstraction of an 
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open sent to the server, and Which stores the desire access, 
share access, security context, server ?le handle, mini-rdr 
context, pointer to Fcb, etc. Multiple SrvOpens With differ 
ent access rights and session IDs can collapse on a single 
Fcb. Furthermore, Fobx refers to File Object Extensions 
Which is the RDR (redirector) extension of a ?le object, 
containing information unique to a handle, such as a direc 
tory enumeration template, resume key, etc. It also has the 
pointer to a SrvOpen. Multiple Fobx can collapse on a single 
SrvOpen, if their access rights match. 

[0064] After the ?le data structures are created and linked 
to the connection based data structures of both logical and 
physical namespaces, the CSC can issue a create directly to 
the mini-redirector With the pre?xed ?le name in the physi 
cal namespace Which can be obtained through the ?le handle 
for querying attributes. The CSC can keep the connection 
data structure around for some time even if it is a non 

cacheable path. In addition, it can put the parent directory on 
the name cache under the NetRoot so that it can quickly 
determine the persistent caching characteristics on the next 
create request Without issuing an open to it again. With this 
approach, per directory caching can be obtained. 

[0065] Moreover, the connection-related data structure 
can be separated and the ?le-related data structure can be 
shared betWeen the logical and physical namespaces. The 
CSC and redirectors can create their oWn SrvCall, NetRoot, 
and VNetRoot, and share the Fcb, SrvOpen and Fobx. This 
Way, the CSC and redirectors can handle many different 
UNC paths (logical and physical) Without doubling the 
resources such as in-memory data structures and cache 
maps. 

[0066] In a File Read Operation, the CSC needs to knoW 
the buffering state of the ?le before every read from the 
persistent cache. If the buffering state is such that read 
caching is alloWed then the CSC can read the persistently 
cached data and serve it to the app. HoWever, if the buffering 
state is at the equivalent of OPLOCK_LEVEL_NONE, then 
it should not return the data from the cache and let all the 
reads go to an underlying provider. The buffering state info 
can be obtained by checking the FCB_STATE_READ 
CACHING_ENABLED ?ag on Fcb->FcbState. 
[0067] If read caching is alloWed and the ?le is not sparse, 
the CSC ?lls a user buffer With cached data and return 
success on the CSC pre-process. MUP Will return the request 
Without forWarding this request to mini-rdr. If read caching 
is disabled or the ?le is sparse, the CSC sends the read 
request directly to the mini-redirector on the pre-process. 
Once the request is completed by the mini-redirector suc 
cessfully, data is saved on cache. If an error is returned from 
mini-redirector, the CSC attempts to transition to offline and 
if succeeds, complete the request offline. Either case, read 
operation is completed on CSC pre-process Without having 
MUP sends the request to mini-redirector. 

[0068] With respect to a File Write Operation, the CSC 
needs to knoW the buffering state of the ?le before every 
Write is executed. If the buffering state is such that Write 
caching is alloWed, then the CSC can Write the persistently 
cached data and return success to the application. HoWever, 
if the buffering state is at the equivalent of OPLOCK_LEV 
EL_II or less, then it should not cache the Write and let all 
the Writes go to the underlying provider. Again the buffering 
state info can be obtained by checking the FCB_STATE 
_WRITECACHING_ENABLED ?ag on Fcb->FcbState. 
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[0069] If Write caching is allowed and the ?le is not sparse, 
the CSC sends the Write request to local cache and return 
success on the CSC pre-process. MUP Will return the request 
Without forwarding this request to rnini-rdr. 

[0070] If Write caching is disabled or the ?le is sparse, the 
CSC sends the Write request directly to the rnini-redirector 
on the pre-process. Once the request is completed by the 
rnini-redirector successfully, data is saved on cache. If an 
error is returned from the rnini-redirector, the CSC attempts 
to transition to offline and if it succeeds, it completes the 
request of?ine. In either case, Write operation is completed 
on CSC pre-process Without having the MUP send the 
request to rnini-redirector. 

[0071] In a File Close Operation, the MUP calls CSC 
pre-process ?rst When a close request comes to the MUP. 
The CSC pre-process checks if there is any cached data from 
a previous Write request on this ?le. If so, the CSC sends 
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back the only sections With the rnodi?ed data to the server 
by issuing Write requests to rnini-redirector. After cached 
data are pushed back to the server, CSC pre-process sends 
the close request to the rnini-redirector. Once the mini 
redirector completes the close request, CSC pre-process 
queries the tirnestarnp from the server, sets it on the cached 
?le, closes cache handle, and returns to MUP. Thus Writes 
are cached until the ?le is closed. If durable op-lock is 
granted to the client, the close request is only executed 
locally since there is no rernote handle to the ?le. Writes are 
cached until the op-lock is broken. 

[0072] Moreover, if a handle is opened online, CSC Will 
folloW the design principle of alWays processing the request 
after a redirector takes a ?rst look, eXcept With a create 
request. BeloW are exemplary pseudo codes for the control 
?oWs of the typical create, read, and Write operations. Other 
?le I/O operations are similar to read/Write. 

Create 
MupCreate(Irp(FileObject)) 

CscSurrogatePreProcess (MupIrpConteXt) 

RdbssCornrnonCreate(Irp(FileObject(LogicalPath))) 

// cscinit.c 
// invoke RXFsdDispatch 
// Create SrvCall, NetRoot, 
//VNetRoot for the logical 
//path. Create or ?nd Fcb, 
// SrvOpen, FobX for the ?le 
//object 

Fcb—>RXDeviceObject = CscDeviceObject 
Fcb->CscNetRoot = RXConteXt->Create.NetRoot; 

SrvOpen->CscVNetRoot = RXConteXt->Create.VNetRoot; 
CscCreate // openclose.c 

FileObject->FsConteXts = FobX 
If Cache is dirty 

Return STATUSiSUCCESS // local open 
Else 

Return MoreiProcessingiRequired // rernote open 
If Status == MoreiProcessing_Required // MUP 

DfsSurrogatePreProcess(MupIrpConteXt) 
If IsDfsPath(FileObject(LogicalPath)) then 

ResolveDfsPath(FileObject(logicalPath)) 
RedirectorDispatcher(Irp(FileObject(PhysicalPath))) 

RdbssCornrnonCreate(Irp(FileObject(PhysicalPath))) // Create SrvCall, 
//NetRoot, VNetRoot 
//for physical path 

FobX = FileObject->FsConteXts 
SrvOpen = FobX—>SrvOpen 
Fcb = SrvOpen->Fcb 

Fcb—>MiniRdrDeviceObject = RdrDeviceObject 
Fcb—>NetRoot = RXConteXt->Create.NetRoot; 

SrvOpen->VNetRoot = RXConteXt->Create.VNetRoot; 
RedirectorCreate(RXConteXt) // Create rnini-rdr extensions, contact server, 

//set rnini-rdr device object 
IrpCornpletion(Irp) // Mini-rdr 
Return status 

MupResurneIoOperation 
DfsSurrogatePostProcess(MupIrpConteXt) 

MupResurneIoOperation 
CscSurrogatePostProcess(MupIrpConteXt) 

CreateCornpletion(SrvOpen,Fcb) // Synchronize the create request 
Else // none DFS path 

Return MoreiProcessingiRequired 
MupResurneIoOperation 

MupLocateRedirector(Irp(FileObject(LogicalPath))) 
RedirectorDispatcher(Irp(FileObject(LogicalPath))) 

FobX = FileObject->FsConteXts 

SrvOpen = FobX—>SrvOpen 
Fcb = SrvOpen->Fcb 

Fcb—>MiniRdrDeviceObject = RdrDeviceObject 

Fcb—>NetRoot = RXConteXt->Create.NetRoot; 

SrvOpen->VNetRoot = RXConteXt->Create.VNetRoot; 
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RdbssCornrnonCreate(Irp(FileObject(LogicalPath))) // Create SrvCall, 
//NetRoot, VNetRoot 

RedirectorCreate(RXConteXt) // Create rnini-rdr extensions, contact server, 
//set rnini-rdr device object 

IrpCornpletion(Irp) // Mini-rdr 
Return status 

MupResurneIoOperation 
DfsSurrogatePostProcess(MupIrpConteXt) 

MupResurneIoOperation 
CscSurrogatePostProcess(MupIrpConteXt) // cscinit.c 

CreateCornpletion(SrvOpen.Fcb) // Complete SrvOpen and Fcb construction, 
//synchroniZe other opens With the same 
// path, replace the Mini-rdr dispatch table 
// With CSC dispatch table 

IrpCornpletion(Irp) // MUP 
Else // rnoreiprocessirequired 

IrpCornpletion(Irp) // MUP 

[0073] As you see from the above, CSC pre-process 
handler creates the SrvCall, NetRoot and VNetRoot for the 
logical path and Feb, SrvOpen and FobX for the ?le object. 
FobX is stored on the FileObject->FsConteXt2 so that rnini 
rdr can pick it up When it is called from either DFS or MUP. 
If the Feb is created by the CSC, Fcb->RXDeviceObject is 

CSC Device Object. Otherwise, it Will be rnini-rdr Device 
Object. Mini-rdr also sets the Fcb->MiniRdrDeviceObject 
on the create path. In addition, the subsequent create request 
on the same ?le has to Wait on the CSC pre-process handler. 
CSC post process handler signals the other create request 
after the ?rst one is completed. 

Read/Write 
MupFsdIrpPassThrough(Irp(FileObject)) 

CscSurrogatePreProcess(MupIrpConteXt) // cscinit.c 
Return MoreiProcessingiRequired 

MupResun1eIoOperation 
DfsSurrogatePreProcess(MupIrpConteXt) 

Return MoreiProcessingiRequired 
MupResun1eIoOperation 
RedirectorDispatcher(Irp(FileObject)) 

RdbssCornrnonRead/Write(RXConteXt) // read.c or Write.c 
If lPagingIO then 
If CcRead/Write(FileObject,Offset,Length) then 

IrpCornpletion(Irp) 
Fcb- >RXDeviceObject->Dispatcher[Read/Write](RXConteXt) 

CscRead/Write(RXConteXt) // readWrit.c 
If oplockAcquired && CacheNotSparse then 

CscRead/WriteCache(RXConteXt) 
Else 

Fcb->MiniRdrDeviceObject->Dispatcher[Read/Write](RXConteXt) 
RedirectorRead/Write(RXConteXt) // read.c or Write.c 

CscRead/WriteEpilogue // cache data from or to server 
IrpCornpletion(Irp) 

MupResun1eIoOperation 
DfsSurrogatePostProcess (MupIrpConteXt) 

MupResun1eIoOperation 
CscSurrogatePostProcess(MupIrpConteXt) 
Close 

MupFsdIrpPassThrough(Irp(FileObject)) 
CscSurrogatePreProcess(MupIrpConteXt) 

Return More Processing Required 
MupResun1eIoOperation 
DfsSurrogatePreProcess(MupIrpConteXt) 

Return MoreiProcessingiRequired 
RedirectorDispatcher(Irp(FileObject)) 

RdbssCornrnonClose(RXConteXt) // close.c 
Fcb->RXDeviceObject—>Dispatcher[Close](RXConteXt) 

CscClose(RXConteXt) // openclos.c 
If FileIsDirty(RXConteXt) then 

CscFlushDirtyPages (RXConteXt) 
Fcb—>RXDeviceObject— >Dispatcher[Write](RXConteXt) 

Fcb- >RxDeviceObject- >MiniRdrDispatcher[Close](RXConteXt) 
RedirectorClose(RXConteXt) // openclos.c 

CscCloseEpilogue(RXConteXt) // close CSC handle 

Dereference(FobX) 






































