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(57) ABSTRACT 

Multiple secure transactions are provided through use of a 
method that uses customer one-time unique purchase order 
numbers (“Coupons”) generated by an algorithm that uses a 
permutated user key and a user insertion key as input 
variables. A user key (such as a Personal Identi?cation 
Number, or “PIN”) is combined With a permutation variable 
that is correlated With a customer sequence number to create 
the permutated user key. A random number generator is used 
to generate the user insertion key correlated With the cus 
tomer sequence number. The algorithm can insert the per 
mutated user key into a user account number through use of 
the user insertion key. A Coupon is validated by con?rming 
that it is contained in a set of money source Coupons 
generated by a money source using the user key and a 
random number generator that is synchronized With the 
random number used to generate Coupons. Once a Coupon 
is validated, the matching money source Coupon and all 
earlier generated money source Coupons are deleted from 
the set, and a neW set is generated. If a preselected number 
of Coupons are not validated for a chosen entity, an invalid 
user account number Will be set. Coupons can be used for 
credit card or bank card transactions, and they can be 
generated Without changing ?xed digits of traditional tWenty 
digit account numbers. 
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METHOD FOR GENERATING CUSTOMER 
ONE-TIME UNIQUE PURCHASE ORDER 

NUMBERS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is a continuation applica 
tion of US. patent application Ser. No. 09/960,714, ?led 
Sep. 21, 2001, Which Was a continuation-in-part application 
of US. application Ser. Nos. 09/667,081 and 09/667,089, 
?led Sep. 21, 2000, Which are continuation-in-part applica 
tions of US. Ser. No. 09/659,434, ?led Sep. 8, 2000, Which 
is a continuation-in-part of US. Ser. No. 09/640,044, ?led 
Aug. 15, 2000, Which is a continuation-in-part of US. Ser. 
No. 09/619,859, ?led Jul. 20, 2000, Which is a continuation 
in-part of US. Pat. No. 6,592,044, all of Which disclosures 
are speci?cally incorporated herein by reference. The 
present application continues the subject matter previously 
set forth in US. Ser. No. 09/640,044. 

FIELD OF THE INVENTION 

[0002] The present invention is in the ?eld of electronic 
payment systems. 

BACKGROUND OF THE INVENTION 

[0003] Three forms of money in Widespread use today 
throughout the World are cash, checks and payment cards 
(debit or credit). Each has distinct advantages, and distinct 
disadvantages. Cash is readily accepted, easy to use and 
anonymous, but it does not earn interest, it can be lost or 
stolen, and it is not alWays readily accessible. Checks are not 
alWays accepted, but they offer many advantages, since they 
do not have to be Written until the time of payment. 
HoWever, they must be physically presented and they are not 
anonymous. Payment cards are readily, but not alWays, 
accepted, and they offer many advantages over checks. If the 
card is a credit card, payment can be deferred, but the 
transaction is not anonymous. If the card is a debit card, 
payment has usually been made prior to its use, but it is 
anonymous. Accordingly, it is apparent that different types 
of money have different advantages to different persons in 
different situations. This may be one reason Why all these 
forms of money are still in Widespread use, and are even 
used by the same persons at different times. 

[0004] As society and international commerce have 
become more dependent upon electronic transactions, 
money has also become more electronic. Many attempts 
have been made to come up With suitable forms of electronic 
money that mimic the physical World, or even create neW 
forms of electronic money. HoWever, despite the enormous 
need for such money, and efforts by some of the best minds 
and most successful companies in the World, electronic 
money has suffered many setbacks and been far sloWer to 
materialiZe than many had hoped or predicted. The reasons 
are many and varied, but some of the obvious reasons are 
security, ease of use/operation, and unWillingness of the 
public and/or commerce to make radical changes or embrace 
neW technology and/or procedures. As a result, many efforts, 
including several potentially promising efforts, have met 
With failure. 

[0005] Even though neW forms of electronic money have 
been sloW to develop or gain Widespread acceptance, elec 
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tronic payments have still moved forWard. Many banks noW 
offer some form of electronic checking. And payment cards 
have been used for electronic transactions in e-commerce 
and m-commerce (mobile commerce). Still, there is Wide 
spread concern about the safety of such transactions, and 
recent neWs stories have uncovered Widespread fraudulent 
activity associated With use of traditional credit card num 
bers in e-commerce over the Internet. In addition, there is 
groWing concern about consumer privacy, or lack thereof, 
due to Widespread electronic pro?ling of consumers Who 
make electronic payments. 

[0006] Although the media has been quick to cover fraud 
associated With use of credit cards over the Internet, it is 
often overlooked, at least by the public and the media (but 
not the credit card companies), that the majority of fraudu 
lent activity concerning credit cards is not associated With 
e-commerce activity. Most fraud occurs in the “brick and 
mortar” World, and the numbers are daunting. Despite many 
attempts to combat unauthoriZed or fraudulent use of credit 
cards, it is estimated that credit card fraud noW exceeds 
hundreds of millions, if not several billion, dollars per year. 
And this does not even count the cost of inconvenience to 
consumers, merchants and credit card issuer/providers, or 
the emotional distress caused to victims of such fraud, or the 
cost to society in terms of laW enforcement and preventative 
activities. 

[0007] Accordingly, there is a very real, long-felt need to 
reduce the amount of fraudulent activity that is associated 
With credit cards, and this need has only groWn more acute 
as consumers and commerce search for better Ways to 
purchase and sell goods and services via e-commerce and 
m-commerce. HoWever, any solution needs to be something 
that is acceptable to the public at large. It should be easy to 
use. It should not be complicated or expensive to implement. 
Preferably, it should ?t Within the eXisting infrastructure, 
and not be something that requires a great deal of educa 
tional effort, or a radical change in behavior or habits of 
consumers. In other Words, it should be user friendly, readily 
understandable and something that does not require a com 
pletely neW infrastructure, Which is a reason suggested by 
some as to Why smart cards have not been Widely accepted 
in the United States. 

[0008] In addition, it is highly desirable that any solution 
to such problems be capable of Widespread use, in many 
different platforms, for many different applications. 

[0009] In US. Pat. No. 5,956,699 issued in September of 
1999, Wong and Anderson Were the ?rst to introduce the 
methodology of a system for secure and anonymous credit 
card transactions on the Internet. This patent introduced a 
system Which used an algorithm to use one’s oWn selected 
Personal Identi?cation Number or PIN as one’s oWn de facto 
digital signature. The algorithm instructs the cardholder hoW 
to insert one’s PIN into one’s valid credit card number 
before using it for any transactions on the Internet. The 
resultant scrambled up credit card number, Which is tailored 
by the algorithm to having the same number of digits as 
before, is rendered useless on the Internet because the PIN 
insertion algorithm is changed automatically after every 
transaction. This methodology is not only capable of dras 
tically reducing credit card fraud on the Internet, it is also 
capable of safeguarding one’s anonymity, and thus privacy, 
in credit card purchases on the Internet. 



US 2005/0080747 A1 

[0010] Since the issuance of US. Pat. No. 5,956,699, 
Wong and Anderson have also invented an anonymous 
electronic card for generating personal coupons useful in 
commercial and security transactions, as Well as a method 
for implementing anonymous credit card transactions using 
a ?ctitious account name. The present invention is an 
extension of these prior inventions that seeks to provide neW 
methods for generating one-time unique numbers that can be 
used in credit card transactions in the brick and mortar 
World, e-commerce, m-commerce and in many other appli 
cations. Because the methodology is Well suited for use in 
hardWare and softWare applications, it has Widespread appli 
cability to many different types of transactions. 

SUMMARY OF THE INVENTION 

[0011] The present invention is generally directed to a 
method for generating customer one-time unique purchase 
order numbers (“Coupons”). An algorithm is eXecuted that 
uses a permutated user key and a user insertion key as input 
variables to form a Coupon that is correlated With a sequence 
number. Combining a user key With a permutation variable 
correlated With a sequence number forms the permutated 
user key. A random number generator generates the user 
insertion key that is correlated With the sequence number. 
The sequence number can be changed after each Coupon is 
generated and a neW Coupon can then be generated using a 
neW permutation variable correlated to the changed 
sequence number. 

[0012] In a ?rst, separate aspect of the present invention, 
the algorithm used to generate a Coupon inserts the permu 
tated user key into a user account number. After a Coupon 
is generated, it is transferred With a ?rst entity identi?er to 
a second entity (Which can actually be several entities), 
Which then transfers the information to a money source 
repository. An individual Coupon is veri?ed as being valid 
by con?rmation that it matches a money source Coupon 
stored in a sequential set having a preselected number of 
money source Coupons for the ?rst entity. The money source 
Coupons are generated in a similar fashion as Coupons, 
eXcept that they are generated for the money source. Thus, 
a money source Coupon Will be identical to a Coupon When 
the customer sequence number and the money source 
sequence number are identical (the customer random num 
ber generator and the money source random generator can 
also be resynchroniZed from a ?rst setting to a second 
setting). Once a Coupon is veri?ed as valid, the matching 
money source Coupon and all earlier created money source 
Coupons are deleted from the sequential set and a neW 
sequential set is generated. If a preselected number of 
Coupons are not veri?ed, an invalid user account number 
condition is set to prevent further attempts to verify Coupons 
for the ?rst entity. 

[0013] In another, separate aspect of the present invention, 
a Coupon can also be veri?ed as being valid if it is identical 
to a matching money source Coupon contained in a recent 
history ?le that contains one or more money source Coupons 
deleted from the sequential set Within a speci?ed length of 
time. Such veri?cation may also require independent veri 
?cation of the validity of the Coupon. 

[0014] In still another, separate aspect of the present 
invention, an electronic card that alloWs the user key to be 
entered into an input device generates Coupons, and the 
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Coupons can be readable by a magnetic card reader. The 
sequence number can be changed each time a user key is 
entered into the input device. 

[0015] In yet another, separate aspect of the present inven 
tion, the account number has tWo sets of variables—a set of 
?Xed variables, and a set of variable variables. The ?Xed set 
of variables is not changed by creation of a Coupon, and the 
customer permutated user key can be inserted into the 
variable set of variables that may contain nine or feWer digits 
When the account number is tWenty numeric digits. 

[0016] Accordingly, it is a primary object of the present 
invention to provide a method for generating customer 
one-time unique purchase order numbers. 

[0017] This and further objects and advantages Will be 
apparent to those skilled in the art in connection With the 
draWings and the detailed description of the preferred 
embodiment set forth beloW. 

BRIEF DESCRIPTION OF THE DRAWING 

[0018] FIG. 1 is a simpli?ed, schematic diagram of pre 
ferred embodiment of the present invention used to generate 
a customer one-time unique purchase order number by a 
consumer. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0019] The present invention is related to US. Pat. Nos. 
5,913,203, 5,937,394 and 5,956,699, the disclosures of 
Which are all speci?cally incorporated herein by reference. 

[0020] The preferred embodiment of the present invention 
is adapted for use in many kinds of ?nancial transactions. 
For eXample, it can be used in credit card transactions, bank 
or debit card transactions, or electronic script transactions. 
Because of the versatility of the preferred embodiment, it 
can be used in connection With a Wide variety of instruments 
that can be used in connection With such ?nancial transac 
tions. Thus, it can be used With electronic cards, softWare 
programs used in netWork applications, or telephones (espe 
cially telephones used in What is noW being referred to as 
m-commerce, or mobile commerce). Moreover, it can be 
used Whether such transactions are conducted in person, 
face-to-face, or Whether such transactions are conducted by 
an indirect medium, such as a mail order transaction, a 
transaction conducted over a computer netWork (for 
eXample, the Internet), or a telephone transaction. 

[0021] As is the case in most ?nancial transactions, three 
parties are typically involved in completed ?nancial trans 
actions according to the present invention. Aparty makes a 
monetary payment. In the context of the folloWing descrip 
tion, this is the ?rst entity or customer. Another party 
receives the monetary payment, and this party can be a 
single party or tWo or more parties. In the conteXt of the 
folloWing description, the party or parties that are receiving 
the monetary payment are referred to as the second entity. 
Finally, there is at least one party, and usually multiple 
parties, that serve as intermediaries to alloW the customer to 
transfer monetary value to the second entity. The interme 
diary group of one or more parties Will be referred to in the 
conteXt of the folloWing description as a money source. 
Thus, the money source may be one or more banks, a credit 
card company or any other institution involved With issu 
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ance of credit cards or bank debit cards, such as a credit 
union or other institution, or a money source as described in 

US. Pat. No. 5,913,203. 

[0022] In connection With the preferred embodiment, it is 
not necessary that the ?rst entity use a real identity, although 
such an option is also acceptable. Instead, a pseudonym, 
such as a screen name or an alias, could be used to protect 
the ?rst entity’s privacy and provide additional security. 

[0023] Although the ?rst entity need not use a real identity, 
the ?rst entity must establish an account With a money 
source. When the account is established, the ?rst entity and 
the money source must agree upon a payment mechanism or 
protocol. In the case of a credit card or a bank card, this 
could be done in the same fashion as eXists today, and the 
?rst entity could select a ?ctitious account name as is 
explained in greater detail in co-pending US. patent appli 
cation Ser. No. 09/619,859. It is especially preferred that tWo 
different users not be alloWed to select the same ?ctitious 
account name so that a ?ctitious account name also repre 

sents a unique identi?er. HoWever, the preferred embodi 
ment could also be used in connection With a prepaid 
account. In such a scenario, the ?rst entity could simply 
purchase a prepaid card and no real identity Would ever be 
required. 
[0024] When the ?rst entity establishes an account With 
the money source, a user key must be selected. The user key 
can be a Personal Identi?cation Number, or “PIN,” similar 
to that Which is currently in Widespread use in the United 
States in connection With automated teller machines. Both 
the ?rst entity and the money source must have access to the 
user key, Which can be selected by either entity. In order to 
be able to retrieve this user key, the money source must 
create a record associated With the ?rst entity that includes 
the user key and a ?rst entity identi?er (Whether this be the 
real name of the ?rst entity or a ?ctitious account name). 

[0025] Once the ?rst entity has established an account 
With the money source and a user key has been selected, the 
?rst entity must be supplied With the means to generate a 
customer one-time unique purchase order number (“Cou 
pon”). As already described, this could be hardWare or 
softWare, but, in either case, it Will include a customer 
random number generator and a customer permutation vari 
able that is correlated With a customer sequence number. 

[0026] There is some debate, Within the mathematical and 
cryptographic communities, as to What constitutes a “ran 
dom number generator.” At times, the term is used some 
What loosely, and sometimes it is used to refer to What is also 
commonly referred to as a “pseudo random number genera 
tor.” In the context of the present invention, a “random 
number generator” shall be de?ned to include a pseudo 
random number generator. The details of hoW a random 
number generator (or a pseudo-random number generator) 
Works, and hoW they can be used to generate a series of 
random (or pseudo-random) numbers, are Well knoWn in the 
art of cryptography and Will not be repeated here. (A general 
description of random number generators and various 
pseudo-random number generators, and a discussion of 
common implementation mistakes that are made When using 
pseudo-random generators, is set forth in ICSA Guide to 
Cryptography (McGraW-Hill 1999), by Randall K. Nichols, 
at pages 356, 399-406, and 702, the disclosure of Which is 
speci?cally incorporated herein by reference.) 
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[0027] A person skilled in the art could choose one of 
many different “random number generators” knoWn in the 
art for use in connection With the present invention, and any 
number of such devices Will suf?ce, although it is probably 
most desirable, from a security standpoint, to use a crypto 
graphic pseudo-random number generator. In an especially 
preferred embodiment, the “random number generator” is 
What has been referred to by H. D. Knoble as a “Portable 
Quasi-Random Number Generator.” More speci?cally, it is 
especially preferred that the random number generator be an 
additive three part prime modulus multiplicative linear con 
gruent random number generator Which can be generated by 
the folloWing algorithm: 

[0028] Where RN is the random number, INT stands for an 
Integer function, and R is calculated as folloWs: 

[0029] SA=K1><MOD(SA, K2)—K3><(SA/K2), but if SA 
is less than Zero, SA=SA+K4, 

[0031] SC=K9><MOD(SC, K10)—K11><(SC/K10), but if 
SC is less than Zero, SC=SC+K12, 

[0032] Where SA, SB and SC are seed values, all K 
numbers are constants, and MOD is a Modulo function. The 
above-identi?ed algorithm uses three additive parts, but an 
algorithm With additional (or, less preferably, feWer) addi 
tive parts could also be used. Additional details concerning 
Modulo and Integer functions can be obtained from VS 
FORTRAN Application Programming: Language Refer 
ence, Release 2.0, IBM (3rd Ed., September1982), pages 
215 and 216, the disclosure of Which is speci?cally incor 
porated herein by reference. 

[0033] The customer random generator is used to generate 
a sequence of numbers With qualities similar to that of a 
sequence of truly random numbers. By using a pseudo 
random number generator, the sequence Will be ?Xed for a 
given algorithm, using a given set of constants, starting from 
a given seed value. A number in such a sequence can be 
referenced by its position relative to an initial setting, and 
this shall be referred to as a sequence number. Thus, a string 
of one hundred numbers generated by a random number 
generator can be assigned sequence numbers of 1-100, 
respectively, Which means that the ?ftieth number in the 
string Would be assigned the sequence number of 50. 

[0034] Because the money source must also use a random 
number generator, the customer random number generator 
and the money random number generator must be synchro 
niZed so that they Will achieve identical results When the 
customer sequence number and the money source sequence 
number are identical. If a money source Wants a number of 

different customers to use the same random number genera 
tor but generate different sequences of numbers, such results 
can be obtained several Ways. For eXample, different cus 
tomers might have different initial seed values, different 
customers might have one or more different constants, 
different customers might have a different permutation vari 
able as an initial setting, or tWo or more of these options 
might be employed. 
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[0035] When the ?rst entity Wishes to generate a Coupon, 
the ?rst entity enters the user key into the hardware or 
software used to generate the Coupon. Once the user key is 
entered, it is combined With a customer permutation variable 
that is correlated With a customer sequence number to form 
a customer permutated user key. The combination can be 
done by any number of mathematical functions (simple 
eXamples of Which are addition, subtraction, division and 
multiplication) or by any suitable algorithm or set of rules. 
The customer permutation variable and the customer 
sequence number can be correlated in many different Ways, 
the simplest eXample of Which is that they are identical. 
Another eXample of a simple correlation Would be to vary 
the permutation variable according to a preselected algo 
rithm in accordance With the customer sequence number, or 
through use of the customer sequence number as an input 
into the algorithm. 

[0036] The customer permutated user key and the user 
insertion key are used as input variables in an algorithm to 
form a Coupon. In an especially preferred embodiment, the 
customer permutated user key is inserted into a user account 
number. Simple methods of insertion include addition and 
substitution, or a combination of the tWo. After a Coupon is 
generated, the customer sequence number is changed, and a 
neW entry of the user key Will result in generation of a neW 
customer permutated user key and a neW Coupon. Because 
generation of the Coupon can be done by a computer 
(Whether it be a “traditional” computer or some other device 
that can be a host computer or a client computer, such as a 
chip located in an electronic card or telephone), for all 
practical purposes, the Coupon can be generated as soon as 
the user key is entered into the computer. 

[0037] Once a Coupon is generated, it can be transferred 
to a second entity, along With a ?rst identity identi?er, to pay 
for goods or services and, in turn, the Coupon and the ?rst 
identity identi?er can be transferred to the money center. 

[0038] When a customer’s user key is entered into an input 
device, there is alWays a possibility of mistake due to human 
error. Accordingly, it is highly desirable to provide a mecha 
nism to account for such mistakes. HoWever, the mechanism 
should be controlled to avoid the possibility of an unaccept 
able compromise to security, as could be the case if unlim 
ited errors in entry of the customer’s user key are alloWed. 
The preferred embodiment provides a mechanism to satisfy 
both desires by the method a Coupon is validated and by 
alloWing the customer random number generator and the 
money source random number generator to be resynchro 
niZed from a ?rst setting to a second setting. 

[0039] A Coupon is validated When the money source 
determines that the Coupon is valid for the ?rst entity 
identi?er submitted With the Coupon. In order to determine 
What Coupons might be valid for the ?rst entity, the money 
source determines What Coupons the ?rst entity Will gener 
ate, and the order in Which they Will be generated. One Way 
that the money source can determine What Coupons Will be 
generated by the ?rst entity is to generate coupons from the 
same starting input that Would be used by the ?rst entity, 
using the same random number generator. In other Words, 
the money source uses a money source random generator 
that uses the same algorithm as the customer random gen 
erator (including initial seed(s) and constants), using the 
same user key. Thus, When the money source generates a 
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money source Coupon from a money source sequence 
number that is identical to a customer sequence number used 
by a customer to generate a Coupon, the money source 
Coupon should be identical to, and thus match, the Coupon. 
This, in turn, validates the Coupon. 

[0040] Validation of a Coupon is very simple to implement 
When the customer sequence number and the money source 
setting are synchroniZed. The money source Coupon could 
be generated at the time the Coupon is submitted for 
validation, or it could already be generated, and stored, in a 
look-up table. HoWever, there are reasons Why such syn 
chroniZation may not eXist. For eXample, a customer might 
generate a Coupon but, for Whatever reason, not use it. 
Alternatively, a consumer might make a mistake and not 
enter the correct user key, and thus generate an invalid 
Coupon. (Although the latter possibility could be avoided by 
storing the user key in the hardWare/softWare and con?rming 
that the user key entered is correct, such storage is undesir 
able since the existence of such a record compromises 
security). 

[0041] In order to account for the possibility that the 
customer sequence number and the money source setting 
may not be synchroniZed, validation can be permitted if the 
Coupon matches any one of a preselected number of money 
source Coupons generated in series by the money source 
from an expected starting value of the customer sequence 
number. (Selection of the preselected number is a matter of 
design choice that involves a tradeoff betWeen usability and 
security, and the number might be changed at different times 
or for different conditions.) Although such series could be 
generated at the time of submission of a Coupon for vali 
dation, it is especially preferred that the series be generated 
and stored as a sequential set that can be queried upon 
submission of a Coupon for validation. Using this method 
ology, once a Coupon is validated, the matching money 
source Coupon and all earlier created money source Cou 
pons can be deleted from the sequential set. Then, since the 
sequential set noW contains less than the preselected number 
of Coupons, one or more additional money source Coupons 
are generated to bring the population of money source 
Coupons back up to the preselected number (or a neWly 
selected number). 

[0042] The use of a sequential set of money source Cou 
pons Works Well as long as Coupons are submitted for 
veri?cation in correct sequential order. Normally, this should 
not be a problem. HoWever, there may be instances Where 
this could present a problem, such as use of a Coupon to pay 
for something ordered by mail. In order to account for such 
a possibility, the money source can store money source 
Coupons deleted from the sequential set in a recent history 
?le, and this ?le can be maintained for a preselected length 
of time. Using this methodology, if a match With a money 
source Coupon stored in the sequential set does not validate 
a Coupon, a match With a money source Coupon stored in 
the recent history ?le can still validate it. HoWever, the 
money source might also Want to implement additional 
security measures When validating a Coupon by comparison 
With the recent history ?le. Thus, in the given eXample of a 
mail order, the money source might also require that the 
shipping address match an approved shipping address for the 
?rst entity. Alternatively, the money source might also 
require independent con?rmation of the validity of the 



US 2005/0080747 A1 

Coupon by contacting the ?rst entity, eg by telephone or 
e-mail, if the value of the Coupon exceeds a threshold limit. 

[0043] If a Coupon is not validated, the money source Will 
reject it as invalid. The Coupon might be invalid due to error 
by the ?rst entity, or due to error someWhere during its path 
of transmission to the money source, or due to fraudulent 
activity. Accordingly, it is highly desirable not to place a 
hold on activity by a customer Whose ?rst entity identi?er 
has been used With an invalid Coupon until such activity 
exceeds a threshold level. Once this threshold level has been 
exceeded because a preselected number of invalid Coupons 
are not veri?ed for the ?rst entity, an invalid user account 
number condition can be triggered to prevent any further 
processing of Coupons submitted With the ?rst entity iden 
ti?er until the invalid user account number condition is 
removed. 

[0044] If a ?rst entity has submitted too many invalid 
Coupons, or has just gotten too far out of synchroniZation 
from the money source (e.g., a child playing With an 
electronic card), it may be desirable to resynchroniZe the 
customer random number generator With the bank random 
number generator. One easy Way to do this is as folloWs. The 
?rst entity could contact the money source, enter the ?rst 
entity’s user key, and provide the money source With the 
resultant Coupon. The money source could then use this 
Coupon to determine What customer sequence number Was 
used to generate the Coupon, and reset its records accord 
ingly, as is illustrated in the folloWing example: 

[0045] Assume that the sequential set maintained by the 
money source contains 10 money source Coupons, that the 
?rst entity has previously successfully submitted Coupons 
for transactions 1-5, and that the ?rst entity’s customer 
sequence number is noW 25. When the ?rst entity contacts 
the money source, the Coupon that it Will generate Will be 
the 25th Coupon in a string, but the sequential set maintained 
by the money source Will only contain the 6th through 15th 
Coupons. Therefore, the money source Will not generate a 
match until its 25th money source Coupon is generated, at 
Which point the customer random number generator and the 
money source random number generator Will be resynchro 
niZed. Next, the money source Will generate money source 
Coupons 26 through 35 and place them in its sequential set 
of money source Coupons for the ?rst entity, and an invalid 
user account number condition, if set, can be removed. 

[0046] Another Way that the customer random number 
generator and the money source random number generator 
can be resynchroniZed is for the money source to provide the 
?rst entity With a neW seed value to be input into the random 
number generator, but this Would require some mechanism 
to alloW such input. In the case of an electronic card, 
telephone or other hardWare device, a special function key, 
folloWed by the input, might perform this. 

[0047] Although the foregoing discussion of the preferred 
embodiment has focused on use of a single Coupon, addi 
tional security could be obtained by requiring use of tWo or 
more Coupons for a given transaction, especially if it 
exceeds a preselected threshold value or if a requirement for 
additional security is triggered. If tWo Coupons are required 
to process a given transaction, it is far less likely that a 
random guess or person Without access to the valid user key 
and requisite algorithm could generate a correct sequence of 
Coupons. This fact can also be used to prove fraudulent or 
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unauthoriZed use, or to check for such use. For example, 
suppose a ?rst entity submits a Coupon for validation in 
connection With a certain transaction, and its validity is 
called into question. The ?rst entity could be prompted to 
provide one or more additional valid Coupons, and if this 
could not be done, it Would be a good indication of potential 
fraud. 

[0048] In certain types of transactions, such as transac 
tions over the Internet, there is some possibility that a ?rst 
entity identi?er could be intercepted and somebody might 
make fraudulent attempts to guess a valid Coupon for an 
intercepted ?rst entity identi?er Without actual possession of 
authoriZed hardWare or softWare that might be used to 
generate a valid Coupon. Once again, by requiring use of 
tWo or more valid Coupons, the potential for fraud could be 
reduced. Alternatively, the ?rst entity could be asked to 
generate a Coupon using an incorrect user key. In this 
scenario, if the ?rst entity does not actually have possession 
of the hardWare or softWare to generate a Coupon, it Would 
not be possible for the ?rst entity to generate the Coupon that 
could be generated by the money source through use of the 
incorrect user key, the money source permutation variable 
and the money source sequence number. 

[0049] Fraudulent activity might also be detected by the 
nature of invalid Coupons submitted for veri?cation. When 
the money source receives a Coupon for veri?cation, it is 
possible to Work backWards from the Coupon to determine 
What user key and permutation variable Were used to gen 
erate the Coupon for a given sequence number. Based upon 
What user keys Were used in generating invalid Coupons, it 
might be possible to spot potential fraudulent activity. It is 
also possible to detect or deter fraudulent activity, and 
increase security, if the user key is periodically changed. 
This can be done When the ?rst entity and the money source 
validly agree to change the user key, and the money source’s 
records are changed accordingly (including the money 
source Coupons contained Within the sequential set). 

[0050] Although the foregoing detailed description is 
illustrative of preferred embodiments of the present inven 
tion, it is to be understood that additional embodiments 
thereof Will be obvious to those skilled in the art. For 
example, the same inventive concepts disclosed herein could 
be used in a system in Which a customer has tWo or more 
account numbers and/or identities, With the same or different 
user keys. In the case of an electronic card or telephone, this 
Would alloW the customer to select Which account should be 
used (for example, to choose a business credit card for use 
With a business expense, a personal credit card for use With 
a personal expense, or a bank card at a local store for 
groceries and cash back). Alternatively, a customer might be 
permitted to use multiple user keys for the same account 
number and the same identity. This could alloW some of the 
same functionality, or it could be used to classify the type or 
nature of the expense or transaction. Further modi?cations 
are also possible in alternative embodiments Without depart 
ing from the inventive concept. 

[0051] Accordingly, it Will be readily apparent to those 
skilled in the art that still further changes and modi?cations 
in the actual concepts described herein can readily be made 
Without departing from the spirit and scope of the disclosed 
inventions as de?ned by the folloWing claims. 
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What is claimed is: 
1. A method for providing multiple secure transactions 

betWeen a ?rst entity and at least one additional entity, 
comprising the steps of: 

(1) generating a customer one-time unique purchase order 
number (“Coupon”) for the ?rst entity by the folloWing 
steps: 

(a) combining a user key With a customer permutation 
variable that is correlated With a customer sequence 
number to form a customer permutated user key; 

(b) using a customer random number generator to 
generate a customer user insertion key that is corre 
lated With the customer sequence number; and 

(c) generating a Coupon from a user account number by 
inserting the permutated user key into the user 
account number in accordance With an algorithm that 
uses the customer user insertion key; 

(2) transferring the Coupon and a ?rst entity identi?er to 
a second entity; 

(3) transferring the Coupon and the ?rst entity identi?er 
from the second entity to a money source repository; 

(4) creating a sequential set of the money source reposi 
tory having a preselected number of money source 
Coupons for the ?rst entity by the folloWing steps: 

(a) combining the user key With a money source 
permutation variable that is correlated With a money 
source sequence number to form a money source 

permutated user key; 

(b) using a money source random number generator to 
generate a money source user insertion key that is 
correlated With the money source sequence number; 

(c) generating a money source Coupon from the user 
account number by inserting the money source per 
mutated user key into the user account number in 
accordance With the algorithm that uses the money 
source user insertion key, Wherein the money source 
Coupon is correlated With the money source 
sequence number and stored in the sequential set, 
said money source Coupon being identical to the 
Coupon When the customer permutation variable and 
the money source permutation variable are identical; 

(d) changing the money source sequence number; and 

(e) repeating steps (a) through (d) as needed so that the 
sequential set has the preselected number of money 
source Coupons; 

(5) verifying that the Coupon is valid for the ?rst entity by 
con?rming that it is identical to a matching money 
source Coupon contained Within the sequential set; 

(6) deleting the matching money source Coupon and all 
earlier created money source Coupons from the sequen 
tial set; 

(7) changing the customer sequence number; and 

(8) repeating steps (2) through 2. A method as recited in claim 1, Wherein the second 

entity is comprised of a plurality of different entities. 
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3. A method as recited in claim 1, Wherein the customer 
random number generator and the money source random 
number generator are resynchroniZed from a ?rst setting to 
a second setting. 

4. A method as recited in claim 1, Wherein the customer 
sequence number is changed every time a Coupon is gen 
erated. 

5. A method as recited in claim 1, Wherein the user key is 
entered into an input device Whose output is used to generate 
the Coupon. 

6. A method as recited in claim 5, Wherein the customer 
sequence number is changed every time the user key is 
entered into the input device. 

7. A method as recited in claim 1, comprising the folloW 
ing additional steps: 

setting an invalid user account number condition if a 
preselected number of Coupons are not veri?ed for the 
?rst entity; and 

terminating step (5) When the invalid user account number 
condition is set. 

8. A method as recited in claim 1, Wherein the account 
number is comprised of a ?Xed set of variables and a 
variable set of variables. 

9. A method as recited in claim 8, Wherein the customer 
permutated user key is inserted into the variable set of 
variables to form the Coupon. 

10. A method as recited in claim 9, Wherein the ?Xed set 
of variables is not changed by creation of the Coupon. 

11. A method as recited in claim 10, Wherein the account 
number consists of tWenty numeric digits. 

12. A method as recited in claim 11, Wherein the variable 
set of variables contains nine or feWer digits. 

13. A method for generating customer one-time unique 
purchase order numbers (“Coupons”), comprising the steps 
of: 

(1) combining a user key With a permutation variable that 
is correlated With a sequence number to form a per 
mutated user key; 

(2) using a random number generator to generate a user 
insertion key that is correlated With the sequence num 
ber; 

(3) executing an algorithm that uses the permutated user 
key and the user insertion key as input variables to form 
a Coupon that is correlated With the sequence number; 

(4) changing the sequence number; and 

(5) repeating steps (1) through (4) a plurality of times. 
14. A method as recited in claim 13, Wherein an electronic 

card generates the Coupons. 
15. Amethod as recited in claim 14, Wherein the user key 

is entered into an input device of the electronic card to 
generate the Coupon. 

16. A method as recited in claim 15, Wherein the customer 
sequence number is changed every time the user key is 
entered into the input device. 

17. A method as recited in claim 16, Wherein the account 
number is a tWenty digit numeric number and the permu 
tated user key is inserted into a variable set of nine or less 
digits contained Within the account number. 

18. A method as recited in claim 17, Wherein the Coupon 
is readable by a magnetic card reader. 
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19. Amethod as recited in claim 18, wherein the algorithm 
inserts the permutated user key into the user account num 
ber. 

20. A method for providing multiple secure transactions 
betWeen a ?rst entity and at least one additional entity, 
comprising the steps of: 

(1) creating a record associated With the ?rst entity With 
a money source repository Which includes a user 

account number, a user key and a ?rst entity identi?er; 

(2) generating a customer one-time unique purchase order 
number (“Coupon”) for the ?rst entity by the folloWing 
steps: 

(a) combining the user key With a permutation variable 
that is correlated With a sequence number to form a 
permutated user key; 

(b) using a random number generator to generate a user 
insertion key that is correlated With the sequence 
number; and 

(c) inserting the permutated user key into the user 
account number to form a Coupon that is correlated 
With the sequence number; 

(3) transferring the Coupon and the ?rst entity identi?er to 
a second entity; 

(4) transferring the Coupon and the ?rst entity identi?er 
from the second entity to the money source repository; 

(5) verifying that the Coupon is valid for the ?rst entity; 

(6) changing the sequence number; and 

(7) repeating steps (2) through 
21. A method for providing multiple secure transactions 

betWeen a ?rst entity and at least one additional entity, 
comprising the steps of: 

(1) generating a customer one-time unique purchase order 
number (“Coupon”) for the ?rst entity by the folloWing 
steps: 

(a) combining a user key With a customer permutation 
variable that is correlated With a customer sequence 
number to form a customer permutated user key; 

(b) using a customer random number generator to gener 
ate a customer user insertion key that is correlated With 
the customer sequence number; and 

(c) generating a Coupon from a user account number by 
inserting the permutated user key into the user 
account number in accordance With an algorithm that 
uses the customer user insertion key; 

(2) transferring the Coupon and a ?rst entity identi?er to 
a second entity; 

(3) transferring the Coupon and the ?rst entity identi?er 
from the second entity to a money source repository; 
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(4) creating a sequential set of the money source reposi 
tory having a preselected number of money source 
Coupons for the ?rst entity by the folloWing steps: 

(a) combining the user key With a money source 
permutation variable that is correlated With a money 
source sequence number to form a money source 

permutated user key; 

(b) using a money source random number generator to 
generate a money source user insertion key that is 
correlated With the money source sequence number; 

(c) generating a money source Coupon from the user 
account number by inserting the money source per 
mutated user key into the user account number in 
accordance With the algorithm that uses the money 
source user insertion key, Wherein the money source 
Coupon is correlated With the money source 
sequence number and stored in the sequential set, 
said money source Coupon being identical to the 
Coupon When the customer permutation variable and 
the money source permutation variable are identical; 

(d) changing the money source sequence number; and 

(e) repeating steps (a) through (d) as needed so that the 
sequential set has the preselected number of money 
source Coupons; 

(5) verifying that the Coupon is valid for the ?rst entity by 

(a) either con?rming that it is identical to a matching 
money source Coupon contained Within the sequen 
tial set, or 

(b) con?rming that is identical to a matching money 
source Coupon contained in a recent history ?le that 
contains one or more money source Coupons deleted 
from the sequential set; 

(6) deleting the matching money source Coupon and, if 
the matching source Coupon Was contained in the 
sequential set, all earlier created money source Cou 
pons from the sequential set; 

(7) changing the customer sequence number; and 

(8) repeating steps (2) through 
22. A method as recited in claim 21, Wherein the money 

source Coupons are only maintained in the recent history ?le 
for a speci?ed length of time. 

23. A method as recited in claim 21, comprising the 
further step of requiring independent veri?cation of the 
validity of the Coupon before it is validated by step 

24. A method as recited in claim 20, Wherein the record 
includes a set of one or more constants and one or more 

seeds used as an initial setting in the money source random 
number generator. 

25. A method as recited in claim 24, Wherein the record 
includes the permutation variable. 

* * * * * 


