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(57) ABSTRACT 

The present invention provides a remote control system for 

a locomotive. The remote control system comprises a remote 

control device, an identi?cation interface and a locomotive 

controller module. The remote control device is operative 
for receiving a command signal indicative of an action to be 
executed by the locomotive. The identi?cation interface is 
adapted for receiving user identi?cation data from a user of 

the remote control device. The locomotive controller mod 

ule is suitable for mounting at the locomotive and is adapted 
for generating local control signals. When the user identi 
?cation data belongs to an authorized user, the locomotive 

(22) Filed: Sep' 22’ 2003 controller module is operative to issue a local control signal 

Publication Classi?cation for causing the locomotive to execute the action conveyed 
by the command signal received at the remote control 

(51) Int. Cl.7 ..................................................... .. B61L 3/00 device. 
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REMOTE CONTROL SYSTEM FOR A 
LOCOMOTIVE HAVING USER AUTHENTICATION 

CAPABILITIES 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to a remote 
control system for transmitting signals to a locomotive. 
More particularly, the present invention relates to a remote 
control system Which can determine if a potential user of the 
control system is an authorized user. 

BACKGROUND OF THE INVENTION 

[0002] Remote control systems for controlling locomo 
tives are knoWn in the art. Typically, remote control systems 
for locomotives have tWo main components, namely a 
remote control device and a locomotive controller module. 
The remote control device is generally a portable unit that is 
carried by a human operator located at a certain distance 
from the locomotive. The remote control device is operative 
for sending command signals to the locomotive controller 
module. The locomotive controller module is typically 
mounted on board the locomotive and is adapted for receiv 
ing command signals sent by the remote control device over 
a Wireless communication link. 

[0003] When an operator Would like to cause a movement 
of the locomotive in a certain direction, or at a certain speed, 
for example, he or she manipulates the controls on the 
remote control device in order to specify the desired param 
eters (i.e. forWard, backWards, speed, etc . . . The param 
eters are encoded into a command signal, Which is then sent 
by the remote control device to the locomotive control 
device. The locomotive control device processes the com 
mand signal and issues local control signals to a control 
interface for causing the desired commands to be imple 
mented by the locomotive. 

[0004] A de?ciency With existing remote control systems 
is that there are often no adequate security features for 
restricting Who is able to use the remote control system for 
controlling a locomotive. More speci?cally, in many exist 
ing remote control systems, anyone can pick up the remote 
control device and start controlling a locomotive. For secu 
rity reasons, it is not desirable for a person Who is not 
familiar With the locomotives, or Who is not authoriZed to 
use the remote control system, to be able to use the remote 
control device to operate the locomotive. Furthermore, in the 
case Where an accident occurs With a locomotive, a loco 
motive oWner is generally unable to reliably determine Who 
Was controlling the locomotive at the time of the accident. 

[0005] In the context of the above, it can be seen that there 
is a need in the industry to provide a remote control system 
that alleviates, at least in part, the problems associated With 
the existing remote control systems. 

SUMMARY OF THE INVENTION 

[0006] In accordance With a ?rst broad aspect, the present 
invention provides a remote control system for a locomo 
tive. The remote control system comprises a remote control 
device, an identi?cation interface and a locomotive control 
ler module. The remote control device is operative for 
receiving a command signal conveying an action to be 
executed by the locomotive. The identi?cation interface is 
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located remotely from the remote control device and is 
adapted for receiving user identi?cation data from a user of 
the remote control device. The locomotive controller mod 
ule is suitable for mounting at the locomotive and is adapted 
for generating local control signals. When the user identi 
?cation data belongs to an authoriZed user, the locomotive 
controller module is operative to issue a local control signal 
for causing the locomotive to execute the action conveyed 
by the command signal received at the remote control 
device. 

[0007] In accordance With another broad aspect, the 
present invention provides a remote control device for 
controlling a locomotive. The remote control device com 
prises a ?rst input, a second input and a processing unit. The 
?rst input is operative for receiving from a user a command 
signal indicative of a command to be executed by the 
locomotive. The second input is distinct from the ?rst input 
and is for receiving user identi?cation data. The processing 
unit is operative for transmitting the control signal indicative 
of a command to be executed by the locomotive When the 
user identi?cation data belongs to an authoriZed user. 

[0008] In accordance With another broad aspect, the 
present invention provides a remote control system for a 
locomotive. The remote control system comprises a remote 
control device, a user authentication unit and a locomotive 
controller module. The remote control device includes a ?rst 
input for receiving an input command signal from a user 
indicative of a command to be executed by the locomotive. 
The remote control device also includes a second input 
distinct from the ?rst input and Which is for receiving user 
identi?cation data. The user authentication unit is in com 
munication With the remote control device and is adapted for 
receiving the user identi?cation data from the remote control 
device and processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user identi?cation 
data belongs to an authoriZed user. The locomotive control 
ler module is suitable for mounting at the locomotive and is 
adapted for generating local control signals on the basis of 
command signals originating from the remote control 
device. When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, the loco 
motive controller module issues a local control signal for 
causing the locomotive to execute the command conveyed 
by the command signal received at the ?rst input of the 
remote control device. 

[0009] In accordance With another broad aspect, the 
present invention provides a method for controlling a loco 
motive. The method comprises receiving at a ?rst input a 
command signal from a user indicative of a command to be 
executed by the locomotive and receiving at a second input, 
distinct from the ?rst input user, identi?cation data. The 
method further comprises transmitting a control signal 
indicative of the command to be executed by the locomotive 
When the user identi?cation data belongs to an authoriZed 
user. 

[0010] In accordance With another broad aspect, the 
present invention provides a remote control device for 
controlling a locomotive. The remote control device com 
prises a ?rst input, a second input, a user authentication unit 
and a processing unit. The ?rst input is for receiving a 
command signal from a user indicative of a command to be 
executed by the locomotive and the second input is operative 
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to receive user identi?cation data from a machine readable 
storage medium. The user authentication unit is operative for 
processing the user identi?cation data to generate veri?ca 
tion data indicative of Whether the user identi?cation data 
belongs to an authoriZed user. The processing unit is opera 
tive for transmitting a control signal indicative of the com 
mand to be eXecuted by the locomotive When the veri?cation 
data indicates that the user identi?cation data belongs to an 
authoriZed user. 

[0011] In accordance With an alternative aspect of the 
present invention, the second input is operative to receive 
user identi?cation data from a user’s ?ngerprint, from a 
keypad, from a retinal scanner, or from a DNA sample. 

[0012] In accordance With an another broad aspect, the 
present invention provides a remote control system for a 
locomotive. The remote control system comprises a remote 
control device, a user authentication unit and a locomotive 
controller module. The remote control device includes a ?rst 
input and a second input. The ?rst input is for receiving a 
command signal from a user indicative of an action to be 
eXecuted by the locomotive and the second input is operative 
for receiving user identi?cation data from a machine read 
able storage medium. The user authentication unit is in 
communication With the remote control device, and is 
adapted for receiving the user identi?cation data from the 
remote control device and processing the user identi?cation 
data to generate veri?cation data indicative of Whether the 
user identi?cation data belongs to an authoriZed user. The 
locomotive controller module is suitable for mounting at the 
locomotive. The locomotive controller module is adapted 
for generating local control signals on the basis of command 
signals originating from the remote control device. When the 
veri?cation data indicates that the user identi?cation data 
belongs to an authoriZed user, the locomotive controller 
module is operative to issue a local control signal for causing 
the locomotive to eXecute the action conveyed by the 
command signal received at the ?rst input of the remote 
control device. 

[0013] In accordance With another broad aspect, the 
present invention provides a remote control device for 
controlling a locomotive. The remote control device com 
prises a ?rst input, a second input and a processing unit. The 
?rst input is operative for receiving a command signal from 
a user indicative of a command to be eXecuted by the 
locomotive and the second input is operative to receive user 
identi?cation data. The remote control device is operative to 
prompt the user to provide user identi?cation data. The 
processing unit is operative to transmit a control signal 
indicative of a command to be eXecuted by the locomotive 
When the user identi?cation data is determined to belong to 
an authoriZed user. 

[0014] In accordance With yet another broad aspect, the 
present invention provides a remote control system for a 
locomotive. The remote control system comprises a remote 
control device, a user authentication unit and a locomotive 
controller module. The remote control device includes a ?rst 
input and a second input. The ?rst input is for receiving a 
command signal from a user indicative of an action to be 
eXecuted by the locomotive and the second input is operative 
for receiving user identi?cation data. The remote control 
system is operative for prompting the user to input the user 
identi?cation data. The user authentication unit receives the 
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user identi?cation data from the remote control device and 
processes the user identi?cation data to generate veri?cation 
data indicating Whether the user identi?cation data belongs 
to an authoriZed user. The locomotive controller module is 
suitable for mounting at the locomotive. The locomotive 
controller module is adapted for generating local control 
signals on the basis of command signals originating from the 
remote control device. When the veri?cation data indicates 
that the user identi?cation data belongs to an authoriZed 
user, the locomotive controller module issues a local control 
signal for causing the locomotive to eXecute the action 
conveyed by the command signal received at the ?rst input 
of the remote control device. 

[0015] In accordance With another broad aspect, the 
present invention provides a remote control device for 
controlling a locomotive. The remote control device com 
prises a ?rst input, a second input, an authentication unit and 
a processing unit. The remote control device is operative for 
receiving a command signal from a user indicative of a 
command to be eXecuted by the locomotive. The second 
input is operative for receiving user identi?cation data. The 
authentication unit is operative for processing the user 
identi?cation data to generate veri?cation data indicative of 
Whether the user identi?cation data belongs to an authoriZed 
user. The processing unit is operative for transmitting a 
control signal indicative of a command to be eXecuted by the 
locomotive When the user authentication unit con?rms that 
the user identi?cation data belongs to an authoriZed user. 

The processing unit is responsive to a transmission termi 
nation event to cease the transmission of control signals 
indicative of commands to be eXecuted by the locomotive. 

[0016] In accordance With yet another broad aspect, the 
present invention provides a remote control system for a 
locomotive. The remote control system comprises a remote 
control device, a user authentication unit and a locomotive 
controller module. The remote control device includes a ?rst 
input and a second input. The ?rst input is for receiving 
command signals from a user indicative of an action to be 
eXecuted by the locomotive and the second input is operative 
for receiving user identi?cation data. The user authentica 
tion unit receives the user identi?cation data from the remote 
control device and processes the user identi?cation data to 
generate veri?cation data indicative of Whether the user 
identi?cation data belongs to an authoriZed user. The loco 
motive controller module is suitable for mounting at the 
locomotive and is operative for generating local control 
signals on the basis of command signals originating from the 
remote control device and issuing a local control signal for 
causing the locomotive to eXecute the action conveyed by 
the command signal received at the ?rst input of the remote 
control device, When the veri?cation data indicates that the 
user identi?cation data belongs to an authoriZed user. In 
response to a transmission termination event, the locomotive 
controller module is adapted to cease the transmission of 
local control signals. 

[0017] These and other aspects and features of the present 
invention Will noW become apparent to those of ordinary 
skill in the art upon revieW of the folloWing description of 
speci?c embodiments of the invention in conjunction With 
the accompanying draWings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] 
[0019] FIG. 1 shows a block diagram of a remote control 
system in accordance With a ?rst speci?c example of imple 
mentation of the present invention; 

[0020] FIG. 2 shoWs a block diagram of a remote control 
system in accordance With a second speci?c example of 
implementation of the present invention; 

[0021] FIG. 3 shoWs a block diagram of a remote control 
system in accordance With a third speci?c example of 
implementation of the present invention; 

In the accompanying draWings: 

[0022] FIG. 4 shoWs a speci?c, non-limiting example of a 
physical embodiment of a remote control device in accor 
dance With a non-limiting example of implementation of the 
present invention; 

[0023] FIG. 5 shoWs a How chart of a process for oper 
ating the remote control system in accordance With a ?rst 
speci?c example of implementation of the present invention; 

[0024] FIG. 6 shoWs a How chart of process for opreating 
the remote control system in accordance With a second 
speci?c example of implementation of the present invention; 

[0025] FIG. 7 shoWs a How chart of a process for oper 
ating the remote control system in accordance With a third 
speci?c example of implementation of the present invention; 
and 

[0026] Other aspects and features of the present invention 
Will become apparent to those ordinarily skilled in the art 
upon revieW of the folloWing description of speci?c embodi 
ments of the invention in conjunction With the accompany 
ing ?gures. 

DETAILED DESCRIPTION 

[0027] ShoWn in FIG. 1 is a block diagram of a remote 
control system 10 in accordance With a ?rst speci?c example 
of implementation of the present invention. The remote 
control system 10 includes a remote control device 12, a 
locomotive controller module 14 that is adapted for being 
mounted on board a locomotive 18, an identi?cation inter 
face 20, and a user authentication unit 22. As Will be 
described in more detail further on in the description, the 
identi?cation interface 20 is operative for receiving user 
identi?cation data from a user. The received user identi? 
cation data is forWarded to the user authentication unit 22, 
Which determines if the user identi?cation data belongs to an 
authoriZed user of the remote control system 10. 

[0028] The remote control device 12 includes an input 24 
for receiving command signals from a user that are indica 
tive of commands to be executed by the locomotive 18. The 
command signals can convey any useful commands includ 
ing but not limited to speed commands, braking commands, 
direction commands, throttle commands, coast commands, 
etc . . . . The remote control device 12 further includes a 

processing unit 28 that is in communication With input 24 for 
receiving the command signals. The processing unit 28 
transmits signals conveying the commands to be executed 
by the locomotive 18 to the locomotive controller module 14 
over a Wireless communication link 26. 
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[0029] In a speci?c embodiment of the present invention, 
the remote control device 12 is a portable unit that can be 
carried by an operator located remotely from the locomotive 
18. HoWever, in an alternative embodiment, the remote 
control device 12 is a ?xed device that is mounted at a 
remote location from the locomotive 18, such as in a control 
toWer or in an operator station. 

[0030] As mentioned above, the locomotive controller 
module 14 is suitable for being mounted at a locomotive 18. 
The locomotive controller module 14 includes an input 30 
for receiving the signals sent from the remote control device 
12 over the Wireless communication link 26. The locomotive 
controller module 14 further includes a processing module 
32 for generating local control signals on the basis of the 
signals sent from the remote control device 12. As Will be 
described in more detail further on in the description, When 
the user identi?cation data entered at the identi?cation 
interface 20 belongs to an authoriZed user of the remote 
control system 10, the processing module 32 is able to issue 
the local control signals to a control interface 34 for causing 
the locomotive to execute the commands conveyed by the 
signal sent by the remote control device 12. 

[0031] For the purposes of the present description, the 
term “control interface 34” refers globally to the collection 
of various actuators located on the train for executing 
various local control signals issued by the locomotive con 
troller module 14. Examples of such actuators include the 
actuators that control the throttle and the brakes, among 
others. 

[0032] The identi?cation interface 20 is operative for 
receiving user identi?cation data entered by a user. In a 
speci?c example of implementation, the user identi?cation 
data includes user-supplied information such as a code 
entered via a keypad or touch sensitive screen or the use of 
a personalised key. Alternatively, the user-supplied informa 
tion can be stored on a computer readable storage medium 
such as, for example, a sWipe card, smart card/and PDA. In 
a further speci?c example of implementation, the user 
identi?cation data includes a biometrics parameter, such as 
?ngerprint data, retinal scan data, voice-recognition data, 
DNA data and body part shape or pattern data. 

[0033] It should be understood that the identi?cation inter 
face 20 includes hardWare and softWare that is adapted for 
receiving the user identi?cation data. As such, the identi? 
cation interface 20 can include a keypad, a touch-sensitive 
screen, an input capable of reading a computer readable 
storage medium, a key hole, a ?ngerprint reader, a retinal 
scan reader, a voice interface or any other suitable type of 
reader knoWn in the art for receiving user identi?cation data. 

[0034] In the speci?c example of implementation shoWn 
in FIG. 1, the identi?cation interface 20 is in communica 
tion With the user authentication unit 22. The user authen 
tication unit 22 is operative for receiving the user identi? 
cation data and for processing the user identi?cation data in 
order to generate veri?cation data indicating Whether the 
user identi?cation data belongs to an authoriZed user of the 
remote control system 10. 

[0035] In a speci?c example of implementation, the user 
authentication unit 22 includes a memory (not shoWn) for 
storing a database containing information associated to 
authoriZed users of the remote control system 10. As such, 
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upon receipt of user identi?cation data from the identi?ca 
tion input 20, the user authentication unit 22 processes the 
user identi?cation data along With the database to determine 
if the received user identi?cation data matches data stored in 
the database that is associated to an authoriZed user. 

[0036] For example, in the speci?c case Where the user 
identi?cation data is ?ngerprint information, the user 
authentication unit 22 includes a database that stores ?n 
gerprint information associated With authoriZed users of the 
remote control system 10. As such, upon receipt of ?nger 
print information from the identi?cation interface 20, the 
user authentication unit 22 processes the entries in the 
database to determine if the received ?ngerprint information 
matches ?ngerprint information contained in the database. 
In the case Where a match is found, the user authentication 
unit 22 generates veri?cation data indicating that the user 
identi?cation data belongs to an authoriZed user. HoWever, 
if no match is found, the user authentication unit 22 gener 
ates veri?cation data indicating that the user identi?cation 
data does not belong to an authoriZed user. The authentica 
tion unit 22 may use any suitable ?ngerprint matching 
algorithm and the present invention is not limited to the 
speci?c algorithm used for performing ?ngerprint matching. 
Such algorithms are knoWn in the art of ?ngerprint process 
ing and as such Will not be described. 

[0037] Similar systems may be implemented using bio 
metric information other than ?ngerprint information, such 
as, but not limited to, voice recognition, DNA data, retinal 
scan and body shape/pattern data. 

[0038] Alternatively, in the speci?c case Where the user 
identi?cation data is a pass code, the user authentication unit 
22 includes a database that stores a plurality of pass codes 
associated respective authoriZed users of the remote control 
system 10. Upon receipt of a pass code from the identi? 
cation interface 20, the user authentication unit 22 processes 
the database to determine if the received pass code matches 
a pass code contained in the database. In the case Where a 
match is found, the user authentication unit 22 generates 
veri?cation data indicating that the user identi?cation data 
belongs to an authoriZed user. HoWever, if no match is 
found, the user authentication unit 22 generates veri?cation 
data indicating that the user identi?cation data does not 
belong to an authoriZed user. 

[0039] In the speci?c case Where the user identi?cation 
data is stored on a sWipe card, the user identi?cation data can 
include information that indicates to the user authentication 
unit 22 that it belongs to an authoriZed user. As such, on the 
basis of the information, the user authentication unit 22 
generates validation data indicative that the sWipe card 
belongs to an authoriZed user, or that the sWipe card does not 
belong to an authoriZed user. HoWever, the user authentica 
tion unit is not able to attribute the sWipe card to a speci?c 
authoriZed user. 

[0040] In an alternative embodiment Where the user iden 
ti?cation data is stored on a sWipe card, the user identi?ca 
tion data can include information that is unique to a speci?c 
user. In such a case, the user authentication unit 22 includes 
a database that stores information associated With authoriZed 
users of the remote control system 10. As such, upon receipt 
of the unique information from the sWipe card, the user 
authentication unit 22 processes the database to determine if 
the information from the sWipe card matches an entry 

Apr. 7, 2005 

contained in the database. In the case Where a match is 
found, the user authentication unit 22 generates veri?cation 
data indicative that the user identi?cation data belongs to an 
authoriZed user. HoWever, if no match is found, the user 
authentication unit 22 generates veri?cation data indicative 
that the user identi?cation data does not belong to an 
authoriZed user. 

[0041] When the user identi?cation data is unique to a 
speci?c user, such as a ?ngerprint, retinal data, DNA data, a 
unique pass code, or unique information stored on a sWipe 
card, the user authentication unit 22 is able to determine 
Which authoriZed user has entered his/her user identi?cation 
information. As such, in a speci?c eXample of implementa 
tion, the user authentication unit 22 includes a memory in 
Which it is able to keep a record of the log-in time of the 
authoriZed user. Optionally, the user authentication unit 22 is 
able to keep a record of the log-out time of an authoriZed 
user on the basis of transmission termination events, Which 
Will be described in more detail. Bene?cially, by keeping a 
record of a speci?c user’s log-on and log-off times, an 
administrator of the remote control system 10 is able to 
knoW Who Was using the remote control device 12 during a 
certain time period. 

[0042] In a variant, in order for the user authentication unit 
22 to generate validation data indicating that the user 
identi?cation data belongs to an authoriZed user, the user 
authentication unit 22 may make use of a combination of 
information data elements from the user. For eXample, the 
user authentication unit 22 may require ?ngerprint informa 
tion as Well as a pass code from the user in order to 
determine if the user is an authoriZed user. 

[0043] In the embodiment shoWn in FIG. 1, the user 
authentication unit 22 is in communication With the pro 
cessing unit 28 of the remote control device 12 over a 
communication link 36. Preferably, communication link 36 
is a Wireless communication link such as a radio-frequency 
communication link or an infrared communication link, 
hoWever, it is Within the scope of the present invention for 
communication link 36 to be a Wireline communication link. 

[0044] In a speci?c eXample of implementation, When the 
user authentication unit 22 generates veri?cation data indi 
cating that the user identi?cation data belongs to an autho 
riZed user, the user authentication unit 22 transmits a veri 
?cation signal to the remote control device 12 over 
communication link 36. Upon receipt of that veri?cation 
signal, the processing unit 28 transmits the commands 
conveyed by the signals received at input 24 to the loco 
motive controller module 14. In this fashion, an authoriZed 
user is able to control the locomotive 18. 

[0045] HoWever, When the user authentication unit 22 
generates veri?cation data indicating that the user identi? 
cation data does not belong to an authoriZed user, the user 
authentication unit 22 does not transmit a veri?cation signal 
to the processing unit 28. In the absence of the veri?cation 
signal, the processing unit 28 does not transmit signals 
conveying the commands to the locomotive controller mod 
ule 14. In an alternative embodiment, When the user authen 
tication unit 22 generates veri?cation data indicating that the 
user identi?cation data does not belong to an authoriZed 
user, the user authentication unit 22 transmits a veri?cation 
signal indicating that the user identi?cation data does not 
belong to an authoriZed user. In response to this veri?cation 
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signal the processing unit 28 does not transmit command 
signals to the locomotive controller module 14. In either 
case, an unauthorized user is unable to operate the locomo 
tive 18. 

[0046] In a variant, the authentication unit 22 is in com 
munication With the locomotive controller module 14 over a 
communication link 38 (indicated by dotted lines in FIG. 1) 
instead of communication link 36. Preferably, communica 
tion link 38 is a Wireless communication link such as a 
radio-frequency communication link or an infrared commu 
nication link, hoWever, it is Within the scope of the present 
invention for communication link 38 to be a Wire-line 
communication link. In addition, communication link 38 can 
be distinct from communication link 26, or alternatively, 
they can be the same communication link. For example, 
communication link 26 and communication link 38 might 
share the same RF frequency. 

[0047] In this variant, the processing unit 28 of the remote 
control device 12 transmits the command signals to the 
locomotive controller module 14 over communication link 
26 regardless of Whether they are entered by an authoriZed 
user. As such, it is the processing module 32 that receives 
veri?cation signals from the user authentication unit 22 
indicating Whether the user is an authoriZed user. In a 
speci?c example of implementation, When the user authen 
tication unit 22 generates veri?cation data indicating that the 
user identi?cation data belongs to an authoriZed user, the 
user authentication unit 22 transmits a veri?cation signal to 
the processing module 32 over communication link 38. In 
response to the veri?cation signal, the processing module 32 
issues local control signals to the control interface 34 for 
causing the locomotive to execute the commands received at 
input 24 of the remote control device 12. As such, an 
authoriZed user is able to control the locomotive 18. 

[0048] When the user authentication unit 22 generates 
veri?cation data indicating that the user identi?cation data 
does not belong to an authoriZed user, the user authentication 
unit 22 does not transmit a veri?cation signal to the pro 
cessing module 32. In the absence of a veri?cation signal, 
the processing module 32 does not issue local control signals 
to the control interface 34. In an alternative embodiment, 
When the user authentication unit 22 generates veri?cation 
data indicating that the user identi?cation data does not 
belong to an authoriZed user, the user authentication unit 22 
transmits to the locomotive controller module 14 a veri? 
cation signal indicating that the user identi?cation data does 
not belong to an authoriZed user. In response to this veri? 
cation signal, the processing module 32 does not issue local 
control signals to the control interface 34. As such, an 
unauthoriZed user is unable to operate the locomotive 18. 

[0049] The above process Will be described in more detail 
herein beloW With reference to the How chart shoWn in FIG. 
5 and With reference to FIG. 1. At step 52 a command signal 
conveying a command to be executed by the locomotive 18 
is received at input 24 of the remote control device 12. At 
step 54, user identi?cation data is received at identi?cation 
interface 20. At step 56, the user authentication unit 22 
processes the user identi?cation data in order to determine if 
it belongs to an authoriZed user. At step 58, When the user 
authentication unit 22 determines that the user identi?cation 
data belongs to an authoriZed user, the processing module 32 
of the locomotive control device 14 is enabled to transmit 
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local control signals to the control interface 34 for causing 
the locomotive to execute the commands conveyed by the 
signal provided at the remote control device 12. For step 58, 
the user authentication unit 22 can send the veri?cation 
signal to the remote control device 12 or to the locomotive 
controller module 14 to enable local control signals to be 
sent to the control interface 34. 

[0050] FIG. 5 shoWs step 52 as being performed indepen 
dently of steps 54 and 56. In other Words, receiving a 
command signal at input 24 is not necessarily dependent on 
receiving user identi?cation data at the identi?cation inter 
face 20. It is Within the scope of the invention for the remote 
control device 12 to receive and transmit a plurality of 
signals conveying commands received at input 24 over 
communication link 36 having only received user identi? 
cation data once. For example, a user may only need to enter 
user identi?cation data When he or she starts using the 
remote control device 12, and then doesn’t need to enter user 
identi?cation data again. The different scenarios in Which 
the locomotive controller module 14 Will cease transmitting 
local control signals to the control interface 34 Will be 
described in more detail later on in the speci?cation. 

[0051] In an alternative example of implementation, user 
identi?cation data can be entered by the user each time the 
user enters a command signal at input 24. As such, the user’s 
authorisation is veri?ed each time a command is entered at 
input 24. 

[0052] In the speci?c example of implementation shoWn 
in FIG. 1, the identi?cation interface 20 and the authenti 
cation unit 22 are located remotely from the remote control 
device 12 and the locomotive controller module 14. For 
example, they may be located at a central control toWer, or 
at a location Where the remote control devices 12 are stored. 
As such, a user can enter his/her user identi?cation data at 
the identi?cation interface 20 When they pick up their 
remote control device 12 prior to entering a sWitchyard, or 
other location Where they are about to use the remote control 
device 12. 

[0053] In an alternative embodiment (not shoWn in the 
Figures), the identi?cation interface 20 and the user authen 
tication unit 22 are located at the locomotive 18. For 
example, they can both be connected to, or can be an integral 
part of the locomotive controller module 14. 

[0054] In a second speci?c example of implementation of 
the remote control system 10 (shoWn in FIG. 2), the 
identi?cation interface 20 and the user authentication unit 22 
are part of the remote control device 12. As such, input 24 
for receiving a command signal from a user is a ?rst input, 
and the identi?cation interface 20 for receiving the user 
identi?cation data is a second input. In a speci?c example of 
implementation, the identi?cation interface 20 can be dis 
tinct from the input 24. For the purposes of the present 
description, the term “distinct” means that it is separate from 
the ?rst input 24. Preferably, the identi?cation interface is 
dedicated to receive user identi?cation data. In other Words 
in this speci?c implementation, the identi?cation interface 
20 is not used by a user of the remote control device 12 for 
entering command signals. Alternatively, the identi?cation 
interface 20 is embodied in the same physical input as input 
24. For example, the user might enter user identi?cation data 
via a keypad that can also be used for entering speed 
information. 



US 2005/0075764 A1 

[0055] In the embodiment shown in FIG. 2, the processing 
unit 28 of the remote control device 12 is operative for 
transmitting command signals to the locomotive controller 
module 14 When the user authentication unit 22 determines 
that the user identi?cation data received at input 20 belongs 
to an authoriZed user. This method Will be described in more 
detail With reference to the How chart shoWn in FIG. 6. At 
step 60 a command signal indicative of a command to be 
executed by the locomotive 18 is received at the ?rst input 
24 of the remote control device 12. At step 62, user identi 
?cation data is received at the second input/identi?cation 
interface 20 of the remote control device 12. At step 64, the 
user authentication unit 22 processes the user identi?cation 
data in order to determine if it belongs to an authoriZed user. 
At step 66, When the user identi?cation data belongs to an 
authoriZed user, the processing unit 28 transmits the com 
mand conveyed by the signal received at input 24 to the 
locomotive controller module 14. In such an embodiment, 
the processing module 32 issues local control signals to the 
control interface for causing the locomotive to eXecute the 
commands conveyed by the remote control device 12. 

[0056] As described above it is Within the scope of the 
invention for the remote control device 12 to transmit a 
plurality of signals conveying commands received at input 
24 over communication link 36 having only received user 
identi?cation data at the second input 20 once. For eXample, 
a user may only need to enter user identi?cation data When 
he or she starts using the remote control device 12, and then 
doesn’t need to enter user identi?cation data again. The 
different scenarios in Which the remote control device 12 
Will cease transmitting signals to the locomotive controller 
module 14 Will be described in more detail beloW. 

[0057] In another speci?c eXample of implementation of 
the remote control system 10, the identi?cation interface 20 
and the user authentication unit 22 are located at separate 
locations. For example, in a non-limiting eXample of imple 
mentation, the identi?cation interface 20 can be located at 
the remote control device 12 and the user authentication 
device can be located either remotely from both the remote 
control device 12 and the locomotive controller module 14, 
or as shoWn in FIG. 3, the user authentication unit 22 can be 
located at the locomotive controller module 14. 

[0058] In the eXample of implementation shoWn in FIG. 3, 
the processing unit 28 of the remote control device 12 
transmits both the command signal and the user identi?ca 
tion data to the locomotive controller module 14 over 
Wireless communication link 26. As such, the user authen 
tication unit 22 processes the user identi?cation data When 
it arrives at the locomotive control unit 14. This method Will 
be described in more detail With reference to the How chart 
shoWn in FIG. 7. At step 70 a command signal conveying a 
command to be eXecuted by the locomotive 18 is received at 
the ?rst input 24 of the remote control device 12. At step 72, 
user identi?cation data is received at the second input/ 
identi?cation interface 20 of the remote control device 12. 
At step 74, the processing unit 28 of the remote control 
device transmits both the command signal and the user 
identi?cation data to the locomotive controller module 14. 
At step 76 the user authentication unit 22 processes the user 
identi?cation data in order to determine if it belongs to an 
authoriZed user. At step 78, When the user authentication unit 
22 determines that the user identi?cation data belongs to an 
authoriZed user, the processing module 32 becomes opera 
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tive for issuing local control signals to the control interface 
34 for causing the locomotive 18 to eXecute the commands 
conveyed by the command signal entered at the remote 
control device 12. 

[0059] HoWever, When the user authentication unit 22 
determines that the user identi?cation data does not belong 
to an authoriZed user, the processing module 32 does not 
issue local control signals to the control interface 34. As 
such, an unauthoriZed user is unable to control the locomo 
tive 18. 

[0060] It is Within the scope of the invention for the 
processing module 32 of the locomotive controller module 
14 to issue local control signals to the control interface 34 
having only received user identi?cation data at the second 
input 20 once. For eXample, a user may only need to enter 
user identi?cation data When he or she starts using the 
remote control device 12, and then doesn’t need to enter user 
identi?cation data again. The different scenarios in Which 
the locomotive controller module 14 Will cease transmitting 
local control signals to the control interface 34 Will be 
described in more detail beloW later on in the speci?cation. 

[0061] Remote Control Device 12 

[0062] In a speci?c eXample of implementation, the 
remote control device 12 is a portable remote control device 
12 that is adapted for being carried by a human operator 
located at a certain distance from the locomotive 18. A 
speci?c, non-limiting, eXample of a physical layout of the 
remote control device 12 is shoWn in FIG. 4. The remote 
control device 12 shoWn in FIG. 4 is in the form of a 
portable unit that includes a housing 40 for enclosing the 
electronic circuitry, a battery for supplying electrical poWer 
(not shoWn) and a user interface 42 for enabling the user to 
enter command signals conveying commands to be imple 
mented by the locomotive 18. 

[0063] In the speci?c embodiment shoWn, the user inter 
face 42 includes tWo dials 44a and 44b located on either side 
of the housing 40, that are able to be manipulated by a user 
in order to enter command data. Speci?cally, by manipulat 
ing dial 44a located on the left, the user is able to enter brake 
commands. The brake command information is displayed to 
the user via display portion 46 shoWn on the front of the 
housing 40. By manipulating dial 44b located on the right, 
the user is able to enter speed commands. The speed 
command information is displayed to the user via display 
portion 48 shoWn on the front of the housing 40. Other 
commands, such as on/off, bell/horn activation and forWard/ 
reverse, can be entered via control knobs and buttons 50 
located on the upper portion of the housing 40. Although a 
speci?c embodiment of a remote control device 12 has been 
described herein, it should be understood that the physical 
implementation of the remote control device 12 can vary 
greatly Without departing from the spirit of the invention. 

[0064] In the case Where the identi?cation interface 20 is 
included as part of the remote control device 20, as 
described above With respect to FIGS. 2 and 3, the user 
interface 42 of the remote control device 12 includes an 
input 51 for receiving the user identi?cation data. Preferably, 
the input 51 is a distinct input designed for receiving user 
identi?cation data. In the speci?c embodiment of a remote 
control device 12 shoWn in FIG. 4, the input 51 is a distinct 
input for receiving user identi?cation data in the form of 
?ngerprint information. 
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[0065] In addition, the speci?c embodiment shown in 
FIG. 4 includes a visual prompt 53, in the form of a ?ashing 
light in order to prompt the user to enter user identi?cation 
data. Other types of prompts 53 such as audio prompts, text 
prompts or any other suitable form of prompt knoWn in the 
art could also be used Without departing from the spirit of the 
invention in order to instruct the user of the remote control 
unit 12 to provide user identi?cation data. 

[0066] Preferably, the prompt Would be active until a user 
enters user identi?cation data. The term “active” as used 
herein, means that the prompt indicates to the user that user 
identi?cation data should be entered. For example, the 
prompt may ?ash intermittently, be lit up, display text, make 
a noise, or provide any other type of indication to the user. 
Once the user has been identi?ed as an authoriZed user, the 
prompt Would cease to be active until a termination trans 
mission event occurs, Which Will be described in more detail 
herein beloW. 

[0067] Transmission Termination Events 

[0068] Typically, in use, an operator of the remote control 
system 10 provides user identi?cation data When he or she 
Wishes to start using the remote control device 12. As such, 
once the user identi?cation data has been determined by the 
user authentication unit 22 to belong to an authoriZed user, 
the user is enabled to control the locomotive 18 until a 
transmission termination event occurs. HoWever, in 
response to a transmission termination event, the remote 
control system 10 prevents a user from controlling the 
locomotive 18 until neW user identi?cation data that belongs 
to an authoriZed user is provided. For example, depending 
on hoW the remote control system 10 is con?gured, the 
transmission termination event could cause processing unit 
28 of the remote control device 12 to cease transmitting 
signals conveying commands to the locomotive controller 
module 14. As such, once a transmission termination event 
occurs, the remote control device 12 cannot control the 
locomotive 18 until neW user identi?cation data that belongs 
to an authoriZed user is received at the identi?cation inter 
face 20. Alternatively, the transmission termination event 
could cause the processing module 32 to cease transmitting 
local control signals to the control interface 34. 

[0069] In a ?rst speci?c example of implementation, the 
transmission termination event causes a prompt signal to be 
provided by the user. The signal indicates to the user that the 
locomotive 18 cannot be controlled by a user until user 
identi?cation data belonging to an authoriZed user is entered 
at the identi?cation interface 20. 

[0070] In a speci?c non-limiting example of implementa 
tion, the user interface 42 of the remote control device 12 
includes a user input for enabling the user to enter the 
termination signal. As such, once the user of the remote 
control device 12 is ?nished using the remote control device 
12, the user can simply activate the user input in order to 
enter the termination signal. Upon receipt of the termination 
signal, the processing unit 28 of the remote control device 12 
prevents command signals from being sent to the locomotive 
controller module 14 until neW user identi?cation data 
belonging to an authoriZed user is entered at the identi?ca 
tion interface 20. 

[0071] Alternatively, the user input for enabling the user to 
enter a termination signal could be located at the locomotive. 
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As such, once the user of the remote control device 12 is 
?nished using the remote control device 12, the user can 
simply activate the user input in order to enter the termina 
tion signal. Upon receipt of the termination signal, the 
processing module 32 of the locomotive controller module 
14 ceases to transmit local control signals to the control 
interface 34 until neW user identi?cation data belonging to 
an authoriZed user is entered at the identi?cation interface 
20. 

[0072] In an alternative example of implementation, the 
transmission termination event includes the expiration of a 
time delay commencing upon receipt at the identi?cation 
interface 20 of a signal indicative of user identi?cation data 
that belongs to an authoriZed user. For example, When the 
user authentication unit 22 determines that the user identi 
?cation data entered at the identi?cation interface 20 
belongs to an authoriZed user, a timer is started. Upon 
expiration of a predetermined amount of time, a user is no 
longer able to control the locomotive 18 via the remote 
control system 10. It should be understood that the timer can 
be included at either the user authentication unit 22, the 
processing unit 28 of the remote control device 12, or the 
processing module 32 of the locomotive controller module 
32. As such, in the case Where the timer is located at the 
processing unit 28 of the remote control device 12, or in the 
case Where the timer is located at the user authentication unit 
22 that is in communication With the remote control device 
12, upon expiration of the predetermined amount of time, 
the processing unit 28 ceases to transmit signals indicative 
of commands entered at input 24 to the locomotive control 
ler module 14. In the case Where the timer is located at the 
processing module 32 of the locomotive controller module 
14, or in the case Where the timer is located at the user 
authentication unit 22 that is in communication With the 
locomotive controller module 14, upon expiration of the 
predetermined amount of time, the processing module 32 
ceases to transmit local control signals to the control inter 
face 34. 

[0073] The pre-determined amount of time can be a spe 
ci?c amount of time, such as 6 hours, Which might represent 
the Working shift of a user of the remote control device 12. 
As such, the user Would enter his or her user identi?cation 
data at the beginning of a shift and be able to control the 
locomotive 18 throughout the length of his or her shift. 
HoWever, When the shift is over, such as after the pre 
determined 6 hours, remote control system 10 Would auto 
matically stop controlling the locomotive 18 until neW user 
identi?cation data belonging to an authoriZed user is entered 
at the identi?cation interface 20. 

[0074] In an alternative example of implementation, the 
transmission termination event can include the expiration of 
a time delay during Which no signal indicative of a command 
to be executed by the locomotive is received at input 24 of 
the remote control device 12. In such an embodiment, a 
timer located at the remote control device 12 Would begin 
each time a user enters a command signal at input 24, such 
that each time the user enters a neW command the timer is 
reset. Upon the expiration of a pre-determined time delay 
during Which no command signal is received at input 24, the 
remote control system 10 Would automatically stop control 
ling the locomotive 10, until neW user identi?cation data is 
received at the identi?cation interface 20. 
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[0075] In yet another alternative example of implementa 
tion, the remote control system 10 does not receive a 
transmission termination event, and as such, user identi? 
cation data must be entered by the user each time the user 
enters a command signal at input 24. As such, the user’s 
authorisation is veri?ed each time a command is entered. 

[0076] In a further speci?c example of implementation, 
the processing unit 28 of the remote control device 12 is in 
communication With a memory unit suitable for storing a 
history of the commands entered by a speci?c user. For 
example, once the user has entered his or her user identi? 
cation data the processing unit 28 is able to access a ?le 
associated to that user. The ?le may include data elements 
indicative of the user’s name, the times and dates When that 
user Was using the remote control device 12, and a list of 
commands entered by that user. In addition, once the user 
has entered his or her user identi?cation data, the processing 
unit 28 is further able to add to that ?le all the commands 
entered by the user during the time he or she uses the remote 
control device 12. Such a feature is advantageous for secu 
rity reasons because it enables an oWner, or other adminis 
trator of the remote control system 10, to determine Who Was 
operating the remote control device 12 at all times. Alter 
natively, the memory is With the authentication unit 22 and 
only stores login and logoff times. 

[0077] Although the present invention has been described 
in considerable detail With reference to certain preferred 
embodiments thereof, variations and re?nements are pos 
sible Without departing from the spirit of the invention. 
Therefore, the scope of the invention should be limited only 
by the appended claims and their equivalents. 

1. A remote control system for a locomotive, comprising: 

(a) a remote control device for receiving a command 
signal conveying an action to be executed by the 
locomotive; 

(b) an identi?cation interface located remotely from said 
remote control device, said identi?cation interface 
being adapted for receiving user identi?cation data by 
a user of the remote control device; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals; 

(d) When the user identi?cation data belongs to an autho 
riZed user, said locomotive controller module being 
operative to issue a local control signal for causing the 
locomotive to execute the action conveyed by the 
command signal received at the remote control device. 

2. Aremote control system as de?ned in claim 1, Wherein 
said identi?cation interface is suitable for being located at 
the locomotive. 

3. Aremote control system as de?ned in claim 1, Wherein 
said identi?cation interface is connected to said locomotive 
controller module. 

4. Aremote control system as de?ned in claim 1, Wherein 
said identi?cation interface is an integral part of said loco 
motive controller module. 

5. Aremote control system as de?ned in claim 1, Wherein 
said identi?cation interface is located remotely from said 
remote control device and said locomotive controller mod 
ule. 
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6. Aremote control system as de?ned in claim 1, Wherein 
said system further includes a user authentication unit in 
communication With said identi?cation interface, said user 
authentication unit being adapted for: 

(a) receiving the user identi?cation data from said iden 
ti?cation interface; and 

(b) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user identi 
?cation data belongs to an authoriZed user. 

7. Aremote control system as de?ned in claim 6, Wherein 
said user authentication unit is in communication With said 
remote control device, said remote control device being 
operative for transmitting a signal conveying the command 
data to the locomotive controller module When the user 
authentication unit determines that the user identi?cation 
data belongs to an authoriZed user. 

8. Aremote control system as de?ned in claim 5, Wherein 
said remote control system is adapted for storing data 
relating to command signals entered at said remote control 
device by the authoriZed user. 

9. Aremote control system as de?ned in claim 1, Wherein 
said user identi?cation data includes a biometrics parameter. 

10. Aremote control system as de?ned in claim 9, Wherein 
said biometrics parameter is selected from the set consisting 
of ?ngerprint data, retinal scan data, voice recognition data, 
DNA data and body part shape/pattern data. 

11. Aremote control system as de?ned in claim 1, Wherein 
said user identi?cation data includes user-supplied informa 
tion. 

12. A remote control system as de?ned in claim 11, 
Wherein said identi?cation interface includes either one of a 
keypad and touch sensitive screen for entering said user 
supplied information. 

13. A remote control system as de?ned in claim 11, 
Wherein said user-supplied information is stored on a com 
puter readable storage medium, said identi?cation interface 
including an input adapted for reading said computer read 
able storage medium for extracting said user-supplied infor 
mation. 

14. A remote control device for controlling a locomotive, 
said remote control device comprising: 

(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input distinct from said ?rst input, said 
second input being adapted for receiving user identi? 
cation data; 

(c) a processing unit operative to transmit a control signal 
indicative of a command to be executed by the loco 
motive When the user identi?cation data belongs to an 
authoriZed user. 

15. Aremote control device as de?ned in claim 14, further 
comprising a user authentication unit that is in communica 
tion With said second input, said user authentication unit 
being adapted for: 

(a) receiving the user identi?cation data; and 

(b) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user identi 
?cation data belongs to an authoriZed user. 
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16. A remote control device as de?ned in claim 14, 
Wherein said remote control device is adapted for storing 
data relating to command signals entered at said ?rst input. 

17. A remote control device as de?ned in claim 14, 
Wherein said user identi?cation data includes a biometrics 
parameter. 

18. A remote control device as de?ned in claim 17, 
Wherein said biometrics parameter is selected from the set 
consisting of ?ngerprint data, retinal scan data, voice rec 
ognition data, DNA data and body part shape/pattern data. 

19. A remote control device as de?ned in claim 14, 
Wherein said user identi?cation data includes user-supplied 
information. 

20. A remote control device as de?ned in claim 19, 
Wherein said second input includes either one of a keypad 
and touch sensitive screen for entering said user-supplied 
information. 

21. A remote control device as de?ned in claim 19, 
Wherein said user-supplied information is stored on a com 
puter readable storage medium, said second input being 
adapted for reading said computer readable storage medium 
for extracting said user-supplied information. 

22. Aremote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving an input command signal 
from a user, the input command signal being indica 
tive of a command to be executed by the locomotive; 

(2) a second input distinct from said ?rst input, said 
second input being adapted for receiving user iden 
ti?cation data; 

(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the command conveyed by the command signal 
received at the ?rst input of the remote control device. 

23. A remote control system as de?ned in claim 22, 
Wherein said user authentication unit is part of said remote 
control device. 

24. A remote control system as de?ned in claim 22, 
Wherein said user authentication unit is part of said loco 
motive controller module. 

25. A method for controlling a locomotive, said method 
comprising: 
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(a) receiving at a ?rst input a command signal from a user, 
the command signal being indicative of a command to 
be executed by the locomotive; 

(b) receiving at a second input distinct from said ?rst input 
user identi?cation data, the second input being dedi 
cated for receiving the user identi?cation data; 

(c) transmitting a control signal indicative of the com 
mand to be executed by the locomotive When the user 
identi?cation data belongs to an authoriZed user. 

26. A remote control device for controlling a locomotive, 
said remote control device comprising: 

(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data from a machine readable storage medium; 

(c) a user authentication unit operative for processing the 
user identi?cation data to generate veri?cation data 
indicative of Whether the user identi?cation data 
belongs to an authoriZed user; 

(d) a processing unit operative for transmitting a control 
signal indicative of the command to be executed by the 
locomotive When the veri?cation data indicates that the 
user identi?cation data belongs to an authoriZed user. 

27. A remote control device as de?ned in claim 26, 
Wherein said second input is selected from the list consisting 
of a smart card reader, a magnetic strip reader, a diskette 
reader, a CD ROM. 

28. A remote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be executed by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data from a machine readable storage medium; 

(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the action conveyed by the command signal 
received at the ?rst input of the remote control device. 

29. A remote control device for controlling a locomotive, 
said remote control device comprising: 
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(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data indicative of a ?ngerprint; 

(c) a user authentication unit operative for processing the 
user identi?cation data to generate veri?cation data 
indicative of Whether the user identi?cation data 
belongs to an authoriZed user; 

(d) a processing unit operative for transmitting a control 
signal indicative of the command to be executed by the 
locomotive When the veri?cation data indicates that the 
user identi?cation data belongs to an authoriZed user. 

30. Aremote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be executed by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data indicative of a ?ngerprint; 

(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the action conveyed by the command signal 
received at the ?rst input of the remote control device. 

31. A remote control device for controlling a locomotive, 
said remote control device comprising: 

(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data via a keypad; 

(c) a user authentication unit operative for processing the 
user identi?cation data to generate veri?cation data 
indicative of Whether the user identi?cation data 
belongs to an authoriZed user; 

(d) a processing unit operative for transmitting a control 
signal indicative of the command to be executed by the 
locomotive When the veri?cation data indicates that the 
user identi?cation data belongs to an authoriZed user. 

32. Aremote control system for a locomotive, said remote 
control system comprising: 
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(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be executed by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data via a keypad; 

(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the action conveyed by the command signal 
received at the ?rst input of the remote control device. 

33. A remote control device for controlling a locomotive, 
said remote control device comprising: 

(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data via a retina scanner; 

(c) a user authentication unit operative for processing the 
user identi?cation data to generate veri?cation data 
indicative of Whether the user identi?cation data 
belongs to an authoriZed user; 

(d) a processing unit operative for transmitting a control 
signal indicative of the command to be executed by the 
locomotive When the veri?cation data indicates that the 
user identi?cation data belongs to an authoriZed user. 

34. A remote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be executed by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data via a retina scanner; 

(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 
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(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the action conveyed by the command signal 
received at the ?rst input of the remote control device. 

35. A remote control device for controlling a locomotive, 
said remote control device comprising: 

(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data indicative of DNA information; 

(c) a user authentication device operative for processing 
the user identi?cation data to generate veri?cation data 
indicative of Whether the user identi?cation data 
belongs to an authoriZed user; 

(d) a processing unit operative for transmitting a control 
signal indicative of the command to be executed by the 
locomotive When the veri?cation data indicates that the 
user identi?cation data belongs to an authorized user. 

36. Aremote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be executed by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data indicative of DNA information; 

(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the action conveyed by the command signal 
received at the ?rst input of the remote control device. 

37. A remote control device for controlling a locomotive, 
said remote control device comprising: 
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(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data; 

(c) said remote control device being adapted to issue a 
prompt for indicating to a user to provide user identi 
?cation data; 

(d) a processing unit operative to transmit a control signal 
indicative of a command to be executed by the loco 
motive When the user identi?cation data belongs to an 
authoriZed user. 

38. A remote control device as de?ned in claim 37, 
Wherein said prompt is an audio prompt. 

39. A remote control device as de?ned in claim 37, 
Wherein said prompt is a visual prompt. 

40. A remote control device as de?ned in claim 39, 
Wherein said visual prompt is a ?ashing light. 

41. A remote control device as de?ned in claim 39, 
Wherein said visual prompt is a text message displayed to the 
user. 

42. A remote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be executed by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data, said remote control system being operative 
to prompt the user to input the user identi?cation 

data; 
(b) a user authentication unit in communication With said 

remote control device, said user authentication unit 
being adapted for: 

(1) receiving the user identi?cation data from said 
remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being adapted for generating local control signals on 
the basis of command signals originating from said 
remote control device; 

(d) When the veri?cation data indicates that the user 
identi?cation data belongs to an authoriZed user, said 
locomotive controller module being operative to issue 
a local control signal for causing the locomotive to 
execute the action conveyed by the command signal 
received at the ?rst input of the remote control device. 

43. A remote control device for controlling a locomotive, 
said remote control device comprising: 

(a) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of a com 
mand to be executed by the locomotive; 

(b) a second input operative to receive user identi?cation 
data; 
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(c) an authentication unit operative for processing the user 
identi?cation data to generate veri?cation data indica 
tive of Whether the user identi?cation data belongs to 
an authoriZed user; 

(d) a processing unit operative to: 

(1) transmit a control signal indicative of a command to 
be eXecuted by the locomotive When the user authen 
tication unit con?rms that the user identi?cation data 
belongs to an authoriZed user; 

in response to a transmission termination event, said 
processing unit being adapted to cease the transmis 
sion of control signals indicative of commands to be 
eXecuted by the locomotive. 

44. A remote control device as de?ned in claim 43, 
Wherein said transmission termination event includes a 
termination signal. 

45. A remote control device as de?ned in claim 44, 
Wherein said remote control device includes an input for 
enabling a user to enter the termination signal. 

46. A remote control device as de?ned in claim 43, 
Wherein said transmission termination event is the eXpiration 
of a time delay commencing upon receipt of a signal 
indicative of user identi?cation data at said second input of 
said remote control device, Wherein the user identi?cation 
data is associated to an authoriZed user. 

47. A remote control device as de?ned in claim 46, 
Wherein said time delay is a pre-determined period of time. 

48. A remote control device as de?ned in claim 43, 
Wherein said transmission termination event is the eXpiration 
of a time delay during Which no signal indicative of a 
command to be eXecuted by the locomotive is received at 
said ?rst input of said remote control device. 

49. A remote control device as de?ned in claim 43, 
Wherein, said processing unit is operative for resuming the 
transmission of control signals When neW user identi?cation 
data received at said second input subsequent to receipt of a 
transmission termination event, belongs to an authoriZed 
user. 

50. Aremote control system for a locomotive, said remote 
control system comprising: 

(a) a remote control device including: 

(1) a ?rst input for receiving a command signal from a 
user, the command signal being indicative of an 
action to be eXecuted by the locomotive; 

(2) a second input operative to receive user identi?ca 
tion data; 
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(b) a user authentication unit in communication With said 
remote control device, said user authentication unit 
being adapted for: 
(1) receiving the user identi?cation data from said 

remote control device; and 

(2) processing the user identi?cation data to generate 
veri?cation data indicative of Whether the user iden 
ti?cation data belongs to an authoriZed user; 

(c) a locomotive controller module suitable for mounting 
at the locomotive, said locomotive controller module 
being operative for: 
(1) generating local control signals on the basis of 
command signals originating from said remote con 
trol device; 

(2) issuing a local control signal for causing the loco 
motive to eXecute the action conveyed by the com 
mand signal received at the ?rst input of the remote 
control device, When the veri?cation data indicates 
that the user identi?cation data belongs to an autho 
riZed user, 

(d) in response to a transmission termination event, said 
locomotive controller module being adapted to cease 
the transmission of local control signals. 

51. A system as de?ned in claim 50, Wherein said trans 
mission termination event includes a termination signal. 

52. A system as de?ned in claim 51, Wherein said system 
includes an input for enabling a user to enter the termination 
signal. 

53. A system as de?ned in claim 50, Wherein said trans 
mission termination event is the expiration of a time delay 
commencing upon receipt of a signal indicative of user 
identi?cation data at said second input of said remote control 
device, Wherein the user identi?cation data is associated to 
an authoriZed user. 

54. A system as de?ned in claim 53, Wherein said time 
delay is a predetermined period of time. 

55. A system as de?ned in claim 50, Wherein said trans 
mission termination event is the expiration of a time delay 
during Which no signal indicative of a command to be 
eXecuted by the locomotive is received at said ?rst input of 
said remote control device. 

56. A system as de?ned in claim 50, Wherein said loco 
motive controller module is adapted for resuming the trans 
mission of local control signals When neW user identi?cation 
data received at the second input of said remote control 
device belongs to an authoriZed user. 

* * * * * 


