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(57) ABSTRACT 

A computer return apparatus includes a processor. The 
apparatus includes a memory connected to the processor. 
The apparatus includes a display. The apparatus includes a 

_ return screen that the processor automatically causes to 
(21) Appl' NO" 10/945,332 appear during or after boot-up of the processor on the 

(22) Filed: Sep_ 20’ 2004 display, that displays information concerning an oWner Who 
oWns the computer, concerning user information about Who 

Related US Application Data the user is Who the computer is assigned to for use, and 
return information for returning the computer to the oWner 

(63) Continuation-in-part of application No, 10/304,827, from data stored in the memory. A method for displaying 
?led on Nov, 25, 2002, now abandoned, information to assist With returning a computer to its oWner. 
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The Retriever by WorldsecurityCorp.com 

The workstation has been locked. This equipment is protected 
against theft by the World Security Corp. international 
Registration and Recovery System. The Retriever Program has 
been installed to help stop theft, protect information and recover 
lost or stolen equipment. 

To lndentity Righttul Owner 8: Avoid Prosecution CALL NOW : 

[Recovery Name/(input from database / required)] 
[Organization Name / ABC Corp/ input/ not required] 
[Address 1 / input from database / not required] 
[Address 2 / input from database / not required] 
[City] [State] [Zip / all of these input from database / not required 
[Phone 1' / input from database / required][Phone 2 / not required] 
[Email / input _from database / required][Fax / not required] 
OR'VISIT ‘ 

www.worldsecuritycorp.com/Ioslandfound.html 
Email : lostandtound©worldsecuritycorp.com 
Phone : 1-800-xxx-xxxx 
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COMPUTER RECOVERY OR RETURN 

FIELD OF THE INVENTION 

[0001] The present invention is related to the return of lost 
or stolen computers. More speci?cally, the present invention 
is related to the return of lost or stolen computers using a 
recovery screen that appears during or after boot-up of the 
computer. 

BACKGROUND OF THE INVENTION 

[0002] Current methods of computer return or recovery 
products include: 

[0003] (1) Physical Labels that Attach to the Outside 
HardWare of the Computer Equipment. 

[0004] These hardWare labels can contain custom 
recovery information, but because they are hardWare 
based, they can not be interactively changed by the 
oWner. 

[0005] Also, since they do not have any ability to affect the 
computer boot-up process, they can do nothing to help 
protect the con?dential oWner information on the hard drive. 
An example of a Well knoWn physical hardWare/recovery 
label is the STOP Tag by Security Tracking of Office 
Property in Connecticut. This labeling system has been 
patented in France, the US, and other countries. The product 
can be easily defeated by removing the physical label. In the 
case of STOP Tag Which includes a ‘recovery mark’ Which 
states “STOLEN PROPERTY” underneath the label, a neW 
label can be simply added over the ‘recovery mark’ to hide 
the STOLEN PROPERTY sign. (The Security Tracking of 
Of?ce Property equipment recovery is US. Pat. No. 5,163, 
711 This patent actually refers to hoW the labels adhere to 
the equipment—but this is their patent). 

[0006] The computer security recovery/return pro 
gram of the present invention utiliZes this type of 
hardWare recovery approach to a small degree, but is 
greatly different from this system, because this is a 
softWare program rather than a hardWare solution. 
Additionally, the present invention is greatly supe 
rior, since the oWner can interactively customiZe the 
return/recovery information displayed at any time, 
and the present invention also helps protect the 
important, con?dential oWner information on the 
hard drive, by the positioning of the program layer in 
the equipment boot-up process. 

[0007] (2) Computer SoftWare Programs that Attempt 
Recovery Through the Use of the Modem. 

[0008] There are several patented computer security 
softWare products on the market today that are 
designed for the purpose of recovering lost or stolen 
equipment. These programs use the computer’s 
modem to regularly call a recovery center. Then once 
a computer is stolen, the recovery center Waits for the 
stolen computer to call in. When the computer 
modem calls in, the recovery centers use something 
similar to the reverse 911 system to get the phone 
number that the stolen equipment is accessing. Using 
the phone number, the recovery system then can try 
to get a map of Where the computer is. Some of these 
computer security recovery programs can also 
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attempt to locate stolen computers through an IP 
address. Some of these computer security recovery 
softWare programs, can actually attempt to seiZe the 
communication betWeen the stolen computer and the 
recovery center and delete selected ?les to help 
protect the oWner’s con?dential information. Prod 
ucts like these include CompuTrace, PC Phone 
Home, CyberAngel, LapTrak and Luceria. 

[0009] The present invention is also designed for the 
purpose of recovering lost or stolen equipment, but 
the method is distinctively different and unique from 
the current methods. The present invention does not 
rely on the use of the computer modem. The present 
invention uses a layered program in the boot-up 
process to provide a display of the proper oWner 
recovery and return information using the comput 
er’s oWn monitor or screen. The present invention is 
also different and superior to the above softWare 
tracking products, in helping to accomplish interna 
tional recovery. None of the above products to date 
have been able to use the modem phone or IP system 
to track stolen equipment internationally. The 
present invention provides international recovery by 
displaying oWner email information as Well as pro 
viding recovery help through an international recov 
ery internet Web site. 

[0010] There are other differences as Well in hoW 
these programs try to also protect the information on 
the hard drive. The present invention automatically 
initiates during the boot-up process of the equip 
ment, in order to display the recovery/return infor 
mation before a security prompt screen to alWays 
help protect the oWner’s con?dential information on 
the hard drive. Some of the programs above do 
nothing to protect the user information. Others like 
LapTrak include a Hide-A-File feature that an oWner 
can access after the user enters the operating system. 
CyberAngel includes an encryption feature. Luceria 
includes the ability to delete pre-selected ?les from 
the recovery center. By layering this computer secu 
rity application strategically before or during a secu 
rity prompt in the boot-up process, this application 
provides a unique and different method to help 
protect oWner information. 

[0011] (An eXample of patents for these types of 
products Would be the CompuTrace US. Pat. Nos. 
5,715,174, 5,764,892, and 5,802,280). 

[0012] (3) Bios Based PassWord Identi?cation Systems. 

[0013] There are some computers that are sold With 
Bios based identi?cation systems included. These 
products activate immediately When a computer is 
turned on, and prompt the user for a passWord before 
accessing the data on the computer. 

[0014] The present invention is very different and 
unique from the Bios based program, for many 
reasons. Most importantly the bios based passWord 
identi?cation products are built into the hardWare of 
the computer equipment—not the hard drive. In 
other Words, if you removed the hard drive from a 
stolen or lost laptop, and inserted the stolen hard 
drive into a different laptop, you Would bypass the 
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bios based password identi?cation system, and the 
bios based password identi?cation system Would 
remain With the original equipment. Thus, the Bios 
Based PassWord Identi?cation system can identify 
the computer hardWare, but not the hard drive (the 
most important part of the computer equipment). 

[0015] In addition, the Bios Based PassWord Identi 
?cation systems are designed as a unique method for 
providing an additional layer of passWord protection 
to the equipment hardWare, but are not designed for 
recovery or return. There is no design for including 
complete oWner information, no recovery informa 
tion displayed, no effective protection of the infor 
mation on the hard drive, no effective method for the 
recovery or return of the hard drive—the most 
important item that a consumer Would Want back. In 
fact the Bios PassWord Identi?cation product occurs 
before alloWing the hard drive to boot up. The 
present invention is unique because it is an -appli 
cation softWare program that provides its layer of 
protection during the boot-up process (not before), 
and thus alloWs the security product to move With the 
hard drive, the most critical part of the computer. 

SUMMARY OF THE INVENTION 

[0016] The present invention pertains to a computer return 
apparatus. The apparatus comprises a processor. The appa 
ratus comprises a memory connected to the processor. The 
apparatus comprises a display. The apparatus comprises a 
return screen that the processor automatically causes to 
appear during or after boot-up of the processor on the 
display, that displays oWnership information concerning 
Who oWns the computer and return information for returning 
the computer to the oWner from data stored in the memory. 

[0017] The present invention pertains to a method for 
returning a computer to its oWner. The method comprises the 
steps of activating a computer. Then there is the step of 
displaying automatically a return screen on a display of the 
computer during or after boot-up of the computer, Which 
displays information concerning oWner information about 
Who oWns the computer and return information for returning 
the computer to the oWner from data stored in the memory 
of the computer. 

[0018] The present invention pertains to a computer read 
able medium Whose contents cause a computer to shoW Who 
is its oWner by performing the steps of activating a com 
puter. Then there is the step of displaying automatically a 
return screen on a display of the computer during or after 
boot-up of the computer, Which displays information con 
cerning oWner information about Who oWns the computer 
and return information for returning the computer to the 
oWner from data stored in the memory of the computer. 

[0019] The present invention pertains to a computer return 
apparatus. The apparatus comprises a processor. The appa 
ratus comprises a memory connected to the processor. The 
apparatus comprises a display. The apparatus comprises a 
return screen that the processor automatically causes to 
appear during or after boot-up of the processor on the 
display, that displays information concerning an oWner Who 
oWns the computer, concerning user information about Who 
the user is Who the computer is assigned to for use, and 
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return information for returning the computer to the oWner 
from data stored in the memory. 

[0020] The present invention pertains to a method for 
displaying information to assist With returning a computer to 
its oWner. The method comprises the steps of activating a 
computer. There is the step of displaying automatically a 
return screen on a display of the computer during or after 
boot-up Which displays information concerning oWner infor 
mation about Who oWns the computer, concerning user 
information about Who the user is Who the computer is 
assigned to for use, and return information for returning the 
computer to the oWner from data stored in a memory of the 
computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] In the accompanying draWings, the preferred 
embodiment of the invention and preferred methods of 
practicing the invention are illustrated in Which: 

[0022] FIG. 1 is a schematic representation of the appa 
ratus of the present invention. 

[0023] FIG. 2 is a representation of a return/recovery 
dialog boX of an embodiment of the present invention. 

[0024] FIG. 3 is a How chart regarding an embodiment of 
the present invention. 

[0025] FIG. 4 is a How chart regarding a second embodi 
ment of the present invention. 

[0026] FIG. 5 is a representation of an administration 
program section of the present invention. 

[0027] FIG. 6 is a representation of a return screen of the 
present invention. 

[0028] FIG. 7 is an eXample of a passWord screen utiliZed 
by the present invention. 

[0029] FIG. 8 is a return administration screen of the 
present invention. 

[0030] FIG. 9 is a second return administration screen of 
the present invention. 

[0031] FIG. 10 is a third return administration screen of 
the present invention. 

[0032] FIG. 11 is a fourth return administration screen of 
the present invention. 

DETAILED DESCRIPTION 

[0033] Referring noW to the draWings Wherein like refer 
ence numerals refer to similar or identical parts throughout 
the several vieWs, and more speci?cally to FIG. 1 thereof, 
there is shoWn a computer 12 return apparatus 10. The 
apparatus 10 comprises a processor 14. The apparatus 10 
comprises a memory 16 connected to the processor 14. The 
apparatus 10 comprises a display 18. The apparatus 10 
comprises a return screen 20 that the processor 14 automati 
cally causes to appear during or after boot-up of the pro 
cessor 14 on the display 18, that displays oWnership infor 
mation concerning Who oWns the computer 12 and return 
information for returning the computer 12 to the oWner from 
data stored in the memory 16. The OWner is de?ned as the 
person or entity that oWns, rents, or licenses the Retriever, 
and/or the person or entity Who controls the recovery 
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service. The Owner has greater control over the computer 12 
than the user. This could include, but not be limited to, an 
employee of a company that oWns the computer 12, or an 
agent of the oWner or a friend that has the permission of the 
oWner to use or have or recover the computer 12. 

[0034] Preferably, the apparatus 10 includes means for 
causing the screen to appear on the display 18 With the 
oWner and return information. The causing means 22 is 
stored in the memory 16. The causing means 22 preferably 
is a softWare program 24. Preferably, the memory 16 
includes a primary operating system having an operating 
screen 26 for the computer 12, and the return screen 20 
appears on the display 18 before the operating screen 26 of 
the operating system appears on the display 18. 

[0035] The softWare program 24 preferably appears before 
a security prompt such as a passWord to be entered to obtain 
access to the primary operating system of the computer 12. 
Preferably, the softWare program 24 alloWs the oWner to 
change the return information and the oWner information, 
after the passWord or security prompt is satis?ed for the 
computer 12. The softWare program 24 is preferably able to 
communicate through a modem (or Wireless) to a predeter 
mined location to transfer the return information to the 
location to facilitate return of the computer 12 if it becomes 
lost by the oWner. 

[0036] The present invention pertains to a method for 
returning a computer 12 to its oWner. The method comprises 
the steps of activating a computer 12. Then there is the step 
of displaying automatically a return screen 20 on a display 
18 of the computer 12 during or after boot-up of the 
computer 12, Which displays information concerning oWner 
information about Who oWns the computer 12 and return 
information for returning the computer 12 to the oWner from 
data stored in the memory 16 of the computer 12. 

[0037] Preferably, the displaying step includes the step of 
displaying automatically the return screen 20 before an 
operating screen 26 of the primary operating system of the 
computer 12. There is preferably the step of displaying the 
return screen 20 before satisfying a security prompt such as 
entering a passWord into the computer 12 to access the 
primary operating system. Preferably, there is the step of 
changing the return information, and the oWner information 
after the step of satisfying a security prompt such as entering 
the passWord into the computer 12. 

[0038] The present invention pertains to a computer 12 
readable medium Whose contents cause a computer 12 to 
shoW Who is its oWner by performing the steps of activating 
a computer 12. Then there is the step of displaying auto 
matically a return screen 20 on a display 18 of the computer 
12 during or after boot-up of the computer 12, Which 
displays information concerning oWner information about 
Who oWns the computer 12 and return information for 
returning the computer 12 to the oWner from data stored in 
the memory 16 of the computer 12. 

[0039] Preferably, the displaying step includes the step of 
displaying automatically the return screen 20 before an 
operating screen 26 of the primary operating system of the 
computer 12. There is preferably the step of displaying the 
return screen 20 before satisfying a security prompt such as 
entering a passWord into the computer 12 to access the 
primary operating system. Preferably, there is the step of 
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changing the return information and the oWner information 
after the step of satisfying a security prompt such as entering 
a passWord into the computer 12. 

[0040] In the operation of the invention, ?rst, the oWner of 
the computer 12 Would install the computer 12 security 
recovery/return softWare program 24 application. The pro 
gram could be installed to Work on any type of computer 12 
screen including but not limited to, PCs, laptops, handheld 
computers (such as blackberries, palm pilots), UPS comput 
eriZed handheld tracking display units, and even cell phone 
displays. The unique recovery/return computer 12 security 
program could in fact, be installed and used by any type of 
computer 12 that utiliZed a monitor display screen. The 
softWare application program provides an additional layer to 
the eXisting operating system of each computer 12. The 
coding language used for the softWare program 24 could and 
Would vary depending upon the computer 12 equipment, but 
the core structure of hoW the program operates Would be 
similar in all items. 

[0041] Once the computer 12 security softWare program 
24 is installed, the monitor of the computer 12 Will display 
the complete and current recovery/return information that 
the program has alloWed the oWner of the equipment to 
interactively enter, change and update at anytime. 

[0042] This “on the ?y” ability to change oWner recovery 
information to aid return of equipment is an important 
feature for anyone, including college students Who travel 
from home to college during different parts of the year, 
people Who move, and particularly business people Who 
travel throughout the World. The recovery/return informa 
tion Would not only alloW the display 18 of physical address 
return information, and oWner contact telephone informa 
tion, but Would also provide for international internet based 
recovery through the added display 18 of oWner email 
information, as Well as the ability to display an international 
recovery center Web site. 

[0043] In addition to increasing chances of return and 
recovery of the stolen or lost equipment by using the 
computer’s 12 display 18 monitor, the program is an addi 
tional programming layer added into the initial start up 
program of the computer 12, so that the recovery/return 
display 18 information occurs during or before a passWord 
or security prompt screen. This is an important feature that 
helps create an environment Whereby the individual that 
happens upon a stolen or lost piece of equipment Will see the 
oWner recovery/return information displayed before a pass 
Word or security prompt screen. By automatically initiating 
this program during or before a user’s security prompt, such 
as a passWord screen program, the recovery/return program 
Will not only increase chances of recovery, but Will also 
increase chances that the computer 12 information on the 
hard drive is protected While the computer 12 is not in the 
oWner’s possession. 

[0044] For eXample, the actual step by step operation of 
the program is as folloWs: 

[0045] (1) Someone ?nds a lost or stolen computer 12. The 
person Who ?nds the computer 12, turns the computer 12 on. 

[0046] (The softWare program 24 could be provided 
With a Warning sticker that Will be placed on the 
outside of the equipment telling anyone ?nding the 
equipment, about the program and the display recov 
ery screen.) 
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[0047] (2) The computer 12 display 18 screen turns on. 
The computer 12 security software return/recovery program 
automatically initiates during the computer’s 12 boot-up 
process. 

[0048] (3) As the computer 12 booting up process moves 
the user to a passWord or security prompt screen, the 
computer 12 security softWare program 24 displays a dialog 
boX Which includes oWner recovery and return information, 
so that the person ?nding the equipment can return the 
equipment either directly or through the international Web 
site recovery center. The information screen can include any 

of the folloWing items of information that the oWner Would 
like displayed including but not limited to: contact name, 
organiZation name, oWner address, oWner telephone number, 
oWner email, international Web site recovery site, interna 
tional recovery email information, unique program serial/ 
registration number. (See FIG. 2). 

[0049] Virtually all of this information Would have 
been interactively inputted by the oWner, and the 
oWner Would have control over hoW much recovery 

information is displayed. (This is important, because 
some oWners Would like all the available information 

displayed, and others Would not. For eXample, a US. 
secret service agent, accountant, or military person 
nel, might only Want his name and phone number 
displayed, and Would not like the organiZation name 
displayed for fear that Would encourage a thief to try 
harder to break into the system rather than return the 
equipment.) 

[0050] (4) The individual Who has found the lost or stolen 
computer 12, is noW able to easily return the equipment to 
the rightful oWner. Because the display 18 screen shoWing 
the oWner information is before, or during a passWord or 
security prompt screen that occurs before alloWing the user 
to access the full operating system, the person recovering the 
equipment is blocked by the passWord or security prompt 
screen from accessing the data, and is unable to avoid seeing 
the recovery information screen. 

[0051] It is important to note only that the computer 12 
security softWare recovery/return program be displayed on 
the computer 12 screen monitor before, or during a passWord 
or security prompt display screen, because the operating 
system passWord screen creates a ‘Wall’ before taking the 
computer 12 user to the computer 12 operating system. (See 
FIG. 3). This helps not only protect the oWner’s information 
on the hard drive, but also ensures that the person ?nding the 
equipment Will see the oWner recovery/return information. If 
the program initiated after the passWord or security prompt 
screen, the person ?nding the lost or stolen equipment Would 
have difficulty ever seeing the recovery/return display 20. 

[0052] It is also important to note that even through the 
recovery screen dialog boX Would ideally be the ?rst screen, 
this may not be possible due to the Wide variety of softWare 
operating systems used by computer 12 systems. Each 
computer 12 security program Will attempt to display the 
recovery information on the initial screen When possible. 
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HoWever, for one of the WindoW operating systems for 
eXample, the ?rst boot-up default screen is a CTR+ALT+ 
DEL screen, and then the program can move to a passWord 

screen. In this case, the recovery/return program could 
provide a display 18 dialog screen that Would be an addi 
tional layer betWeen the CTR+ALT+DEL dialog boX and the 
passWord dialog boX. (See FIG. 4). Other operating systems 
could alloW the program to display the recovery dialog boX, 
With the passWord or security prompt at the bottom of the 
dialog boX (so that even though the recovery dialog appli 
cation is an additional layer during the boot-up, it Would 
appear that the passWord or security prompt is included 
Within the same dialog boX). (See FIGS. 2 and 3). The 
recovery dialog boX Would occur before or during the 
passWord or security dialog boX that ‘blocks’ the user from 
accessing the operating system. 

[0053] Operation Administration Feature: 

[0054] The computer 12 security softWare recovery/return 
program Would also include an administration section to the 

program through hard drive or remote. The operation of the 
administration section features could Work like this: 

[0055] (1) The oWner of the computer 12 Would turn their 
machine on. 

[0056] (2) As the boot-up begins, the oWner sees the 
recovery/return display 18 dialog boX appear. 

[0057] (3) The oWner then may see a passWord or security 
prompt to alloW the oWner into the operating system. 

[0058] (4) In the event that there is a security prompt, the 
oWner types in the correct passWord or satis?es the security 
prompt to access the hard drive’s operating system and 
programs. 

[0059] (5) Once the oWner gains access to the primary 
operating system, the oWner Will have the ability to select an 
administration section for the computer 12 security softWare 
recovery/return program through the Start Up button or a 
shortcut icon on the display 18 screen. (See FIG. 5). The 
administration dialog boX Will alloW the oWner to interac 
tively change the recovery/return display 18 information that 
appears in the recovery/return dialog boX displayed during 
the boot-up process. 

[0060] (6) There are additional features to the administra 
tion dialog boX that may be added. Some of the features 
include: 

[0061] a) added passWord or security protection 
prompt to alloW the oWner to access the administra 

tive part of the program in order to change the 
recovery/return dialog display information, 

[0062] b) interactive email based registration capa 
bility that Would eXport oWner information to an 
international recovery center using the internet, 

[0063] c) a ‘Where to order more licenses’ informa 
tion screen (that could be tailored to alloW dealer/ 
distributor contact information), 
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[0064] d) screen saver lock feature, and 

[0065] 
[0066] There are at least 3 important features that are 
critical and unique to the program, and make this program 
vastly different from other equipment security recovery 
products: 

e) possible audit log to track user activity. 

[0067] (1) The ability to display recovery/return informa 
tion on the computer’s 12 monitor screen. 

[0068] (2) The ability to make sure that the display 18 
occurs before or during a password or security prompt 
stopping the user from accessing the full operating system 
and hard drive information. 

[0069] (3) The ability using an administrative program 
feature to allow the owner to interactively change the 
recovery/return information at any time. 

[0070] Installation of the program is simple. The owner 
would load an installation CD into the computer 12 equip 
mentor download the program from the internet. During the 
installation process, the owner will be prompted to provide 
some recovery/return information that the owner would like 
displayed; for example, contact name, phone and email 
information. The installation process will create the recov 
ery/return display 18 screen, input the owner information, 
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and create an administration section that can be accessed by 
the owner to be able to change recovery information at any 
time. After installation is complete, the computer 12 will be 
rebooted, and the program installation will be complete. 

[0071] The program is essentially a recovery/return infor 
mation screen that is displayed, and does not attempt to 
duplicate or replace more sophisticated access security pro 
grams already on the system. In the event that there is a 
security access program on the system using a password, 
security card, or biometric recognition device, the recovery/ 
return screen 20 is ideally layered before the security screen 
(otherwise the recovery/return information would never be 
displayed—eXcept to the owner since the person ?nding the 
equipment would not be able to enter the correct security 
information to get to the return screen 20 In operation: 

[0072] 1) The equipment is turned on. 

[0073] 2) The equipment processor 14 begins to go 
through the steps necessary to open up and allow access to 
the equipment’s operating system. These steps may involve 
displaying various visual screens, depending upon the 
equipment. 

[0074] a) For eXample, a typical Gateway computer 
may have the following series of displays: 

Ideal Return At minimum needs to display 
Dialog Display before Operating System and 
Spots should appear before security 

prompt. 
<- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -> 

Monitor Gateway & Copyright MS Windows Microsoft Main/Primary 
self-test Gateway Promise 98 Logo Password Operating 
display logo display Technology display Security System 

display Prompt where user 
can begin 
using equip. 
& programs 

[0075] In this eXample, the recovery/return program 
would display before or with the Microsoft password or 
security prompt. 

[0076] b) Another eXample is with a Dell computer, 
which may have the following series of displays: 

Ideal Return At minimum needs to display 
Dialog Display before Operating System and 
Spots should appear before security 

prompt. 
<- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -> 

Dell Name MS Windows Copyright MS Ctr+ Security Network Main 
and Logo 98 Logo ESS Tech- Alt+Del Program that Prompts if Operating 
display ology display Prompt Logon display uses a not connected System 

Windows where user 
password and can begin 
a physical using 
access card equip. & 

programs 
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[0077] c) Another example is With an AT&T Cellular 
phone, Which may have the following series of 
displays: 

Ideal At minimum 
Display Spots needs to display 
for Return Display Program before operating 
using OK prompt system 

<- — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — -> 

| | 
AT&T Name Display Main/Primary Operating 
& Logo showing System Where user can 
display phone number being using equip. & 

programs 

[0078] 3) The Return/Recovery oWner information display 
screen is displayed before the main operating system. The 
Return/Recovery oWner information screen has been cus 
tomiZed by the oWner (and can be interactively changed 
using an administrative program that can be accessed When 
the user gets to the operating system). 

[0079] 4) Once the oWner information dialog box is dis 
played, it remains displayed until the user satis?es a security 
prompt and/or pushes an OK button or says “OK”. The 
security program prompt could include a passWord that 
might need to be entered, a card access card that might need 
to be used, or a biometric impression that might need to be 
used, such as ?ngerprint, face, eye, or voice recognition 
system. Once the security program is satis?ed, the computer 
12 program continues to the main operating system. 

[0080] The de?nition of the “boot-up” process includes a 
series of steps that the computer 12 is taking (including the 
series of displays that the programs are automatically dis 
playing) in order to move the user to gaining access to the 
main operating system. And, as can be seen from the 3 
examples above, the booting up process entails different 
steps and different display 18 screens on its Way to the 
operating system. 

[0081] 
[0082] 1) the Recovery/Return screen 20 be displayed 
before the operating system, and 

It is important that 

[0083] 2) that the display remains displayed until the user 
does something (like pushes an OK button on the screen, or 
says OK for future voice activation programs, or satis?es a 
security prompt). 

[0084] This softWare application: 

[0085] should be layered before the main operating 
system, 

[0086] 
[0087] should be layered before or during the security 
program prompt (otherWise the recovery screen 
Would only be seen by the authoriZed oWner). 

and in the event that a security program exists, 

[0088] Security programs that currently exist could 
include: 

[0089] a) entering a correct passWord (in the example 
of the current computers that have a Microsoft 
passWord system already built in and available). 
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[0090] b) entering another type of security prompt 
such as future security applications With a voice 
activated security prompt, an access card Which 
needs to be Within the vicinity of the computer 12, or 
even a ?ngerprint or eye recognition security pro 
gram (Which are currently available). 

[0091] The basic Recovery/Return computer 12 security 
softWare program 24 may or may not include a security 
prompt feature as an option. The point of the program is that 
the recovery information can be customiZed, interactively 
changed, and displayed using the computer’s 12 screen, and 
layered at the correct point (before the operating system, and 
before or during a security program prompt if a security 
program exists). 
[0092] The present invention pertains to a computer 12 
return apparatus 10, as shoWn in FIG. 1. The apparatus 10 
comprises a processor 14. The apparatus 10 comprises a 
memory 16 connected to the processor 14. The apparatus 10 
comprises a display 18. The apparatus 10 comprises a return 
screen 20 that the processor 14 automatically causes to 
appear during or after boot-up of the processor 14 on the 
display 18, that displays information concerning an oWner 
Who oWns the computer, concerning user information about 
Who the user is Who the computer 12 is assigned to for use, 
and return information for returning the computer 12 to the 
oWner from data stored in the memory 16. 

[0093] Preferably, the apparatus 10 includes means 22 for 
causing the screen to appear on the display 18 With the 
oWner, user and return information. The causing means 22 is 
stored in the memory 16. The apparatus 10 preferably 
includes means for changing the return information by the 
user through remote communication With the computer 12. 
Preferably, the changing means changes a security prompt 
by the oWner, overriding any security prompt entered into 
the computer 12 by the user. The apparatus 10 preferably 
includes means for changing recovery information of addi 
tional computers 12 oWned by the oWner through remote 
communication by the oWner With the additional computers 
12. 

[0094] The present invention pertains to a method for 
displaying information to assist With returning a computer 
12 to its oWner. The method comprises the steps of activating 
a computer 12. There is the step of displaying automatically 
a return screen 20 on a display 18 of the computer 12 during 
or after boot-up Which displays information concerning 
oWner information about Who oWns the computer 12, con 
cerning user information about Who the user is Who the 
computer 12 is assigned to for use, and return information 
for returning the computer 12 to the oWner from data stored 
in a memory 16 of the computer 12. 

[0095] Preferably, the displaying step includes the step of 
changing the return information by the user. The changing 
step preferably includes the step of changing the return 
information by the user through remote communication With 
the computer 12. Preferably, there is the step of changing a 
security prompt by the oWner, overriding any security 
prompt entered into the computer 12 by the user. There is 
preferably the step of the oWner changing recovery infor 
mation of additional computers 12 oWned by the oWner 
through remote communication by the oWner With the 
additional computers 12. 

[0096] The Retriever is preferably a softWare program 24 
that is disposed in a memory 16 of a computer 12 and at a 
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remote station to allow an owner to communicate and 
control the computer 12, as needed. 

[0097] The Retriever clearly distinguishes betWeen the 
“OWner” of the equipment and the person(s) “Assigned To” 
the equipment. See FIGS. 9 and 10. 

[0098] The OWner is de?ned as the person or entity that 
oWns, rents, or licenses the Retriever, and/or the person or 
entity Who controls the recovery service. The OWner has 
greater control over the computer 12 than the user. 

[0099] The Retriever alloWs the ability to distinguish 
betWeen the ‘oWner’ and the ‘assigned to’ person Who may 
be alloWed possession of the equipment. These tWo entities 
can be the same, but very often are not. For example, a bank 
may be the oWner of 5,000 laptops, and then issue them out 
to 5,000 different employees. The Bank oWns the laptops, 
and the employees are the “assigned to” persons. Another 
eXample Would be a company that may provide a recovery 
security service to equipment oWners, and Would also be 
able to control the recovery screen information and display 
through their recovery service. 

[0100] The Retriever alloWs the ‘oWner’ of the protected 
equipment to ultimately control the recovery information 
displayed on the protected equipment, not the user. 

[0101] The current PDA recovery programs, for eXample, 
are all completely controlled by the equipment user. Again 
the ‘oWner’ and ‘assigned to’ user of the equipment may or 
may not be the same people, but the Retriever is unique 
because it alloWs the ability to distinguish betWeen the 
‘oWner’ and the ‘assigned to’ person. The Retriever alloWs 
the ‘oWner’ to have control over both the ‘oWner’ recovery 
information displayed AND the ‘assigned to’ recovery infor 
mation displayed. The ‘assigned to’ person(s) can only 
change or control the ‘assigned to’ recovery information. 

[0102] The Retriever also alloWs the oWner ultimate con 
trol over the security prompt, not the user. 

[0103] The current PDA softWare recovery program gives 
ultimate control over the security prompt to the user or 
‘assigned to’ individual(s). The ‘oWner’ Would Want the 
ability to reassign the equipment to a neW person. The 
current PDA recovery program does not satisfy this need. If 
a disgruntled employee quits or gets ?red and hands back 
their PDA With a unique secret passWord prompt and says 
they cannot remember the passWord, the current PDA recov 
ery program makes it very dif?cult for the oWner to be able 
to regain control over the passWord prompt and assign the 
equipment to someone neW. 

[0104] Both the pocket PC, Palm and other handhelds do 
have the ability to create a screen on the monitor in con 

junction With a passWord prompt. HoWever, the design of 
these current programs are ?aWed, as evidenced by the fact 
that the program feature is rarely used, even though avail 
able. 

[0105] The Retriever satis?es a need that the pocket PC, 
Palm and other PDA recovery programs do not. It is the 
‘oWner’ of the equipment that needs to have ultimate control 
of (1) the program, (2) the recovery screen and (3) the 
passWord—not the person Who is using the equipment. 
There are many reasons Why this is important. 

[0106] Examples. There is a school district in Virginia that 
issued 25,000 laptops to students at the high school and 
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middle school level last year. The school district oWns the 
laptops—not the students assigned to the equipment. The 
students are unlikely to care as much as the school district 
as to the loss of the equipment. 

[0107] If the current PDA recovery softWare program 24 
Was loaded onto these laptops, the kids could easily (and 
more than likely Would) disable the security prompt since it 
Would be inconvenient to continually have to satisfy a 
passWord prompt every time the computer 12 Was turned on 
or timed out. In addition, With the current PDA recovery 
system the oWner of the equipment (the school district) 
Would loose control of not only the recovery information 
displayed on the monitor, but the passWord that alloWs 
access to the equipment. The Retriever is unique since it 
distinguishes betWeen the ‘oWner’ and the ‘assigned to’ 
person, alloWs the oWner to have ultimate control over the 
display 18 screen, alloWs the ‘oWner’ to override recovery 
information displayed by the ‘assigned to’ person if neces 
sary, and alloWs the ‘oWner’ to have ultimate control of the 
passWord to access the equipment. 

[0108] Individuals Who are ‘assigned to’ equipment have 
inherently less liability and concern if the equipment is lost 
or stolen than ‘the oWner’. This is true for not only students, 
but employees at sales ?rms, banks, accounting ?rms, cor 
porations, healthcare facilities, high school students, univer 
sity personnel, people Who rent or lease equipment, etc. 

[0109] It is the ‘oWner’ Who should have ultimate control 
over security decisions regarding the equipment, not neces 
sarily the person Who happens to be in possession of or 
assigned to the equipment. The current PDA design causes 
an ‘inconvenience’ by creating an eXtra logon screen, and 
therefore, is not likely to be used by the equipment holder, 
especially if the equipment holder is not the oWner. The 
oWner needs the ability to control Whether the program is 
enabled, and thus ensure that the ‘assigned to’ person use the 
program if the oWner desires for them to use it. 

[0110] The current PDA recovery system design is indeed 
?aWed. With the current PDA recovery program, the user or 
person assigned to the equipment has complete and sole 
control over recovery information, complete and sole con 
trol over the security passWord, and complete and sole 
control over Whether the security program is even enabled or 
not. These are some of the reasons that help eXplain Why 
people that do have a PDA rarely use the recovery security 
feature available. 

[0111] As further proof as to the inadequacy of this current 
program, is the fact that The World Computer Security 
Company of Colorado has sold “outside” glue on recovery 
labels to customers to protect hundreds of PDAs, Palms, etc. 
that indeed already have the PDA recovery program men 
tioned by the patent of?ce. In fact, this company recently 
sold a couple hundred of these glue-on security STOP Tag 
recovery labels that Were PDA siZe this month to Bertek 
Pharmaceuticals and Washington University St. Louis (June 
2004). This is further proof that the current program design 
is ?aWed and not commercially viable. 

[0112] Most alarmingly, the current program does not take 
into account that many crime statistics suggest that 90% of 
all theft is internal (committed by those non-oWners alloWed 
access to property)! 

[0113] Perhaps one of the most important and critical 
differences betWeen the Retriever and the eXisting programs 
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is the type of communication possible made possible With 
the Retriever. The Retriever is designed to enable commu 
nication of the recovery display information back and forth 
from the recovery administration center to the equipment 
being protected to control changes to the recovery display 18 
screen, and this communication from the recovery admin 
istration center is not limited to only the hard drive of the 
equipment being protected or the computer 12 that the 
equipment is synchroniZed With. 

[0114] The recovery administration update center for the 
current PDA recovery program is limited to the user updat 
ing the oWner information directly on the PDA, or directly 
on the computer 12 the PDA is set up to synchroniZe With 
When accessing the PDA program on the main computer 12. 
This recovery display information can then be synchroniZed 
using the PDA synchroniZe capability. 

[0115] The Retriever’s recovery administration update 
center can be an administration program located on the hard 
drive of the protected equipment, an administration program 
located on a server on a netWork and/or an administration 

program located on a hard drive of a computer 12 that is 
completely remote from the protected equipment, for 
eXample, a Web based recovery center. This is an very 
unique and important feature. 

[0116] The program design feature alloWs the ‘oWner’ to 
access the recovery center administration program, initiated 
doWnload of changes to the protected equipment, control the 
entire recovery screen displayed, and even override the 
‘assigned to’ person’s input. This is an important feature, in 
case the ‘assigned to’ person is a disgruntled employee Who 
simply reports equipment as stolen and is still using the 
equipment or has sold it. The Retriever program design 
alloWs the oWner to make changes at the recovery center 
level, have the recovery center attempt to communicate 
those changes to the ‘stolen equipment’ via phone line (or 
cable, Wi-?, bluetooth, satellite etc. in the future). This 
alloWs the oWner to eliminate erroneous or misleading 
‘assigned to’ recovery information that might have been 
created by the rogue “assigned to” individual, replace the 
display 18 screen With correct oWner recovery information 
and even change or delete the ‘assigned to’ passWord to stop 
access to the equipment information. By attempting to 
disable the ‘assigned to’ passWord from remote, the equip 
ment becomes extremely difficult if not impossible to use, 
the information on the hard drive is better protected, and the 
chances of a quick recovery of the stolen equipment are 

Outside communication via phone line 
cable, Wireless, internet etc.. user input/update 

dramatically enhanced. This remote communication ability 
makes the Retriever design completely unique and very 
different from the current PDA recovery softWare programs. 

[0117] It is this remote communication ability in the 
design of the Retriever softWare recovery program that helps 
better meet the challenges of internal theft (again many 
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statistics suggest that it is internal theft that comprises 90% 
of all theft). With the current PDA recovery program, the 
‘oWner’ is limited to only making changes directly on the 
‘assigned to’ person’s equipment and/or the ‘assigned to’ 
person’s computer 12 or over a limited netWork that the 
assigned to person may never access again. With the 
Retriever’s recovery softWare design, the ‘oWner’ can also 
attempt to access the ‘assigned to’ person’s equipment by 
additional Ways, such as over the internet, phone lines, 
cable, etc. thereby having a more effective ability to try to 
locate the equipment and control the recovery information 
displayed by remote. 

[0118] The “assigned to” person can only control the 
“assigned to” recovery information and passWord. The 
“oWner” can control both the oWner information and all the 
“assigned to” recovery information at the recovery center 
level, and then attempt to communicate this to the protected 
equipment using the Retriever licensed security recovery 
program. 

[0119] Using this unique communication poWer, both 
‘oWner’ and “assigned to” information can be uploaded to 
the recovery center and/or doWnloaded to the protected 
equipment in order to synchroniZe the international recovery 
center information and the recovery information displayed 
on the initial display 18 screen. (This is a combination of the 
PDA type of synchroniZation betWeen the main computer 12 
and the PDA, and the McAfee anti-virus softWare internet 
updating capability Where every time you go on-line, your 
computer 12 automatically checks to make sure that you 
have the most current anti-virus softWare and automatically 
updates your computer 12 With the latest changes.) Nobody 
has ever before considered or designed a product combining 
this type of communication ability With this type of recovery 
security program that seiZes control of the display 18 
monitor until a security prompt is satis?ed. The Retriever 
design alloWs an equipment recovery capability that just 
does not eXist on today’s market, and is completely unique 
from all current products on the market. 

[0120] Current PDA Communication is Limited: 

[0121] User Input/Update PDA&rlarr;User Input/Update 
Host Computer W/PDA Program 

[0122] The Retriever Design Communication is Much 
Broader: 

Network Server 
user input/up date Protected Computer 

4 

User input/update on equip 

[0123] The Retriever design has both a stand-alone and a 
netWork based program. This alloWs an oWner to handle 
multiple machines easily for organiZations or entities With 
more than one equipment. 

[0124] Each program license has a unique program regis 
tration license number that is unique. This is extremely 
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important feature that allows many features that owners 
Would need in handling the protection of multiple machines. 
From looking at the current PDA security recovery softWare, 
the program appears to be only to have ‘single license’ 
capability. 

[0125] The Retriever program design can also alloW glo 
bal changes by the oWner Who might handle multiple 
computers. 

[0126] This is a very important feature for organiZations 
Who are in charge of large numbers of computers. For 
example, let’s say that Sgt. Cody is the crime prevention 
of?cer at GeorgetoWn University and then retires. Let’s say 
that Sgt. Grier is the contact person currently listed on 700 
university oWned computers. NoW Sgt. Smith is in charge. 
The Retriever program design alloWs Sgt. Smith (assuming 
she uses the correct passWord), to access the recovery center 
and globally change all the computers that she Wants to 
change and display her phone number and name to help With 
recovery. This ability to alloW the oWner to globally make 
changes to certain display information over multiple 
licensed computers is also extremely useful if a phone 
number changes, a corporate name or logo changes, a 
recovery contact name changes or a phone number area code 
changes. 

[0127] The program also alloWs oWners to easily tag or 
mark equipment that is ready or available to be sold making 
it easy for neW oWners to re-register under the initial security 
softWare license registration number. Let’s say for example 
that ABC Telecommunications decided to sell 100 laptops 
that they are replacing With neW ones. The oWner or autho 
riZed person representing the oWner (the IT director for 
example) can preset the 100 serial license numbers as for 
sale to alloW easier sales to neW oWners using organiZations 
such as Ebay. NeW oWners can easily be alloWed to re 
register under the released registration number that is asso 
ciated With the Retriever recovery license. 

[0128] The program also alloWs oWners to easily report 
equipment as stolen over the internet. OWners can go to the 
recovery administration center, ?nd the license number of 
the equipment they believe might be lost or stolen, update 
the information for this speci?c license number and report 
the information over the internet for all to see. This is very 
helpful resource for both oWners and authorities to facilitate 
recovery of lost or stolen items. 

[0129] The security program can also not only display 
‘oWner’ and ‘assigned to’ information but also display 
organiZation logos and/or other pictures or designs. This is 
another extremely important feature. The Retriever program 
seizes control of the entire display 18 screen. 

[0130] Many, many customers currently desire to custom 
iZe their physical security tags With oWner and logo infor 
mation. This is often difficult, since the security label 
manufacturer has to get art design approval, ?t corporate and 
logo information on an often limited space, and then set the 
tool to run the special labels at the manufacturing plant. 
Lead times can often go over 3 Weeks, and once the 
customer has their special customiZed tag, they must often 
order a minimum amount (STOP Tag has a minimum order 
of 200 tags for customiZation for example). If the company 
changes names, logos or phone numbers the physical secu 
rity label suddenly becomes incorrect. And, When these 
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customiZed security tag customers Want to sell their equip 
ment, it becomes dif?cult, since the security label can 
permanently read “Property of ABC Corp”. 

[0131] Let’s say the company Wants to donate 25 laptops 
to the church. A nun or other church personnel Would not 
really Want to be carrying around laptops Where the cover of 
the laptops state “Property of the US Army”, “Property of 
Waste Management Company”, or “Property of XYZ Uni 
versity”. This becomes aWkWard for the neW oWner Who 
actually is the neW rightful oWner, and cannot alWays easily 
remove the existing security label. 

[0132] The Retriever provides an interactive method of 
designing and changing the entire recovery screen ‘on the 
?y’ that eliminates all of these current problems. OrganiZa 
tion logos or ads can be easily and quickly doWnloaded onto 
the recovery screens of protected equipment. The current 
PDA system does not alloW this. 

[0133] The Retriever creates an audit trail of changes. 
Time and Date ?elds registering changes are logged and 
maintained at the recovery center to provide the customer 
With a security audit trail of changes. 

[0134] The Retriever display not only appears during the 
initial boot-up, but the Retriever program security recovery 
display screen can also be manually initiated by the com 
puter 12 user. This Would be the Workstation Locked dis 
play. (FIG. 10). This alloWs the computer 12 user to 
manually lock the computer 12 screen and protect the 
computer 12 if they need to leave their computer 12 for a feW 
minutes. This feature is handy for all types of situations, like 
emergency room laptops at hospitals, etc. 

[0135] The Retriever display not only appears during the 
initial boot-up or With a manual activation by the computer 
12 user; the Retriever Workstation locked recovery screen 
can also be initiated automatically using a screen saver timer 
feature that can be changed by the OWner or the Assigned To 
person. For example, let’s say the computer 12 screen saver 
time feature has a 10 minute timer. If there is no activity on 
the computer 12, the Workstation Locked security Recovery 
screen Will display and stay displayed until the passWord 
prompt is satis?ed. 

[0136] The oWner can broWse the entire database of there 
oWn licensed Retriever security softWare licenses. The 
oWner can look at an individual license record, or broWse the 
entire database and use features such as EDIT, SORT, 
SEARCH/FIND, and EXPORT When Working With the 
licensed records. 

[0137] The Retriever provides the oWner With extra data 
information ?elds that oWners can assign their oWn values 
to. These data ?elds are not really related to recovery 
information displayed, but this is a handy convenience for 
oWners Who Would like to correlate their oWn inventory 
numbers to Retriever license numbers, search by lease dates 
on equipment, etc. 

[0138] It should be noted that the communication ability is 
not limited to internet communication. Satellite, WI-FI, 
cable, bluetooth, or any other type of remote communication 
can be used. 

[0139] Although the invention has been described in detail 
in the foregoing embodiments for the purpose of illustration, 
it is to be understood that such detail is solely for that 




