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SEPARATION OF COPY PROTECTION RULES 
FOR DIGITAL RIGHTS MANAGEMENT 

FIELD OF THE INVENTION 

[0001] This invention relates to digital rights management 
(DRM), and more particularly to methods and systems for 
providing copy protection of digital content Within an autho 
riZed domain. Such a domain can comprise, for example, a 
home netWork that is licensed to play content such as 
movies, games, music and the like on various different 
entertainment appliances coupled to the netWork. 

BACKGROUND OF THE INVENTION 

[0002] Providers of digital content, such as music on 
compact discs (CD) and movies on digital versatile discs 
(DVD) often desire protection from unauthoriZed copying of 
the content. Such content can also be streamed to users via 
netWorks such as cable and satellite television plants, as Well 
as over the Internet. Existing copy protection rules, such as 
those de?ned by the Society of Motion Picture and Televi 
sion Engineers (SMPTE), generally do not take into account 
the existence of authoriZed domains, Where devices (televi 
sions, DVD players, game consoles, personal computers, 
and the like) oWned by a single authoriZed user can securely 
exchange content. 

[0003] KnoWn copy protection standards include states 
such as “Copy One Generation”, “Copy No More”, and 
“Copy Free.” Such states make sense When content is 
communicated over an external unprotected interface or 
stored on media such as a CD or DVD. HoWever, these 
standards can make it very dif?cult for an authoriZed (e.g., 
licensed) user to use the content on different devices on that 
user’s authoriZed domain (e.g. home netWork). 

[0004] It Would be advantageous to provide copy protec 
tion systems and methods that maintain an adequate level of 
protection for content and service providers, While alloWing 
the content to be easily copied or moved Within a protected 
authoriZed domain. It Would be further advantageous for 
such systems and methods to maintain compatibility With 
traditional copy protection solutions (e.g., CGMS—“Copy 
Generation Management System”). This Would alloW exter 
nal devices, such as digital televisions or computer monitors, 
to continue to display the content in accordance With the 
traditional copy protection rules. 

[0005] It Would be still further advantageous to alloW 
content users to legally share content over protected inter 
faces (e.g., on-line or removable media). As it is rarely 
acceptable to alloW a user to share pay content With every 
one, it Would also be advantageous to enable a list of 
authoriZed domains to be speci?ed for the sharing of con 
tent. 

[0006] The present invention provides systems and meth 
ods for implementing digital rights management having the 
aforementioned and other advantages. 

SUMMARY OF THE INVENTION 

[0007] In accordance With one aspect of the invention, a 
method is provided for managing rights to content Within an 
authoriZed domain. In a single authoriZed domain, Where a 
plurality of domain interfaces are protected using a common 
rights management system, the method speci?es if a copy of 
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particular content is alloWed to be provided on all devices or 
only on speci?c devices coupled to the domain via the 
interfaces. Copy protection information, With separately 
de?ned rules for outputs to external devices not protected by 
the common rights management system, is also speci?ed. 

[0008] Such a method may also specify Whether particular 
content may be copied or moved to another domain pro 
tected by a rights management system. A number of render 
ing devices permitted to render the content simultaneously 
may also be speci?ed. 

[0009] Another aspect of the invention provides a ruleset 
for use in managing rights to content Within an authoriZed 
domain. The ruleset can include, for example, rules de?ning 
capabilities of devices associated With the domain, rules 
de?ning persistent entitlements, and copy protection rules. 

[0010] Rules de?ning capabilities of devices associated 
With the domain can include, for example, one or more of a 
device security level, a designation of Whether a device 
supports secure time, a designation of codecs associated 
With a device, a designation of Watermarks a device can 
check, and a designation of ?ngerprints a device can pro 
vide. 

[0011] Rules de?ning persistent entitlements can include, 
for example rules for forWarding content on legacy analog, 
digital compressed and digital uncompressed interfaces, for 
peer-to-peer content sharing, content playback controls, 
limit on the number of simultaneous devices rendering the 
content, ?ngerprint algorithms and required device capabili 
ties to render the content. Copy protection rules can include, 
for example, legacy device rules for restricting copies over 
at least one of an analog, compressed digital or uncom 
pressed digital interface. Copy protection rules can also 
include rules for non-persistent content to be displayed 
Within the authoriZed domain. 

[0012] In another aspect, the invention provides a system 
for distributing content to end users. A netWork is used for 
the delivery of licensed content to a home netWork. The 
home netWork can be an authoriZed domain Where a plu 
rality of domain interfaces are protected using a common 
rights management system. Licensed content is associated 
With rights data specifying Whether the content is alloWed to 
be provided on all devices or only speci?c devices coupled 
to the domain via the interfaces. Copy protection informa 
tion is provided for outputs from the home netWork to 
external devices not protected by the common rights. 

[0013] An additional netWork can be coupled to the home 
netWork for receiving the licensed content. In such an 
embodiment, the additional netWork can also be an autho 
riZed domain, Where all interfaces thereto are protected 
using the common rights management system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] For a further understanding of the present inven 
tion, reference Will be made to the folloWing detailed 
description of the invention Which is to be read in associa 
tion With the accompanying draWings, Wherein: 

[0015] FIG. 1 is an example screen shot shoWing a session 
rights element; 

[0016] 
element; 

FIG. 2 is an example screen shot shoWing a rule 
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[0017] FIG. 3 is an example screen shot showing a 
purchase option element; 

[0018] FIG. 4 is an example screen shot showing a 
subscription element; 

[0019] FIG. 5 is an example screen shot showing a 
blackout element; 

[0020] FIG. 6 is an example screen shot showing a generic 
rating element; 

[0021] FIG. 7 is an example screen shot showing a 
selection element; 

[0022] FIG. 8 is an example screen shot showing a user 
authoriZation element; 

[0023] FIG. 9 is an example screen shot showing a 
persistent entitlements element; 

[0024] FIG. 10 is an example screen shot showing a rule 
set element; 

[0025] FIG. 11 is an example screen shot showing a 
redistribution element; 

[0026] FIG. 12 is an example screen shot showing a 
playback element; 

[0027] FIG. 13. is an example screen shot showing an 
option cost element; 

[0028] FIG. 14 is an example screen shot showing a copy 
protection rules element; and 

[0029] FIG. 15 is a block diagram of an example network 
implementation of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0030] The growing interest in streaming distribution of 
multimedia content over Internet Protocol (IP) networks 
brings a need for secure delivery of such content to legiti 
mate customers. For purposes of the present disclosure, the 
term IP Rights Management (IPRM) encompasses condi 
tional access as well as the various issues surrounding 
persistent access, de?ned as access to content after the 
customer has received and decrypted it the ?rst time. Per 
sistent access can be accommodated, for example, by storing 
the decrypted content on a hard drive provided, e.g., in a 
Personal Video Recorder (PVR) or Personal Computer (PC). 
IPRM, which is within the realm of Digital Rights Manage 
ment (DRM), can be viewed as a generaliZation of condi 
tional access technology. 

[0031] The present disclosure describes Extensible 
Markup Language (XML) interfaces that are used by exter 
nal systems in order to use services provided by the IPRM 
system. These XML documents need to be processed and 
understood by Caching Servers that deliver content to view 
ers (viewers comprise one category of IPRM clients) as well 
as by the IPRM clients that need to follow copy protection 
rules for the content that is being rendered and/or persis 
tently stored. 

[0032] Extensible Markup Language describes a class of 
data objects called XML documents and partially describes 
the behavior of computer programs which process them. 
XML is an application pro?le or restricted form of SGML, 
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the Standard Generalized Markup Language (ISO 8879). By 
construction, XML documents are conforming SGML docu 
ments. 

[0033] XML documents are made up of storage units 
called entities, which contain either parsed or unparsed data. 
Parsed data is made up of characters, some of which form 
character data, and some of which form markup. Markup 
encodes a description of the document’s storage layout and 
logical structure. XML provides a mechanism to impose 
constraints on the storage layout and logical structure. 

[0034] A software module called an XML processor is 
used to read XML documents and provide access to their 
content and structure. It is assumed that an XML processor 
is doing its work on behalf of another module, called the 
application. 

[0035] The following acronyms are used herein: 

API Application Programming Interface 
ASN.1 Abstract Syntax Notation One 
CA Conditional Access or Certi?cate Authority 
CGMS Copy Generation Management System. This may 

be an analog system (CGMS-A) or a digital 
system (CGMS-D) 

DRM Digital Rights Management 
ECM Entitlement Control Message 
EMM Entitlement Management Message 
IP Internet Protocol 
IPPV Instant Pay-Per-View 
IPRL Internet Protocol Rights Language 
IPRM Internet Protocol Rights Management 
KDC Key Distribution Center 
OCS Origin Content Server 
PKI Public Key Infrastructure 
PBQ Pay-By-Quality 
PBT Pay-By-Time 
PPV Pay-Per-View 
SRO Session Rights Object 
SSL Secure Sockets Layer 
TCP Transmission Control Protocol 
UDP User Datagram Protocol 
URI Uniform Resource Identi?er 
URL Uniform Resource Locator 
VOD Video On Demand 
XML Extensible Markup Language 

[0036] The following terms are used herein: 

[0037] Content Provider An entity that creates, licenses, 
aggregates and/or distributes content to the Cache Servers. 
A content provider does not typically consume content. A 
content provider is responsible for specifying content access 
rules and possibly user selection if the user actually makes 
the purchase at the content provider’s web portal. Otherwise, 
user selection is made by the Con?rmation Server. 

[0038] Cache ServerAn intermediate entity that stores and 
redistributes content to Consumers and optionally to other 
Cache Servers. Besides streaming content to viewers, it also 
enforces the content access rules against the user selection 
and user entitlements. 

[0039] Con?rmation Server An application facilitating the 
creation of a session rights object. 

[0040] Consumer An entity such as an end-user that con 
sumes content obtained from a Cache Server and optionally, 
if permitted by the copyright holder, redistributes content to 
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other Consumers in the system. The user is given a set of 
entitlements by the provisioning center that are used to 
determine the satisfaction of content access rules. When a 
user makes a purchase of speci?c content, the user’s selec 
tion is included in the Session Rights object. 

[0041] Entitlements A set of authoriZation attributes that 
allow users to access content. 

[0042] Provisioning Center An application that registers a 
neW consumer (e.g. VieWer) With the network, provisions it 
With the Key Distribution Center (KDC) and creates a set of 
entitlements for the neW user. 

[0043] Session Rights Object A signed version of content 
access rules for a given piece of content and speci?c user’s 
purchase option selection. 

[0044] Ticket A token of trust issued to a vieWer by the 
KDC in order to access content at a particular caching 
server. It also includes the user’s entitlements. 

[0045] VieWer A consumer of video content. 

[0046] A main purpose of the disclosed IPRM system is to 
provide digital rights management functions such as authen 
tication, privacy, security, integrity and access control tools 
to any multimedia streaming netWork based on IP protocols. 
The system supports point-to-point (VOD) and multicast 
delivery of content. Additional features relate to persistent 
(i.e., stored) content rights management, such as copy pro 
tection. 

[0047] The system can be based purely on softWare pro 
tection, With a limited trust placed upon the clients. HoW 
ever, other implementations are possible, including those in 
Which a hardWare security module is provided. Such a 
hardWare security module may be optional. Alternatively, 
hardWare security may be mandatory to obtain rights to high 
quality content from copyright oWners requiring high secu 
rity levels. 

[0048] A Session Rights XML document can be generated 
by a content provider or any other entity (e. g. a Con?rmation 
Server) that provides ?nal interaction With the end-user. The 
content of the Session Rights document may be encoded in 
a Session Rights Object. A Rights element is the root 
element of the Session Rights document. It is a sequence of 
Content and Selection elements, Which are required, and 
Provider and Rule elements, Which are optional. 

[0049] An authoriZation XML document can be main 
tained by the Provisioning Server and included in each ticket 
given to a VieWer by the KDC. ARights Manager module on 
the Caching Server can be provided to evaluate the rules and 
user selection against the authoriZation data in the ticket to 
alloW or disalloW access to the speci?ed content. 

[0050] Each XML document may consist of a root element 
and a set of nested elements. 

[0051] FIG. 1 is a computer screen shot illustrating one 
possible implementation of a session rights element 10. 
Content element 12, Which is part of the session rights 
element 10, uniquely identi?es the content associated With 
this set of session rights. A “format” attribute can be 
provided as part of the content element to indicate the format 
in Which the content identi?cation is speci?ed (e.g. URL, 
ISBN, etc.). URL, for eXample, can be the default. An “id” 
attribute can be used to specify the unique content identi?er. 
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A ‘protected’ attribute may be provided to indicate Whether 
the associated content is encrypted (e.g., during the pre 
encryption phase and/or When it is delivered to a consumer). 
This attribute can, for eXample, be set to ‘Y’ as a default 
option, indicating that the content is encrypted both during 
pre-encryption and When delivered. OtherWise, the associ 
ated content is unprotected. 

[0052] A provider element 14 can optionally specify a 
ProviderID (“pid” attribute) and the provider name as a teXt 
string. 
[0053] The rule element 16 speci?es a set of rules for the 
content speci?ed by the content element 12. An “eXtern” 
attribute can be provided for the rule element 16 to specify 
Whether the rules are de?ned in this document (e.g., value 
“false”) or in an external document (e.g., value “true”). The 
default value can be, for eXample, “false.” The rules do not 
change often and can be cached, for instance at a Caching 
Server, Where the user can retrieve protected content. In 
order to minimiZe bandWidth overhead, the “eXtern” 
attribute may be set to “true” When the rules are being 
cached. Such an implementation Will signi?cantly reduce 
the siZe of each Session Rights Object (SRO). 

[0054] A selection element 18 speci?es a purchase selec 
tion made by a user, on Whose behalf this Session Rights 
document is presented. An “optionID” attribute can be 
provided for the selection element 18 to identify a particular 
PurchaseOption de?ned Within the Rule element that Was 
selected by the user. Each option may be associated With 
different copy protection rules for persistent or non-persis 
tent content. An “eXtern” attribute may also be provided for 
the selection element 18, to specify Whether the selection is 
de?ned in this document (e.g., value “false”) or in an 
external document (e.g., value “true”). The default value 
may, for eXample, be “false.” A “deviceBound” attribute 
may also be provided for the selection element 18. If, for 
eXample, this attribute is set to ‘Y’, the content Will not be 
shared outside the access device. If it is set to ‘N’, then the 
content Will be shared across the user’s authoriZed domain. 
If this attribute is not speci?ed Within the selection element 
18, the system can be implemented to check the same 
“deviceBound” attribute inside the persistent entitlements to 
?nd out Whether or not to share particular content across the 
authoriZed domain. The deviceBound attribute affects hoW 
blackout veri?cation is performed. For eXample, if the 
content is not shared outside the access device, then the 
blackout check may only apply to the locations (listed inside 
AuthoriZation Data) that have an “AccessPoint” attribute set 
to “Y.” OtherWise, all locations listed in the AuthoriZation 
Data Will need to be checked. The value of this attribute 
must be consistent With the persistent entitlements that are 
associated With the user selection. 

[0055] The rule element 16 is illustrated in greater detail 
in FIG. 2. This element speci?es all access rules associated 
With the speci?ed content. It is a choice of one or more of 
the available rules. If the rule element is not speci?ed, it may 
be assumed that the content is: 

[0056] free; 

[0057] not blacked out anyWhere; 

[0058] has no rating associated With it; 

[0059] not available for subscription; and 
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[0060] no particular level of security is required to 
access it. 

[0061] In one possible implementation, in order to get 
access to such content, a purchase element in the user 
Selection must be set to FREE. 

[0062] The PurchaseOption element 20 de?nes copy pro 
tection rules or DRM rules for persistent data associated 
With a speci?c option for purchasing this content. This 
option is also associated With a price and a list of subscrip 
tion services under Which this option may be selected for 
free or at a decreased cost. Multiple PurchaseOption ele 
ments may be included to indicate different options for the 
user to purchase the content. Some of the options may 
restrict the purchase to only initial rendering of the content, 
While other options may alloW the user to save a copy of the 
content With varying DRM rules. 

[0063] The “optionID” of the Selection element 18 (FIG. 
1) speci?es the ID of the purchase option that Was selected 
by the user. Typically, if an Origin Server generated a full set 
of Session Rights With both rules and user selection, there 
Would only be a single PurchaseOption element included in 
the rules, Which is the one selected by the user. This 
methodology is useful in conserving bandWidth. But if the 
Origin Server generates only the user selection While rules 
are cached on a Caching Server, the rules Would typically 
include all PurchaseOption elements associated With this 
content. The PurchaseOption element is described in greater 
detail beloW, in connection With FIG. 3. 

[0064] A Blackout element 22 provides a mechanism for 
geographically restricting access to given content. It pro 
vides the ability to de?ne an area speci?ed by a list of 
country codes or other types of location designators Where 
the content is or is not alloWed. The Blackout element is 
described in greater detail in connection With FIG. 5. This 
rule Will be evaluated against the list of LocationGroups in 
an Authorization Data document described hereinafter. 

[0065] A GenericRating element 24 speci?es the content 
rating level for a particular rating scale or standard (e.g., 
MPAA rating, TV rating, etc.). This element can be repeated 
multiple times in order to de?ne the rating levels for multiple 
rating scales. The GenericRating element is described in 
greater detail in connection With FIG. 6. The rule (e.g., rule 
16) Which includes the GenericRating element 24 Will be 
evaluated against a GenericRating element in the Authori 
Zation Data document discussed beloW, representing a user 
rating ceiling. In one possible embodiment, the ceiling must 
be equal to or higher than the content rating. This rule can 
be overridden by an Override element in the Selection 
element, as described in greater detail beloW in connection 
With FIG. 7. 

[0066] Fingerprint elements 26 shoWn in FIG. 2 specify a 
list of ?ngerprint algorithms that may be applied to content 
being sent to a client. In a preferred embodiment, if at least 
one ?ngerprint element is present, one of the ?ngerprint 
algorithms must be applied by the streaming server. 

[0067] DeviceCapabilities element 28 speci?es security 
requirements for a consumer device receiving the content. 
Some of these security requirements can apply to content 
rendering, While others may apply When a device makes a 
persistent copy of the content. For content rendering, one or 
more of the folloWing attributes can be provided: 
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[0068] securityLevelToRender attribute, Which 
speci?es the minimum security level of the content 
rendering device. 

[0069] codecInSecureHW attribute, Which is a ?ag 
that When provided at a speci?ed state (e.g., true 
(‘Y’)) requires a rendering device to decompress 
content inside secure hardWare. 

[0070] WatermarkInSecureHW attribute, Which is a 
?ag that, e.g., When true (‘Y’), requires a rendering 
device to perform Watermark detection inside secure 
hardWare. 

[0071] FingerprintInSecureHW attribute, Which is a 
?ag that, e.g., When true (‘Y’) requires a rendering 
device to insert a ?ngerprint inside secure hardWare. 

[0072] For copying, the folloWing attribute can be pro 
vided: 

[0073] SecurityLevelToCopy attribute, Which is the 
minimum security level of the destination device that 
is getting a persistent copy of the content. This rule 
Will be evaluated against the SecurityLevel attribute 
of the client ticket. 

[0074] As indicated in FIG. 2, one or more PurchaseOp 
tion elements are included in the Rule element. A Pur 
chaseOption element is illustrated in greater detail in FIG. 
3. One element of the PurchaseOption element is a Generi 
cRights element 30. This element has no type When directly 
present and indicates that the actual copy protection rules or 
rights associated With persistent content are speci?ed in a 
different XML document. The GenericRights element is also 
a substitution group in Which the substitution elements can 
comprise: 

[0075] CopyProtectionRules—de?nes copy protec 
tion rules associated With content Which is not saved 
persistently, but could be forWarded to various digi 
tal and analog outputs. This element is de?ned in a 
separate XML schema discussed hereinafter. It is a 
subset of the rules de?ned in the PersistentEntitle 
ments. 

[0076] PersistentEntitlements—content usage rules 
associated With a persistent copy of the content. The 
presence of this element indicates that the content 
Will either be doWnloaded or recorded by a client 
device during a streaming session. This element is 
de?ned in a separate XML schema discussed here 
inafter. 

[0077] A Cost element 32 associated With the PurchaseOp 
tion element 20 speci?es the price of the content. A “cur 
rency” attribute speci?es the currency expressed as a 3-letter 
acronym de?ned by ISO 4217. US dollar can, for eXample, 
be the default value. If a different currency representation is 
needed in the future, the “format” attribute can be used to 
specify other formats. This element is not applicable When 
content is made available on subscription basis only. 

[0078] If the Cost element 32 is not speci?ed, the content 
cannot be purchased and may be available for subscription. 
If the Subscription element (discussed beloW) is not speci 
?ed either, the content is assumed to be free of cost. 

[0079] Additional nested elements can be provided to 
specify different Ways to buy the content. For eXample, a 


















