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(57) ABSTRACT 

A mobile node may roam away from its home network to a 
foreign network. The mobile node may communicate using 
the Mobile Internet Protocol, and it may use Internet Pro 
tocol security to communicate with its home network. A 
foreign agent on the foreign network and a home agent on 
the home network may dynamically link a policy to be used 
for a Internet Protocol security session between the foreign 
agent and the home agent. The foreign agent and the home 
agent may dynamically create a ?lter to be used for the 
Internet Protocol Security session. 
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METHOD TO PROVIDE DYNAMIC INTERNET 
PROTOCOL SECURITY POLICY SERVICE 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to network 
communications. More speci?cally, it relates to a method for 
providing dynamic Internet Protocol policy service. 

BACKGROUND OF THE INVENTION 

[0002] A mobile node may use the Mobile Internet Pro 
tocol (“Mobile IP”) to roam aWay from its home network, 
and the mobile node may establish a connection With a 
foreign netWork. The mobile node may securely communi 
cate With its home netWork using a protocol such as Internet 
Protocol security (“IPsec”). IPsec may be used communicate 
betWeen a Foreign Agent (“F ”) and a Home Agent (“HA”). 
The FA can receive packets from the mobile node. The FA 
can then use IPsec, for example, to encrypt the packets from 
the mobile node and forWard them through the virtual tunnel 
to the HA. The HA may then receive the packets and decrypt 
them to retrieve the original message. Asimilar process may 
be used to send packets from the HA to the FA, Which can 
ultimately be routed to the mobile node. 

[0003] In IPsec, a policy may be de?ned for a mobile node 
corresponding to a particular FA-HA pair. The policy gen 
erally speci?es parameters for IPsec communication 
betWeen the FA and the HA When the mobile node roams to 
the FA’s netWork. The policy may be de?ned and stored by 
the HA, and a corresponding policy may be de?ned and 
stored by the FA. When a packet travels through the virtual 
tunnel, the FA and HA can use their respective policies to 
apply the appropriate IPsec parameters in processing that 
packet. 
[0004] In order to alloW the mobile node to roam to 
different foreign netWorks and to continue to communicate 
With its HA using IPsec, a policy can be con?gured for each 
possible FA-HA pair that the mobile node can use. The 
policies-created for the FA-HApairs should be stored by the 
HA and also by the corresponding FA. Adding additional 
FAs that can be accessed by the mobile node increases the 
number of FA-HApairs that need to be created. Additionally, 
When the policies are created, the IP address, or other 
identi?er, of the FA and HA needs to be knoWn. This method 
for de?ning FA-HA pairs is not easily scalable, and can 
require a large amount of time to create and store all the 
possible FA-HA pairs. 

[0005] In addition to storing a policy for each FA-HApair, 
the FA and the HA both store a ?lter corresponding to each 
possible FA-HA pair. The ?lters can be stored in a ?lter list, 
and they can be used to determine if a packet should receive 
IPsec processing. For example, When the FA or HA receives 
a packet, the FA or HA can search its ?lter list to determine 
if there is a ?lter corresponding to that packet. If there is a 
?lter, then the FA or HA can apply IPsec processing to the 
packet, for example by using a policy de?ned for that 
FA-HA pair and mobile node. 

[0006] AFAor HAmay each store a large number of ?lters 
corresponding to many FA-HA pairs, and therefore its ?lter 
list may also be large. When a packet arrives at a FA or HA, 
the FA or HA searches through its ?lter list to determine 
Whether to apply policy service to the packet. Searching 
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through a large ?lter list can be a time-consuming and 
computationally intensive process, and it may sloW the 
speed With Which the FA or HA can process the packet. 

[0007] Therefore, there exists a need for a neW and 
improved Way to provide policy service in an IPsec envi 
ronment. 

SUMMARY OF THE INVENTION 

[0008] In accordance With preferred embodiments of the 
present invention, some of the problems associated With 
Internet Protocol security communications are overcome. A 
method for providing dynamic Internet Protocol security 
policy service is provided. 

[0009] One aspect of the invention includes a method for 
dynamically liking a policy to be applied to an Internet 
Protocol Security session betWeen a foreign agent and a 
home agent. The policy can be applied to packets sent 
betWeen the foreign agent and the home agent The foreign 
agent may dynamically link to a policy When it establishes 
an Internet Protocol security session With the home agent, 
and the home agent may dynamically link a policy When it 
establishes an Internet Protocol security session With the 
foreign agent. 

[0010] Another aspect of the invention includes a method 
for dynamically creating a ?lter to be applied to an Internet 
Protocol security session betWeen the foreign agent and the 
home agent. The foreign agent may dynamically create a 
?lter than can be used to identify packets that receive 
Internet Protocol security processing. The home agent can 
also create a ?lter that identi?es packets that receive Internet 
Protocol security processing. The ?lter may be removed 
from a list of active ?lters When the IPsec session betWeen 
the foreign agent and the home agent ends. 

[0011] These as Well as other aspects and advantages of 
the present invention Will become apparent from reading the 
folloWing detailed description, With appropriate reference to 
the accompanying draWings; 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] An exemplary embodiment of the present inven 
tion is described herein With reference to the draWings, in 
Which: 

[0013] 
header, 
[0014] FIG. 2 is a block diagram illustrating an exemplary 
Mobile Internet Protocol system; 

FIG. 1 is a block diagram illustrating an IP packet 

[0015] FIG. 3 is a block diagram illustrating exemplary 
Mobile Internet Protocol communications in the Mobile 
Internet Protocol system of FIG. 2; 

[0016] FIG. 4 is a block diagram illustrating an Internet 
Protocol security Authentication Header, 

[0017] FIG. 5 is a block diagram illustrating an Encap 
sulating Security Payload packet format; : 

[0018] FIG. 6 is a block diagram illustrating various 
end-to-end security con?gurations betWeen tWo endpoints 
across an Internet Protocol netWork; and 

[0019] FIG. 7 is a ?oWchart of a process for dynamically 
lining a policy and creating a ?lter. 
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DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0020] Mobile Internet Protocol 

[0021] Many different devices can connect to a network 
and exchange data, and various types of networks may be 
used to connect devices. For example, one or more com 

puters may connect to, a local area netWork (“LAN”). Then, 
the computers connected to the LAN can exchange data 
across the netWork. In another example, a Wireless device 
may connect to a cellular Wireless netWork. The Wireless 
device may then communicate With other devices connected 
to the Wireless netWork. 

[0022] One or more netWorks may also be linked together, 
and a device connected to one netWork can communicate 
With a device connected to another netWork. For example, a 
LAN may provide connectivity to the Internet through an 
Internet Service Provider (“ISP”). LikeWise, a cellular Wire 
less netWork may provide connectivity to the public 
sWitched telephone netWork (“PSTN”) or to a packet data 
serving node (“PDSN”), such as the Internet. Once the 
netWorks are connected to the Internet or to another netWork, 
a device on one netWork can exchange data With a device on 

another connected netWork. For example, a Wireless device 
on a cellular netWork could connect to a device on the PSTN 

or to a device on the Internet. 

[0023] A netWork generally supports one or more com 
munication protocols. A communication protocol generally 
provides a format for exchanging data betWeen the devices 
on the netWork, and more than one protocol may be used 
during a communication session. In addition to providing a 
format for exchanging data betWeen devices on the same 
netWork, a communicate protocol may provide a format for 
exchanging data betWeen devices connected to different 
netWorks. 

[0024] For example, the Transmission Control Protocol 
(“TCP”) and the Internet Protocol (“IP”) may be used to 
send data betWeen devices on the same or on different 
netWorks. TCP is a connection-oriented protocol used-to 
send data over a netWork, such as the Internet. TCP is 
commonly used in conjunction With IP, and they provide a 
format for breaking a data message into packets, transmit 
ting the packets over one or more netWorks to a receiver, and 
reassembling the packets at the receiver to form the original 
data message. 

[0025] IP can be used to send data betWeen devices on the 
same netWork and betWeen devices on different netWorks. 
For IP communications, a device is generally assigned a 
32-bit IP address. The IP address is generally globally 
unique across the connected netWorks, and this alloWs the 
destination device to be uniquely identi?ed by its IP address. 
Data is transmitted in an IP packet. The IP packet includes 
a header portion and a data portion. 

[0026] FIG. 1 is a block diagram illustrating an IP packet 
header 50. The IP packet header includes a number of 
different ?elds. The version ?eld 52 indicates an IP version, 
such as IPv4 or IPv6. The Internet Header Length (“IHL”) 
?eld 54 indicates the length of the header. The Type-of 
Service (“ToS”) ?eld 56 indicates a requested type of 
service. The total length ?eld 58 indicates the length of 
everything in the IP packet, including the IP header 50. The 
identi?cation-?eld 60 may be used for packet fragmentation. 
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The fragment offset ?eld 62 is also used for packet frag 
mentation. The Time-To-Live (“TTL”) ?eld 64 may be a hop 
count, Which is used to limit the lifetime of the IP packet. 
The protocol ?eld 66 indicates a protocol used With the IP 
packet. For example, TCP, User Datagram Protocol 
(“UDP”), Encapsulating Security Payload (“ESP”), and 
Authentication Header (“AH”) are common protocols that 
may be used in conjunction With IP. Other protocols may be 
used as Well. The header checksum ?eld 68 can be used to 
verify the contents of the IP packet header 50. The source 
address ?eld 70 may include a source IP address for a 
sending endpoint, and the destination address ?eld 72 may 
include an IP address for a receiving endpoint. The options 
?eld 74 can be used for security, source routing, error 
reporting, debugging, time stamping or other information. IP 
data may be carried in the IP packet data portion, Which is 
beloW the options-?eld 74. 

[0027] The IP packet is sent over the netWork, and, using 
the destination device’s IP address included in the header, 
appropriately routed to the destination device. An IP packet 
may travel through different devices and across different 
netWorks before reaching the destination device. The IP 
address is used to accurately route the packet across the 
netWorks and to the correct destination device. 

[0028] Although IP provides a method for uniquely iden 
tifying devices across multiple netWorks, it does not provide 
a mechanism to assure that packets sent from a source device 
Will be successfully received at the destination device. 
Packets may be lost during transmission across the netWorks 
due to different factors, such as data corruption, buffer 
over?oW, equipment failure or other errors. TCP can-be used 
in conjunction With IP to ensure reliable end-to-end trans 
mission of the packets. Among other functions, TCP handles 
lost or corrupted packets, and it reassembles packets that 
arrive at their destination out of order, TCP/IP is one method 
of establishing a connection betWeen the handset and media 
server, and many other Internet or netWork protocols also 
exist. 

[0029] Another protocol that may be used to send data is 
Mobile IP, Which is an extension of IP. While IP can be used 
to connect devices on separate netWorks, an IP address is 
usually associated With just one particular netWork. AWire 
less-device may be assigned an IP address, Which is asso 
ciated With the Wireless device’s home netWork. During a 
communication session, hoWever, the Wireless device might 
roam to another netWork. 

[0030] Mobile IP is an extension of the IP protocol that 
alloWs a “mobile” node to transparently move betWeen 
different IP sub-netWorks (“subnets”) and to still receive 
data addressed to the IP address associated With the mobile 
node’s home netWork. While the mobile node dynamically 
changes its netWork connectivity, this is transparent to 
protocol layers above IP (e.g., TCP or UDP). Mobile IP is 
described in detail in the Internet Engineering Task Force 
Request for Comment 2002, C. Perkins, October 1996, 
Which is incorporated herein by reference in its entirety, and 
in “Mobile IP : The Internet Unplugged,” by J. D. Solomon, 
Prentice-Hall 1998, ISBN-0-13-856246-6, Which is incor 
porated herein by reference in its entirety. 

[0031] FIG. 2 is a block diagram illustrating an exemplary 
Mobile IP system 124. The Mobile IP system 126 includes 
tWo non-mobile netWork devices 102, 104 and a mobile 
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network device (“mobile node”) 106 connected to a home 
network 100. The home network 100, however, may include 
more or fewer non-mobile network devices. It may also 
include more than one mobile-network device. The mobile 
node 106 may preferably be any wireless device, such as a 
cellular phone, a personal digital assistant (PDA), a wire 
lessly equipped computer, or another device; however, it is 
also possible that the mobile node is a non-wireless device. 
The non-mobile network devices 102, 104 may be, for 
example, computers including network interface cards 
(“NICs”) or other devices. The NICs interface with the home 
network 100 and provide connectivity to the home network 
100. 

[0032] In one embodiment, the home network 100 is a 
LAN, and the network devices 102, 104, 106 connected to 
the home network 100 communicate using the IEEE 803.2 
Ethernet protocol. In this protocol each network device 102, 
104, 106 on the home network 100 is assigned a subnet 
network address, which is an Ethernet address of the type 
supported by the IEEE 803.2 protocol. The subnet network 
address provides a mechanism to identify each network 
device 102, 104, 106, and it is used to exchange data 
between the network devices 102, 104, 106 on the home 
network 100. The home network 100 is not limited to a LAN 
using the IEEE 803.2 protocol. Many different network 
types exist, and many different protocols and addressing 
schemes may be used to exchange data between devices on 
a network. These different network types and protocols may 
also be used. 

[0033] The home network 100 connects to an external 
network 110, such as the Internet or an intranet, via a home 
agent, (“HA”) 108. The home agent 108 is a “gateway 
router” for the home network 100. As is known in the art, a 
gateway connects networks using different networking pro 
tocols or operating at different transmission capacities. As is 
also known in the art, a router tanslates differences between 
network protocols and routes data packets to an appropriate 
network node or network device. By connecting to the home 
network 100, network devices 102, 104, 106 on the home 
network 100 can exchange da with devices connected to the 
external network 110. 

[0034] The subnet network address, such as an Ethernet 
address, assigned to each network device 102, 104, 106 on 
the home network 100, is generally not a globally routable 
address. Therefore, it may not support communication 
between a device on the home network 100 and a device 
connected to the external network 110. In order to commu 
nicate with devices connected to the external network 110, 
one or more devices on the home network 100 may also be 
assigned a global address. The global address may be used 
to identify the device when it is communicating with devices 
on external networks. For example, one or more devices 
connected to the home network 100 may each be assigned an 
IP address, which can be a globally routable address used to 
exchange data with devices connected to the external net 
work 110. 

[0035] While it is possible that the network devices 102, 
104, 106 on the home network 100 are assigned a globally 
routable address in addition to their subnet network address, 
it is also possible that the network devices 102, 104, 106 on 
the home network 100 exchange data using an addressing 
scheme that supports communication with devices con 
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nected to the external network 110. In this case, the subnet 
network address may be globally routable, and it may be the 
same as the global address. For example, the home network 
devices 102, 104, 106 may communicate with each other 
using IP or another similar protocol Since IP can be a 
globally routable address, it would not be necessary to 
assign the network 102, 104, 106 a global address in addition 
to their subnet address. 

[0036] The mobile node 106 is depicted as a dashed box 
106 connected to the home network 100, because the mobile 
node 106 may “roam” away from its home network 100 and 
connect to a foreign network 120. When the mobile node 
106 roams away from its home network 100, it periodically 
transmits Mobile IP “agent solicitation” messages to foreign 
agents, such as the foreign agent (“F ”) 112. The foreign 
agent 120 is foreign with respect to the mobile node’s home 
network 100. 

[0037] FIG. 2 also depicts a foreign network 120. The 
foreign network 120 includes two non-mobile nodes 114, 
116. It is possible, however, that the foreign network may 
include a greater or fewer number of non-mobile nodes. The 
foreign network 100 may also include one or more mobile 
nodes for which the foreign network 120 serves as the home 
network, but no such mobile nodes are depicted in FIG. 2. 
A foreign agent 112 resides on a foreign network 120. The 
foreign agent 120, similar to the home agent 108, is a 
gateway router for the foreign network 120. 

[0038] The foreign network network devices 114, 116 are 
assigned subnet network addresses on the foreign network 
120. The subnet network address may be used for commu 
nication between devices connect to the foreign network 
120. As was previously explained, it is possible that the 
subnet network addresses are not globally routable and that 
the network devices 114, 116 on the foreign network 120 are 
also assigned globally routable addresses. For example, one 
or more of the devices 114, 116 on the foreign network may 
also be assigned an 1P address. However, it is also possible 
that the subnet network addresses (e.g., IP addresses) are 
globally routable and can be used to communicate with 
devices connected to the external network 110. 

[0039] As the mobile node 106 travels away from its home 
network 100, it may connect to a foreign network 120. The 
roaming mobile node 106 listens for mobile IP “agent 
advertisement” messages from foreign agents (i.e., foreign 
gateway routers such as the foreign agent 112). The agent 
advertisement message indicates that the roaming mobile 
node 106 is now on a foreign network 120. When the 
roaming mobile node 106 receives an agent advertisement 
message from a foreign agent, such as foreign agent 112, the 
mobile node 106 registers with the foreign agent (e.g.;, 
foreign agent 112) and also with its home agent (e.g., home 
agent 108). The registration indicates that the mobile node 
106 has roamed away from its home network 100 to a 
foreign network 120. 

[0040] The mobile node 106 uses its home global address 
on the home network 100 to register with the foreign agent 
112 and the home agent 108. After registration of the mobile 
node 106, the foreign agent 112 may accept data packets for 
the mobile node 106 at the speci?c home global address for 
the mobile mode 106 in addition to data packets for network 
devices 114, 116 on the foreign network 120. The foreign 
agent 112 may also assign a temporary subnet network 
address on the foreign network 120 to the mobile node 106. 
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[0041] FIG. 3 is a block diagram illustrating exemplary 
Mobile IP communications in an exemplary Mobile IP 
system 128. Once the mobile node 106 roams to the foreign 
netWork 112 and registers its current location (e.g., on the 
foreign netWork 112 and on the home netWork 100), the 
home agent 108 may create a “virtual tunnel”126 to the 
foreign agent 112 via the external netWork 110. The virtual 
tunnel 126 is not an additional physical connection created 
betWeen the foreign agent 112 and the home agent 108, but 
rather the virtual tunnel 126 represents a conceptual data 
path for transmitting data betWeen the home agent 108 and 
the foreign agent 120. The virtual tunnel 126 can be created 
by encapsulating a data packet inside another data packet 
and by adding additional tunnel packet headers. 

[0042] In one preferred embodiment of the present inven 
tion, IP-in-IP tunneling is used. IP-in-IP tunneling is 
described in more detail in the Internet Engineering Task 
Force Request for Comment 1853, W. Simpson, October 
1995, Which is incorporated herein by reference in its 
entirety. Tunneling and data encapsulation are also discussed 
in Internet Engineering Task Force Request for Comment 
2003, C. Perkins, October 1996, Which is incorporated 
herein by reference in its entirety, and in Internet Engineer 
ing Task Force Request for Comment 2004, C. Perkins, 
October 1996, Which is incorporated by reference herein in 
its entirety. Other types of virtual tunnels, such as UDP 
tunneling or double IP-in-IP tunneling, can also be created, 
and these may also be used. 

[0043] A netWork device 130 connected to:the external 
netWork 110 may Want to send data to the mobile node 106. 
While the netWork device 130 is shoWn generally connect 
ing to the external netWork 110, it may actually be a 
computer or another type of device connected to a netWork, 
such as a LAN. The netWork may then provide the netWork 
device 130 With connectivity to the external netWork 110. 

[0044] The netWork device 130 sends a data message 
addressed to the mobile node 106. This may be done, for 
example, by sending the mobile node 106 a packet addressed 
to its globally routable IP address. The packet travels 
through the external netWork 110 and is routed to the home 
agent 108. The home agent 108 accepts packets addressed to 
IP addresses for devices in its subnet, Which is the home 
netWork 100. If the mobile node 106 Were connected to the 
home netWork 100, the home agent 108 Would forWard the 
packet to the mobile-node 106. HoWever, the mobile node 
106 is not connected to the home netWork 100. The mobile 
node 106 is connected to the foreign netWork 120, and the 
packet must be forWarded from the home agent 108 to the 
foreign netWork 120. 

[0045] The mobile node 106 previously registered its neW 
subnet location With the home agent 108 and With the 
foreign agent 112. The home agent 108 encapsulates the 
packet addressed to the mobile node 106 into a tunnel 
packet, Which is sent to the foreign agent 112 through the 
virtual tunnel 126. When the foreign agent 112 receives the 
tunnel packet, it removes the tunnel packet header and routes 
the packet to the mobile node 106. 

[0046] The mobile node 106 periodically transmits “keep 
alive” messages using ICMP messages. The messages may 
include standard ICMP messages and other ICMP messages 
that are unique to Mobile IP. The mobile node 106 can roam 
to foreign netWorks other than the foreign netWork 120 
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depicted in FIG. 3, and the mobile node 106 can register 
With other foreign agents using mobile IP. This alloWs the 
mobile node 106 to travel to more than one foreign netWork. 

[0047] 
[0048] Although IP provides an addressing scheme for 
sending packets betWeen a source device and a destination 
device, it does not ensure that the source device and the 
destination device Will be the only devices that access and 
read the data portion of the IP packet. Other devices may 
intercept the IP packet and read its data portion. In order to 
counter other devices from intercepting IP packets and 
reading their data portion, additional security protocols may 
be employed during IP communications to provide security 
for the IP packets. 

[0049] Internet Protocol Security (“IPsec”) is one method 
that may be used to provide security for IP packets. IPsec is 
described in further detail in “Security Architecture for the 
Internet Protocol,” Internet Engineering Task Force Request 
for Comment 2401, Kent et al., November 1998, Which is 
incorporated herein by reference in its entirety, and, it is 
described in further detail in “Security Properties of the 
IPsec Protocol Suite,” Internet Engineering Task Force IP 
Security Working Group Draft, A. KryWaniuk, July 2001, 
<draft-kryWaniuk-ipsec-properties-00.txt, Which is incorpo 
rated herein by reference in its entirety. IPsec generally 
improves message authentication, message integrity and 
message con?dentiality for IP packets moving betWeen a 
source endpoint and a destination endpoint. Starting from a 
state in Which no connection exists betWeen tWo endpoints, 
a Security Association (“SA”) can be established based upon 
IP such that each endpoint trusts the security of the connec 
tion and an identity of each endpoint is authenticated to the 
other endpoint 

[0050] IPsec generally de?nes tWo security services, and 
each security service has an associated header that is added 
to an IP packet using that service. The tWo security services 
are an Authentication Header (“AH”) and an Encapsulating 
Security Payload (“ESP”) header. While IPsec de?nes these 
tWo security services, it is possible that a feWer or greater 
number of security services can also be used With IPsec. 

[0051] The AH provides authentication and integrity pro 
tection for IP packets. The Authentication Header is 
described in more detail in “IP Authentication Header,” 
Internet Engineering Task Force Request for Comment 
2402, Kent et al., November 1998, Which is incorporated 
herein by reference in its entirety. 

[0052] FIG. 4 is a block diagram illustrating an Internet 
Protocol security Authentication Header 200. The next 
header ?eld 202 is an 8-bit ?eld that identi?es the type of the 
next payload after the AH. The payload- length ?eld 204 
speci?es the value of an AH in 32-bit Words (i.e., 4-bytes). 
The reserved ?eld 206 is a 16-bit ?eld reserved for future 
use. The Security Parameters Index (“SPI”) ?eld 208 is an 
arbitrary 32-bit value that, in-combination With a destination 
IP address and a security protocol (e.g. AH or ESP), 
uniquely identi?es a SA for the data packet The sequence 
number ?eld 210 is an unsigned 32-bit ?eld including a 
monotonically increasing counter value as a sequence num 
ber. An authentication data ?eld 212 is a variable length ?eld 
that includes an Integrity Check Value (“ICV”) for a packet. 

[0053] The ESP provides con?dentiality as Well as authen 
tication and integrity protection. The Encapsulating Security 
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Payload is described in more detail in “IP Encapsulating 
Security Payload (ESP),” Internet Engineering Task Force 
Request for Comment 2406, Kent et al., November 1998, 
Which is incorporated herein by reference in its entirety. 

[0054] FIG. 5 is a block diagram illustrating an ESP 
packet format 250. A SPI-?eld 252 is an arbitrary 32-bit 
value that, in combination With a destination IP address and 
a security protocol (e.g. AH or ESP), uniquely identi?es a 
SA for the packet. A sequence number-?eld 254 is a 32-bit 
?eld that includes a monotonically increasing counter value 
as a sequence number. Apayload data-?eld 256 is a variable 
length ?eld including data described by the next header ?eld 
262. Apadding-?eld 258 is used With the payload data-?eld 
266 for encryption. A pad length-?eld 260 indicates a 
number of pad bytes immediately preceding it. A next 
header-?eld 262 is an 8-bit ?eld that includes a type of data 
included in the payload data-?eld 256. An authentication 
data-?eld 264 is a variable length ?eld including an Integrity 
Check Value (“ICV”) computed over the Whole ESP header 
250 minus the authentication data-?eld 264. 

[0055] The IPsec protocol headers are identi?ed in the 
protocol ?eld 66 of the IP packet header 50. An IPsec 
protocol header speci?es a protocol type (i.e., AH or ESP) 
and includes a numerical value called the Security Parameter 
Index (“SPI”). The SPI is a unique identi?er associated With 
a SA by a receiving endpoint. The identifying information is 
used by a receiving endpoint to help it correctly associate an 
IP packet With a SA. The association of an IP packet With a 
SA alloWs proper IPsec processing. 

[0056] The IPsec services can be applied in one of tWo 
modes, a “transport mode” or a “tunnel mode.” In the 
transport mode generally only the IP packet’s data is 
encrypted. The IP packet is routed to the destination devices 
using a destination address (e.g., the IP destination address 
72). In the transport mode the destination IP address and the 
source IP address may both be “visible” (i.e., not encrypted) 
to other devices on the netWork. As a consequence, another 
device may be able to monitor the number of packets sent 
betWeen a source device and a destination device. HoWever, 
since the data is encrypted, the device ordinarily Will not be 
able to determine the contents of the data in the IP packets. 
Once the transport mode packet reaches its ?nal destination, 
the destination device performs the IPsec processing. For 
example, the destination device may decrypt the data carried 
in the IP packet according to an agreed encryption method. 

[0057] In the tunnel mode generally the entire IP packet is 
encrypted, and it is sent along a virtual tunnel to the 
destination device. A virtual tunnel can be formed using a 
router or other netWork device that acts as an IPsec proxy for 
the source device and the destination device. The source 
device sends an IP packet to a source device endpoint. The 
source device endpoint encrypts the IP packet, and it places 
the encrypted packet into a neW IP packet The neW IP packet 
is then sent through the netWork to a destination device 
endpoint The destination device endpoint decrypts the origi 
nal IP packet, and it forWards that packet to the destination 
device. Using this mode, an attacker can only determine the 
endpoints of the tunnel. The attacker cannot determine the 
actual source and destination addresses of the tunneled 
packet, and, therefore, the attacker cannot accurately deter 
mine hoW many packets are being sent betWeen tWo devices. 

[0058] FIG. 6 is a block diagram illustrating various 
end-to-end security con?gurations 300 betWeen tWo end 
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points across an IP netWork 318 (e.g., the Internet or an 
intranet) using AH, ESP and combinations thereof, in the 
transport and tunnel modes. A ?rst end point 302 has a 
secure connection 304 to a second endpoint 306. A ?rst 
exemplary data packet 308 includes a ?rst IP address (“IP1”) 
in a ?rst IP header, an AH header and upper level protocol 
data. Asecond exemplary data packet 310 includes a ?rst IP 
address, an ESP header and upper level protocol data. Athird 
exemplary data packet 312 includes a ?rst IP address, an AH 
header, an ESP header, and upper level protocol data. The 
exemplary data packets 308, 310 and 312 are used in the 
transport mode. One type of data packet layout is typically 
selected (308, 310 or 312) for the transport mode depending 
on the type of security desired. 

[0059] In the tunnel mode, a fourth exemplary data packet 
314 includes a tunnel IP header With a tunnel IP address 
(“TIP”), an AH header, an original IP header With a ?rst IP 
address (“IP1”) and upper level protocol data. A?fth exem 
plary data packet 316 includes a tunnel IP header With a 
tunnel IP address, an AH header, an original IP header With 
a ?rst IP address and upper level protocol data. One type of 
exemplary data packet 314 or 316 is ordinarily selected for 
the tunnel mode depending on the security desired. 

[0060] IPsec protocols establish and use a Security Asso 
ciation (“SA”) to identify a secure virtual connection 
betWeen tWo endpoints. A SA is a unidirectional connection 
betWeen tWo endpoints that represents a single IPsec proto 
col-mode combination. TWo termination endpoints (i.e., 
netWork devices for the transport mode, or intermediate 
devices for the tunnel mode) of a single SA de?ne a secure 
virtual connection that is protected by IPsec services. One of 
the endpoints sends IP packets, and the other endpoint 
receives them. Since a SA is unidirectional, a minimum of 
tWo SAs are required for secure, bi-directional communica 
tion. It is also possible to con?gure multiple layers of IPsec 
protocols betWeen tWo endpoints by combining multiple 
SAs. 

[0061] In addition to de?ning a security service (i.e., AH, 
ESP) and a mode (i.e., tunnel or transport), IPsec alloWs the 
use of many different methods for performing encryption, 
authentication and other functions. These various param 
eters can also be de?ned in a SA. For example, the SA may 
indicate Which encryption method and Which keys Will be 
used in an IPsec communication session. Before successful 
communication can occur betWeen tWo devices in an IPsec 

communication session, the particular SA for that session 
should be determined. 

[0062] The process of establishing an IPsec SA involves 
negotiation and authentication. During negotiation, the tWo 
endpoints agree to Which security protocol and mode to use. 
They also agree on other algorithms to use, such as, speci?c 
encryption techniques, associated parameter values and a 
SPI assignment for each SA that Was established. The 
authentication ensures that each endpoint can trust the 
identity of the other endpoint during negotiation, and also 
after the SA is established. 

[0063] A number of standards have been proposed for 
protocols that establish SAs including an Internet Security 
Association and Key Exchange Protocol (“ISAKMP”), an 
Oakley Protocol (“Oakley”), and an Internet Key Exchange 
(“IKE”) protocol, Which incorporates ISAKMP and Oakley. 
ISAKMP is described in further detail in “Internet Security 
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Association and Key Management Protocol (“ISAKMP”),” 
Internet Engineering Task Force Request for Comment 
2408, Maughan et al., November 1998, Which is incorpo 
rated herein by reference in its entirety. Oakley is described 
in further detail in “The OAKLEY Key Determination 
Protocol,” Internet Engineering Task Force Request for 
Comment 2412, H. K. Orman, November 1998, Which is 
incorporated herein by reference in its entirety. IKE is 
described in further detail in “The Internet Key Exchange 
(IKE),” Internet Engineering Task Force Request for Com 
ment 2409, Harkins et al., November 1998, Which is incor 
porated herein by reference in its entirety. 

[0064] Using IKE, for instance, a SA negotiation is carried 
out as a sequence of signaling exchanges betWeen tWo 
endpoints. A ?rst endpoint proposes a security protocol and 
encryption algorithm, and a second endpoint accepts or 
counter-proposes. Once the signaling is complete and both 
endpoints have agreed to the negotiated details, relevant 
security parameter information is exchanged and the end 
points are ready to send or receive on a single unidirectional 
SA. Part of the signaling includes exchange of authentica 
tion information, using a Certi?cate Authority (“CA”). 

[0065] Authentication is based on a trusted third-party 
called a Certi?cate Authority. Each endpoint that partici 
pates in IPsec generates a public/private encryption key pair, 
and has its public key “notarized” by the CA. The CA binds 
an endpoint’s IP address to its public key, generates a 
certi?cate and returns it to an oWner of the key. Thus, IP 
addresses are one “security name space” used for binding 
public keys to the oWners. 

[0066] During SA negotiation, one endpoint supplies 
another endpoint With its certi?cate along With a signature 
that is encrypted With its private key. The certi?cate and 
signature are veri?ed With a public key. A recipient (one at 
each endpoint) uses a sender’s public key from its certi?cate 
to validate the signature and the sender’s right to use its IP 
address. Since only the sender has access to the private key, 
the recipient, once it has veri?ed the signature, is certain of 
the initiator’s “identity.” The identity may be determined by 
the IP address of the initiator, as IP addresses form the 
security name space used to bind public keys to their 
oWners. HoWever, other security name spaces could also be 
used using other than an IP address for an initiator’s identity. 
Certi?cates are issued With a “Time-to-Live” value, after 
Which they expire and become invalid. The result of nego 
tiation and authentication is a secure connection for one 
unidirectional SA. A second SA for bidirectional communi 
cations may be registered in a similar manner. 

[0067] Policy Service 

[0068] IPsec can be applied to various different commu 
nication sessions, and it can be used in communication 
sessions betWeen various different devices. In order to 
properly establish an IPsec session, the devices participating 
in the IPsec session should generally agree on the param 
eters to be used during the IPsec session. The parameters can 
be speci?ed, for example, in a policy to be applied to that 
IPsec session. Then, the devices can apply the parameters to 
communications during the IPsec session. 

[0069] For example, a tunnel endpoint, such as a FA or an 
HA, may receive packets from a variety of different sources, 
and these packets may have to be processed differently. For 
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example, a tunnel endpoint may receive some packets that 
are part of an IPsec communication session, and it may 
receive other packets that are not part of an IPsec commu 
nication session. For the packets that are not part of an IPsec 
communication session, the tunnel endpoint may simply 
route the packet according to its IP destination address; 
hoWever, for packets that are part of an IPsec communica 
tion session, the tunnel endpoint may perform various IPsec 
processing functions. 

[0070] In one example of an IPsec processing function, a 
tunnel endpoint may receive an IP packet from a source 
device. The tunnel endpoint may then encrypt the packet and 
place it in the data portion of a neW IP packet that is sent to 
the other tunnel endpoint. The other tunnel endpoint may 
then receive the IP packet, decrypt the data portion of the 
neW packet in order to retrieve the original packet and 
forWard the original packet to the destination device. 

[0071] A tunnel endpoint may additionally support more 
than one IPsec communication session. Each IPsec session 
may use different security protocols, different encryption 
keys or other different parameters. Therefore, a tunnel 
endpoint may have to apply different processing functions to 
packets in different IPsec communications sessions. For 
example, one IPsec session may use ESP, While another 
IPsec session may use a combination of ESP and AH. The 
tWo sessions may use different encryption algorithms; they 
may use different keys; or, they may have other different 
parameters. In order to properly service an IPsec packet, the 
tunnel endpoint should apply the correct processing func 
tions for the IPsec packet. 

[0072] For an IPsec communications session, each tunnel 
endpoint ordinarily stores a policy and a ?lter for that IPsec 
session. The policy generally includes information on hoW 
to process an IPsec packet for that IPsec session. For 
example, the policy may include information such as the 
types of services to use (e.g., AH, ESP or both), the types of 
encryption to use, the lifetime of keys, the domain of 
interpretation (“DOI”) rules to negotiate the type of service 
or other information. The policy ?le may also de?ne other 
attributes of the IPsec session. A?lter can be used to identify 
a subset of packets from a larger set of packets, such as by 
identifying packets that need IPsec processing. For example, 
the ?lter can generally specify packets that need IPsec 
service by maintaining a list of FA-HA pairs that correspond 
to IPsec sessions. The ?lter may also identify a policy to use 
for an IPsec packet corresponding to a FA-HA session, or it 
may specify other information 

[0073] When a tunnel endpoint receives a packet, the 
tunnel endpoint determines hoW to process the packet. The 
tunnel endpoint may maintain a ?lter list. The ?lter list can 
cover possible IPsec sessions corresponding to FA-HApairs. 
The pairs may be speci?ed in a variety of different manners, 
but preferably they are based on the 1P addresses of the 
devices. After a tunnel endpoint receives a packet, it can 
check the source and destination addresses of the packet 
against the FA-HA pairs in its ?lter list. If the ?lter list 
includes a ?lter for the IP packet, then the tunnel endpoint 
may process the packet HoWever, if the ?lter list doesn’t 
include a ?lter for the packet, then the tunnel endpoint may 
simply pass the IP packet through Without applying a policy 
and Without performing IPsec processing functions. 

[0074] In one exemplary operation, a mobile node roams 
to a foreign netWork. The mobile node sends packets to the 
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foreign netWork’s foreign agent. The FA reads the source IP 
address, the IP protocol type, the source and destination 
ports, and the destination IP address of the packet. Then, 
based on the IP addresses, the FA searches its list of ?lters 
to determine if the IP packet needs IPsec processing and 
Which policy to apply. Based on the ?lter list, the FA 
determines that the packet needs IPsec processing. Then, the 
FA processes the packet, for example according to a policy 
indicated by the ?lter. Next, the FA sends the packet through 
the tunnel to the mobile node’s HA. The HA receives the 
packet from the FA, and the HA searches its ?lter list to 
determine if the incoming packet needs IPsec processing. 
Based on the ?lter list the HA can determine that the packet 
needs IPsec processing and a policy to apply to the packet. 
Then, the HA can process the packet according to the policy 
indicated by the ?lter. 

[0075] The mobile node may roarn to more than one 
different foreign netWork, and each foreign network may 
have its oWn FA. In order to support IPsec cornrnunications, 
rnultiple FA-HA pairs should be identi?ed. A policy and 
?lter for the FA-HA pair should be stored by the FA, and a 
corresponding policy and ?lter for the FA-HA pair should 
also be stored by the HA. Statically de?ning the FA-HA 
pairs and storing their ?lters and policies can create an 
inordinately large amount of information that is stored by the 
FAs and the HA. This can also lead to a delay in processing 
packets, as-the FA or HA must search through the large 
number ?lters to determine Whether to apply IPsec process 
ing to a received packet. 

[0076] In order to provide greater scalability and increased 
processing ef?ciency, one or more policies for a FA-HA pair 
can be dynarnically linked and one or more ?lters dynarni 
cally created. For example, a policy ternplate may be created 
for a mobile node. The policy ternplate may be con?gured in 
the mobile node’s home network, and it may be stored by the 
HA. Alternatively, the policy ternplate may be stored in an 
Authentication, AuthoriZation and Accounting (“AAA”) 
Server, Which can be accessed by the HA, or the policy 
ternplate may be stored in another location. In addition to 
being stored on the home netWork, the policy ternplate may 
also be stored in the foreign netWork. For example, the 
foreign agent may also store the policy ternplate. 

[0077] The policy ternplate may store parameters to be 
used in IPsec communication between the FA and the HA. 
When the mobile node accesses the foreign netWork, the FA 
engages in an authentication procedure With the AAA. The 
AAA may then indicate to the FA that IPsec should be used 
for communication With the mobile node. Then, a policy 
ternplate can be dynarnically linked to the FA, and the policy 
ternplate can be used to specify parameters for communi 
cations betWeen the mobile node and the HA. For example, 
the FA may create a dynamic linkage to the policy template 
by creating a policy instance. A policy instance can be an 
instance of the policy template as applied to the speci?c 
association betWeen a PDSN and HA. While the policy 
ternplate may specify various parameters betWeen the 
FA/PDSN and HA, the FA and HA may additionally nego 
tiate other parameters that are speci?c to that session involv 
ing the mobile node. For example, the FA and HA may 
additionally negotiate the dynamic pre-shared key used in 
IKE authentication for an IPSec policy. Of course, other 
parameters may also be negotiated. These additional param 
eters may then become part of the policy instance. Thus, a 
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policy instance can be derived from the policy template as 
Well as negotiated pararneters. 

[0078] A policy ternplate can be created for a speci?c 
FA-HA pair corresponding to a speci?c mobile node. HoW 
ever, it is also possible that the policy ternplate can corre 
spond to a particular FA-HA pair. Additionally, a policy 
ternplate may be used for more than one mobile node, or it 
may be used for more than one FA-HA pair. 

[0079] FIG. 7 is a ?oWchart illustrating one exemplary 
process for dynamically linking the policy to a FA and 
dynamically creating a ?lter. At Step 350, a mobile node 
requests access to a foreign netWork. At Step 352, the 
foreign agent on the foreign netWork contacts an authenti 
cation server on the mobile node’s home network. If the 
mobile node is authoriZed to connect to the home netWork 
and needs security service, the authentication server then 
conveys to the foreign agent- that IPsec service is needed for 
the mobile node, shoWn at Step 354. The foreign agent 
dynarnically links to a policy template and it can negotiate 
additional parameters With the HA. Then, at Step 356, the 
foreign agent creates a ?lter for the FA-HA pair. LikeWise, 
although not shoWn in FIG. 7, the home agent also creates 
a ?lter for the FA-HA pair, and it can use the policy already 
de?ned in the home netWork for the mobile node. ° Finally, 
at Step 358, the foreign agent processes packets using the 
dynarnically linked policy and the dynarnically created ?lter. 

[0080] With continued reference to FIG. 3, a mobile node 
106 roarns to a foreign netWork 120 and Wants to commu 
nicate With its home netWork 100. The mobile node 106 ?rst 
initiates a connection With the foreign netWork 120, for 
example by communicating With the foreign netWork’s 
foreign agent 112. This may be done using a variety of 
different methods. For example, the mobile node 106 may 
dial into a cellular netWork and attempt to establish a Mobile 
IP session by sending the FA 112 (e.g., a PDSN) a Mobile 
IP registration request. The Mobile IP registration request 
may request that the FA 112 establish a tunnel With the HA 
108. The FA 112 may then connect With an AAAserver (not 
shoWn). The AAA server generally belongs to the home 
netWork 100 of the mobile node 106, and it can be used to 
determine if the mobile node 106 has permission to connect 
to the home netWork 100. If the mobile node 106 has 
permission to connect to the home netWork 100, the HA 108 
may return a registration response rnessage including the 
home IP address of the mobile node. The mobile node 106 
can then use that IP address Wherever it roarns. 

[0081] In addition to determining if the mobile node 106 
has permission to connect to the home netWork 100, the 
AAA Server may also determine if the mobile node 106 
needs security (e.g., IPsec) When it communicates with the 
home netWork 100. The security policy for the mobile 
node’s communication with the HA 108 is ordinarily de?ned 
in the AAAServer, and the mobile node 106 generally uses 
the security policy de?ned in the AAA Server. The AAA 
Server usually only speci?es Whether the mobile node 106 
needs security, it generally doesn’t specify speci?c param 
eters to be used. For example, the AAA Server may indicate 
that the mobile node 106 should use IPsec, but it generally 
Would not indicate speci?c parameters for the IPsec session. 
If the AAA Server determines that the mobile node 106 
needs to use IPsec, it informs the FA 112. The FA 112 then 
initiates a connection With the HA 108, and the HA can 
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dynamically link a security policy template to the FA 112. 
Then, the FA 112 and the HA 108 can negotiate other IPsec 
parameters for that session in accordance With the speci?c 
parameters speci?ed in the security policy. For example, the 
FA 112 and HA 108 may an appropriate negotiation proce 
dure, such as IKE, to negotiate the other parameters for 
communication betWeen the FA 112 and the HA 108. 

[0082] The FA 112 may also dynamically create a ?lter for 
the FA-HA pair, Which can then be stored in a list of ?lters 
maintained by the FA 112. Incoming packets to the FA 112 
are then checked against the ?lters maintained by the FA 
112. If a ?lter eXists for the packet, then the FA 112 may 
apply the appropriate processing; hoWever, if a ?lter does 
not eXist, then the FA 112 may simply pass the packet 
through the node. The HA 108 may also dynamically create 
a ?lter for the FA-HA pair, and it may use this ?lter to 
accurately process packets received from the FA 112 and 
corresponding to the mobile node 106. 

[0083] Since an IPsec security association is unidirec 
tional, it is possible that tWo or more security associations 
are created. For eXample, the FA-HA pair may create one 
tunnel for packets sent from the FA 112 to the HA 108, and 
it may create another tunnel for packets sent from the HA 
108 to the FA 112. One or more policy templates may be 
linked to the FA 112 for each tunnel created. For eXample, 
one policy template may specify a set of parameters for the 
IPsec session, While a second policy template may specify 
additional parameters. Additionally, one or more ?lters may 
also be created for each tunnel. It is also possible that a 
tunnel is only created in one direction. 

[0084] Once the mobile node 106 roams aWay from the 
foreign netWork 120, the tunnel betWeen the FA 112 and the 
HA 108 may be terminated. The ?lter for the FA-HA pair 
corresponding to the mobile node 106 may then be removed 
from the FA’s ?lter list. Removing the ?lter from the FA’s 
?lter list may improve the performance of the FA 112 and 
speed the processing of packets. For eXample, incoming 
packets to the FA 112 should be checked against the PA’s 
?lter list to determine if the packet needs special processing 
(e.g, IPsec processing). If the FA 112 maintains a large list 
of ?lters, then checking an incoming packet against each 
?lter in the list can be a time-consuming process. By 
dynamically creating a ?lter for a FA-HA pair and removing 
that ?lter When the connection ceases to be active, the FA’s 
?lter list may include only ?lters for active connections. This 
can decrease the number of ?lters stored in the list and 
increase the ef?ciency of processing packets. 

[0085] A similar procedure may be used for by HA 108 to 
remove the ?lter from its list of ?lters. When the mobile 
node 106 roams aWay from the FA 112, the HA 108 may 
remove the ?lter for the FA-HA pair. For instance, the HA 
108 may remove the ?lter When the mobile node registers a 
neW “care-of-address” in a Mobile IP session or otherWise 
indicates it is no longer using the foreign netWork’s FA 112. 
By removing ?lters that are no longer active, the HA 108 can 
increase its ef?ciency in processing incoming packets. 

[0086] In another embodiment, more than one policy or 
?lter may be de?ned for a FA-HA pair. In one eXample, an 
IPsec session may have policies for Phase_1 and for 
Phase_2. The ?lters for these phases may be created When 
the mobile node connects to the FA, Which then relays the 
Mobile IP Registration Request to the HA and gets a 
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response in return. The ?lter for Phase_1 may include 
parameters to specify ISAKMP packets betWeen the FA and 
the HA. For eXample, it may specify the IP address for the 
FA, the IP address for the HA, the IP protocol and the Source 
and Destination Ports. The ?lter for Phase_2 may include 
parameters to specify tunnel packets betWeen the FA and the 
HA. For eXample, it may include the IP address for the HA, 
the IP address for the FA and a protocol type (e.g., IP-in-IP, 
generic routing encapsulation. (“GRE”), or another type). In 
another eXample, it may include the IP address for the HA, 
the IP address for the FA, a protocol type (e.g., UDP, TCP, 
etc. . . ), and source and destination ports. 

[0087] While the preceding eXamples illustrate dynami 
cally linking policies and dynamically creating ?lters in an 
IPsec environment, the policy-base services may be used in 
a variety of different systems. For instance, they may be used 
in a NetWork Address Translation (NAT)/Port Address 
Translation (PAT) system. Additionally, they may be applied 
in a ?reWall environment, quality of service (“QoS”) envi 
ronment, or in another system. In QoS, for eXample, the 
policy template may include default priority and policing 
information. The AAA may pass a Diffserv marking and 
policing information to the PDSN. The PDSN may then 
create an instance of a policy from the policy template, or it 
may choose to use the policy template from the mobile user. 

[0088] It should be understood that the programs, pro 
cesses, methods and apparatus described herein are not 
related or limited to any particular type of computer or 
netWork apparatus (hardWare or softWare),.unless indicated 
otherWise. Various types of general purpose or specialiZed 
computer apparatus may be used With or perform operations 
in accordance With the teachings described herein. While 
various elements of the preferred embodiments have been 
described as being implemented in softWare, in other 
embodiments in hardWare or ?rmWare implementations may 
alternatively be used, and vice-versa. 

[0089] In vieW of the Wide variety of embodiments to 
Which the principles of the present invention can be applied, 
it should be understood that the illustrated embodiments are 
eXemplary only, and should not be taken as limiting the 
scope of the present invention. For example, the steps of the 
How diagrams may be taken in sequences other than those 
described, and more, feWer or other elements may be used 
in the block diagrams. 

[0090] The claims should not be read as limited to the 
described order or elements unless stated to that effect In 
addition, use of the term “means” in any claim is intended 
to invoke 35 U.S.C. §112, paragraph 6, and any claim 
Without the Word “means” is not so intended. Therefore, all 
embodiments that come Within the scope and spirit of the 
folloWing claims and equivalents thereto are claimed as the 
invention. 

1-31. (canceled). 
32. A foreign agent for dynamically providing Internet 

Protocol security policy service, the foreign agent compris 
ing: 

a connection component for receiving a connection 
request sent from a mobile node to the foreign agent, 
Wherein the mobile node uses Mobile Internet Protocol; 

a policy creation component for creating at least one 
policy for the mobile node, Wherein the at least one 
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policy includes processing information for Internet 
Protocol security packets sent betWeen the foreign 
agent and a home agent for the mobile node; 

a ?lter creating component for creating at least one ?lter, 
Wherein the at least one ?lter identi?es data packets 
traveling betWeen the home agent and the foreign agent 
to receive Internet Protocol security processing, and 
Wherein the at least one ?lter identi?es the at least one 
policy to apply to the data packets receiving Internet 
Protocol security processing; and 

a ?lter storing component for storing the at least one ?lter 
in a list of ?lters maintained by the foreign agent, 
Wherein the list of ?lters identi?es data packets in a 
plurality of Internet Protocol security sessions betWeen 
the foreign agent and respective home agents of other 
mobile nodes that are registered With the foreign agent. 

33. The foreign agent of claim 32, further comprising a 
termination component for terminating a connection With 
the mobile node, and removing the at least one ?lter from the 
list of ?lters. 

34. The foreign agent of claim 32, further comprising a 
security parameter negotiation component for negotiating 
Internet Protocol security parameters With the home agent. 

35. The foreign agent of claim 34, Wherein the security 
parameters are negotiated using Internet Key Exchange or 
Internet Security Association and Key Management Proto 
col. 

36. The foreign agent of claim 34, Wherein the at least one 
policy speci?es at least one rule used to negotiate a type of 
Internet Protocol security service. 

37. The foreign agent of claim 32, Wherein the at least one 
policy speci?es a type of encryption or a lifetime of a key. 

38. The foreign agent of claim 32, Wherein the at least one 
policy is obtained based on an identity of the mobile node. 

39. The foreign agent of claim 32, Wherein the at least one 
?lter includes a ?rst ?lter and a second ?lter, Wherein the 
?rst ?lter includes parameters to specify end points for 
Internet Security Association and Key Management Proto 
col packets, and Wherein the second ?lter includes param 
eters to specify packets that need Internet Protocol security 
service. 

40. The foreign agent of claim 32, Wherein the at least one 
policy includes information for a ?reWall application. 

41. The foreign agent of claim 32, Wherein the at least one 
policy comprises a plurality of policies. 

42. The foreign agent of claim 32, Wherein the at least one 
?lter comprises a plurality of ?lters. 

43. A method to dynamically provide policy service to a 
mobile node, the method comprising: 

receiving an authentication request sent from a foreign 
agent on a foreign netWork to a AAA server on a home 

netWork, Wherein the authentication request indicates a 
mobile node roaming from the home netWork to the 
foreign netWork, and Wherein the mobile node uses 
Mobile Internet Protocol; 

determining Whether the mobile node needs Internet Pro 
tocol security for packets sent betWeen the foreign 
agent on the foreign netWork and a home agent on the 
home netWork; 

informing the foreign agent that the mobile node needs 
Internet Protocol security for data packets sent betWeen 
the home agent and the foreign agent; and 
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linking at least one security policy template for the mobile 
node to the home agent, Wherein the security policy 
template speci?es parameters to be used in Internet 
Protocol security communications betWeen the foreign 
agent and the home agent; 

creating a ?lter, Wherein the ?lter identi?es packets trav 
eling betWeen the home agent and the foreign agent to 
receive Internet Protocol security processing, and 
Wherein the ?lter identi?es the policy template to apply 
to the packets receiving Internet Protocol security pro 
cessing; and 

storing the at least one ?lter in a list of active ?lters 
maintained by the home agent, Wherein the list of active 
?lters identi?es data packets in a plurality of active 
Internet Protocol security sessions betWeen the home 
agent and respective foreign agents of other mobile 
nodes. 

44. The method of claim 43, further comprising a com 
puter readable medium having stored therein instructions for 
causing a processor to execute all the steps of the method. 

45. The method of claim 43, further comprising negoti 
ating Internet Protocol security parameters With the foreign 
agent. 

46. The method of claim 45, Wherein the Internet Protocol 
security parameters are negotiated using Internet Key 
Exchange, Internet Security Association Key Management 
Protocol or the OAKLEY protocol. 

47. The method of claim 43, further comprising: 

determining the mobile node has roamed off the foreign 
netWork; and 

removing the ?lter from the list of active ?lters main 
tained by the home agent. 

48. The method of claim 43, further comprising: 

starting a registration timer for the at least one ?lter; and 

upon expiration of the timer, removing the at least one 
?lter from the list of active ?lters. 

49. The method of claim 48, Wherein the registration timer 
for the at least one ?lter corresponds to a registration timer 
for the mobile node. 

50. A foreign agent for providing policy service in an 
Internet Protocol security application, the foreign agent 
comprising: 

a request component for receiving a request from a mobile 
node to establish a secure connection to a home net 

Work, Wherein the mobile node uses Mobile Internet 
Protocol; 

an authentication component for authenticating the 
mobile node With the home netWork; 

a security component for receiving an indication to use 
Internet Protocol security for packets sent betWeen a 
home agent on the home netWork and the foreign agent; 

a policy linking component for linking to the foreign 
agent a policy instance for the mobile node, Wherein the 
policy instance identi?es processing information for 
Internet Protocol security packets sent betWeen the 
foreign agent and the home agent; 

a ?lter creating component for creating a ?lter for the 
mobile node, Wherein the ?lter can be used to identify 
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packets traveling between the foreign agent and the 
home agent that use Internet Protocol security; and 

a ?lter storing component for storing the at least one ?lter 
in a list of active ?lters maintained by the foreign agent, 
Wherein the list of active ?lters identi?es data packets 
in a plurality of active Internet Protocol security ses 
sions betWeen the foreign agent and respective home 
agents of other mobile nodes that are registered With 
the foreign agent. 

51. The foreign agent of claim 50, further comprising a 
packet processing component for receiving a packet, search 
ing the ?lter list to determine Whether to apply Internet 
Protocol security processing to the packet; and processing 
the packet based at least in part on information included in 
the policy instance. 

52. The foreign agent of claim 50, further comprising a 
termination component for determining the mobile node has 
roamed aWay from the foreign network, destroying the 
policy instance, and removing the ?lter from the list of 
active ?lters. 

53. The foreign agent of claim 50, further comprising a 
parameter negotiation component for negotiating Internet 
Protocol security parameters. 

54. The foreign agent of claim 50, Wherein the policy 
instance identi?es a type of Internet Protocol security 
encryption to use in sending packets betWeen the home 
agent and the foreign agent. 

55. The foreign agent of claim 50, Wherein the policy 
instance speci?es a lifetime of an encryption key used in 
sending packets betWeen the home agent and the foreign 
agent. 

56. The foreign agent of claim 50, Wherein the policy 
instance speci?es domain of interpretation rules used to 
negotiate a type of service used to send packets betWeen the 
home agent and the foreign agent. 

57. The foreign agent of claim 50, further comprising a 
policy component for retrieving a policy template that 
identi?es processing information for Internet Protocol secu 
rity packets sent betWeen the foreign agent and the home 
agent and that may be used for multiple mobile nodes, and 
for creating the policy instance from the policy template. 

58. A method to dynamically provide Internet Protocol 
security policy service, comprising the steps of: 

receiving a connection request for a mobile node at a 
foreign agent; 

obtaining a policy template for the mobile node, Wherein 
the policy template includes processing information for 
Internet Protocol security packets processed by the 
foreign agent on behalf of the mobile node; 

creating a ?lter, Wherein the ?lter identi?es data packets 
to receive Internet Protocol security processing, and 
Wherein the ?lter identi?es the policy template to apply 
to the data packets receiving Internet Protocol security 
processing; and 

storing the ?lter in a list of ?lters, Wherein ?lters in the list 
of ?lters identify data packets in a plurality of active 
Internet Protocol security sessions associated With 
mobile nodes that are registered With the foreign agent. 

59. A computer readable medium having stored therein 
instructions for causing a processor to execute all the steps 
of the method of claim 58. 
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60. The method of claim 58, Wherein obtaining a policy 
template for the mobile node comprises: 

obtaining a ?rst policy template for the mobile node; and 

obtaining a second policy template for the mobile node, 
Wherein the second policy template includes additional 
Internet Protocol security processing information that 
is not included in the ?rst policy template. 

61. The method of claim 58, Wherein creating a ?lter 
comprises: 

creating a ?rst ?lter; and 

creating a second ?lter, Wherein the second ?lter uses 
different criteria to identify data packets than the ?rst 
?lter. 

62. The method of claim 61, Wherein storing the ?lter in 
a list of ?lters comprises: 

storing the ?rst ?lter in the list of ?lters; and 

storing the second ?lter in the list of ?lters. 
63. The method of claim 58, Wherein the policy template 

is associated With a home agent, Wherein the policy template 
is not limited to any particular mobile node, and Wherein 
obtaining the policy template comprises determining that the 
policy template is associated With the home agent of the 
mobile node. 

64. The method of claim 58, Wherein the policy template 
is associated With a plurality of home agents, Wherein the 
policy template is used for sessions betWeen the foreign 
agent and any one of the plurality of home agents, and 
Wherein obtaining the policy template comprises determin 
ing that one of the plurality of home agents is a home agent 
for the mobile node. 

65. A method for a foreign agent to dynamically provide 
Internet Protocol security policy service, the method com 
prising: 

receiving at the foreign agent a request to establish a 
session for a mobile node, Wherein the foreign agent 
stores a policy template that speci?es Internet Protocol 
security parameters to be used in communications 
betWeen the foreign agent and a home agent for the 
mobile node; 

creating a policy instance from the policy template to be 
used for communications betWeen the foreign agent 
and the home agent during the session; 

creating a ?lter, Wherein the ?lter identi?es data packets 
to receive Internet Protocol security processing, and 
Wherein the ?lter identi?es the policy instance to apply 
to the data packets receiving Internet Protocol security 
processing; and 

storing the ?lter in a list of ?lters, Wherein ?lters in the list 
of ?lters identify data packets in a plurality of Internet 
Protocol security sessions associated With mobile 
nodes that are registered With the foreign agent. 

66. The method of claim 65, Wherein creating the policy 
instance comprises negotiating additional Internet Protocol 
security parameters that are not de?ned in the policy tem 
plate. 

67. The method of claim 65, Wherein creating a policy 
instance from the policy template comprises: 

creating a ?rst policy instance from the policy template; 
and 
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creating a second policy instance from the policy tem 
plate, Wherein the second policy instance speci?es 
additional Internet Protocol security parameters that are 
not speci?ed in the ?rst policy instance. 

68. The method of claim 67, further comprising: 

creating a ?rst ?lter corresponding to the ?rst policy 
instance; 

creating a second ?lter corresponding to the second policy 
instance; and 

adding the ?rst and second ?lters to the active ?lter list. 
69. The method of claim 67, further comprising: 

determining that the mobile node has roamed aWay from 
the foreign agent; 

destroying the ?rst policy instance; 

destroying the second policy instance; and 

removing the ?rst and second ?lters from the active ?lter 
list. 

70. The method of claim 65, further comprising: 

determining that the mobile node has roamed aWay from 
the foreign agent; 

destroying the policy instance; and 

removing the ?lter from the list of active ?lters. 
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71. The method of claim 65, further comprising: 

starting a registration timer for the ?lter; and 

removing the ?lter from the list of active ?lters upon 
eXpiration of the registration timer. 

72. The method of claim 71, Wherein a duration of the 
registration timer for the ?rst ?lter corresponds to a duration 
of a registration timer for the mobile node. 

73. The method of claim 71, further comprising upon 
resetting a registration timer for the mobile node, also 
resetting the registration timer for the ?rst ?lter. 

74. The method of claim 65, further comprising: 

receiving at the foreign agent a request to establish a 
session for a second mobile node; 

creating a second policy instance from the policy template 
to be used for communications betWeen the foreign 
agent and the home agent during the session for the 
second mobile node; 

creating a second ?lter, Wherein the ?lter identi?es data 
packets to receive Internet Protocol security process 
ing, and Wherein the ?lter identi?es the second policy 
instance to apply to the data packets receiving Internet 
Protocol security processing; and 

storing the second ?lter in a list of active ?lters. 

* * * * * 


