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(57) ABSTRACT 

A random number generator comprising an entropy genera 
tor and a mixing function. The mixing function to read a 
seed from the entropy generator, to modify the seed, to insert 
the modi?ed seed into a mixing function, to initialize a set 
of input variables used in the mixing function to generate a 

(21) Appl, No; 10/972,150 robust random number, and to generate subsequent robust 
random numbers using the mixing function Without re 
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RANDOM NUMBER GENERATOR 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is divisional of application Ser. 
No. 09/938,166, ?led on Aug. 23, 2001. 

BACKGROUND 

[0002] 1. Field of the Invention 

[0003] The present invention is related to the ?eld of 
semiconductor circuits. In particular, the present invention is 
related to an apparatus for generating random numbers. 

[0004] 2. Description of the Related Art 

[0005] Random number generation is critical to crypto 
graphic systems. Symmetric ciphers such as data encryption 
standard (DES) require a randomly selected encryption key. 
Public-key algorithms like RSA, Diffie-Hellman, and DSA 
require randomly generated key pairs. Furthermore, the 
secure sockets layer (SSL) and other cryptographic proto 
cols use random challenges in the authentication process to 
foil attacks. 

[0006] Because of the Widespread use of random numbers 
in cryptography, a random number generator must be robust 
enough so that even if the design of the random number 
generator is knoWn, the random number generated by the 
random number generator cannot be predicted. Typically, a 
random number generator comprises an entropy generator to 
generate a seed that is then input into a mixing function (e. g., 
SHA-l, MDS etc.). HoWever, a large number of random 
number generators, actually utiliZe a deterministic process, 
i.e., a process Whose outcome is predictable, to generate an 
output from an initial seed. This is true in the case of most 
softWare embodiments of random number generators. Such 
random number generators, (also called pseudo random 
number generators) can be easily compromised, particularly 
if the seed of the pseudo random number generator can be 
predicted. 
[0007] Therefore, a seed generated by a true random 
number generator is essential for the proper functioning of 
a pseudo random number generator. A true random number 
generator (RNG) uses a non-deterministic source, such as, 
thermal or shot noise associated With a resistor, atmospheric 
noise, nuclear decay, or some such unpredictable natural 
process to generate a seed. Some random number generators 
use a natural process, ie the thermal or shot noise present 
When electrons ?oW through a resistor, to generate a seed. 
HoWever, the RNGs of these circuits use analog circuitry 
that may include at least an operation ampli?er and a voltage 
control oscillator to generate the seed. The use of analog 
circuits in the design of a RNG makes production of the 
RNG difficult. For example, due to the high voltage gain 
needed to amplify the thermal or shot noise, the output of the 
operation ampli?er could become permanently saturated 
rendering the RNG useless. 

[0008] Other RNGs use a loW frequency clocked circuit to 
sample the output of a linear feedback shift register (LFSR), 
Wherein the LFSR is driven by a higher frequency free 
running ring oscillator With a random variation in the 
frequency to generate random numbers. Due to the use of a 
loW frequency clocked circuit to sample a higher frequency 
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free running oscillator to generate random numbers, a failure 
of the free running oscillator is dif?cult to detect (i.e., one 
needs to monitor the output of the LFSR to determine if a 
predictable pattern is present). Moreover, RNGs that employ 
this design usually do not scale Well as it is not obvious hoW 
to increase the amount of entropy i.e., the random binary bits 
generated. 

BRIEF SUMMARY OF THE DRAWINGS 

[0009] EXamples of the present invention are illustrated in 
the accompanying draWings. The accompanying draWings, 
hoWever, do not limit the scope of the present invention. 
Similar references in the draWings indicate similar elements. 

[0010] FIG. 1 illustrates a block diagram of one embodi 
ment of a random number generator. 

[0011] FIG. 2 illustrates one embodiment of an oscillator 
used in the entropy generator. 

[0012] FIG. 3 illustrates one embodiment of an oscillator 
comprising a pair of differential ampli?ers used in the 
entropy generator. 

[0013] FIG. 4 illustrates a block diagram implementation 
of a miXing function or miXing algorithm. 

[0014] FIG. 5 is a How diagram illustrating the operation 
of a random number generator according to one embodiment 
of the invention. 

DETAILED DESCRIPTION 

[0015] Described is a random number generator that com 
prises an entropy generator and a miXing function. In one 
embodiment, the entropy generator generates random binary 
bits (entropy bits) that may be used as a random number. In 
alternate embodiments, the entropy bits output from the 
entropy generator may be used as a seed in a miXing function 
to generate a robust random number. The entropy generator 
described herein may be used With any miXing function, and 
the miXing function described may be used With any entropy 
generator. 

[0016] In the folloWing description numerous speci?c 
details are set forth in order to provide a thorough under 
standing of the present invention. It Will be apparent, hoW 
ever, to one of ordinary skill in the art that the present 
invention may be practiced Without these speci?c details. In 
other instances, Well-knoWn architectures, steps, and tech 
niques have not been shoWn to avoid obscuring the present 
invention. 

[0017] In addition, it should be understood that the 
embodiments described herein are not related or limited to 
any particular hardWare technology. Rather, the embodi 
ments described may be constructed using various technolo 
gies (e.g., bi-polar technology, complimentary-metal-oXide 
semiconductors (cmos) technology, etc.) in accordance With 
the teachings described herein. Similarly, it may prove 
advantageous to construct a specialiZed apparatus to perform 
the teachings described herein by Way of discrete compo 
nents, or by Way of an integrated circuit that uses one or 
more integrated circuit die that may be interconnected. 
Lastly, repeated usage of the phrase “in one embodiment” 
does not necessarily refer to the same embodiment, although 
it may. 
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[0018] FIG. 1 illustrates a block diagram of one embodi 
ment of a RNG. As illustrated in FIG. 1, RNG 100 com 
prises an entropy generator 101 and a mixing function 152. 
Entropy generator 101 comprises a set of one or more 
oscillators 105A-105N. Each oscillator in the set of oscil 
lators generates a random frequency binary output signal. 
Thus, if any oscillator in the set of oscillators fails, the 
integrity of the RNG is not severely compromised. 

[0019] In one embodiment, the output of each oscillator in 
the set of oscillators is coupled to a corresponding sampling 
device 110A-110N. Each sampling device synchronously 
samples each oscillator output. Each sampling device is a 
?ip-?op (e.g., a S-R, T, J-K, or D ?ip-?op) that latches a 
random bit generated by the corresponding oscillator. In 
alternate embodiments, the sampling device may be formed 
using combinational logic gates. The output of each sam 
pling device 110A-110N is coupled to one input (e.g., input 
A) of a different gate of a set of tWo-input gates 120A-120M. 
Each gate in the set of tWo-input gates is an exclusive OR 
gate. Thus, input A of the set of tWo-input gates 120A-120M 
is connected to a sampling device (see gates 120 A, C, and 
M respectively connected to sampling devices 110A, B, and 
N), to the output 140 of LFSR element 130P to form a 
feedback tap (e.g., gate 120B), or may be held loW (i.e., a 
logic 0). 
[0020] LFSR 130 is comprised of a set of shift register 
elements 130A-130P. Each shift register element may be a 
?ip-?op (e.g., a S-R, T, J-K, or D ?ip-?op). The input B of 
the set of gates 120A-120M may be connected to the output 
of a shift register element (e.g., gates 120B,C, and M 
respectively connected to the output of shift register ele 
ments 130A, B, and C), or may be held loW (i.e., logic 0 as 
long as input A of the same gate is not held to a logic 0). In 
one embodiment, the input B of a gate may be connected to 
the output 140 of LFSR element 130P While input A of the 
gate is connected to a sampling device (e.g., gate 120A). 
Alternately, the input B of a gate may be connected to the 
output 140 of LFSR element 130P (e.g., gate 120A) While 
inputAof the gate may be held loW (not shoWn). The output 
of each of the gates 120A-120M is coupled to the input of 
a different one of shift register elements 130A-P (see the 
output of gates 120A and C respectively connected to the 
input of shift register elements 130A and C). The dashed 
lines in FIG. 1 represent that one or more other gates and 
shift register elements may be present (see dashed lines 
betWeen the gate 120B and shift register element 130B, and 
betWeen the gate 120M and shift register element 130P). 

[0021] In one embodiment, a polynomial (e.g., polynomial 
x128+x29+x27+x2+1) With feW terms is chosen in the design 
of the LFSR so that feW feedback taps are used in the design 
of entropy generator 101. The use of feWer feedback taps 
implies that feWer gates are used in the implementation of 
the LFSR. In one embodiment, after the output 140 of shift 
register element 130P is connected to the selected tWo-input 
gates to implement the polynomial, the sampling devices are 
connected to the tWo-input gates in an arbitrary manner. 

[0022] In one embodiment, in order to generate a 64 bit 
random number, a RNG With 64 oscillators 105A-105N and 
(128) shift register elements 130A-130 P is used. HoWever, 
one skilled in the art Will appreciate that if (N) oscillators are 
used to generate a bit random number Wherein each 
oscillator generates (J) bits of entropy per clock cycle for (L) 
clock cycles, then N><J><LZK. 
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[0023] In the LFSR 130 of FIG. 1, a ?xed frequency clock 
170 drives the shift register elements 130A-130P. Although, 
a second ?xed frequency clock 175 drives the sampling 
devices 110A-110N, the same ?xed frequency clock 170 
may be used to drive sampling devices 110A-110N. In one 
embodiment, the ?xed frequency clocks have frequencies 
that are loWer than the nominal frequency of the oscillators. 

[0024] FIG. 2 illustrates one embodiment of an oscillator 
used in entropy generator 101. Oscillator 105A comprises a 
series of cascaded inverters (e.g., inverters 200A-200N) 
Wherein the input of one inverter is connected to the output 
of the preceding inverter, and the output from the rightmost 
inverter 200N is fed back into the input of the leftmost 
inverter 200A. Each oscillator is designed to have a large 
jitter due to noise in the semiconductor junctions of the 
inverters. Therefore, physically small transistors are used in 
the design of the differential ampli?ers. Due to the small 
physical siZe of the transistors used in the oscillator design, 
less poWer is consumed and the amount of jitter at the 
oscillator output increases. 

[0025] While in one embodiment three inverters are used 
in the design of each oscillator 105A-105N, alternative 
embodiments use more inverters and/or different numbers of 
inverters in different ones of the oscillators 105A-105N 
(e.g., a different odd number of inverters, or Wherein the 
number of inverters is a prime number). In one embodiment, 
each oscillator is tuned to the same nominal frequency. 
HoWever, due to the random noise in the circuit the output 
of each oscillator ?uctuates randomly. While in one embodi 
ment each oscillator is tuned to the same nominal frequency, 
in alternative embodiments the oscillators are tuned to 
different nominal frequencies. In addition, While one 
embodiment is illustrated Where the oscillators are imple 
mented as in FIG. 2, alternative embodiments could imple 
ment one or more of the oscillators using different circuitry 
(e.g., a tank circuit). 

[0026] FIG. 3 illustrates one embodiment of an oscillator 
comprising a pair of differential ampli?ers used in entropy 
generator 101. The oscillator 105A illustrated in FIG. 3 
comprises a pair of differential ampli?ers 305 and 310. Each 
differential ampli?er has an inverting input and a non 
inverting input, and an inverting output and a non-inverting 
output. The inverting output of differential ampli?er 305 is 
connected to the inverting input of differential ampli?er 310. 
The non-inverting output of differential ampli?er 305 is 
connected to the non-inverting input of differential ampli?er 
310. HoWever, the inverting input of differential ampli?er 
305 is connected to the non-inverting output of differential 
ampli?er 310, and the non-inverting input of differential 
ampli?er 305 is connected to the inverting output of differ 
ential ampli?er 310. In one embodiment, the output for 
oscillator 105A is across terminals 315 and 320 of differ 
ential ampli?er 310. 

[0027] Each differential ampli?er oscillator is designed to 
have a large jitter caused by the noise in the semiconductor 
junctions of the inverters. Therefore, physically small tran 
sistors are used in the design of the differential ampli?ers. 
Due to the small physical siZe of the transistors less poWer 
is consumed and the amount of jitter at the oscillator output 
increases. 

[0028] Returning to FIG. 1, the entropy bits generated by 
the LFSR may be sequentially clocked by clock 170 into a 
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shift-register buffer (not shown). In one embodiment, 128 
entropy bits are sequentially clocked from the output 140 of 
the LFSR into a shift-register buffer to form a random 
number. The random number stored in the shift register 
buffer may be used as a seed in a mixing function (described 
later) to generate a robust random number. Alternately, the 
entropy bits stored in the shift-register buffer may be used as 
a random number by itself Without inserting the same as a 
seed into a miXing function. 

[0029] In one embodiment, the output from each shift 
register element 130A-P is coupled directly to miXing func 
tion 152 via bus 151. The use of bus 151 eliminates the need 
for a shift-register buffer and speeds up the data input into 
the miXing function. In one embodiment, only 4 clock cycles 
may be used to input the 128 entropy bits into the miXing 
function. The entropy bits input as a seed into miXing 
function 152 may be used as a random number by itself 
Without inserting the same as a seed into a miXing function. 

[0030] Thus, it should be understood that the connection 
of the sampling devices 110A-N to different ones of the 
gates 120A-M is implementation dependent. For eXample, 
While FIG. 1 shoWs the ?rst gate 120A connected to the ?rst 
sampling device 110A, in alternative embodiments the ?rst 
gate 120A may be connected to a later one of sampling 
devices 110B-N. As another example, While FIG. 1 indi 
cates that there is a different number of gates 120A-M as 
compared to sampling devices 110A-N, alternative embodi 
ments may have the same number of sampling devices and 
gates, and every one of the gates 120A-M is connected to a 
different one of the sampling devices 110A-N. As another 
eXample, While FIG. 1 indicates that there is a different 
number of gates 120A-M as compared to shift register 
elements 130A-P (there is not a gate betWeen every shift 
register element, but the output of one shift register element 
may be directly connected to the input of the neXt shift 
register element in the LFSR), alternative embodiments may 
have a gate betWeen every shift register element. 

[0031] In alternate embodiments, tWo or more LFSRs may 
be cascaded to generate entropy bits that are input into the 
miXing function via bus 151. Thus, While FIG. 1 illustrates 
a single LFSR connected to bus 151, alternative embodi 
ments may have tWo or more LFSRs connected to bus 151 
(e.g., such LFSRs could use the same sampling devices 
outputs, but support a different polynomial; alternatively, 
such LFSRs could have their oWn oscillators and sampling 
devices; etc.). In the cascaded embodiment, the output 140 
of one LFSR may be used to drive the clock inputs of each 
shift register element of the neXt LFSR. 

[0032] As can be seen, the entropy generator 101 com 
prises predominantly digital circuits and has feW analog 
components making components such as the oscillators 
105A-105N easier to design. The entropy generator 101 has 
no single failure point because multiple oscillators are used 
in the design. Moreover, the entropy generator is scalable. If 
more entropy bits are needed the number of oscillators in the 
circuit are simply increased. 

[0033] FIG. 4 illustrates a block diagram implementation 
of a miXing function or miXing algorithm. The entropy bits 
generated by entropy generator 101 may be inserted into a 
miXing function or a miXing algorithm, (e.g., the SHA-l or 
the MD5 algorithm) to destroy any residual statistical struc 
ture of the random number. The miXing function or algo 
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rithm may be implemented in hardWare, (e.g., by a SSL/ 
IPsec Processor manufactured by Caveo Networks of 
Cambridge, Mass.) softWare, or a combination of hardWare 
and softWare. 

[0034] In one embodiment, the miXing function is imple 
mented using a modi?ed SHA-l algorithm. (A detailed 
speci?cation of the SHA-l algorithm may be found at the 
US. department of commerce’s Federal Information Pro 
cessing Standards Publication (FIPS) 180-1). In 405, the 128 
entropy bits obtained from entropy generator 101 are seg 
mented (e.g., into 4 segments of 32 bits each), and each 
segment is duplicated one or more times, concatenated, and 
padded as described in the SHA-l speci?cation to form a 
512-bit input that is the seed 405 for function logic 400 that 
implements the SHA-l algorithm. 

[0035] After processing the 512-bit number through the 
SHA-l algorithm, (e.g., using function logic 400) the 160 
bit digest (i.e., the hash result 153) that is obtained repre 
sents a robust random number. While in one embodiment, 
the entire 160-bit hash result is used as a robust random 
number, in alternate embodiments a portion of the hash 
result 153 (e.g., 64 bits) may be used as a robust random 
number. 

[0036] Prior to obtaining the robust random number 153, 
the SHA-l algorithm speci?cation (see FIPS publication 
180-1) requires that the buffer containing particular Words 
(i.e., the Words) be initialiZed With a particular set of 
initialization Words. After processing the 512-bit number 
through the SHA-l algorithm, the buffer that originally 
contained the initialized words, now contain the robust 
random number 153. Thus, according to the SHA-l speci 
?cation, for each neW robust random number 153 generated, 
the Words must be initialiZed. 

[0037] In one embodiment, since the buffer that originally 
contained the Words contain the robust random number 
after processing the SHA-l algorithm, for subsequent robust 
random number calculations the Words are not initial 
iZed as required by the SHA-l speci?cation, but rather, the 
contents of the buffer that contain the robust random number 
153 are left undisturbed from the previous calculation. Thus 
as illustrated in FIG. 4, at T1 the Words are initialiZed, 
at T2 the ?rst robust random number is obtained, and from 
T3 onWards, for subsequent robust random number calcu 
lations, the are not initialiZed. Moreover, even for the 
initial robust random number calculation (i.e., at T1) the 
buffer containing the Words are not initialiZed With the 
particular set of initialiZation Words required by the SHA-l 

speci?cation, but rather, the buffer containing the Words is initialiZed With a randomly selected set of initial 

iZation Words (e.g., With the entropy bits generated by 
entropy generator 101). 

[0038] For subsequent robust random number calcula 
tions, all or part of the previous robust random number 
obtained (i.e., the hash result 153) is used to initialiZe the 
{Hi} Words When the neXt robust random number is gener 
ated. The neW entropy bits from bus 151 are duplicated, 
concatenated and padded as described above to form a 
512-bit number that is input into the SHA-l algorithm. By 
not initialiZing the Words for each robust random 
number calculation, the design of the hardWare circuit that 
implements the miXing function is simpli?ed, resulting in a 
saving in processing time. Furthermore, a feedback line that 
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Would otherwise feed back the last random number gener 
ated by the mixing function, to form at least part of the next 
512-bit input for the next robust random number calculation 
is eliminated. 

[0039] FIG. 5 is a How diagram illustrating the operation 
of a random number generator according to one embodiment 
of the invention. As illustrated in FIG. 5, at 505, a plurality 
of oscillators With high jitter generate binary bits in a 
random manner. At 510, the bits generated by the plurality 
of oscillators With high jitter are sampled (i.e., latched by 
sampling devices). At 515, the latched random bits are input 
into a LFSR (i.e., by a ?xed frequency clock). In one 
embodiment, the output from each shift register element in 
the LFSR may be used as a random number. At 520, the 
output from the LFSR is input (e.g., via bus 151) into a 
mixing function or algorithm, (e.g., a mixing function that 
implements the SHA-1 algorithm) to obtain a robust random 
number. 

[0040] Thus a method and apparatus have been disclosed 
for generating a random number. While there has been 
illustrated and described What are presently considered to be 
example embodiments of the present invention, it Will be 
understood by those skilled in the art that various other 
modi?cations may be made, and equivalents may be sub 
stituted, Without departing from the true scope of the inven 
tion. Additionally, many modi?cations may be made to 
adapt a particular situation to the teachings of the present 
invention Without departing from the central inventive con 
cept described herein. Therefore, it is intended that the 
present invention not be limited to the particular embodi 
ments disclosed, but that the invention include all embodi 
ments falling Within the scope of the appended claims. 

What is claimed is: 
1. A method for generating robust random numbers using 

a mixing function comprising: 

reading a seed from an entropy generator; 

modifying the seed; 

inserting the modi?ed seed into the mixing function; 

initialiZing a set of input variable used in the mixing 
function; 

generating a robust random number using the mixing 
function; and 

generating subsequent robust random numbers using the 
mixing function Without re-initialiZing any of the set of 
input variables. 

2. A method as in claim 1, Wherein said modifying the 
seed comprises: 

duplicating a portion of the seed at least once; 

concatenating the duplicated portions; and 

padding the concatenated duplicated portions With a 
binary string to obtain a 512-bit modi?ed seed. 

3. Amethod as in claim 1, Wherein the mixing function is 
the SHA-1 algorithm. 

4. A method as in claim 3, Wherein the initialiZing the set 
of input variables comprises setting the set of input variables 
to values other than those speci?ed by the SHA-1 algorithm. 
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5. A method as in claim 3, Wherein the initialiZing the set 
of input variables comprises providing one or more random 
initialiZation Words for the values. 

6. A method as in claim 1, Wherein the initialiZing the set 
of input variables comprises setting the set of input variables 
With one or more random initialiZation Words. 

7. Amethod as in claim 1, Wherein the mixing function is 
the MD5 algorithm. 

8. Amethod as in claim 1, Wherein the seed comprises 128 
bits. 

9. A method as in claim 1, Wherein the generating sub 
sequent robust random numbers comprises basing the set of 
input variables used in the mixing function on a previously 
generated robust random number. 

10. A method as in claim 1, Wherein the mixing function 
destroys residual statistical structure of the seed. 

11. A method as in claim 1, Wherein the generating 
subsequent random numbers comprises repeating the read 
ing, modifying, inserting, and the generating a robust ran 
dom number. 

12. A method as in claim 1, Wherein the generating a 
robust random number comprises generating a plurality of 
robust random numbers based on a bit digest output from the 
mixing function. 

13. An apparatus comprising: 

a processor to read a seed from an entropy generator, to 
modify the seed, to insert the modi?ed seed into a 
mixing function, to initialize a set of input variables 
used in the mixing function, to generate a robust 
random number using the mixing function, and to 
generate subsequent robust random numbers using the 
mixing function Without re-initialiZing any of the set of 
input variables. 

14. A apparatus as in claim 13, Wherein to modify the seed 
comprises: 

the processor to duplicate a portion of the seed at least 
once; 

the processor to concatenate the duplicated portions; and 

the processor to pad the concatenated duplicated portions 
With a binary string to obtain a 512-bit modi?ed seed. 

15. The apparatus as in claim 13 Wherein the mixing 
function is the SHA-1 algorithm. 

16. The apparatus as in claim 13, Wherein the seed 
comprises 128 bits. 

17. A method as in claim 13, Wherein to generate subse 
quent robust random numbers comprises basing the set of 
input variables used in the mixing function on a previously 
generated robust random number. 

18. A method for generating robust random numbers 
using a SHA-1 algorithm, the method comprising: 

generating entropy bits; 

generating a seed for the SHA-1 algorithm based at least 
in part on the entropy bits; 

initialiZing the SHA-1 algorithm With other than the 
particular set of the initialiZation Words speci?ed for 
the SHA-1 algorithm; 

destroying residual statistical structure of the seed With 
the SHA-1 algorithm to generate a bit digest; and 
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generating one or more robust random numbers based on 
the bit digest. 

19. A method as in claim 18, repeating the generating 
entropy bits, generating the seed, destroying, and generating 
one or more robust random numbers Without reinitialiZing 
the SHA-1 algorithm. 

20. A method as in claim 19, Wherein the repeating 
includes basing the set of input variables used in the miXing 
function on a previously generated robust random number. 

21. A method as in claim 18, Wherein the initialiZing 
comprises initialiZing the SHA-1 algorithm With a random 
initialiZation Word. 

22. A method for generating robust random numbers 
using a miXing function comprising: 

generating entropy bits; 

initialiZing the miXing function With a random initialiZa 
tion Word; 

generating a seed for the miXing function at least in part 
from the entropy bits; 

destroying residual statistical structure of the seed With 
the miXing function to generate a bit digest, and 

generating one or more robust random numbers based on 
the bit digest. 
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23. Amethod as in claim 22, further comprising repeating 
the generating entropy bits, generating the seed, destroying, 
and generating one or more robust random numbers Without 
repeating the initialiZing. 

24. Amethod as in claim 22, Wherein the miXing function 
is the SHA-1 algorithm. 

25. A method for generating random numbers using a 
miXing function having a set of input variables for Which is 
speci?ed initialiZation Words, the method comprising: 

generating entropy bits; 
generating a seed based at least in part from the entropy 

bits; 
applying the miXing function to the seed to generate one 

or more robust random numbers; 

repeating the generating entropy bits, generating the seed, 
and generating one or more random numbers using as 
the set of input variables values based on the result of 
said applying the miXing function, rather than the 
speci?ed initialiZation Words. 

26. A method of claim 25, further comprising initialiZing 
the set of input variables With random initialiZation Words. 

27. Amethod as in claim 25, Wherein the miXing function 
is the SHA-1 algorithm. 

* * * * * 


